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. EXECUTIVE SUMMARY

Interes in Criminal History Screening

Thereiswidespread interest in obtaining accessto criminal history record information from
reliable sources for the purpose of screening an individual’ s suitability for employment, licensing,
or placement in positions of trust. The interest comes from private and public employers, as well
asnon-profit organi zationsthat placeempl oyeesand volunteersto work with vulnerabl e popul ations
such as children, the elderly, and disabled persons. The interest is based on a desire or perceived
need to evaluate the risk of hiring or placing someone with acriminal record in particular positions
andisintended to protect employees, customers, vulnerabl e persons, and businessassets. Employers
and organizations are subject to potentid liability under negligent hiring doctrines if they fail to
exercisedue diligence in determining whether an applicant has acriminal history that isrdevant to
the responsibilities of a job and determining whether placement of the individual in the position
would create an unreasonable risk to other employees or the public. In addition to addressing this
litigation risk, employers want to assess the risks to their assets and reputations posed by placing
personswith criminal historiesin certain positions. To meet these business needs, employerscanand
frequently do ask applicantswhether they haveacriminal history. Such employersand organizations
want accessto criminal history records to determine whether applicants are answering the question
about their crimina history truthfully and completely. They believe that having access to good
sources of criminal history information is the only way the interest in performing due diligence to
protect employees, assets, and the public can be served. Public employers’ need for theinformation
often goes beyond considering job suitability and includes security clearance determinations. There
also has been agrowing use of criminal history screening in certain sectors of the economy related
to counterterrorism efforts.

Privacy and Fair Information Practice I nterests

Competing interests also enter the criminal background screening picture. Individuals have
astrong interest in ensuring that fair information practices are followed when employers and other
organizations obtain and use criminal history information to screen a person for employment or
volunteer suitability. No one wants to be wrongly associated with someone else’ s criminal record,
particularly when applying for ajob. Individuals who do have a criminal record want reasonable
assurancethat the information is accurate and complete, that they have ameaningful opportunity to
see the information and correct any inaccuracies, and that the information is used fairly in the
screening processand doesnot unfairly excludethem from employment opportunitieswhen they are
otherwise qualified for a position.

Section I: Executive Summary 1
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Fair Use of Criminal History — Reentry and Anti-Discrimination I nterests

The individual’ sinterest in the fair use of criminal history information is mirrored by the
broader social policy of facilitating the reentry of ex-offenders into the workforce. Steady gainful
employmentisaleading factor in preventing recidivism. The unfair use of or discrimination based
upon criminal records can raise barriers to employment by ex-offendersand, as aresult, undermine
the reentry that makes us all safer. This socia interest is reflected in federal and state consumer
reporting and anti-discrimination|aws, aswell asguidancefromthe Equa Employment Opportunity
Commission, that limit thereporting of criminal history information by consumer reporting agencies
or the use that can be made of such information by public and private employersfor employment or
licensing purposes. Thelimits generally seek to ensure that criminal recordsare only used to deny
employment to an otherwise qualified applicant when the conduct underlying the conviction or arrest
is relevant to the responsibilities of the job and takes into account an ex-offender’s efforts at
rehabilitation. Some jurisdictionsalso do not allow employersto use information about arrests that
do not lead to a conviction.

Private Sector Criminal History Databases and Background Screening Services

Most private employers’ demand for criminal history background checksis currently met by
private sector enterprisesthat provide professional background screening servicesand/or commercia
databasesthat aggregate criminal recordsthat are availableto the public from government agencies.
The commercial databases are not complete because not dl states, and not all agencies within
individual states, make their records available to such databases; nor does the FBI make its federal
or state criminal recordsavailableto such databases. In addition, theinformation in the commercial
databases may only be updated periodicaly. The commercial databases may also be missing
important disposition information that is relevant to a conviction record's use for employment
suitability purposes, such as sealing and expungement orders or entry into a pre-trial or post-trial
diversion program. Checks of these databasesare based not upon positive, biometric identification
(such as fingerprints), but upon personal identifiers such as names and other information that can
help confirmaperson’sidentity. Nevertheless, these databases provide a source of information that
is significantly broader than going to individual county courthouses in the counties where an
applicantindicatesthat he or shehaslived. Professional background screeningservicesalso provide
overall screening services to employers, performing the function of going to all appropriate data
sources, whether primary sources (such as a courthouse) or secondary sources (such as public and
privatedatabases) to gather criminal history recordsand other i nformati on, suchasfinancia history,
that an employer may be seekingto evaluate acandidate. These servicesalso assist in obtaining the
current status of arecord at the primary sourcewhen it may not necessarily bereflected in adatabase.

Theprivatedataprovidersand screening servicesare considered consumer reporting agencies
under the federal Fair Credit Reporting Act (FCRA) and state consumer reporting lawvs. The
activities of consumer reporting agencies in providing information on individual consumers are
regulated under these federal and date laws. Some state consumer reporting laws are more
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restrictive than the FCRA. All of these laws impose fair information-practice requirements by
consumer reporting agenciesthat report public record information, such as criminal history records,
for employment purposes. Theprivacy protections provided to consumers under these lawsinclude
the right to consent (including opportunities to opt-in or opt-out), the right to access information
about themselves in databases, the right to notice about reporting disclosures that have been made,
and the right to challenge the accuracy of the information before adverse action is taken by the user
based on the information. They also restrict the reporting of certain types of information, such as,
inthe case of the FCRA, records of arreststhat did not result in aconviction that are older than seven
years. Some statesrestrict the reporting of any arrest-only records by consumer reporting agencies.

Non-Criminal Justice Use of FBI-Maintained Criminal History Record Information

The Federal Bureau of Investigation (FBI) maintains a criminal history record repository,
known asthe Interstate Identification Index (111 or “ Triplel”) system, that contains records from all
states and territories, as well as from federd and internationd crimind justice agencies. The state
records in the Il1 are submitted to the FBI by central criminal record repositories that aggregate
criminal records submitted by most or all of thelocal criminal justiceagenciesin their jurisdictions.
The recordsin the Il1 are al based on 10 rolled fingerprints, which provide a positive, biometric
match between the individual and his or her record. Although it is quite comprehensive in its
coverage of nationwide arrest records for serious offenses, the 11l is still missing final disposition
information for approximatdy 50 percent of its records.

The FBI record system wasiinitially created for the use of government agenciesinvolvedin
the administration of criminal justice functions, such asinvestigations, prosecutions, and sentencing.
Over time, however, the use of this information has been authorized for numerous non-criminal
justicepurposes, such asbackground screening for employment and licensing inindustriesthat either
stategovernmentsor thefederal government havedecided toregulatein somefashion. Non-criminal
justice screening using FBI criminal history records is typically done by a government agency
applying suitability criteria that have been established by law or the responsible agency. Non-
criminal justice checks of the Il have generally been required to be supported by fingerprints in
order to substantially reducethe twin risks posed by name checks, which canresult in false positives
(when a person with acommon name is associated with another person’ srecord) or fal se negatives
(when a record is missed because an individual provides false identifying information). This
requirement is now embodied in the National Crime Prevention and Privacy Compact, enacted by
Congressin 1998, which provides a structure for establishing rules regarding the interstate sharing
of FBI-maintained criminal history information for non-criminal justice purposes.

The number of fingerprint submissionstothe FBI for non-criminal justice checks, including
visasand other federdly required checksfor public saf ety and nationd security, has grown to apoint
at which they now exceed fingerprint submissions to the FBI for criminal justice checks. The FBI
processed approximately 10 million non-criminal justice fingerprint checks in 2005. As of June
2005, the FBI has begun accepting flat, as opposed to rolled, fingerprints for non-criminal justice
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background checks, making the capture of fingerprints for these checks faster, easier, and less
expensive. The FBI charges a fee for fingerprint-based checks of the Il for non-criminal justice
purposes. Submission of flat prints does not affect the FBI's fingerprint processing or the fees
charged.

State Record Repository Data

State record repositories have also made their records available for non-criminal justice
checksfor afee. Some states do so more broadly than others, allowing any person for any purpose
to do name-based and, in some cases, fingerprint-based checks of their repository records on the
theory that they arepublic records and should therefore be open to the public. Some stateshave even
made name checks of their repositories records available on the Internet for afee. Other states are
more restrictive with their records, limiting their use for non-criminal justice purposes to those
specifically authorized by state law. Thus, in some states, private employers can obtain access to
state criminal history records, but cannot get access to criminal history records from other states
through a check of FBI-maintained records unless they have a separate statutory authority to do so.
State records are also more complete and up-to-date than the FBI-maintained records. For that
reason, checks of state databases, in addition to an FBI check, are considered necessary to get more
comprehensivedata. Staterepostoriesdso chargeafeefor non-crimina justice background checks.

Existing Authoritiesfor Accessto FBI Criminal History Records

Under current law, access to FBI-maintained criminal history information is governed by a
patchwork of state and federd statutes. The mainvehiclefor gaining accessfor non-criminal justice
purposes has been state statutesthat take advantage of the provisionsof Public Law (Pub. L.) 92-544
(enacted in 1972), which allow sharing of FBI-maintained crimind history records in certan
licensing and employment decisions, subject to the approval of the Attorney Generd. These checks
are processed through state record repositories and, in order to provide more completeinformation,
includeacheck of staterecords. Thesestatutesgenerally requirebackground checksin certain areas
that the state has sought to regulate, such as persons employed as civil servants, day care, school, or
nursing home workers, taxi drivers, private security guards, or members of regulated professions.
The results of these checks are supplied to public agencies that apply their own suitability criteria
or those established under state law. There currently are approximately 1,200 state statutesthat are
approved by the Attorney General under Pub. L. 92-544. In addition, the National Child Protection
Act/Volunteers for Children Act (NCPA/VCA) alows state governmental agencies, without
requiring a state statute, to conduct background checks and suitability reviews of employees or
volunteers of entities providing services to children, the elderly, and disabled persons.

Other access has been authorized by federal statutes allowing particular industries or
organizationstogodirectly tothe FBI for an employment, licensing, or volunteer check, without first
going through a state repository and also checking state records. Theselaws, some of which were
passed after the terrorist attacks on September 11, 2001, seek to promote public safety and national
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security by either authorizing access to a check by certain industries or affirmatively regulating an
industry or activity by requiring background checks and risk assessments by government agencies.
They include authority for discretionary access by the banking, nursing home, securities, nuclear
energy, and private security guard industries, as well as required security screenings by federa
agencies of airport workers, HAZMAT truck drivers and other transportation workers, persons
seeking accessto nuclear facilities and port facilities, and aliensvisiting the United States.

This existing framework for providing authority to access FBI-maintained criminal history
records for non-criminal justice purposes, requiring separate statutes for each new authorized use,
has created inconsistencies in access to the information across industries and states. It has also
created inconsistencies in the scope of the records checked, with some checks accessing both gate
and FBI records and others checking just FBI records. For example, depending on whether the state
has passed a Pub. L. 92-544 statute, an industry may, in some states, be allowed access to state
criminal history records (where the check stops at the statelevel), but not to FBI records reflecting
criminal records originating inother states. Also, anindustry may be able to get accessto both state
and FBI recordswhen screened by agenciesin some states, but have no accessto state or FBI records
in other states. Industries with authority to obtain checks directly from the FBI get checks of FBI
maintained records, but not of records maintained at the state level.

Private Sector Interest in Access to FBI-Maintained Criminal History Record
I nfor mation

Because of the limitations on the convenience, completeness, and reliability of the
information on crimind history records from state and local public agencies and commercial
databases, strong interest has been expressed in broadening authority to access FBI-maintained
criminal information for the purpose of suitability screening by private employersand organizations
placing individuas in positions of trust. There are two primary reasons for this interest. First,
becausethe FBI hasfingerprint-based recordsfromall statesand territories, it canidentify aperson’s
record created in states other than those of self-disclosed past residences or where the employment
islocated. Thisisimportant in a mobile society where many persons may havelived in or traveled
to more than one state. Second, the FBI records are based on the positive identification of a person
to a record through fingerprints, significantly reducing the risks to privacy (false positives) and
security (false negatives) posed by strictly name-based searches.

Thisinterest is demonstrated, in part, by the many bills introduced in Congress each year to
authorize access to FBI-maintained criminal history records for background checks in particul ar
industriesor settings. Private employersand other private entities seekingsuch accessauthority wish
it to be nationwide, without the need to obtain such authority in each sate through separate Sate
statutes under Pub. L. 92-544. Frequently, private employers would also like to have the accessto
therecordsthemsel ves, giving them the ability to maketheir own determinationsabout the suitability
of acandidate. In other words, they would like the information without necessarily having a state
or federal government agency establishing inflexible suitability criteria and making suitability
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determinationsabout their prospective employees. It shouldalso benoted that there are undoubtedly
many positions in the private sector today for which checks of FBI-maintained records are not
available because they are unregulated, yet those positions may involve greater degrees of trust and
security risk (such as in critical infrastructure industries) than positions that are subject to such
background checks because they are regulated. Broader access by the private sector would hep
addressthisanomaly.

Data Quality Issues and the Opportunity to Correct I nformation

No single source existsthat provides complete and up-to-date information about aperson’s
criminal history. The FBI-maintained criminal history database, however, is certainly one of the
better sources because it is based on positive identification and can provide, at a minimum,
nationwide |eads to more complete information. If provided such access, however, users may not
want to rely exclusively on an FBI and state repository check and may also want to check other
record sources, such as commercia databases and local courthouses to obtain more complete and
up-to-date information in support of criminal history background screening.

In addition to the dataquality issue of obtaining comprehensivecriminal record information,
there is the issue of ensuring that users are provided information that is accurate and up-to-date.
Public comments received by the Department on the questions that Congress asked to be addressed
in thisreport cited many examples of the adverse consequences to individual s caused by inaccurate
or incomplete criminal history information reported to employers by consumer reporting agencies.
Issues of information quality in criminal history databases, whether commercial, state, or FBI,
therefore require adequate privacy safeguards tha provideindividuas a meaningful opportunity to
correct inaccurate or incomplete information before it has an adverse effect on an employment

opportunity.
Summary of Recommendations

Section 6403 of the Intelligence Reform and Terrorism Prevention Act of 2004 calls upon
the Attorney General to “make recommendations to Congress for improving, standardizing, and
consolidating the existing statutory authorizations, programs, and procedures for the conduct of
criminal history record checks for non-criminal justice purposes.” This report responds to the
congressional interest in these issues expressed in section 6403 and seeks to provide insight on
possiblewaysthat thelaw can be changed to create aframework for providing broader private sector
access to state and FBI-maintained criminal history records without the need to enact separate
statutes that create inconsistent levels and rules for access. As called for by the Act, we obtained
input from the state record repositories, the National Crime Prevention and Privacy Compact
Council, and representatives from the private sector and labor, as well asother interested members
of the public. The following summarizes our major recommendations:
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When a private employer or entity can inquire into whether an applicant or employee has a
criminal history, aprocessshould beavailablethat all owstheempl oyer to determinewhether
the response to the question is truthful and complete. We think that the fingerprint-based
criminal history information maintained by the FBI and state record repositories should be
one of the authorized sources of information for this purpose, as system capacity allows, so
long as the process provides appropriate privacy protections to the individua and respects
state and federal lawsdesigned to ensure that criminal records are not used to unfairly deny
employment.

The expanded accessto thisinformation should take advantage of the existing private sector
infrastructure for employment screening and background checks on consumers and,
therefore, consumer reporting agencies, under conditions specified in law and by the
Attorney General, such as certification of training on record handling and data security
requirements, should also be authorized access when acting on behalf of an authorized user.
Employer accessto records directly from the FBI or participating states should be permitted,
but made manageable by allowing the Attorney General and participating states to set
minimum threshold requirements for such direct access. The checks should be based on
fingerprints.

When possible, these fingerprint checks should involve states that agree to participate in an
expanded program for non-criminal justice checks. The participating states should be
required to meet minima standards for processing these checks, including a response time
of no more than three business days from the date the fingerprints are received by a
repository. TheAttorney General should establish ameansfor doing the checksin statesthat
do not opt-into the program. Regardlessof whether the checksgo through a state or the FBI,
the checks should include a check of as many federal and state records as possible.

The Attorney General should be allowed to prioritize access under this new authority to
enable the scaling of the system to meet private sector demand and to do so in away that
does not interfere with use of the system for criminal justice or national security purposes
(which are the original reasons the system was established). The Attorney Generd should
also be authorized to expand access to additional individuals or entities when he finds that
doing so promotes public safety or nationa security.

Given the competing law enforcement and national security demands on the FBI’ s system
and resources, implementation of all-employer accessis likely to be, at best, many years
away. Therefore, if Congress's goal is to create a means by which all qualified private
employerscan obtain anational fingerprint check of criminal history information, then other
solutions besides relying exclusively on the FBI should be explored, such as relying more
directly on private sector resourceswithout requiring significant new government resources
to help service the private sector’ s need for thisinformation. The privacy and civil liberties
issues discussed in our recommendations, as well as issues of governance, accountability,
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information security, and information control by the agenciestha own the data, would have
to be addressed in deciding how to create such alternative solutions and whether they are
feasible. In the meantime, the FBI should be authorized to provide access to priority
employers as capacity allows.

Usersshould be enrolled with agreementsthat specify the requirements for access, including
security of the information, certified training on the interpretation of criminal records, and
noticetoindividualsconcerning record access and correction and fair use of theinformation.

The checks should include appropriate privacy safeguardsto protect theindividud. These
protections should include informed consent and the opportunity to review arecord before
an application is made, beforethe record is provided to the user, and before adverse action
istaken by the user. Moreover, a streamlined process for appeding incorrect records must
beimplemented. Because of the likely public concerns about privacy relating to fingerprint
retention, limitsregarding theretention and deletion of fingerprintsby the FBI, participating
states, consumer reporting agencies, and authorized users should be established by statute.

The FBI and participating state repositories disseminating records directly to employers and
other users under this new authority should be required, as consumer reporting agencies
disseminating the records will be required, to screen the records in accordance with limits
applicable to consumer reporting agencies and employers under federal and stete laws in
order to respect the reentry policies promoted by those laws. The law of the state of
employment should be applied in the screening. Appropriate exceptions to the screening
requirements should be made when consistent with state open records laws or where users
are serving vulnerable populations.

Employers and organizations with access under this authority should be required to certify
that they will not use the information obtained in violation of any applicablefederal or state
equal employment opportunity laws or regulations, just as users must do when obtaining
criminal history information from consumer reporting agencies under the FCRA for
employment suitability purposes. Congress should also consider whether employersshould
be provided guidance on appropriate time limits when establishing specific disqualifying
offenses and on allowing individuals an opportunity to seek a waiver from such
disqualifications.

Theinfrastructurefor collecting fingerprintsunder this new authority should be exclusively
through electronic, live-scan devices. Such devices should be fast and unobtrusive where
possible. The fingerprint collection should be decentralized at locations other than law
enforcement agencies, including at the place of employment or through aconsumer reporting
agency, and should take advantage of outsourcingwherenecessary. User feesshould beused
to develop any additional system capacity for processing the additional demand for
fingerprint checks.
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. Appropriate criminal and civil penalties should be established for the unauthorized use of
information by those provided access under this authority.

. A new commitment should be made to improving the compl eteness of records held by the
FBI and state record repositories. A realistic assessment should be made of the funds—state
and federal — necessary to meet the national goals for criminal history record improvement.
A means should be found for conducting a consolidated fingerprint check of the FBI and all
state repository records.

. Consideration should be given to amending the FCRA to make the rules on reporting and
using name-based criminal history records for employment purposes more consistent,
regardless of the source of the information. Steps to improve the accuracy of nhame-based
checks should also be considered.

In sum, we bdieve that new authority should be established allowing broader access by
private sector users to the fingerprint-based criminal history record information maintained by the
FBI and the state repositories. The Attorney General should be ableto prioritize the accessto allow
for the development of system capacity as necessary resources are made available and in order to
avoid interference with use of the system for criminal justice and national security purposes. The
new rules should provide access in away that is both controlled and accountable and that respects
the privacy interests of individuals in accurate information and the social interests in encouraging
reentry and preventing unlawful discrimination in employment. If the information is handled
properly, we believe allowing dissemination of FBI-maintained records to employers and other
entities can not only provide more accurate and reliable information for use in the suitability
screening, but also enhance individual protections for privacy and fair use of the information.
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[1. INTRODUCTION

A. Congressonal Reporting Requirement

On December 17, 2004, the President sgned the Intelligence Reform and Terrorism
Prevention Act of 2004 (hereinafter the“Act”), Pub. L. No. 108-458, 118 Stat. 3638 (2004). Section
6403 of the Act calls for the Attorney Genera to report to Congress on a number of matters
associated withrecord checksusing Department of Justice-maintained criminal history information.
For example, the Act calls for the Department of Justice to provide information regarding the
number of criminal history record checksrequested, the type of information requested, the usage of
different terms and definitions regarding criminal history information, and the variation in fees
charged for such information and who pays such fees.

In addition, the Act callsfor the Attorney Generd to “ make recommendations to Congress
for improving, standardizing, and consolidating the existing statutory authorizations, programs, and
procedures for the conduct of criminal history record checks for non-criminal justice purposes.”
Section 6403(d), 118 Stat. 3638, 3759 (2004). Section 6403(d) set forth the following factors that
the Attorney Generd was to consider in making his recommendations:

1. The effectiveness and efficiency of utilizing commercially available databases as a
supplement to fingerprint checks of FBI-maintained criminal history information;

2. Any security concerns created by the existence of these commercially available
databases concerning their ability to provide sensitive information that is not readily
available about law enforcement or inteligence officials, including their identity,
residence, and financial status;

3. The effectiveness of utilizing State databases for criminal history record checks,

4, Any feasibility studies by the Department of Justice of the resources and structure of
the Federal Bureau of Investigation to establish a system to provide criminal history
information;

5. Privacy rights and other employee protections, including employee consent, access

to the records used if employment was denied, the disposition of the fingerprint
submissions after the records are searched, an appeal mechanism, and penalties for
misuse of the information;
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10.

11.

12.

13.

14.

15.

B.

The scope and means of processing background checks for private employers
utilizing data maintained by the Federal Bureau of Investigation that the Attorney
General should be allowed to authorize in cases where the authority for such checks
isnot available at the state level;

Any restrictions that should be placed on the ability of an employer to charge an
employeeor prospectiveemployeefor thecost associ ated with the background check;

Which requirements should apply to the handling of incomplete records;

The circumstances under which the criminal history information should be
disseminated to the employer;

Thetype of restrictionsthat should be prescribed for the handling of criminal history
information by an employer;

The range of federd and state fees that might apply to such background check
requests,

Any requirementsthat should beimposed concerning thetimefor respondingto such
background check requests;

Any infrastructure that may need to be devel oped to support the processing of such
checks, including the means by which information is collected and submitted in
support of the checks and the system capacity needed to process such checks at the
federd and statelevel;

Therole that states should play in such background checks; and

Any other factors that the Attorney Generd determines to be relevant to the subject
of the report.

Consultation Requirement and Solicitation of Public Comments

Section 6403(e) of the Act called for the Department to consult with certain parties when
preparing the report, including representatives of state criminal history record repositories, the
National Crime Prevention and Privacy Compact Council (Compact Council), appropriate
representatives of private industry, and representatives of |abor, as determined appropriate by the
Attorney Generd. On June 6, 2005, the Department published in the Federal Register a notice
seeking public comment on the report described in section 6403 of the Act. Specifically, the
Department sought comments on the fifteen factors Congress asked the Department to consider in
preparing thereport. The Department invited comments not just from the specific partiesidentified
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in section 6403(e) of the Act, but from any person who may be able to provide responsive
information that the Department may consider when drafting the report. The Department reviewed
the comments received on the Congressional factors when drafting the report, but did not solicit
comments on the report itself.

We received 55 comments from a wide range of entities with experience and interest in
crimina history checks. They include professional background screeners, commercial data
aggregators, representatives of private sector businesses, employers and trade associations, security
companies, labor representatives, privacy advocates, ex-offender and employment law advocates,
the National Consortium for Justice Information and Statistics (SEARCH) (an organization
representing state criminal history record repositories), and the Compact Council. The comments
are posted on the website of the Department’s Office of Legal Policy, which can be found at
www.usdoj.gov. We also met persondly with several interested groups at their request, including
representativesof private sector businessesand |abor, labor advocacy groups, ex-offender advocacy
groups, the professional background screening industry, the consumer dataindustry, SEARCH,* and
the Compact Council. The information, knowledge, experience, and concerns shared by the
commenters provided valuableinput for thisreport and we are grateful for the efforts made by those
submitting comments. Weencourage thosewithinterest intheissuesdiscussedinthisreport toread
the comments that we received as well.

We agree that there is a need to revisit the authorities under which checks can be made of
FBI-maintained criminal history information for non-criminal justice purposes. For that reason, we
have devel oped therecommendations bel ow onhow the authority of the private sector to accesssuch
information can be broadened and standardized. Whilewe have considered the factors specified by
Congress, we have structured the recommendationsin away that we believe makes the most sense.

! We note input on these issues was also provided through a report of a SEARCH task force on criminal history
background check issues provided to the Department in October 2005 and published on the SEARCH website on
May 1, 2006. The SEARCH task force effort wasundertaken with funding from the Bureau of Jugtice Statistics, and itsreport
isavailable at http://www.search.org/events/news/criminal record2006.asp.
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1. BACKGROUND

A. FBI-MAINTAINED CRIMINAL HISTORY RECORD INFORMATION

The FBI maintains an automated database that integrates criminal history records, including
arrest information and corresponding disposition information, submitted by state, local, and federal
criminal justiceagencies. Each state hasacriminal records repository responsiblefor the collection
and maintenance of criminal history records submitted by |aw enforcement agenciesinitsstate. The
state record repositories are the primary source of criminal history records maintained at the FBI.
Currently, the FBI maintains criminal history records on morethan 48 million different individuals,
withmany of theindividual s having multiple entries of separate encounterswiththecriminal justice
sysem.

1. Authority

Thebasicfederal authority for the Attorney General to maintain criminal history information
isfound at 28 U.S.C. 534, which providesthat the Attorney General shall “acquire, collect, classify,
and preserveidentification, criminal identification, crime, and other records.” That law also provides
for the sharing of theinformation by requiringthat the Attorney General “ exchange such recordsand
informationwith, andfor the official useof, authorized official sof thefederal government, including
the United States Sentencing Commission, the States, cities, and penal institutions.” The statesare
not required to provide this information to the Attorney General, but do so voluntarily in order to
gain the mutual benefit of having ready access to criminal history information on an individual
arising in other gates.

2. FBI Criminal History Records

An FBI criminal history record is a listing of information on individuals collected and
submitted with fingerprints by agencies with criminal justice responsibilities, such as descriptions
of arrests, detentions, informations, or other formal criminal charges and any dispositions of the
charges, such as dismissal, acquittal, conviction, sentencing, correctional supervision, release, and
expungement or sealing orders. The record includes the name of the agency that submitted the
fingerprintsto the FBI, the date of arrest, the arrest charge, and the disposition of thearrest, if known
to the FBI.
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B. FINGERPRINT IDENTIFICATION
1. The FBI CJISDivision

Fingerprint identification has been a major responsibility of the FBI since 1924 and
fingerprints have been akey part of the FBI's national criminal history record system. The FBI’s
Criminal Justice Information Services (CJIS) Division was established in February 1992 to serve as
the focal point and central repository for criminal justice information servicesin the FBI. Itisthe
largest Division within the FBI and isresponsible for administering several programs, including the
Integrated Automated Fingerprint Identification System (IAFIS), the National Crime Information
Center (NCIC) (including the national crimina history record index (the 111) and other files of
interest to law enforcement, such as those relating to wanted persons, civil protection orders,
registered sex offenders, and missing persons), and the National Instant Criminal Background Check
System (NICS) (which processes background checks on prospective purchasers of firearms from
federal firearm licensees).

2. IAFIS

For most of thelife of the FBI criminal history record system, record submissionsand record
requests were supported by ink and paper fingerprints. During the 1980s, however, technol ogy was
developed allowing state repositoriesto collect fingerprints and search against fingerprint databases
digitally. To meet the growing demand for fingerprint identification, the FBI deveoped and
implemented the |AFIS, which became operational on July 28, 1999. |AFIS integrates fingerprint
records that have been sent to the FBI by the states and territories and federal law enforcement
agencies, al of which have established their own Automated Fingerprint Identification Systems
(AFIS). 1AFIS provides automated fingerprint search capabilities, latent fingerprint searching
capability, electronicimage storage, and el ectronic exchange of fingerprintsand responses 24 hours
aday, 365 daysayear. IAFIS allowsfor the automated submission and amendment of fingerprint-
based criminal history records by the state record repositories, as well as automated fingerprint
searchesof therecords. Paper fingerprint submissionsare digitally scanned into the system. A large
percentage of fingerprints, however, now are “live-scanned’ into the sysem, which means the
original fingerprint is collected on a machine that captures the fingerprint image digitally, without
the involvement of paper prints.

TheFBl iscurrently in the planning stage of making improvements and enhancementsto the
capabilities of IAFIS. Thisinitiative is known as “ Next-Generation Identification (NGI) System”
and, among other things, will provide advanced fingerprint identification technology, enhanced
terrorist identification services, improved disposition reporting services, “Rap-Back” services
(providing userswith updatesof subsequent criminal history recordactivity), intersate photo system
(“mug shot”) enhancements, and an FBI national palm print system.
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C. THE INTERSTATE IDENTIFICATION INDEX
1 Thelll

Thelnterstate Identification Index (111 or “ Triple-1") segment of IAFISisthe national system
designed to provide automated criminal history record information. The Il is an index-pointer
system that allows for the exchange of criminal history records. The Il storesthe criminal history
records of federal offenders and records of offenders submitted by all states and territories. Under
thelll, the FBI maintainsanindex of personsarrested for feloniesor misdemeanorsunder either state
or federal law. The index includes identification data such as name, birth date, race, and sex. In
addition, the index contains FBI and state identification numbers (SIDs) from each state that has
information about an individual. Search queries using namesand other identifiers are made by law
enforcement agenciesthroughout the country. The automated name search process takes about two
seconds and, if a hit occurs, record requests are made using the associated SIDs or FBI numbers.
Dataare automatically retrieved from the appropriate repositories, including state repositories, and
forwarded to the requesting agency. Asof December 2005, 48 states were participating in 111.

2. [l Standards

In order for the exchange of criminal history record information to occur, standards for the
submission of fingerprints and records had to be set. The FBI, in cooperation with the state record
repositories and the law enforcement users of the information, developed certain standards that
record contributors must meet to ensurethe accuracy, completeness, currency, integrity, and security
of the criminal history information maintained in the Ill. The states are audited by the FBI for
compliance with these standards.

3. Fingerprint-Supported Records

Each criminal history record indexed in the Il is created through the submission of
fingerprint images to IAFIS. The llI-participating states establish and update records within 111
through the submission of first and subsequent fingerprint images of arested subjects. The
fingerprintsand thecrimina history recordsindexedinthelll arekept inan FBI Privacy Act system
of records named the Fingerprint Identification Record System (FIRS).

The requirement of 10 rolled fingerprints from the record subject for submission and
acceptance of theinformation inthelll allows for the later positive identification of the person to

2 Vermont and Maine are the two states that are not yet participating in the I11 due to technology limitations.
V ermont expectsto have the technology necessary to meet minimum |11 standardsin 2006, and M aine continuesto work with
CJIS to take the steps necessary to achieve all of the required Il standards. Additional jurisdictions that are not yet
participating in the 111 include American Samoa, the District of Columbia, Guam, the Marianaldands, Puerto Rico, and the
Virgin Islands.
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hisor her record. It also allowsfor the comparison of the fingerprints of record subjectswith latent
fingerprint impressions obtained from crime scenes for possible leads in criminal investigations.
Whilecriminal recordsinthelll can be accessed either vianame-based searchesor fingerprint-based
searches, as explained below, name-based searches are limited to searches conducted for criminal
justice purposes.

4, The National Fingerprint File and Record Decentralization

Once records are entered into the [11, the I11-participating states provide requested criminal
history records when an electronic inquiry for a state-maintained record is processed by the Il
sysem. States participating in thelll’s National Fingerprint File (NFF) submit only the first arrest
fingerprint images on a subject to establish a pointer record within thelll. Any subsequent activity
related to the person whose fingerprints have been placed in the NFF, such as disposition reports,
expungements, or subsequent arrests, are maintained solely a the statelevel by the NFF participating
state. Thisisin lieu of having the state forward al of its records to the FBI for retention and
dissemination from the FBI’ scentraized repository. Within the NFF, the FBI need only maintain
the fingerprintson a person’sfirg arrest. All subsequent criminal history information concerning
the person about that arrest and any subsequent arrests are maintained at the state level and
disseminated by that state, rather than the FBI. This record management approach avoids the
redundancy of the state keeping records at the state level and also having to update its records at the
FBI level. The NFF aso has the advantage of alowing a state to share all records that it has on a
subject in response to a national record search, some of which have never been submitted to or
accepted by the FBI. In other words, full participation in the NFF program would enable a national
fingerprint check to regpond with the records held at the state level by all 50 states.

The National Crime Prevention and Privacy Compact® requiresthe FBI to participatein the
NFF. Asof January 2006, eight states are participating in the NFF,* and the FBI is working with
additional statesthat intend to participate in the NFF. Certain states, however, have indicated that
they do not intend to become NFF participants, primarily because, by doing so, they would haveto
agree to disseminate some of their records for employment and licensing purposesin response to
gueriesfrom other states when they are not authorized to disseminate the recordsfor those purposes
to usersin their state under their own state law.

5. Limited Completenessof 111 Records

Contrary to common perception, the FBI’ s 11l system is not acomplete national database of
all criminal history recordsin the United States. Many state records, whether from law enforcement

® Seeinfranote 7.

4 The eight states currently participating in the NFF are New Jersey, Florida, North Carolina, Oregon, Kansas,
Oklahoma, Colorado, and Montana.
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agenciesor courts, are not included or havenot been updated. For example, not all the state criminal
history records or associated fingerprints meet the standards for inclusion in the 11l. Because of
inconsi stent state reporting requirements, somecriminal history recordsinvolve offensesthat are not
submitted to the FBI. Other records that were submitted to the FBI do not have fingerprints of
sufficient quality to be entered into the system. Moreover, many criminal history records may
containinformation regarding an arrest, but are missing the disposition of that arrest. Currently, only
50 percent of 111 arrest records havefinal dispositions. Therecords of more recent arrests, however,
have a higher rate of completeness. Nevertheless, the IIl, while fa from complete, is the most
comprehensivesinglesource of criminal history informationinthe United States, and providesusers,
at a minimum, with a pointer system that assists in discovering more complete information on a
person’s involvement with the crimind justice system.

6. The National Criminal History Records Improvement Program

The National Criminal History Improvement Program (NCHIP), administered by the
Department of Justice’ sBureau of Justice Statistics(BJS), isdesigned toimprovethe nation’ spublic
safety by enhancing the quality, completeness, and accessibility of the nation’ s criminal history and
sex offender record systems. NCHIP is part of the Department’s overall effort to help ensure that
states have the capability to compileaccurae and complete criminal record information and that the
criminal records systems designed are compatible with FBI standards and practices. Through
cooperative agreementswith the states, BJS providesNCHIP funding to facilitatetheir participation
in the FBI's NICS, a system designed under the permanent provisions of the Brady Handgun
Violence Prevention Act® as ameans for determining whether prospective firearms transferees are
prohibited from receiving or possessing a firearm under the 1968 Gun Control Act, as amended.
NCHIP provides funding to improve the quality of states' criminal history records and increase the
number of complete records that will be immediately available to al states through the FBI's 1.
Thelll isthe primary system through which the FBI accesses sate-hdd datafor background checks
of firearm purchasers. NCHIP awards totaled $465 million between 1995 and 2005, and the states
have spent approximately $30 million in matching funds since the matching requirement was
imposed in 2000. NCHIP allows states:

. to devel op and enhance automated adult and juvenile criminal history record sysems,
including arrest and di sposition reporting;

. to implement and upgrade their AFIS systems, which must be compatible with the
FBI'SIAFIS;

. to establish programs and systems to facilitate full participation intheIll and the
FBI'sNICS;

® Section 103 of Pub. L. 103-159.
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to support court-based criminal justice systems that report dispositions to the state
repositories and the FBI and are compatible with other criminal justice systems;

to support the devel opment of accurate and compl ete state sex offender identification
and registration systems that interface with the FBI' s Sex Offender Registry; and

to identify, classify, collect, and maintain records of protection orders, warrants,
arrests, and convictions of persons violating protection orders to protect victims of
stalking and domestic violence.

NCHIP accomplishments include:

Accessbility of records: From among the estimated 71 million criminal records in
the U.S., about 9 out of 10 are now automated and 3 out of 4 of these are accessble
for a firearms check. Over the last decade, increases in the number of records
available for a background check has increased at twice the rate of increase in the
number of records held by repositories.

[l participation: All buttwo statesarenow |11 participants, which entails compliance
with rigorous FBI standards. Over the last 10 years, the number of States
participating in 11l has roughly doubled.

Automating fingerprints. Nearly all states are now participating in IAFIS,
dramatically reducing the time required to conduct fingerprint-based checks and to
match latents from crime scenes.

NICS Checks: The annual total of between 8 and 9 million presale firearms checks
are by and large conducted instantly or within the parameters of state law, and the
number of records available to the system on firearms disabilities other than a prior
felony conviction, such as protection orders, misdemeanor crimes of domestic
violence, and records of mental illness, isgrowing rapidly.

Domestic violence records and protection orders. Two new NCIC files, protection
ordersand registered sex offenders, now have nearly onemillion recordsand 400,000
records, respectively, available for background checks.

Despite the tremendous progress made toward criminal record improvements since 1995,
significant shortcomings in record completeness reman, most significantly the fact that
approximately one half of [l arrest records are missing dispositions. More aso needsto be doneto
obtain full participation inthe NCIC Protection Order File and the flagging of protection ordersthat
prohibit firearm purchases.
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D. NON-CRIMINAL JUSTICE PURPOSE CHECKSOF THE I11

The FBI-maintai ned crimina history records kept inthe Il can be accessed for anumber of
purposes. The principal searches are those conducted in support of the administration of criminal
justice and those conducted for non-criminal justice purposes. Theterm“administration of criminal
justice” is defined in the applicable regulaion to include activities relating to the detection,
apprehension, detention, pretrial release, post-trial release, prosecution, adjudication, correctional
supervision, or rehabilitation of accused personsor criminal offenders.® Checksinconnection with
employment by alaw enforcement agency are also considered a criminal justice purpose. Theterm
“non-criminal justice purposes’ isdefined by the National Crime Prevention and Privacy Compact
(discussed below) asuses of criminal history recordsfor purposes authorized by federd or statelaw
other than purposesrel ating to criminal justiceactivities, including employment suitability, licensing
determinations, immigration and naturalization matters, and national security clearances.’

1. The Authority for Non-Criminal Justice Checks

Most of the non-criminal justice checks using FBI-maintained criminal history records are
done under the authority of Pub. L. 92-544, afederal law originally passed in 1972, that allows for
the sharing of FBI-maintained crimina history information for licensing and employment
background checks by state or local governmental agencies. These statutes generdly require
background checksin certain areasthat the ate has sought to regul ate, such asindividual semployed
ascivil servants, day care, school, or nursing home workers, taxi drivers, private security guards, or
members of regulated professions. The results of these checks are supplied to public agencies that
apply suitability criteria established by those agencies or under state law. There currently are
approximately 1,200 state statutes that are approved by the Attorney General under Pub. L. 92-544.
In addition, the National Child Protection Act (NCPA)? and the Volunteersfor Children Act (VCA)®
allow state governmental agencies without requiring a state statute to conduct background checks
and suitability reviews of employees or volunteers of entities providing services to children, the
elderly, and disabled persons.

In addition to qualified state statutes authorizing access to FBI-maintained criminal history
information, there arefederal statutesthat authorize access or require background checksfor certain

° See 28 CFR 20.3 (b).

" See The National Crime Prevention and Privacy Compact, Pub. L. 105-251, Art. | (18), 42 U.S.C. 14616. We
note that another category of use made of the Il under the Attorney General’s authority under 28 U.S.C. 534 are checks for
national security purposes, such as the checksmade by the FBI and other law enforcement agencies for counterterrorism and
related purposes. Whether such checks are subject tothe Compact is determined by the Attorney General on a case-by-case
basis.

® Pub. L. 103-209 (42 U.S.C. 5119a).

°® Pub. L. 105-251.
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industries. These laws seek to promote public safety and national security by either authorizing
accessto acheck by certain industries or affirmatively regulating an industry or activity by requiring
background checks and risk assessments by government agencies. They include authority for
discretionary checks by federally insured or chartered banking institutions,® the nursing home
industry, the securitiesindustry, public housng authorities, and nuclear facilities. Sincetheterrorist
attacks of September 11, 2001, Congress has also required criminal history background checks and
security screening inanumber of contextswith an eyetoward preventingterrorism, including checks
on persons seeking employment asairport screenersor unescorted accessto certain areasat airports,
hazardous materials endorsements on their commercial drivers licenses, access to restricted
biologica agentsand toxins, access to nuclear facilities and port facilities, or visas and passports.
federal law also requires background checks and screening of aliens seeking entry or exit from the
United States or flight school training within the United States. A listisprovided at Appendix 1 of
the federal laws authorizing access to FBI-maintained criminal history information for certain
industries or purposes.

2. The Freedom of Information and Privacy Acts

Criminal history record information maintained by the FBI isprotected by thefederal Privacy
Act.™ Assuch, itsdisclosureis prohibited absent consent from the individual who is the subject of
theinformation or astatutory exception authorizing disclosure. ThePrivacy Act dlowsindividuas
to request and obtain copies of information concerning themselves from federal agencies. The
federal Freedom of Information Act (FOIA)* allows an individual to consent to the disclosure to
third parties of information about the individual from federal agencies. Thisincludes accessto an
individual’s criminal history record maintained by the FBI. There are no restrictions regarding the
purposeof aFOIA request and, therefore, an individual could make such arequest for hisor her FBI
criminal record and either provideit to an employer or specify that the record be sent directly to an
employer. Thishasnot, however, been awidely used meansfor employersto obtain criminal history
information about applicants or employees. Widespread use of FOIA as a means for criminal
screening would raise privacy concerns and undermine employment discrimination policies, since
the records furnished in response to a FOIA request may not be complete or up to date and are not
screened in any way (see infradiscussion at pages 94-111, Explanations of Privacy Protection and
Screening Standards Recommendations). Thispotential meansof accessfor criminal history record
screening purposes shows, however, that current federal law does permit individuals to obtain and
use criminal history record information about themselves from the FBI for employment suitability
purposes.

% The authority to provide information to federally insured or chartered bankinginstitutions is also part of Public
Law 92-544,

' 5U.S.C. 552a.

2 5U.S.C. 552.
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3. The Growth of Non-Criminal Justice Checks

The use of FBI-maintained criminal history records in background checks for licensing,
employment, and volunteer activities has grownin recent years. In addition to the majority of non-
criminal justice checkswhich are conducted under approved state statutes, inthefew yearssincethe
terrorist attacks against the United States on September 11, 2001, there have been several federal
laws relating to homeland security that also require the checking of FBI-maintained CHRI in
connection with risk assessments performed by federal agencies. Asaresult, the FBI has seen an
increase of the number of checksthat it processes for such non-criminal justice purposes over the
past 4 years. The FBI processed approximately 9.8 million civil fingerprint-based background
checksin FY 2005, while processing approximately 6.8 million such checksin FY 2001."

Thisdoes not mean, however, that FBI criminal history record checks are widely available.
Asnoted above, under current law, expanding accessto FBI-maintained criminal history recordsfor
particular employment and licensing purposes generally requires the enactment of a state or federal
statute. This requirement has resulted in wide disparity in the access provided for these purposes
within particular industries and across the 50 states. While uniform nationwide accessisavailable
to afew industries authorized access directly through the FBI pursuant to federal statute, such asthe
banking, securities, and nuclear industries, other industries are only able to get FBI checks donein
stateswhere aPub. L. 92-544 statute has been passed. Weaso notethat the VCA’s amendment to
the NCPA, allowing state to perform NCPA checks of FBI data without passing a Pub. L. 92-544
statute, did not have the intended effect of broadening the availability of NCPA checks. This
suggests that the participation of states in making such checks availableincludes issues not just of
authority but also of resources.

4. Fees

The FBI and the states charge fees for processing fingerprint-based background checks that
they conduct for non-criminal justice purposes. The FBI’s authority for charging its feesis found
in Public Law 101-515. That law allows the FBI to include a surcharge, currently set at $6.00 per
check, to support the automation and improvement of its record system. The FBI’s current fees
(including the surcharge), depending on the user and form of payment, range from $16 to $24. A
detailed breakdown of FBI feesisset forthin Appendix 2. Statefeesfor civil fingerprint checkscan
vary widely, ranging from $5 to $75, with the average state fee being $20.

3 Appendix A provides abreakdown of these checks Fiscal Y ears 2001-2005 by federal and non-federal users and
shows with the fees charged by the FBI for fingerprint-based civil checks.
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5. Record Response Times

TheFBI has prioritized its responses to fingerprint checks, depending on whether they have
acriminal justiceor anon-criminal justicepurpose. The FBI performancegoal for acriminal justice
check is a response within 2 hours, while non-criminal justice checks should receive a response
within 24 hours, provided the fingerprints are submitted electronicdly. When fingerprints are
submitted electronically, the FBI’ sresponse is generally much quicker thanthesetime frames. The
paper submission of fingerprints, however, substanti ally slowsthe processfor completing a check,
evenif they arelater digitdly scanned, asthey typically involve first transmitting the prints through
the mail.

State response times to a non-criminal justice fingerprint check vary widely, from 1 to 42
days, depending largely on whether the fingerprints are collected on paper and submitted by mail or
collected and submitted electronically.

6. Sear ching Recordswith Flat Fingerprints

Thefingerprints associated with criminal history records that populatethe 111 database must
be 10 rolled fingerprints. As of June 2005, the fingerprints submitted for civil checks used to
determine if a match exists within the |11 database (a “one-to-many” search) may be 10 flat, or
“dap,” fingerprints. The use of flat fingerprints for matching is expected to greatly reduce the cost
and inconvenience of capturing fingerprints for non-criminal justice purposes. Thisis because the
devices for capturing flat prints are not as expensive and do not require a fingerprint technician to
grasp the person’ s fingers, as is currently necessary for rolled fingerprints. The use of flat prints
instead of rolled prints does not affect the FBI’s fingerprint process or costs.

7. Current Proceduresfor Conducting FBI Non-Criminal Justice Checks

The following tasks are typically considered the core components of the FBI non-criminal
justice background check process:

. Organization enrollment

. Fingerprint capture and submission

. State background check of state-held records

. Nationa background check of FBI-maintained recordsin thelll
. Error resolution

. Record review and analysis

. Suitability determination

. Notification

. Appeals

. Billing
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The process for conducting civil background checks varies from state to state. To avoid a
full, one-to-many fingerprint search of the database when not necessary, some states conduct aname-
based search using the personal information contained on the fingerprint card. If the search results
in amatch, the state makes a one-to-one comparison of the subject’ s fingerprintsto the applicant’s
fingerprintsto determineif theindividualsareidentical. Other states conduct a name-based search
and a fingerprint-based search. If either search results in an identification, the state retrieves the
national criminal history record using the lll. If the search does not result in an identification, the
state forwards the fingerprints to the FBI for asearch of IAFIS. Additionally, some states conduct
auxiliary name searches on fingerprint submissions in attempts to locate other criminal record
information, such as outstanding warrants, sex offenders, and protection orders.

When using the I1l to retrieve a copy of a previously identified criminal history record, the
state uses the subject’ s FBI number or SID. The use of Il for licensing and employment purposes
islimited to one agency in the state, usually the state repository. Currently, only 29 states and the
District of Columbia respond to alll request for licensing and employment purposes. If the state
does not respond, then the FB1 CJIS Division provides a copy of the subject’ scriminal history.

Some states forward al fingerprints to the FBI regardless of the state criminal history
background checks results. Fingerprints may be submitted to the FBI by mail or electronically. If
the state mails the fingerprint cards to the FBI, the cards must be converted to an electronic format
prior to processing. Currently, 6 states and two territories submit less than 10 percent, 9 states
submit between 10 and 49 percent, and 8 states and the District of Columbia submit between 50 and
89 percent of their fingerprint cards for civil background checks electronically, while 27 states
submit 90 percent or more of their civil fingerprint checks electronically. See Table 1.

Table 1. Per centage of Checks Electronically Submitted by Jurisdictions
PERCENTAGE OF CHECKS
ELECTRONICALLY SUBMITTED R

Less than 10% 6 states and 2 territories
10 - 49% 9 states

50 - 89% 8 statesand D.C.

> 90% 27 states

Total 53

In FY 2005, the CJIS Division received approximately 83 percent of al civil fingerprint
submissions (federal and non-federd) and 74 percent of state civil fingerprint submissions
electronically. See Table 2.
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Table 2. Per centages of Federal and State Civil Fingerprint Submissions in FY 2005
Received by the FBI Electronically

NumBER (FY 2005) [ NUMBER OF STATES
Federal Submissions 3,836,531 96%
State Submissions 5,976,900 74%
Other (Territories and Canada) 2,430 16%
Total 9,815,861 83%

E. THE NATIONAL CRIME PREVENTION AND PRIVACY COMPACT

After 15 years of cooperative effort by the staterepositories and the FBI, the National Crime
Prevention and Privacy Compact* was signed into law October 10, 1998, establishing a legal
structure by which states can exchange criminal recordsfor non-criminal justice purposes according
to the laws of the requesting state and provide reciprocity among the states to share records without
charging each other for the information. The Compact became effective April 28, 1999, after
Montana and Georgia became the first two states to ratify it. Currently, in addition to the United
States, 27 states are members of the Compact.™ Three states and one territory have pending
legislationto ratify the Compact and become members.*® In addition, eight states and two territories
that have not yet become membersby passing statutesratifying the Compact have nonethel esssigned
Memorandaof Understanding (MOU) indi cati ng that they agreeto follow therul esestablished under
the Compact governing the exchange of crimina history information for non-criminal justice
purposes.’’” There are 15 states and one territory in which there is no known action to adopt the
Compact.'®

* See supra note 5.

'* The current Compact-member statesinclude Maine, New Hampshire, Connecticut, New Jersey, Maryland, North
Carolina, South Carolina, Georgia, Hawaii, Florida, Tennessee, Ohio, Minnesota, lowa, Missouri, Arkansas, Kansas,
Oklahoma, Montana, Wyoming, Colorado, Idaho, Arizona, Alaska, Oregon, Nevada, and West Virginia.

'* The three states and one territory with pending legislation to ratify the Compact include New Y ork, Kentucky,
Washington, and Puerto Rico.

" The 10 jurisdictions that are MOU signatories include North Dakota, South Dakota, Nebraska, New M exico,
Illinois, Mississippi, Vermont, Kentucky, Hawaii, Guam, and American Samoa.

® The 16 jurisdictions with no known current action include California, Utah, Texas, Wisconsin, Louisiana,
Michigan, Indiana, Alabama, Virginia, Rhode Island, Delaware, Massachusetts, Puerto Rico, Virgin Islands, Northern
Mariana Islands, and the Digrict of Columbia.

Section Ill: Background 24



The Attorney General's Report on Criminal History Background Checks

1 The Compact Coundil

The Compact established a 15-member Council whose members are appointed by the
Attorney General and represent state and federal agencies that are providers and users of FBI-
maintained criminal history record information for non-criminal justice purposes.® The Council
promulgatesrules and procedures governing the exchange and useof 111 criminal history recordsfor
non-criminal justice purposes. Sincethe Council wasestablishedin 2000, it haspromulgated severd
such rules, which are found at 28 CFR Chapter IX. The rules address matters such as the
timing of fingerprint submissions, requirementsfor repositoriesto screen recordsfor civil purposes,
sanctionsfor rule violations, and standards that allow authorized users to outsource administrative
functions relating to civil background checks. The Council holds public meetings twice a year at
whichit discussesand voteson business. It also publishesitsproposed rulesin the Federal Register
for public comment. The Council’s activities are administratively supported by the FBI.

2. The Compact’s Finger print Requir ement

ArticleV(a) of the Compact requiresthat all searches conducted of thelll for non-criminal
justice purposes must be based on fingerprints or other approved forms of positive identification.
Even beforethe passage of the Compact, fingerprintsin support of civil checkswasagenerd policy
requirement imposed by the FBI for approving state statutesunder Pub. L. 92-544. Thereisastrong
rationde for imposing this requirement for checks made for non-criminal justice purposes, while
allowing name-based checks of the Il for criminal justice purposes when fingerprints cannot be
collected or when time is of the essence. Name-based searches of the Il present the risk of false
positives (incorrectly associating a record with a person with acommon name) and fal se negatives
(missing arecord associated with aperson because he or she provided fal seidentifying information).

Thisrisk was confirmed in the 1998 Report of the National Task Forceto the U.S. Attorney
General on Interstate Identification Index Name Check Efficacy. The study was based upon data
developed by paralel name checks (using names and other personal identifiers submitted by the
applicant, such as date of birth, sex, race, and state of residence) and fingerprint checks on
approximately 93,000 applicants for public housing in the State of Florida. The Task Forcefound
that based on name checksalone, 5.5 percent of the checksproduced falsepositivesand 11.7 percent
resulted in false negatives. Theseresultswould havetrangated into large absol ute numbers of false
positives (380,000) and false negatives (807,000) if the 6.9 million civil applicant background
checks processed by the FBI in 1997 had been processed by |11 name checksdone. Itissignificant

' The 15 Council members are appointed by the Attorney General, and include appointments of 9 Compact officers
from Party States based upon the recommendations of the Compact Officers of all Compact Party States, two at-large
membersfromfederal agencies and one FBI employee nominated by the Director of the FBI, two at-large membersfrom state
agencies nominated by the Council Chairman, and one member from the FBI CJ S Division’ sAdvisory Policy Board (APB)
nominated by the APB. The Council is administratively supported by the FBI and holds public meetings twice ayear.
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to note that the individuals involved in the study who provided the incorrect name data did so
knowing that they were dso providing fingerprints.®

Typicdly, name-based searches of the |1l are alowed when fingerprints cannot be collected
and when timeis of the essence. For example, during aroadside stop, the law enforcement official
cannot takethefingerprintsof thedriver, but for hisor her safety, theofficial needsto know whether
the driver hasa criminal record. The performance of a name-based search of criminal records for
criminal justice purposes balances the need for expediency with the added risk that the name-based
search will result in a false positive or false negative match. Moreover, if a name-based search
results in a hit warranting an arrest, the arrest generaly is followed up by the collection of
fingerprints, allowing for positive identification. In contrast, non-criminal justice checks, such as
those performed for employment, licensing, or the granting of governmental benefits, do not present
the same risk or urgency. Asaresult, a policy decision was made, now embodied in the Compact,
that non-criminal justice checks of the Il should be performed based only on the positive
identification provided by fingerprints, significantly reducing the twin risks of false positives and
false negatives.”

3. The Compact’s Requirement for State Background Checks

Therole of the statesin civil background checks was al so strengthened with the passage of
the Compact. ArticleV, Record Request Procedures, of the National Crime Prevention and Privacy
Compact providesin pertinent part:

(b) Submission of State Requests. — Each request for a criminal
history record check utilizing the national indices made under any
approved Statestatute shall be submitted through that State'scriminal
history record repository. A State criminal history record repository
shall process an interstate request for noncriminal justice purposes

% National Task Forceto the U.S. Attorney General, Interstate Identification Index Name Check Efficacy, NCJ-
17935 (July 1999), available at http://www.search.org/files/pdf/iil_Name Check.pdf. Also, intestimony to Congressin May 2000,
the FBI shared the results of an analysis of the 6.9 million fingerprints submitted for employment and licensing purposes in
Fisca Year 1997. According to the FBI, 8.7 percent or just over 600,000 of the prints produced “hits;” and 11.7 percent of
the “hits,” or 70,200 civil fingerprint cards, reflected names different than those listed in the applicants criminal history
records. These individualswould have been missed entirely by name-only background checks. See Hearing on H.R. 3410,
Volunteer Organization Safety Act of 1999, Before the House Judiciary Comm., Subcommittee on Crime, 106™ Cong.
(May 18, 2000) (T estimony of Mr. David Loesch, A ssistant Director in Charge of the Criminal Justice Information Services
Division of the Federal Bureau of Investigation), available at http://judiciary.house.gov/legacy/|0es0518.htm.

% The Compact Council published arule that allows for the delayed submission of fingerprints following a name
check of the Il specifically authorized by the Council for non-criminal justice checkswhen there are exigent circumstances
involving a risk to health and safety, such as in cases of the emergency placement of children with individuals when
fingerprint checks are not feasible before the placement must be made. See 28 CFR 901.3.
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through the national indices only if such request is transmitted
through another State criminal history record repository or the FBI.

(c) Submission of Federa Requests. — Each request for criminal
history record checks utilizing the national indices made under
Federal authority shall be submitted through the FBI or, if the State
criminal history record repository consents to process fingerprint
submissions, through the criminal history record repository in the
Statein which such request originated. Direct accessto the National
| dentification Index by entities other than the FBI and State criminal
history records repositories shall not be permitted for noncriminal
justice purposes.

The rationale for requiring the submission of fingerprints through a state record repository
is based on the fact that the FBI-maintained records are not as complete as the records maintained
at the statelevel. Asnoted above, the states have records of offenses that have not been forwarded
to the FBI because of the FBI's previous limitation of Il submissions to records reating to
misdemeanorsor felonies. Some state records may also have not been accepted by the FBI because
the supporting fingerprints do not meet 111 quality standards. The FBI’ srecords also have limited
information about dispositions of arrest records, with only 50 percent of the arrest recordsin thelll
containing thefinal disposition. Staterecords, in contrast, have ahigher percentage of dispositions,
ranging between 70 and 80 percent. Theinclusion of acheck of state records thereforeis regarded
as away of obtaining a more complete search, as well as a way of obtaining more complete and
accurate records.

It should be noted, however, that membership in the Compact does not have an impact on
the compl eteness of astate’ srecords. Rather, because Compact membership entails an agreement
to disseminaterecordsfor non-criminal justice purposesaccording tothelawsof therequesting state,
Compact membership generally resultsin amore compl ete dissemination of the recordsthe member
state does have when responding to requests originating from other gates.

F. FINGERPRINT CAPTURE AND PROCESSING INFRASTRUCTURE

Fingerprint capture involves collecting the applicant’ s personal descriptors and fingerprints
for usein performing the criminal history background check. Thisinformation may be captured by
astate or local |aw enforcement agency, aprivate vendor, or the employer or volunteer organization.
Prior to fingerprinting the applicant, the capturing entity usually requires the applicant to provide
proof of identity intheform of aphoto ID, suchasadriver’slicense or stateidentification card. The
capturing entity then collectsthe applicant’ s personal information (e.9., name, sex, race, and date of
birth) by printing or typing the information on a fingerprint card, typing the information into a
database, or capturing the information electronically from a magnetic strip. The applicant’s
fingerprints may be cgptured on a fingerprint card using the ink and roll method or on a live-scan
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device. After the entity takes the applicant’s fingerprints, it returns the fingerprint card to the
applicant or forwardsthe cardto the central repository. If the entity took the gpplicant’ sfingerprints
on a live-scan device, the fingerprint images may be printed on a fingerprint card or forwarded
electronically to the central repository. To ensure data integrity, some states require local law
enforcement agencies to forward the fingerprint submissions to the central repository rather than
returning the fingerprint cards to the applicant.

1. I nfrastructureFindingsof the FBI’s Survey SupportingthePROTECT
Act’sFeasibility Study Requirement

On April 30, 2003, the President sgned into law the PROTECT Act (the Prosecutorial
Remedies and Other Toolsto end the Exploitation of Children Today Act of 2003), Pub. L. 108-21.
Section 108 of the PROTECT Act required the Attorney General to establish a pilot program for
volunteer organizations providing servicesto children to obtain background checks on prospective
volunteers.”? The purpose of the pilot program, implemented by the FBI on July 29, 2003, is to
evaluate methods for conducting such checks. In conjunction with the pilot, the Act also required
the Attorney General to conduct afeasibility study that wasto provide recommendations, taking into
account theavailablestate and federal infrastructurefor fingerprint checks, onhow anational system
could beestablished for making these checksavailableto organi zationsthat provide careto children,
the elderly, or the disabled.”

In support of the feasibility study required by the PROTECT Act, and to obtain information
regarding the current state of civil fingerprint processing at the state and local level, the CJIS
Division surveyed each state in 2003 to determine its procedures for processing civil background
checks, including the primary method for fingerprint cgpture and submissionto the FBI. Agencies
may submit civil fingerprintstothe CJ S Division either electronically or by mail. The 2003 survey
revealed:

. Twenty-six states and the District of Columbia accept paper fingerprint cards only
for civil background checks. Twenty-two states accept paper fingerprint cards and
electronic live-scan fingerprint submissions. One state and one territory do not
process civil fingerprint submissions. See Table 3.

22 The pilot wasextended to 60 months by section 1197 of the Violence Against Women and Department of Justice
Reauthorization Act of 2005, Pub. L. 109-162.

% This feasbility study has not been completed due to the necessary start-up times for the PROTECT Act Pilot
Programs, the limited participation in the pilots, and the duplicate requirements of this report. The factors required to be
considered in the PROTECT Act feasibility study are very similar to the factors addressed in this report. Moreover, much
of the data gathered during the preparation of the feasibility study has been used as a foundation for this report. Therefore,
thisreport isintended to be responsive to the reporting obligations under the PROTECT Act in that it recommends a national
system for criminal history record access that can apply not only to volunteers working with vulnerable populations, but also
to employers generally.
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Fourteen states and the District of Columbia indicated they submit civil fingerprint
background checks to the FBI by mail. Thirty states only submit civil fingerprint-
based background checks e ectronicaly. Five states submit civil fingerprint-based
background checks either by mail or electronically, depending on the method of
submission to the state. See Table 3.

Table 3. Form of Acceptance and Transmission of Finger prints by States
FoOrRM ACCEPTED MU FoOrRM TRANSMITTED M
STATES STATES
Fingerprint Cards Only 27 Mail Only 14
Electronic and Cards 22 Electronically Only 30
Mail or Electronically 5
Total 49 49

The CJIS survey also asked each state to consider how many fingerprint submissions it
currently processes and estimate the number of additional fingerprint submissionsit could potentially
process each year.

Twelve states and the District of Columbia indicated that they are operating at full
capacity; fifteenstatessaid that their additional system capacity isbetween 2,000 and
100,000 fingerprints, five states claimed their additiona capacity is over 100,000
fingerprint submissions, and one state described its additional capacity as
“significant.” Five states indicated their additiona system capacity is unlimited if
provided additiona space and resources. Three states indicated their capacity is
unknown, and 10 states did not answer the question. See Table 4.
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Table 4. Annual Additional Fingerprint Processing Capacity of the States
ANNUAL ADDITIONAL CAPACITY NUMBER OF STATES

2,000 - 100,000 15
More than 100,000 5
Significant/Unlimited 4

Sub-total 24
None (Operating at Capacity) 12
No Report (Unknown) 13

Total 49

Additiondly, the CJISsurvey asked each stateto estimate the timeit takes to processacivil
applicant submission from the date of receipt from the contributor to the date of submission to the
FBI. The results of the survey revealed that the time for a state to process a fingerprint-based
criminal background check, from date of receipt to date submitted to the FBI, ranged from 1 day to
42 days, with the average response time dependant on the method of submission:

. The average processing time for a card-scan submission is 10 days.
. The average process ng time for a live-scan submissionis1 day.
. The average processing time for amanual mail-in submission is 5 days.

The survey aso deve oped information on the procedures states useto capture fingerprints,
some of which do not rely on the historical model of sending employment and licensing applicants
to policestationsto submit rolled-only, ink and paper fingerprints. Examplesof new approachesare
described below:

. Tennessee, Florida, and New Jersey have established privately-operated fingerprint
centersthroughout the stateto providelive-scan fingerprint servicesto applicantsand
volunteers.

. The Ohio Bureau of Criminal Identification and Investigation (BCl& 1) WebCheck
program enabl es parti cipating agencies to request state criminal background checks
by submitting applicant fingerprint images and other data over the Internet using a
single-digit fingerprint scanner (to capture each index finger and each thumb) and a
magnetic reader strip. The BCI&I has also implemented a pilot program, in
cooperation with the FBI, that enables participating agencies to submit state and
national criminal history background applicant checks using 10-finger flat
impressions instead of 10-fingerprint rolled impressions. Flat impressions are
captured by laying one or more fingers on a live-scan surface and capturing the

Section Ill: Background 30



The Attorney General's Report on Criminal History Background Checks

fingerprint image without rolling the fingersacrossthe surface. Flat fingerprintsare
easier to capturethan rolled fingerprintsand do not require an experienced individual
to assist in capturing the fingerprints.

. The California Department of Justice (DOJ) hasinstalled 1,585 live-scan devices
throughout the state. Of these, 638 are dedicated for use by government agenciesto
facilitate applicant processing. Applicants are provided with a “Request for Live-
scan Service” form to complete and alist of nearby live-scan locations where they
can be fingerprinted. At theselocations, a trained operator enters the information
from the “Request for Live-scan Service” form into the live-scan termina and
initiates the live-scan fingerprinting process. After successful electronic capture of
the fingerprint images and the accompanying data, the information is e ectronically
transmitted to the California DOJ.**

. The Vermont Depatment of Public Safety (DPS) has partnered with alaw
enforcement agency in each county to create a center that provides fingerprint
identification servicesto the public.® The Vermont DPS and the FBI provided each
service center with specialized training in the capture and review of fingerprints.
Half of the service centers are equipped with live-scan devices.

2. Thelncreasing Useof Outsourcing In Support of Non-Criminal Justice
Checks

More states are beginning to use private vendors to perform some of the functions relating
to the processing of civil criminal history record checks. The Compact Council published, on
December 15, 2005, afina rule authorizing the outsourcing of administrative functionsin support
of non-criminal justice background checks, dong with the Security and Management Control
Outsourcing Standards that vendors must meet in order to perform these functions on behalf of
authorized recipients doing the outsourcing.”® In June 2005, the FBI published a Request for
Information from private vendors on the creation of channding agents to act for the FBI in the

% The California Department of Justice has developed a list of Applicant Live-Scan Fingerprint Services available
to members of the public, including locations, hours of operation, and collection fees, available at:
http://ag.ca.gov/fingerprints/publications/contact.htm

% Asnoted above, Vermont is one of two remaining states that is still working toward participating in the I11.

% See “Outsourcing of Noncriminal Justice Administrative Functions,” National Crime Prevention and Privacy
Compact Council, 70 Fed. Reg. 74200 (Dec. 15, 2005), and “Security and M anagement Control Outsourcing Standard,”
National Crime Prevention and Privacy Compact Council, 70 Fed. Reg. 74373 (Dec. 15, 2005).
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collection and submission of fingerprints for non-criminal justice checks.?” The FBI’ s request for
proposal for the selection of channelers pursuant to the Compact Council’ s Outsourcing Rule and
Standards was published in Federal Business Opportunities on June 21, 2006.%

The DHS's Transportation Security Administration (TSA) has made use of non-criminal
justice outsourcing for fingerprint collection initsimplementation of the threat assessment program
for commercial truck driverswith HAZMAT endorsements required by the USA PATRIOT Act.
Under itsfinal rule implementing this program, TSA required states to declare whether they would
use a TSA agent or conduct the collection of fingerprints, applicant information, and fees
themselves.?® Thirty-four states haveinitially opted to use the TSA agent.

3. TheIncreasing Use of Live-scan Technology

The use of live-scan technology to capture fingerprints for non-criminal justice purposesis
growing rapidly as states and client agencies find funds to acquire live-scan devices. Many states
alow private vendors to contract with authorized agencies to electronicdly capture and submit
fingerprints to the state repository. For example, California currently has 237 privately-operated
fingerprint centers throughout the state that provide fingerprinting services to applicants and
volunteers. Live-scan technology enables agencies to submit fingerprints to the state repository
electronically and reduces the time it takes to obtain a background check.

The Tennessee Bureau of Investigation (TBI) has established privately-operated
fingerprinting centers throughout the state to provide live-scan fingerprinting servicesto applicants
and volunteers. Applicants and volunteers must call atoll-free number to schedule an appoi ntment
to be fingerprinted at one of the centers. The operator asks the applicant for certain identifying
information, thereasonthe applicant isbeing fingerprinted, and the agency or organization for whom
they are being fingerprinted. At the time of the appointment, the applicant must provide a photo
identification and pay the gppropriate fee, unless other payment arrangements have been made by
theorganization. After taking theapplicant’ spersonal descriptorsand fingerprints, thefingerprinting
center forwards them electronically to the TBI.

" See Federal Business Opportunities, June 21, 2005, Department of Justice, Federal Bureau of Investigation,
Information Technology ContractsUnit, “ R—Outsourcing Request for Information,” Salicitation Number 06212005, avail able
at: www.fedbizopps.gov.

% See Federal Business Opportunities, June 21, 2006, Department of Justice, Federal Bureau of Investigation,
Information Technology Contracts Unit/PPMS, “R — Channeling for NonCriminal Justice Fingerprint Submissions,”
Solicitation Number RFQ06212005, available at: www.fedbizopps.gov. See also, “Notice of Intent To Publish a Request
for Proposal for the Section of Channelers,” Federal Bureau of Investigation, Department of Justice, 71 Fed. Reg. 28,388-
28,389 (May 16, 2006).

2 See 49 CFR 1572.13(f).
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4, The Further Development of Live-scan Technology

TheDepartment of Justice, in conjunctionwith the Department of Homeland Security (DHS),
the Department of State (DOS), and the Department of Defense (DOD), is pursuing aresearch and
development initiativefor animaging deviceto capture 10-rolled fingerprintsinlessthan 15 seconds
and both palmsin less than one minute. Thiswould be a substantial change from the three to five
minutes that it currently takes afingerprint technician to capture 10 fingerprints, one-by-one. The
programwill removetheneedfor atechnicianto grasp theindividual’ sfingers, allow multiplerolled
fingers to be captured simultaneoudy, and advance new technologies to collect finger and palm
images from excessively dry or wet fingers. In September 2005, the National Institute of Justice
announced the award of morethan $7 million dollarsin grants by the Department of Justice and the
Department of Homeland Security to four granteeswho aretaking different technol ogical approaches
todeveloping suchadevice. Theinitiative'saimisto devel op devicesthat are not only fast and user-
friendly but aso more affordable and portable. Prototype devices should be availablein 18 to 24
months from project initiation.

In addition, in September 2005, the DHS, DOJ, DOS, DOD Biometric Fusion Center
(DOD/BFC), and National Institute of Standardsand Technology (NIST), jointly defined an urgent,
near-term demand for faster, smaller, more mobile, 10 fingerprint slap capture devices to meet
critical needs for civil background checks. These departments organized a unified User Group in
order to develop standardized requirements and to co-sponsor a “ Challenge to Industry” as afirst
step towards meeting these common needs. The User Group issued its “Challenge to Industry”
through aformd reques for information to devel op by thefall of 2006 asmall device (nolarger than
6" x 6"x 6" in size) that will capture 10 flat fingerprint images in less than 15 seconds.®* Such
devices are needed to support the DHS and State Department’ s plans to capture 10 flat fingerprints
when enrolling individuasin the U.S. VISIT program it has established under federal law to track
the entry and exit of alien visitorsinto and from the United States aswell asanumber of other needs
in each of the participating agencies. Each of theinterested contractors had the opportunity to attend
an open briefing on the needs and requirements in the document, to submit a five-page paper
describing their current capabilities and approach to meeting the requirements, and to participatein
aone-on-one debrief following areview of their submission. Based on the responses, the industry
appears prepared to respond to the near-term requirements of the User Group (one vendor has
already obtained FBI certification of a device now on the market that meets the size requirements
and is reportedly able to capture 10 flat fingerprints in 10 seconds) and can meet additional more
challenging application requirements in the coming years with additional applied research and
devel opment.

% Presolicitation Notice, 70— 10 Print Scanner Requirement Workshop, Federal BusinessOpportunities (September
30, 2005), available at:
http://www .fedbizopps.gov/spg/DHS%2DD R/OCPO/USV ISIT/Reference%2DNumber%2DU SV % 2D5M % 2D 03/Synops
isP.html
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Based on these efforts, it appears that biometric capture technology is on the verge of
significant improvements in speed, convenience, affordability, and reliability. Such improvements
should make fingerprint capture less obtrusive and stigmatizing for persons when they are having
acivil criminal history record check performed or are otherwise involved in identity management
efforts. Further research and development will produce devices that meet additional mobility and
cost requirements in time for technology refresh of devices currently being put into use.

G. EXAMPLES OF PROGRAMSIMPLEMENTING CRIMINAL HISTORY
CHECK AUTHORITIES

1. Outsourcing to Channeling Agencies — The American Bankers
Association

Themajority of civil gpplicant fingerprints submitted tothe FBI are collected by state or ocal
law enforcement agencies because such agencies are recognized by the FBI as qualified to collect
both paper and digitd fingerprints. In addition, many such agencies have invested in digital
fingerprint scanning technol ogy and haveel ectronic connectionsto the FBI for submitting theprints.
Private agencies, however, also can and do serve as channeling agents to the FBI for fingerprint
submissions

The American Bankers Association (ABA) is a good example of the functions that private
companies can perform in the collection and submission of fingerprints. The ABA channels
fingerprint submissionsto the FBI for many financia institutions submitting under Pub. L. 92-544.
The ABA isnot authorized to receive criminal history records on behaf of submitting agencies and
doesnot perform fitness or suitability determinations. Instead, the company servesasa“channeling
agency” for authorized financia institutions to submit fingerprints, thus providing a solution for
consolidating billing and connectivity issues that can arise from a large, diversified pool of
customers.

The ABA hasestablished an infrastructure to support the channding of fingerprint requests
totheFBI. Authorizedfinancial institutionsestablish fingerprint programswithintheir organi zations
and perform fingerprinting and fitnessdetermi nationsasaroutine part of their background screening
processes. Authorized financial institutions registered with the ABA may choose to submit hard-
copy paper fingerprints or to establish connectivity with the ABA for the transmisson of electronic
10-print submissions. Although institutions may request aformal contract, the ABA only requires
user agreements for the establishment of electronic connectivity.

Financial institutions complete manual paper fingerprint cardsand forward themwith direct
payment to the ABA. The ABA then mails the submissions to the FBI for IAFIS processing.
Financial institutions can forward el ectronic submissionsto the ABA viathree methods: dia-up
connection, virtual private network, or compact disc. All electronic submissions must be sent to the
ABA inlAFISElectronic Fingerprint Transmission Specification format. Both paper and dectronic
fingerprint submissions forwarded to the ABA must include avalid Originating Agency Identifier
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(ORI), which the CJIS Division previously assigned to the financial institution for reference of
agency location information.

The ABA submits fingerprints to the FBI by mail or electronically viathe CJS Wide Area
Network (WAN). Electronic submissions received by the ABA are forwarded to the FBI with
minimal interaction. The ABA also servesas acard scanning service for alimited number of paper
fingerprint submissions, converting themto el ectronic format, thus providing expeditious processing
to financial institutionsthat lack electronic submission capabilities. The ABA randomly scans and
entersthedataof approximately 300 manud fingerprint cardsper day, sendingthe remai ning manual
submissions to the FBI by mail. Upon completion of processing, the FBI returns all responses to
el ectronicand paper fingerprint card submissionsto therequesting financial institution in hard-copy
paper format viametered mail.

The ABA currently charges $3 per fingerprint submissionin additionto the FBI’ sfeeof $22.
Financial institutionsthat submit fingerprintse ectronically must provide payment tothe ABA at the
time of service by credit card or draw-down account. Direct payments in the form of business
checks, which are processed by a separate financia institution contracted out by the ABA, must
accompany paper submissions. The CJIS Division bills the ABA for services provided to the
banking institutions on a monthly basis by generating a user fee billing report. This report sorts
transactions and fees by banking institution, providing the ABA with an organized listing of
submissions channeled for each institution for a one-month period.

Some states also have expressed an interest in outsourcing non-criminal justice functionsto
aprivate vendor. The Compact Council’s outsourcing rule and standards should accd erate the use
of private vendors by the states to perform functions in the civil background check process similar
to those performed for the FBI and the banking industry by the ABA.

2. State Dissemination of FBI Records to theUser —Florida’'s VECHS
Program Implementing the National Child Protection Act

In 1999, the Florida Department of Law Enforcement (FDLE) established the Volunteer &
Employee Criminal History System (VECHS) program to perform criminal history background
checks on employees and volunteers who work with children, the elderly, or individuals with
disabilities. The VECHS program was established under Floridalaw *' as part of Florida’ s effort to
implement the NCPA/VCA. Floridahad long allowed such organizations to obtain Horida state
criminal history records under Florida' s open records law. By establishing controls on access and
use of the information, Florida created a system that includes the dissemination of FBI-maintained
criminal history records to qualified organizations under the authority of the NCPA/VCA.

% Fla. Stat. ch. 943.0542 (1999).
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Generally, any organization (public, private, profit, or non-profit) that residesin Floridaand
provides care to children, the elderly, or the disabled is qualified to participate in the VECHS
program. The VECHS program is not avail able to organizations that are required to obtain criminal
history record checks on their employees and/or volunteers under other statutory provisions. If the
statute, however, only requires or allows the organization to obtain state and national checks on
specific types of employees and volunteers, then the VECHS may be able to process requests for
stateand national checks on the organization's other employees or volunteerswho are not otherwise
covered by the statute providing background check authority.

In order to become aqudified entity, an organization must submit an applicationto FDLE
explaining what functions the organization performs that serve children, the elderly, or disabled
personsand sign aVECHS User Agreement with the FDLE that delineatesthe termsand conditions
under which criminal history background checks shall be performed.

The qualified entity must obtain acompleted and signed Waiver Agreement and Statement
from every current or prospective employee and volunteer who is subject to a criminal history
background check. The Waiver Agreement and Statement must include thefollowing information:
(a) the person's name, address, and date of birth that appear on avalid identification document (as
defined at 18 U.S.C. Section 1028); (b) an indication of whether the person has or has not been
convicted of a crime, and, if convicted, a description of the crime and the particulars of the
conviction; (c) a notification that theindividual may request acriminal history background check
on the person as authorized by section 943.0542, F.S. and theNCPA/V CA; (d) anotification to the
person of his or her rights; and () a notification that, prior to the completion of the background
check, the qualified entity may choose to deny him or her unsupervised access to a person to whom
the qualified entity provides care. The qualified entity must retain the original of every Waiver
Agreement and Statement and provide the FDLE with a copy.

Torequestacrimind history background check, aqualified entity must submit acompleted
fingerprint card and acopy of acompleted Waiver Agreement and Statement for each employeeand
volunteer. The FDLE will perform astate background check and forward thefingerprints to the FBI
for anationa background check.* Oncethe background check processis completed, the FDL E will
provide the qualified entity with the following:

. Anindication that the person has no criminal history (i.e., no serious arestsin state
or national databases), if applicable.

. The criminal history record that shows arrests and/or convictions for Florida and
other states, if any.

%2 The VECHS fee for performing a background check is $47 for each employee or $36 for each volunteer. The
fee includes the FBI's fee for performing the national criminal history background check.
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. Notification of any warrants or domestic violence injunctions that the person may
have.

Neither theNCPA/V CA nor the Floridalaw governing theV ECHS program defines specific
criteriato use during the evaluation of an employeeor volunteer. Thesuitability or screening criteria
may already becovered under other statutory provisions. If so, the qualified entity must complywith
all of the required screening criteriaunder these laws. If not, thequalified entity isfreeto select its
own screening criteria and use its own judgment in determining who is suitable to work in the
organization.

In the event an individual's criminal history record contains an arrest without a disposition,
the qualified entity is responsible for retrieving disposition data. The data may be obtained by
contacting the appropriate Clerk of Court or, in the case of an out of date arrest, the State
| dentification Bureau.

The qualified entity must notify the current or prospective employee or volunteer of hisor
her right to obtain a copy of the criminal history records, if any, contained in the report. Every
person who is subject to abackground check is entitled to challenge the accuracy and compl eteness
of any information contained in any such report, and to obtain a determination asto the validity of
such challenge before a final determination regarding the person is made by the qualified entity
reviewing the criminal history information.

The qualified entity must use criminal history information acquired under this processonly
to determine the suitability of current and/or prospective employees and/or volunteersto work with
children, the elderly, or disabled persons. Floridalaw permitsthe qualified entity to share criminal
history information with another qualified entity if authorized by the individual on the Waiver
Agreement and Statement. The qualified entity must keep a written record of the dissemination.
This exchange of information helps to reduce the cost of performing multiple criminal history
background checks on the same person.

The qualified entity must keep al criminal history records acquired in asecurefile, safe, or
other security devices, such as locked file cabinet in an access-controlled area, and shall take such
further steps as are necessary to insurethat the records are accessible only to those employees who
have been trained in their proper use and handling and have a need to examine such records. The
qualified entity is also required to keep all records necessary to facilitate a security audit by FDLE
and to cooperate in record audits as FDLE or other authorities may deem necessary. Examples of
recordsthat may be subject to audit are: criminal history records; notification that an individual has
no criminal history; internal policiesand proceduresarticulating the provisionsfor physica security;
recordsof al disseminationsof criminal history information; and acurrent executed User Agreement
with FDLE.
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H. GROWING PRIVATE SECTOR INTEREST IN ACCESS TO FBI-
MAINTAINED CRIMINAL HISTORY INFORMATION

While the number of authorized non-criminal justice checks of FBI-maintained criminal
history information has grown over the years, most of the private sector does not have authority to
access that information. Y et many private employers are very interested in access to FBI criminal
records to help evaluate the risk of hiring or placing someone with a criminal record in particul ar
positions.

1 Due Diligence and Recidivism Concerns

Employersand organizations are, for example, subject to potential liability under negligent
hiring doctrines if they fail to exercise due diligence in determining whether an applicant has a
criminal history that isrelevant to the responsibilities of ajob and determining whether placement
of theindividual in the position would create an unreasonabl erisk to other employees or thepublic.®
In addition to addressing this litigation risk, employers want to assess the risks to their assets and
reputations posed by placing personswith criminal historiesin certain postions. Employerscitethe
well-recognized problem of recidivism® as support for the reasonableness of doing criminal
background checksfor certainjobsto protect public safety. To meet thesebus nessneeds, employers
can and frequently do ask applicants whether they have a criminal history. Such employers and
organi zationswant accessto criminal history recordsto determinewhether applicantsare answering
the question aout their criminal history truthfully and completely. They believethat having access
to good sources of criminal history information is the only way this interest in performing due
diligence can be served.

2. Existing Sources for Private Sector Access to Criminal History
I nfor mation

Most private employers pursue, through sources other than the FBI, crimina history
information on applicantsand employeesfor purposes of empl oyment screening and ri sk assessment.
Employerscan perform these background checks themselves, but often use third-party background
screening compani es (which, asdiscussed bel ow, areregul ated asconsumer reporting agenciesunder

% See the discussion of negligent hiring and retention doctrines in the Report of the National Task Force on the
Commercial Sale of Criminal Justice Record Information, SEARCH, the National Consortium for Justice Information and
Statistics, 65-68 (Dec. 2005), http://www.search.org/files/pdf/RNTFCSCJRI.pdf.

% 1n 2002, the Bureau of Justice Statistics published the results of a major study on recidivism, which tracked
prisonersdischarged in 15 States (representing two-thirdsof all prisonersreleased in 1994). The study included findings that
67 percent of former inmates released from State prisonsin 1994 committed at least one serious new crime within the
following three years; within three years, 52 percent of the 272,111 rel eased prisoners were back in prison either because of
a new crime or because that had violated their parole conditions; and the released offenders had accumulated 4.1 million
arrest charges before their most recent imprisonment and another 774,000 charges within three years of release. Report of
the Bureau of Justice Statistics, Two-Thirds of Former State Prisoners Rearrested for Serious New Crimes (June 2, 2002),
available at www.oj p.usdoj.gov/bj s/abstract/rpr94.htm.
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the Fair Credit Reporting Act (FCRA)) to conduct the criminal history search. For example,
employers, or credit reporting agencies acting ontheir behalf, will conduct name-based searches of
courthouses at the county level in an goplicant’s past places of residence. These searches have the
advantage of obtaining the most recent records at the courthouse. They have the draw-back,
however, of possibly missing acriminal record that an applicant may havein ajurisdiction other than
hisor her residence, such asarecord in an adjacent jurisdiction. They may also missarecord if the
applicant failed to discloseapast residencein ajurisdiction where hewasinvolved with the criminal
justice system.

Name-based searches may also be made by private employers of commercid databases,
which areal so regul ated under the FCRA, that aggregate criminal history information from multiple
states. Theinformation in such databases is obtained from, for example, county courthouses, state
correctional facilities, and state criminal history record repositories. These state agencies provide,
for a fee, criminal history records in bulk to the commercial data compiler. Such commercial
databases offer theadvantageto userswho cannot access FBI data of broadening the scope of records
searched beyond the jurisdictions of past resdence. Such commercia databases are not truly
national in scope, however, sincenot all statesmaketheir public recordsavailableto such compilers
and not all courts or agenciesin particular states make the information available to the compilers.
The commercia databases may also lack data currency because they are updated with additions or
correctionsto records from the source only periodicaly.

In some states, private employers can aso conduct, for afee, name-based searches over the
Internet of state repository records, as can any member of the public.*® A survey of the states by

% Some of the state web sites that sell criminal history information include:

Colorado: www.Chirecordcheck.com

Florida: www.fdle.state.fl.us/criminal history

Kansas: www.accesskansas.org/kbi/criminal history

Michigan: http://mi-mall.michigan.qov/ichat

Pennsylvania: https://epatch.state.pa.us

South Carolina: http://www.sled.state.sc.us

Tennessee: www.tbi.state.tn.us/I nfo%20Systems%20Div/T ORIS/T ORIS.htm

Texas: http://records.txdps.state.tx.us

Virginiaz www.vsp.state.va.us/ngji/cjis ncji.htm

Washington: http://www.wa.gov/wsp/crime/crimhist.htm

(continued...)
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SEARCH in April 2006 showed that, of 34 states responding, 25 states make name-only searches
of criminal history information available to the public, either through awebsite maintained by a
repository (15 states) or the state court system (10 states), as wel as variously through in-person,
telephone, or mail-in queries. The average fee for a state repository website name-check query is
approximately $13.00. The same survey showed that 25 of 34responding states allowed fingerprint-
based record searches of their records by the public, with 19 states providing such access to the
general public at an averagefeeof $25.00. The 25 states allowing fingerprint checks also variously
made them availablefor all employment, designated employment, volunteers, or housing purposes.

All of the name-based checks have the drawback of possible false positives and false
negatives. As noted by some of the commenters, name-based searches of commercia criminal
history databases have in some cases resulted in the incorrect association of an individual with a
different person’s criminal record.

3. Reasonsfor Private Sector Interest in FBI Criminal History Data

Therearetwo primary reasons that employers and other entities placing personsin positions
of trust have astrong interest in obtaining an FBI check. First, the FBI hasfingerprint-based records
from all statesand territories. Thus, an FBI check can identify arecord on aperson created in astate
other than those where the person has lived or where the employment islocated. Thisisimportant
in a mobile society where many persons may have lived in or traveled to more than one state.
Second, the FBI records are based on the positive identification of a person to a record through
fingerprints. This significantly reduces the twin risks posed by name-based searches of false
negatives (missing a record in the database because of false or inaccurate name search criteria) and
false positives (incorrectly identifying a person to arecord because of similarity in name and other
search criteria being used).

Because of the limitations on the convenience, completeness, and reliability of the
informationon criminal history recordsfromlocal publicagenciesand commercial databases, private
employers and entities placing persons in positions of trust have expressed srong interest in
authority to access FBI-maintained criminal information for purposes of employment suitability
screening. For example, during the 2003 Congressional hearings on the re-authorization of the
FCRA, concerns about theinadequacy of existing criminal history dataavailableto most employers
and an interest in access to FBI criminal history records was expressed by the Labor Policy
Association (LPA), an association of senior human resource directors of more than 200 leading
employers that do business in the United States, collectively employ over 19 million people
worldwide, and over 12 percent of the U.S. private sector work force.®* The statement noted:

%(...continued)
Wisconsin: www.doj.state.wi.us/dles/cib/crimback.asp

% The Role of FCRA in Employee Background Checks and the Collection of Medical Information: Before the
Subcommitteeon Financial I nstitutionsand Consumer Credit of the Committee on Financial Services, 108th Cong. 82, Serial
(continued...)
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Thus, [because of limited accessto FBI criminal history information]
for the vast mgority of positions, employers and consumer reporting
agencies they use are left with ajurisdiction-by-jurisdiction search,
which is not always sufficient. For example, in a recent case in
Virginia, aformer employee of the Williams School was convicted
of videotgping nude boys from the school. The school only ran a
background check in Virginia, which, of course, failed to turn up a
previous conviction for child molestation in North Carolina.®

Testimony by arepresentative of the private security guard industry in support of the Private
Security Officer Employment Authorization Act of 2004, which appears in section 6402 of the
Intelligence Reform and Terrorism Prevention Act of 2004, also emphasized the problems caused
by limited access to FBI-maintained crimind history records, even when a state fingerprint check
isavailable:

In my home state of lllinois, a review of January 2004 applicants
showed that the FBI criminal history check diminated four times as
many applicants as the Illinois State Police check for crimes
committed within the State. Put another way, lllinois State Police
clear 87% of all applicants while the FBI check clears only 64% — a
23% difference. . . . As the statistics cited above demonstrate, the
State Police clear a large percentage of applicants (87%). However,
if [the applicant] had committed a crime in neighboring states, such
asWisconsin, lowa, Missouri or Indiana, the State Police check alone
would not uncover thosecrimes. Nor would the check reveal whether
the applicant had disclosed his/her true identity. Only a nationwide
fingerprint search would ascertain the true identity and background
of an applicant.®

Testimony at the same hearing noted the holes | eft in employers' risk assessment safety net
left by the piecemeal approach to accessto criminal history information for employment screening:

36 H
(...continued)
No. 108-38 (June 17, 2003) (Prepared Statement of Harold Morgan, Senior Vice President, Human Resources, Bally Total
Fitness Corporation, on Behalf of LPA, The HR Policy Association).

¥ 1d. at 90.

% Private Security Officer Employment Authorization Act of 2003, Befor e the Subcommittee on Crime, Terrorism,
and Homeland Security of the Committee of the Judiciary, House of Representatives, 108" Cong., Serial No. 108-89 (March
30, 2004) (Prepared Statement of Mr. Don Walker, Chairman, Pinkerton Security, Executive Member, A merican Society of
Industrial Security, Board of Directors, National Association of Security Guard Companies).
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By selectively identifying careers that will allow employers to seek
accessto public records containing criminal histories, we effectively
preclude other equally deserving employers the same access. It is
timefor Congressto act and to do so with the recognition that itisin
the best interest not only of business, but of our nation to craft a
statute that allows for inclusive rather than exclusive accessto these
public records. . . .

Employers are permitted by law to inquire if an applicant has ever
been convicted of acrime, permitted to require aformal statement on
awritten gpplication to this effect, permitted to deny employment if
the listed crimina conviction bears a relationship with the job
offered, and to discharge the employee if the written statement is
false. But with selected exceptions, most employers have no way of
determining whether the statement the employee has given is the
truth, orisalie. . ..

Thefact is that our lawsin this area are a digointed hodgepodge of
narrow provisions, enacted one at a time on a position-by-position
basis, with no attempt to rationalize why one sensitive position is
subject to a criminal history check while a different, comparably
sensitive position isnot. At best, legislatures across this country are
constantly closing the barn door after the horse has escaped: enacting
legislation in the aftermath of a tragedy, limited to the singular
situation that tragedy involved. . . .

Theissue hereisnot whether someonewith acriminal past should be
disqualified from al employment. Those who have been punished
for breaking our laws should have every reasonable opportunity to
progress toward a normal, lav-abiding life. But when there is a
relationship between the employee’s criminal history and the job,
employers should be allowed to make informed decisions.®

Private sector interest isalso demonstrated in part by the many billsintroduced in Congress
each year to authorize access to FBI criminal history records for background checks in particular
industries or settings. Those seeking such access generally do not want to have to obtain authority
in each state through separate state statutes under Pub. L. 92-544. Frequently, private employers
would also like to have the access to the records themselves, giving them the ability to make their
own determinations about the suitability of a candidate. In other words, they would like the

% Private Security Officer Employment Authorization Act of 2003, Befor e the Subcommittee on Crime, Terrorism,
and Homeland Security of the Committee of the Judiciary, House of Representatives, 108" Cong., Serial No. 108-89 (March
30, 2004) (Prepared Statement of the Honorable Jeanine Pirro, District Attorney, Westchester County, NY)).
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information without necessarily having the state or federal government regulating their activities by
establishing inflexible suitability criteria and making suitability determinations about their
empl oyees.

l. REGULATION OF CRIMINAL HISTORY RECORD INFORMATION
REPORTED BY CONSUMER REPORTING AGENCIES

1. Consumer Reporting Agencies

Consumer reporting agencies are organi zationsthat, for afee or on acooperative, non-profit
basis, assembleor eval uate personally identifiabl e information obtained from third partiesthat bears
onaconsumer’ scredit worthiness, character, reputation, personal characteristics, or mode of living.
The records that they collect and report include criminal history information, such as arrest and
convictioninformation. Suchinformation isgenerally obtained by consumer reporting agencies by
going to original public sources of the information, such as courts, or from databases that have
aggregated the information obtained in bulk, for afee, from public agency sources.

2. The Fair Credit Reporting Act

The Fair Credit Reporting Act of 1970 (FCRA), as amended, regul ates the use of criminal
history record information by consumer reporting agenciesfor employment, credit, and certain other
purposes. Under the FCRA, a consumer reporting agency may only provide aconsumer report to
aparty when the agency has reason to make a credit determination, an employment determination,
aninsurance underwriting determination, or otherwisein connection withalegitimate business need
in a transaction involving the consumer or pursuant to written instructions of the consumer. If a
customer makes a false representation about its purpose for requesting the consumer report, there
are penalties under the FCRA, athough the penalties do not always deter persons from lying about
their eligibility to receive a consumer report.

The FCRA includessafeguards relating to fair information practices and consumer privacy,
including notice to consumers; consent, including opportunitiesto opt-in/opt-out of certain uses of
theinformation; accuracy, relevance, and timeliness standards; confidentiality and userequirements;
security requirements; consumer access and correction rights; content restrictions; and remedies,
including administrative sanctionsand privaterightsof action. The FCRA providesconsumerswith
the following privacy rights:

. A consumer reporting agency that furnishes aconsumer report for employment
purposes containing public record information, including criminal history records,
which is “likely to have an adverse effect upon a consumer’s ability to obtain
employment,” must either provide the consumer with notice at the sametimethat the

40 15 U.S.C. § 1681 et. seq.
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informationisreportedto the potential employer or “must maintainstrict procedures’
to ensure that the information is complete and up-to-date.**

. A consumer must be notified when information is used to take an action against him
or her, such asthedenial of employment. In such cases, the party denying the benefit
must provide the consumer with information on how to contact the consumer
reporting agency that provided the information.

. Consumer-reporting agencies must, upon request within any 12-month period,
provide a consumer, without charge, with a copy of that consumer’sfile, aswell as
alisting of everyonewho hasrequested it recently.

. Consumers are permitted to request a correction of information they believe to be
inaccurate. The consumer reporting agency must investigate unless the dispute is
frivolous. The consumer reporting agency must also send a written investigation
report to the individual and a copy of the revised report, if changes were made. The
consumer may also request that corrected reports be sent to recent recipients. If the
dispute is not resolved in the consumer’s favor, the consumer has the option of
including a brief statement to the consumer’s file, typically for distribution with

future reports.

. Consumer reporting agencies must remove or correct unverified or inaccurate
information from itsfiles, typically within 30 days after the consumer disputes the
information.

. In most cases, aconsumer reporting agency may not report negative information that

is more than seven years old (including arrest information in connection with
positions where the salary is less than $75,000), or more than 10 years old for
bankruptcies. A 1998 amendment to the FCRA permits inclusion of criminal
conviction information without time limitations.

. Consumers can sue for violations or seek assistance from the Federal Trade
Commission and other federal agencies responsible for the enforcement of the
FCRA.

3. State Consumer Reporting Laws

In addition to the FCRA, there are state consumer reporting laws, such asin California, that
are more restrictive than the FCRA in the criminal history information that may be reported by a
consumer reporting agency. Such statelawsmay d so have morestringent proceduresfor confirming
the accuracy and currency of the information beforeit is reported to a user.

“ 15 U.S.C. § 1681K (FCRA § 613).

Section Ill: Background 44



The Attorney General's Report on Criminal History Background Checks

As explained in arecently published SEARCH report* on the commercia sale of criminal
history record information:

Approximately one-half of the States have their own fair credit
reporting statutes. Many include provisions similar to those in the
Federal FCRA, but some are even morerestrictive. Statelawisfully
preempted with respect to certain specified FCRA provisions.® In
the case of FCRA provisions that are not fully preempted, State law
ispreempted onlyto theextent that it isinconsistent withthe FCRA .*
This has been interpreted to mean that State law is preempted only
when compliance with an inconsistent State lav would result in
violation of the FCRA.* In general, there is no inconsistency if the
State law is more protective of consumers®® Many state fair credit
reporting laws impose obligations on credit reporting agencies and
end-usersthat differ from thoseimposed by the FCRA without being
inconsistent, making compliance with all applicable laws
complicated. For example, in at least four States (California,
Montana, Nevada, and New Mexico), a consumer reporting agency
may not report convictions that are more than 7 years old, even
though the FCRA imposes such a time restriction only on the
reporting of arrests, and has no limitation on convictions.*” Also,
unlike the FCRA, California, New Mexico, and New Y ork preclude
the reporting of arreststhat do not result in convictions.*

In addition, some States set the employee’s expected salary level,
which governs the applicability of time limits on reporting arrest
information, at levels differing from that set in the FCRA. Whereas

42 See SEARCH Report of the National Task Force Report on the Commercial Sale of Criminal Justice Record
Information, supra, note 30, at 60-61.

4 15U.S.C. 1681u.

“1d.

4 See FTC Official Staff Commentary on the Fair Credit Reporting Act, 16 CFR 622.1

“ The FCRA also includes certain specific preemption provisions that override any state law that differs fromthe
federal provision, regardless of its consi stency with the FCRA, dependingupon when the Statelaw was enacted. See, e.9.,15

U.S.C. § 1681t(b)(1).

47 CAL. Civ. CoDE § 1786.18(a)(7) (California); MoNT. CoDE ANN. § 31-3- 112(5) (Montana); NEV. REV. STAT.
5698C.150(2) (Nevada); N.M. STAT. ANN. 8§ 56-3-6(a)(5) (New Mexico).

% CAL.Civ.CoDE § 1786.18(a)(7) (California); N.M.STAT. ANN. § 56-3-6(a)(5) (New Mexico); N.Y.Bus. LAw
§ 380-j(a)(1) (New York).
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the FCRA imposes the 7-year restriction on the reporting of arrest
information if the expected salary islessthan $75,000, the lawsin at
least four States impose the 7-year restriction on the reporting of
arrestsonly if the employee or applicant isexpected to earn less than
$20,000 per year.*® Unlike the FCRA, these States also impose the
7-year restriction limit on the reporting of convictionsif the expected
salary islessthan $20,000. Some State laws also impose disclosure
requirements that differ from those in the FCRA. For example, in
some States, employers must provide employees/applicants with a
copy of the consumer report they obtain for employment purposes,
regardless of whether they take any adverse action in reliance upon
the report.® In addition, California requires end-users, including
prospective or current employers, to disclose to the consumer any
information gathered on the person’s character, generd reputation,
personal characteristics, or mode of living, including criminal justice
information, even if the employer itself obtains the information
directly without using a consumer reporting agency.>

J. FAIR INFORMATION PRACTICES

The requirements of the FCRA reflect what are widely known as fair information practices
(FIPs). The FIPsare privacy design principlesthat have been developed sincethe 1960s to address
privacy concerns that arose with the advent of new information technologies allowing for broader
and easier dissemination and access to personal information.> To address these privacy concerns,
the FIPs encourage appropriate restrictions on the collection, use, and disclosure of personal
information. TheFlPsprincipleswereoriginally deve opedinthecommercial context, but haveal so
been relied upon by government agencies in developing policies for the management of their
information about individuals. The goals of the FIPs include (1) limiting the collection and use of
personal information to the purposes intended; (2) ensuring data accuracy; (3) establishing security

49 KAN.STAT.ANN. 8850-704(a)(5) & (b) (Kansas); Mb.CODEANN. 88 14-1203(a)(5) & (b)(3) (M aryland); M Ass.
GEN.LAWS 93 88 52(a)(5) & (b)(3) (Massachusetts); N.H.Rev. STAT. ANN. 88 359-B:5(1)(e) & 5(11)(c) (New Hampshire).
New Y ork sets the salary level at $25,000 (N.Y.GEN. LAws 88 380-j(f)(1)(v) & (j)(f)(1)(iii)), and Texas sets it at $75,000
(Tex.Bus. & ComM. CoDE ANN. 88 20.05(a)(4) & (b)(3)).

% See, e.0., CAL.Civ. CopE § 1786.20(a)(2) (California); 20 ILL. COMP. STAT.ANN. 2635/7(A)(1) (lllincis); MINN.
STAT. 8§ 13C.03 (Minnesota); OKLA. STAT. TIT. 24 § 148 (Oklahoma).
402 CAL. CiviL CoDE § 1786.53.

%1 CaL.CiviL CoDE § 1786.53.

%2 A general discussion of the background and applications of the FIPs can be found in Justice Information
Privacy Guideline — Developing, Drafting and Assessing Privacy Policy for Justicelnformation Systems, 22-25, (September
2002), National Criminal Justice Association, available at http:/www.ncja.org/pdf/privacyquideline.pdf. See also, the
Federal Trade Commission discuss on of the FIPsprincipals, available at http://www.ftc.gov/reports/privacy3/fairinfo.htm.
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safeguards; (4) being open about the practices and policies regarding persona data; (5) allowing
individuas reasonable access and opportunity to correct errors in their personal data; and (6)
identifying personsaccountablefor adheringto these principles. Thoseinvolvedinthemanagement
of justice information systems also ook to FIPs principles and goalsin designing privacy practices
for their information systems.>

K. THE REGULATION OF THE USE OF CRIMINAL HISTORY RECORD
INFORMATION BY EMPLOYERS

In addition to the FCRA and state consumer laws, federal and state laws prohibiting
employment discrimination also may be applicableto thecriminal background check process. These
laws are intended to prevent the unfair exclusion of qualified persons with criminal backgrounds
from employment opportunities. To addresstheseissuesand facilitate employment by ex-offenders,
anumber of states have enacted statutes and the federad government hasissued guidanceto prohibit
employment discrimination against qualified people with criminal histories.

1 Title VIl and Equal Employment Opportunity Commission Guidance

The relevant federal anti-discrimination laws include Title VI of the Civil Rights Act of
1964 (Title V11),> which prohibits employment discrimination based on race, color, religion, sex,
or national origin, and the Civil Rights Act of 1991, which, among other things, provides monetary
damages in cases of intentional employment discrimination. The U.S. Equal Employment
Opportunity Commission (EEOC) enforcesthese lawsand al so provides oversight and coordination
of all federal equal employment opportunity regulations, practices, and policies.

To assist employers in compliance with Title V11, the EEOC has provided policy guidance
to employers on the general factors that should be considered in determining the relevance of
convictionsin hiring decisions.® The factorsinclude: (1) the nature and gravity of the offense or
offenses for which the individual was convicted; (2) the time that has passed since the conviction
and/or completion of the sentence; and (3) the nature of thejob held or sought. The EEOC guidance
also provides that lifetime disqualifications from suitability should be applied only in specid
circumstances relating to either the nature of the position, the nature of the offense, or both. The
EEOC aso has issued guidance to employers on how arrests that have not resulted in a conviction

3 See, e.q., Privacy and Information Quality Policy Development for the Justice Decision Maker, Global Justice
Information Sharing I nitiative, Bureau of Justice Assistance, Office of Justice Programs, U.S. Department of Justice, available
al: http://it.ojp.gov/process linksjsp?link id=5052.

% 42 U.S.C. 2000e et seq.

* “Ppolicy Statement on the Issue of Conviction Records Under Title VII of the Civil Rights Act of 1964, as
amended, 42 U.S.C. 88 20003 et seq. (1982),” EEOC, Feb. 4, 1987. See EEOC CoMPLIANCE MANUAL, Vol. |1, Appendix
604-A.
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should be considered in employment decisions, requiring additional inquiry about thearrest context
and an opportunity for the applicant to explain.*®

2. State Equal Employment Opportunity L aws

A number of stateshave also passed equal employment opportunity lawsaimed at regulating
the use of criminal history information by employers in order to provide a second chance to ex-
offenders to obtain gainful employment. Currently, 14 states have statutes that prohibit
discrimination against peoplewith criminal recordsin employment and licensing. Nine of the states
set out standards governing public employers' consideration of applicant’s crimind records.”” Five
of the states require individualized assessments of crimind records by both public and private
employers.® These laws do not require employers to hire people with criminal histories. Rather,
like the EEOC guidance, they instruct employers on how to consider the relevance of the criminal
history when the applicant is otherwise qualified for the position. Most statutes provide guidance
by requiring that employersonly consider convictionsthat are somehow related to thework expected
inthe positionto befilled. The statutes may instruct employersto consider other factors, including
the applicant’ s age at the time of his crime, the time that has elapsed since his arrest or conviction,
and whether he has been rehabilitated. An applicant can demonstrate that he has been rehabilitated
by showing that he has remained crime-free for an extended period of time, completed a sentence
of incarceration or community supervision, completed adrug or a cohol rehabilitation program, etc.

Some state laws a so prohibit or limit employers from inquiring about an applicant’ s arrest
or conviction records, regardless of whether the employer’ sinquiry would in fact lead to unlawful
employment discrimination. The above-cited Labor Policy Association testimony noted that while
the EEOC’ s guidance allow employers to use arrest records under certain circumstances, many
states' equal employment opportunity laws prohibit employers from seeking information on arrest
records and some prohibit inquiriesinto certain convictions:*

% “Policy Guidance on the Consideration of Arrest Records in Employment Decisions Under Title VII of the Civil
Rights Act of 1964, as amended, 42 U.S.C. 88 2000e et seq. (1982),” EEOC, Sept. 7, 1990. See EEOC COMPLIANCE
MANUAL, Vol. I, Sec. 604.

" Those states include Arizona (ARiz. REv. STAT. § 13-904(E); Colorado (CoLo. REv. STAT. § 24-5-101);
Connecticut (CONN. GEN. STAT. § 46a-80 ( ¢ ); Florida (FLA. STAT. 8 120); Kentucky (Ky. REv. STAT. § 335B); Louisiana
(LA. ReEV. STAT. § 37:2950); Minnesota (MINN. STAT. § 364.03); New Mexico (N.M. STAT. §8 28-2); and Washington.

8 Those statesinclude Hawaii (HAw. REV. STAT. § 378-1 et. seq.); Kansas (KAN. STAT. ANN. § 22-4710(f); New
York (N.Y.EXEC.LAwW 8§ 296(15); N.Y.CORRECT. LAw §8 750-54.; Pennsylvania (18 PA. CONs. STAT. 88 9124-9125); and
Wisconsin (Wis. STAT. §111.335).

%9 See supra, note 36 at 9.
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Indeed, at least 11 states have statutes explicitly prohibiting arrest
records inquiries®® and as many as 13 states have issued
administrative guidance declaring the inquiries unlawful.®* Other
states only permit arrest inquiries if the employer shows business
necessity.®

Some states even limit inquiries into conviction records, such asthe
District of Columbia (as noted), Hawaii, and Ohio, which prohibit

% Those states are: Alaska (ALASKA STAT. § 12.62.160(b)(8); Arkansas (ARK. CODE ANN.§ 12-12-1009(c));
California (CAL. LAB. CoDE § 432.7(a)); Illinois (775 ILL. Comp. STAT. 5/2-103(A)); Massachusetts (MAss. GEN.LAws ch.
151B § 4(9)(1)); Michigan — but for misdemeanor offenses only (MicH Comp. LAws § 37.2205a(1)); Mississippi — if the
arrestismore than ayear old (M1ss. CODE ANN. 8 45-27-12(1)); Nebraska— if the arrest is more than ayear old (NEB. REv.
STAT. § 29-3523(1)); New York (N.Y.ExEc. LAw § 296(16)); North Dakota (N.D. CENT.CODE § 12-60-16.6)); and Rhode
Island (R.l. GEN. LAwS § 28-5-7(7)).

For example, the California Labor Code, section 432.7, provides:

432.7(a). No employer, whether a public agency or private individual or corporation,
shall ask an applicant for employment to disclose, through any written form or verbally,
information concerning an arrest or detention that did not result in conviction, or
information concerning a referral to, and participation in, any pretrial or posttrial
diversion program, nor shall any employer seek from any source whatsoever, or utilize,
as a factor in determining any condition of employment including hiring, promotion,
termination, or any apprenticeship training program or any other training program
leading to employment, any record of arrest or detention that did not result in
conviction, or any record regarding areferral to, and participation in, any pretrial or
posttrial diversion program. Asused in this section, a conviction shall includeaplea,
verdict, or finding of guilt regardless of whether sentence is imposed by the court.
Nothinginthis section shall prevent an employer from asking an employee or applicant
for employment about an arrest for which the employee or applicant is out on bail or
on his or her own recognizance pending trial.

CAL.LAB. CoDE § 432.7(a) (1992). Section 433 of that Code provides that: “Any person violating this articleis guilty of a
misdemeanor.”

t Those states are: Alaska (ALASKA DEPARTMENT OF LABOR AND WORKFORCE DEVELOPMENT, ALASKA EM-
PLOYERHANDBOOK 83) Arizona(ARIZONA CIVIL RIGHTSDIVISION’ SPRE-EMPLOYMENT GUIDE); Colorado (CoLORADO CIVIL
RIGHTSCOMMISSION GUIDE TO PRE-EMPLOYMENT QUESTIONS); Kansas(KANSASHUMAN RIGHTSCOMMISSION’ SGUIDANCE
ON EQUAL EMPLOYMENT PRACTICES); Michigan (MICHIGAN CIVIL RIGHTSCOMMISSION PRE-EMPLOYMENT INQUIRY GUIDE);
Nevada (NEVADA PRE-EMPLOYMENT INQUIRY GUIDE); New Jersey (NEW JERSEY GUIDE TO PRE-EMPLOYMENT INQUIRIES,
NEw JERSEY DivisioN ON CIVIL RIGHTS); Ohio (A GUIDE FOR APPLICATION FORMS AND INTERVIEWS, OHIO CIVIL RIGHTS
Commission); South Dakota (SouTH DAKOTA DIVISION OF HUMAN RIGHTS PRE-EMPLOYMENT INQUIRY GUIDE); Utah
(Pre-Employment Inquiry Guide, UTAH ADMIN. CoDE R606-2-2); and West Virginia (WEST VIRGINIA BUREAU OF
EMPLOYMENT PROGRAMS GUIDELINES FOR PRE-EMPLOYMENT INQUIRIES).

%2 Those gtates are: |daho (IDAHO COMMISSION ON HUMAN RIGHTS, PRE-EMPLOYMENT INQUIRIES); Missouri
(ComMISSION ON HUMAN RIGHTS, MissOoURI DEPARTMENT OF LABOR AND INDUSTRIAL RELATIONS, PRE-EMPLOYMENT
INQUIRIES); New Hampshire (N.H. Cobe ADMIN. R. Hum 405.03).
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inquiries into certain convictions more than 10 years old.® Other
statesimposedifferent limitations. For example, Hawaii only permits
inquiries into convictions for candidates who have been extended a
conditional offer of employment.** Californiaprohibitsrequestsinto
marijuanaconvictionsover twoyearsold.*® Similarly, Massachusetts
prohibits inquiries into certain first-time convictions — including
misdemeanor drunkenness, simple assault, and speeding.®® Some
statesonly allow inquiring into convictionswhentheempl oyer proves
itisjob related.®’

3. Private Sector Application of Regulatory Requirements

The EEOC guidelinesregarding therelevance of acriminal recordto anemployment decision
are reflected in a protocol published in 2003 by the Labor Policy Association, titled “LPA
Background Check Protocol (2003).”%® With respect to employer use of criminal justiceinformation
in employment decisions, the protocol states:

Where not limited by sate law, the employer may consider criminal
convictionsin making employment decisions. The mere presence of
a criminal conviction should not necessarily render an individual
ineligible for employment. In making such decisions, the employer
should consider:

. the circumstances and type of crime;
. the length of time since the crime occurred;

% District of Columbia ( D.C. CoDE ANN. § 2-1402.66); Hawaii (HAWAII CIVIL RIGHTS COMMISSION, GUIDELINE
FOR PRE-EMPLOYMENT INQUIRIES); and Ohio (A GUIDE FOR APPLICATION FORMS AND INTERVIEWS, OHIO CIVIL RIGHTS
COMMISSION).

® Haw. REv. STAT. § 378-2.5(a)-(b).
% CAL.LAB. CoDE § 432.8.
% MAss. GEN. LAws ch. 151B 8 4(9)(ii).

" Those statesare: Missouri (COMMISSION ON HUMAN RIGHTS, MISSOURI DEPARTMENT OF LABOR AND INDUS-
TRIAL RELATIONS, PRE-EMPLOYMENT INQUIRIES); New Hampshire (N.H. Cobe ADMIN. R.Hum 405.03); New Jersey (NEw
JERSEY GUIDE TO PRE-EMPLOYMENT INQUIRIES, NEW JERSEY DIvisioN ON CiviL RIGHTS); Rhode Island (R.I. GEN. LAws §
28-5-7(7)); South Dakota (SouTH DAKOTA DIVISION OF HUMAN RIGHTS PRE-EMPLOYMENT INQUIRY GUIDE); and Utah
(PRE-EMPLOYMENT INQUIRY GUIDE, UTAH ADMIN. CODE R606-2-2).

% THE ASSOCIATION OF SENIOR HUMAN RESOURCE EXECUTIVES, LPA BACKGROUND CHECK PRoTOCOL (2003).
Also cited and discussed in the Report of the National Task Force on the Commercial Sale of Criminal Justice Record
Information, SEARCH, the National Consortium for Justice Information and Statistics, 77-78 (Dec. 2005), supra, note 33.
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. whether the applicant has completed a rehabilitation program;
and

. the applicant’ s employment record since the commission of
the crime.

Determination of whether acrimeisrelevant to thejob will generally
be made on a case by case basis. For example, a conviction for
driving while intoxicated may result in an adverse employment
determination with regard to a delivery truck driver but not
necessarily an accounting clerk. Similarly, a conviction for passing
bad checks may disqualify thelatter but not theformer. For positions
whereintegrity isparticularly essential to thejob, such asacorporate
ethics officer, any conviction may be relevant.

However, there are certain crimes that will be relevant to the vast
majority of jobs, including crimes of violence, such asmurder, rape,
robbery, and assault; and dishonesty crimes, such as theft, burglary,
embezzlement, forgery, and fraud. Un-rehabilitated drug-related
crimes may also be considered, consistent with the Americans with
Disabilities Act, for al positions. Multiple convictions, involving
any combination of crimes, will aso be considered as a factor in
determining whether employment is appropriate.®®

TheLPA Background Check Protocol al so providesguidanceto empl oyerson consideration of arrest
records and pending criminal mattersin employment decisions.™

At the sametime, we note that the existence of thisprotocol does not necessarily mean that
al businesses or employers are aware of or apply the EEOC guidelines on relevance when
conducting a criminal screen.

L. PRISONER REENTRY CONSIDERATIONS

Accordingtoinformation devel oped by the Bureau of Justice Statistics(BJS), approximately
630,000 individuals are released from state and federal prisonsevery year. 1n 2001, BJS estimated
that over 64 million people in the United States had a state rap sheet, or about 30 percent of the
Nation’ sadult population. Ex-offenderswho aregainfully employed are generally considered to be
much less likely to commit another crime. Successful reentry of ex-offenders into the workforce
therefore has sgnificant public safety benefits.
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In his 2004 State of the Union Address, President Bush recognized the need to help ex-
offendersreintegrate into society:

Tonight | ask you to consider another group of Americansin need of
help. Thisyear some 600,000 inmates will be released into society.
We know from long experience that if they can’'t find work, or a
home, or help, they are much morelikely to commit crime and return
to prison. Sotonight, | proposeafour-year, $300 million prisoner re-
entry initiative to expand job training and placement services, to
providetransitional housing, andto help newly released prisonersget
mentoring, including from faith-based groups. Americaistheland of
second chance, and when the gates of the prison open, the path ahead
should lead to a better life.”

Theseconcernsabout reentry need to beconsi dered when deciding how to structureincreased private
sector access to FBI-maintained criminal history information.

" President George W. Bush, Address Before a Joint Session of Congress on the State of the Union, 40 WEEKLY
Comp. PRES. DoC. no. 4 at 94 (Jan. 20, 2004), available at http://www.gpoaccess.gov/sou/index.html.
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V. COMMERCIAL DATABASES

Section 6403(d) of the Act callsuponthe Department to consider 15 factorswhen developing
and making recommendationsfor improving, standardizing, and consolidating theexisting statutory
authorization, programs, and procedures for the conduct of criminal history record checks for non-
criminal justice purposes. Before devel oping itsrecommendations, the Department solicited public
comment on these factors. In addition, as called for in the Act, the Department consulted with
representatives of state criminal history record repositories, the National Crime Prevention and
Privacy Compact Council, and representatives of private industry and labor, as well as other
interested members of the public.

Thefirst two factors, relating to commercia databases of criminal history information, did
not result in any specific recommendation and are discussed in thispart of thereport. Theremaining
13 congressionally-defined factorsarediscussed, asrelevant, in the Department’ sexplanationin Part
V1 of its recommendations set forth in Part V.

A. COMMERCIAL DATABASES AS A SUPPLEMENT TO FINGERPRINT
CHECKSOF FBI DATA

One of the factors in Section 6403(d) seeks input on “the effectiveness and efficiency of
utilizing commercidly avail able databases as a supplement to IAFIS criminal history information
checks.” Thisrefersto the databases compiled by private companies that are used for background
checks. These commercial databases provide financial, employment, and residential information,
aswell as court, corrections and sex offender record information. They generaly are considered
consumer reporting agencies, since the information they collect is for resale, and are therefore
regulated under the FCRA. These businesses gather criminal history records from various states,
obtai ning the information from county courthouses, state correctional facilities, and state criminal
history record repositories. Theamount of criminal history informationavailableto these businesses
can vary greatly by state. Some states and counties may not provide such information to these
commercial enterprises, or may limit the use of such data by the business.

Because authority under federal or state law for background checks accessing FBI-
mai ntai ned recordsisnot availablefor most employment purposes, these commercial checksprovide
private employersameans of satisfying organizational due diligence requirementsfor screening an
applicant’s criminal history. The cost of acommercia database check also may be much less than
fingerprint checks of the FBI and state repositories, depending on the scope of the search.

Unlikenon-criminal justice background checksof thelll, however, searchesof commercidly
available databases are name-based and do not provide for positive identification through a
fingerprint comparison. Asaconsequence, thematchingof individualsto arecordisnot asreliable
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as a fingerprint check. In addition, in many instances the criminal history record information
available through a commercial check is not as comprehensive as alll check because many states
do not make criminal history records available to commercial database compilers. Also, statesthat
do contribute criminal history recordsto commercia databases may not do so onaregular basis. As
aresult, someinformationincommercial databasesmay not be astimely astheinformation available
throughthelll. Theseconcernswere expressed by somecommenters, who, despitetherequirements
and protectionsof the FCRA, cited caseswhereindividual shave had problemswith the accuracy and
compl eteness of the records being disseminated from commercial databases. For example, several
commenters were concerned about expungements that were not respected by commercid database
reports that still note a conviction along with the fact that it was expunged.

Commercial databases, however, do offer other information that may not be availablethrough
state and FBI repository checks. A search of commercially available databases may reveal charges
and dispositions not reported to the state or national repositories. Asnoted above, records reating
to some offenses are not reported to the FBI, and some records submitted by a state to the 111 may
be rejected because the fingerprints do not meet the standards set by the FBI. Even staterepositories
may not haverecordson less serious offensesthat havenot been forwarded by local law enforcement
agencies. Some of this information may be available through certain commercid databases.
Moreover, commercial databases may contain information on past residences, licenses, financial
history, or other information in addition to criminal history background that may be pertinent in
employment screening. More importantly for many organizations, the fee charged for commercial
background checks can be much less than the fee charged for a governmental fingerprint-based
check. Some consumer reporting agenciesthat provide professional background screening services
also may do confirmatory checksof information at county courthousesto ensurethat theinformation
is complete and up-to-date.

The fact is that there is no single source of complete information about criminal history
records. A check of both public and commercial databases and of primary sources of criminal
history information such as county courthouseswould, perhaps, provide the most complete and up-
to-date information. Professional background screening companies can providethe clear value of
a confirmatory search of the currency of records at a county courthouse. Even so, we do not have
enough information to accurately assess the value added by acommercial criminal history database
check as a supplement to fingerprint checks of the IAFIS and state repositories. In addition, there
is not enough information to judge the accuracy and completeness of name-based commercial
criminal history databases as compared to the fingerprint databases of the repositories. Many
comments we received cited examples of commercial database checks incorrectly reporting an
individual as having a crimind record or wrongly reporting convictions that were sealed or
expunged. There certainly is not enough information to conclude that a check of commercial
databases should be combined with the results of an IAH S check. Employers, aswell as consumer
reporting agencies that may be handling the checks on their behalf, frequently decide, however,
depending on the cost, to check both public and private sourcesin order to have the most complete
check possible. Employers also can decide on their own whether they need to check the commercial
databases for non-criminal information, such as financid history information.
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We do think, however, that more information should be developed on the differences
between the criminal history record results obtained by aname check of commercial databases and
afingerprint check of the FBI and state repositories. The Department’ s Bureau of Justice Statistics
(BJS), in cooperation with SEARCH and several commercia database companies, is planning such
astudy, the results of which may be availablein 2007. Information from this study should provide
the Department and Congress and, most importantly, the users of criminal history information, a
better basis to evaluate the cost/benefit of commercial criminal history database checks both as
compared to and as a supplement to fingerprint checks of IAFH S and state repository records.

B. SECURITY CONCERNS CREATED BY COMMERCIAL DATABASES

Section 6403(d) also requested input on “security concerns created by the existenceof these
commercially available databasesconcerning their ability to provide sensitiveinformation that isnot
readily available about law enforcement or intelligence officials, including their identity, residence,
andfinancial status.” Thisfactor raisesissues about the bd ance between thepublic’ sright to access
public records and the risks posed when persond information regarding law enforcement officids
is provided to the public. The FCRA regulates the use and dissemination of commercial data to
ensure the fair and accurate reporting, and respect for anindividual’ sright to privacy, but does not
contain specific protections for law enforcement officials.

TheFBI, theUnited StatesM arshal s Service (USM S), the Drug Enforcement Administration
(DEA), and the Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF) expressed concerns
regarding the availability of personal information through commercia databases. First, sensitive
information pertaining to law enforcement officials may be obtained from commercid databases.
For example, anindividud seekingretribution aga nst agovernment official may obtaininformation
such as the official’ s residentia address, telephone number, or business address. The USMS has
reason to believe that individuals seeking retribution do use these databases to gather personal
information. This belief isbased on their experience investigating inappropriate communications
directed at judges, U.S. Attorneys, and other government officials.

The DEA also shares the concern that these databases will be used by individuals seeking
retribution against government officials, or to compromise ongoing criminal investigations. There
is existing potentia for retribution against DEA personnel and Task Force Officers given their
mission of enforcement of the Controlled Substances Act and related laws. There are already
websitesthat operate with the gpparent intent of exposing law enforcement officials(i.e., thewebsite
www.whosarat.com). The DEA believesthat someinformation posted on that website comesfrom
commercial databases.

In addition, over thelast year, companies that house personal data had numerous instances
where they lost significant amounts of data, whether through the theft or loss of data tapes, the
“hacking” of information from the database, or individuals obtaining information under false
pretenses. These data losses make many individuds vulnerable to identity theft.
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Recently, a DEA Specia Agent in Charge was named on a website utilized by marijuana
legalization advocates, listing not only his name and position but also aresidential address which
is believed to have come from a commercial database. Shortly after this posting, a third party
citizen, sharing the samelast nameasthe DEA Agent received harassing telephonecalls. Thecaller
insisted hewascalling the agent’ sresidence, instead of an uninvolved, innocent citizen. Inaddition,
the DEA Deputy Administrator recently learned that personal information about her was avalable
in commercid databases, including a satellite photo of her residence. DEA foresees not only a
potentia for harassment and threats against our personnel but also against innocent third parties.

Second, commercial databases can be used in attempts to determine the true identity of
undercover agentsor to gather information on fd seidentities agents may have assumed during their
investigations. This information can compromise the safety of the agent. In addition, the
information could have an adverse impact on other individuals working with law enforcement
officids, includingindividuadsin witness security programs. ATF isawarethat outlaw motorcycle
organizations often conduct sophisticated background investigations of new members, including
instances involving undercover ATF Special Agents who were attempting to infiltrate the
organization.

The commercial databases also could be used in attempts to determine the true identity of
undercover agents or gather information on established false identities used to infiltrate drug
trafficking organizations. DEA Agentsand Task ForceOfficersinvolvedindruginvestigationshave
been exposed on websites providing their identities and personal information. Such exposure
through information gleaned from these databases could result in the compromise of the agent’s
safety and that of co-workersinvolved ininvestigations. Thistype of exposure not only endangers
the law enforcement officers but their families as well. Mgor traffickers are already known to
conduct surveillance of law enforcement officersand DEA facilities when they suspect someone of
being law enforcement members, and commercia databases could assist them in identifying law
enforcement officers. They would then be in a position to conduct surveillance of those identified
and potentially compromise on-going investigations.

The Department’ s law enforcement components are taking steps to reduce the risk to law
enforcement officids. For example, USM S personnd use any means availableto restrict the public
availahility of personal information, including use of opt out provisions, requesting unpublished
numbers and addresses, the use of fictitious names, etc. In addition, ATF has a program for the
protection of its employees from threats and harm from third parties. The mission of the ATF's
Security and Emergency Programs Division (SEPD) includes assessing and responding to threats
againg ATF employees and members of their immediate families. Within SEPD, the Operations
Security Office (OPSEC) is the primary point of contact on all matters relating to threats against
employees, employees families, ATF facilities and operations, and it facilitates any actions
necessary to respond to such threats. OPSEC is responsible for assessing the vdidity and risk
presented by all such threats and recommends appropriate countermeasures. Theprogram includes
a significant training and educaional component, and ATF employees are briefed on the
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vulnerabilities associated with the inadvertent or deliberate release of personal information to third
parties.

The Department believes that the concerns raised by the law enforcement agencies should
be addressed, but further consultation with the consumer data industry is needed before specific
remediesare proposed. Feasibleremedies arelikely to involve theimplementation of new internal
policies by law enforcement agencies and the cooperati on of the consumer datareporting industry.
For exampl e, possibleremediesmay involvelimiting searchesrel aing to specific undercover agents,
restricting access to certain personal information upon the request of a law enforcement agency,
requiring commercial providers to notify law enforcement agencies when such information is
requested, or providing the law enforcement agency with the identity of the person requesting such
information. Inaddition, Congressalso may want to consider strengthening criminal pendtiesaimed
at those who wrongly use the personal information of law enforcement personnel.

It isimportant to note that the risk posed to government officials can be similar to the risk
faced by the public. For example, stalkers or identity thieves could use commercia databases to
gather personal information about their intended victims. Any restrictions on the dissemination of
such information would have to be very carefully crafted so as not to violate the First Amendment
to the United States Constitution. In addition, the regulaion of information regarding federal law
enforcement officers could raise other constitutional issues. For example, if the information was
being sought by, or on behalf of, acriminal defendant for purposes of preparing his or her defense,
restrictionson hisor her ability to receive the information might be found to violate the Fifth and/or
Sixth Amendments. Nonetheless, we believe that carefully drafted laws can protect the saf ety of
federal law enforcement officers and other persons at risk of retaliation and harassment, without
violating rights protected by the Constitution.
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V. RECOMMENDATIONSFOR STANDARDIZING
NON-CRIMINAL JUSTICE ACCESSAUTHORITY

Based on consideration of the congressionally-defined factors, the public commentsreceived,
and consultation with the state record repositories, the Compact Council, and representatives from
private industry and labor, the Department of Justice has devel oped recommendations on how the
authorities, programs, and procedures for obtaning FBIl-maintained criminal history record
information for non-criminal justice purposes can beimproved, standardized, and consolidated. The
recommendations are grouped into ten areas that address the following basic questions:

A. Who should have accessto FBI-maintained criminal history recordsfor non-criminal
justice purposes?

B. What should be the process for access?

C. What privacy protections should be provided to individualswho are subject to such
criminal history record checks?

D. How should records be screened before being disseminated to the user?

E. What requirements should be imposed regarding the suitability criteria applied by
usersin order to promote fair use of the information?

F. What kind of infrastructure is needed to support such checks?

G. Who should pay the fees charged for the cost of access and the associated
improvements to infrastructure?

H. How should requirements regarding access and use be enforced?
l. What should be done about improving record quality?

J. What other steps can betakento improvethefairnessand quality of criminal history
checks for non-criminal justice purposes?

The ten sets of recommendations are set forth together here in Part V. The background
discussion of each set of recommendaions, together with explanations of the specific
recommendations, followsin Part VI. A discussion of the congressional factorsisincorporated in
the explanations, where relevant.
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ACCESS TO CRIMINAL HISTORY RECORDS
RECOMMENDATIONS

Subject to conditions specified in federal law and Attorney General
regulations, authority to request FBI-maintained criminal history records
should be broadened, under the priorities set forth in Access to Criminal
History Records Recommendation # 2 and as system capacity and resour ces
allow, to cover:

(A)  priority employers, and subsequently, if capacity allows, all
employers, for usein decisionsregarding anindividual’ semployment
suitability;

(B) entities placing individuals in non-employment positions of trust,
such as persons having access to vulnerable populations, client
residences, significant organizational assets, or sendtive
information;

(C)  any person or entity when the Attorney General determines such
access promotes public safety or national security; and

(D)  consumer reporting agencies or other third parties that:

1) are acting on behalf of one of the above authorized users of
FBI-maintained criminal history record information;

(i)  meet data security standards established by the Attorney
General, including being certified through apublicor private
program approved by the Attorney General as being trained
in applicable federal and state consumer reporting laws and
in Attorney General standardsrelating to the securehandling
of criminal history record information; and

(ili)  areprohibited, with limited exceptions, fromaggregating the
crimnal history information obtained through these
fingerprint-based checks for resale.

To account for the need to develop FBI system capacity to handle the
increased number of background check requests under this new authority,
whether handled through a participating state or directly through the FBI,
the Attorney General should prioritize access asfollows:

Section V: Recommendations — Access to Criminal History Records
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(A) giving first priority to critical infrastructure indudries,
regulated industries and professions, and the placement of
persons in positions of trust working with wvulnerable
populations;

(B)  allowing the expansion of access, at the Attorney General’s
discretion and only as system capacity allows, to all
employersor entities that meet the conditions of access; and

(C) allowing the FBI to manage access under the new authority
to avoid a reduction in the level of service available for
criminal justice, national security, and other governmental
uses of IAFIS and

3 Sates should continueto be ableto authorize background checks using FBI -
maintained criminal history recordsfor specific categories of employment or
licensing pursuant to Pub. L. 92-544.
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PROCESS FOR RECORD ACCESSRECOMMENDATIONS

Access to records in the FBI repository should, when possible, be through
statesthat agreeto participatein processing these checksand should include
a check of state records.

(A)  Inorder to participate, states must meet standards specified by the
Attorney General, within parameters set by statute, for the scope of
access and the methods and time frames for providing access and
responses to these checks.

Access to FBI-maintained criminal history records should be availableto
employers and entities under this authority through an FBI-administered
processwhen accessis unavailable through the state level because the state
has not opted to provide such access.

(A)  In establishing an FBI-administered process for record access to
IAFIS records by employers and other authorized entities, the
Attorney General should:

0] seek to create an efficient means by which the check will
include a search, confirmed with fingerprints, of as many
state and federal criminal history records as possible,
including the records in the state where the check is being
sought;

(i) establish a means by which state repositories can be
compensated when appropriate for efforts that they make in
support of FBI-processed check requests; and

(iif)  establishameansbywhich improvements required to provide
such access to employers and other entities will be paid for
from a fee or other appropriate charge to the requestor.

Satecriminal history record repositories and the FBI should be authorized
to disseminate FBI-maintained criminal history records directly to
authorized employersor entities and to consumer reporting agencies acting
on their behalf, subject to screening and training requirements and other
conditions for access and use of the information established by law and
regulation.

(A)  Access through the state and FBI-administered process should be
facilitated through:

Section V: Recommendations — Process for Record Access
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()] consumer reporting agencies meeting requirements specified
by the Attorney General; or

(i)  direct access by employers that meet criteria established by
the Attorney General or state repositories aimed at limiting
direct access by enployers to a manageable number,
including requirements for meeting a minimum volume
threshold of checks and for the electronic submission of
fingerprints.

The submission of finger prints should continue to be required for positively
identifying recordsin the FBI criminal history record repository toarecord
subject when a check is made for non-criminal justice purposes.

(A)  Thefingerprint submissionsfor criminal history record checks under
this new authority should:

1) be collected exclusively through electronic, live-scan capture
and transmission of an individual’ s fingerprints on systems
that have been certified by the FBI and submitted in the FBI
standard format; and

(@in) use, when reasonably available, electronic fingerprint
capture technology that is fast and unobtrusive.

A participating state or the FBI should berequired torespond toan enrolled
employer, entity, or consumer reporting agency within three business days
of the submission of the finger prints supporting the request for the criminal
history record check.
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(4)

PRIVACY PROTECTION RECOMMENDATIONS

Authorized employers and consumer reporting agencies seeking access
should be required to enroll under the program and enter into agreements
concerning conditions and requirements for access to FBI-maintained
criminal history record information, including:

(A)  certifyingthat theinfor mation obtained fromthe FBI and state record
repositories will be used solely for purposes of determining an
individual’ s suitability for employment or placement in a position of
trust, or another authorized purpose; and

(B) agreeingto:

1) follow procedures established by the Attorney General to
ensure data security and the privacy of the records obtained
pursuant to this authority; and

(@in) mai ntain relevant records and be subject to audits by the FBI
or another entity from which it receives criminal history
records, e.g., an enrolled consumer reporting agency or a
participating state repository, for compliance with record
handling requirements.

The limitation on the use of FBI-maintained criminal history information
obtained under this authority exclusively for employment or placement
suitability should be expressed in the law creating the authority.

The Attorney General should establish standards for adequate identification
and verification:

(A)  of employers and consumer reporting agencies seeking to enroll as
gualified to request background checks pursuant to the new
authority; and

(B)  of individuals subject to the background check.
Privacy protections should be made applicable to enrolled employers and
consumer reporting agencies obtaining under the new authority FBI-

maintained criminal historyinformationfromarecordrepository, including:

(A)  onadocument that consists solely of a consent and notice document
and that satisfies the requirements of the Privacy Act:
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©)

(6)

1) obtaining written consent by theindividual to thefingerprint-
based criminal history record check of the applicable
government record repositories; and

(i) providing notice to the individual of the following:

@ the scope of the databasesthat will be sear ched based
on the request;

(b) hisor her rightsrelating to confidential accessto and
the opportunity to review and challenge a criminal
history record returned by a fingerprint check before
itisprovided to the enrolled employer or entity or, if
not so reviewed, before the employer takes any
adverse action based on the information in the
record; and

(c) the fact that information in the record returned from
the check may only bere-disseminated by the user in
accordance with conditions specified by the Attorney
General;

(B) theright of theindividual to review and challenge the accuracy of a
criminal history record produced by the repository search:

) before the record is provided to the employer; or

(i)  before adverse action is taken, if the individual has not
availed him- or herself of theright to seethe record before it
is provided to the employer.

Participating state repositories and the FBI should establish a process by
which prospective applicants with enrolled employers or entities can obtain
fingerprint check results about themsdves once during any twelve-month
period, allowing for review and correction in advance of application, but in
a way that prevents passing such information on to employers or others as
official record check results.

Participating state repositories and the FBI should establish a stream-lined,
automated appeal process for applicants seeking to challenge a record’s
accuracy, without requiring a separate set of fingerprints and an additional

Section V: Recommendations — Privacy Protection

64



The Attorney General's Report on Criminal History Background Checks

(7)

fingerprint fee, and ensure that appeal information isprovided to applicants
when reviewing their records during the check process.

Limits should be established governing the use, retention, and deletion of
fingerprint submissions under this new authority:

(A)  collected by enrolled users, or third party consumer reporting
agencies acting on their behalf; and

(B) received by the FBI or a participating state repository, and
channelers acting on their behalf.

Section V: Recommendations — Privacy Protection 65



The Attorney General's Report on Criminal History Background Checks

D. SCREENING STANDARDS RECOMMENDATIONS

@ “No record” responses may be disseminated by a repository to an enrolled
consumer reporting agency or adirect accessemployer or authorized entity.

2 Searches that result in a “hit” on a record should be screened by the
enrolled consumer reporting agency or, in the case of direct access
employers, by the participating state repository or the FBI beforetherecord
isreported to an enrolled employer or entity.

(A)  Such screening should include:

1) areasonableeffort by the participating state repository or the
FBI to find missng dispositions of arrest records before
disseminating the record to an enrolled consumer reporting
agency or a direct access employer or entity; and

(i)  screeninginaccordancewith FCRA and applicable state law
requirements in the state of employment that limit the
dissemination to or use by employers of criminal history
record information.

(B)  Congressshould consider providing that the screening requirements
under the FCRA should not apply to the dissemination of records
under this authority:

1) of arecord fromthe state of employment whentherecord can
bedisseminated by thestaterepository under applicablestate
law;

(@in) of a record when the law of the state of record origin would
allow public access to the record and the law of the state of
employment allows use of the record by employers for
employment suitability determinations; and

(i)  of recordsrelating to violent or sexual offensesto employers
or entitiesthat provide care, asthat termisdefined in section
5 of the National Child Protection Act, for children, the
elderly, or individuals with disabilities.

3 Records disseminated to a user under this new authority by a consumer
reporting agency, the FBI, or a participating state repository should identify
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whether an offense is a felony, a misdemeanor, or some lesser violation
under the law of the charging jurisdiction.

4) Except as noted below, the screened record may be disseminated to an
enrolled employer or entity by consumer reporting agencies, a participating
state repository, or the FBI:

(A)  when as part of the enrollment process, the employer presents a
certificate that it has received training, through a public or private
program (including programs administered by consumer reporting
agencies enrolling employers) recognized by the Attorney General,
in the reading and interpretation of criminal history record
information;

(B)  however, only enrolled consumer reporting agencies should
disseminate the screened record to the user whenthe law of the state
of employment requires that before the record is reported to an
employer by a third party, the record must be confirmed as complete
and up-to-date as reflected in the current status of the record at the
agency fromwhich it originates.

5) All disseminations of recordsto usersunder thisauthority should include an
appropriate disclaimer that the response may not necessarily contain all
possible criminal record information about the individual, either becauseit
has not been entered in the repository database or because the responses
have been screened in accordance with the above limitations on
dissemination.

(6) In reporting information to an enrolled employer or entity, an enrolled
consumer reporting agency should clearly separate the fingerprint-based
criminal history information from other information reported.

) The enrolling entity (e.g., a consumer reporting agency or an outsourced
agent acting on behalf of a participating state repository or the FBI) should
berequiredto establish atoll-free number and a web-sitethat enrolled users,
entities, or consumer reporting agencies can use for assistance in
interpreting criminal history records.
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E. SUITABILITY CRITERIA RECOMMENDATIONS

Q) Enrolled usersseeking accessto criminal history information under this new
authority should certify that the information obtained will not be used in
violation of any applicable federal or state equal employment opportunity
law or regulation.

2 Congress should consider whether guidance should be provided to
employerson appropriatetime limitsthat should be observed when applying
criteria specifying disqualifying offenses and on providing an individual the
opportunity to seek a waiver from the disqualification.
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SUPPORTING INFRASTRUCTURE RECOMMENDATIONS
Electronic, live-scan fingerprint submissions should be collected:

(A)  at the place of business of an enrolled employer or entity or an
enrolled consumer reporting agency acting on their behalf, or
through an authorized channeling agent; or

(B)  atservicecentersestablished by a participating state, either through
a governmental agency or through outsourcing, that are:

0] at a location other than a law enforcement agency; and

(i) at least as convenient to access as places where state
identification documents, such as driver's licenses, are
obtained.

An appropriate number of channeling agentsshould be established to receive
the fingerprints from the large number of service centers and enrolled
employers, entities, and consumer reporting agenciesthat will be collecting
fingerprints.

Additional capacity at both the FBI and state repositories must be devel oped
to enable the processing of these newly authorized checks,
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G. FEE RECOMMENDATIONS

Q) A new fee-funded business model should be developed to streamline the
processing and funding of federal and state non-criminal justice criminal
history background checks with the goal of:

(A)  reducing the costs of the checks;

(B)  establishing greater consistency in the state fees charged for such
checks,

(C)  providing states appropriate compensation for the support they give
to checks processed by the FBI in circumstances wher e the state does
not charge a fee because it is not handling the check; and

(D) ensuring that all state repositories and the FBI have the funding
necessary to support the technology required for improved data
quality and efficient processing of check requests.

2 The question of who should bear the cost of checks under this new authority
should generally be decided between the employer and the individual,
although Congressmay wishto consider requiring that the cost of finger print
checksfor lower paying jobs be borne by the employer.
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H. ENFORCEMENT RECOMMENDATIONS

Q) Penalties should be established for the unauthorized accessto or misuse of
records of government record repositories under this new authority,
including:

A Criminal penalties for persons who knowingly:

()] obtain criminal history record information through this
authority under false pretenses; or

(i) usecriminal history recordinformation obtained throughthis
authority for a purpose not authorized under this authority;
and

(B)  Civil penalties, including monetary penalties and discontinued
access, for violations of required security and privacy procedures
resulting in the disclosure of information obtained under this
authority to unauthorized persons.

2 The Attorney General should be authorized to establish an administrative
process, to be administered by the FBI and participating sate repositories,
for sanctions, including termination of access, against enrolled employers,
entities, and consumer reporting agencies for violations of requirements
regarding access to and security of the information, including failure to
observethe required procedural rights of individuals.
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l. RECORD IMPROVEMENT RECOMMENDATIONS

Q) There should be a renewed federal efforttoimprove the accuracy,
completeness, and integration of the national criminal history records
System.

2 Federal funds should betargeted at reaching national standards established
by the Attorney General relating to disposition reporting and record
completeness, including declinations to prosecute and expungement and
sealing orders, so that there is uniformity in improvements by repositories
nationwide.

3 Accelerate the standardization of rap sheets to make them more readily
understood by non-criminal justice purpose users.

4) Congressshouldconsider requiring state repositories to establish procedures
meeting national standar dsto remedy theadver seaffectson individualswho
are wrongly associated with criminal records because they are victims of
identity theft.

) Establish a national accreditation processfor criminal history record
repositories, much the same way that crime laboratories are accredited, to
better ensure data quality by measuring repository performance against
national standards.

(6) Seek to integrate the repository systems in ways that will allow a single
fingerprint check to return all information on anindividual maintained by all
states rather than the current process for obtaining such complete
information of requiring separatefinger print checks of 50 stove-pipedrecord
systems.

) Develop a realistic assessment of the cost to achieve these record
improvement goals.

(8 Devel op a comprehensive ongoing data collection and research program by
BJSthat includes:

(A)  study of the extent of automation and accessibility of state
and FBI criminal records,

(B)  datacollection documenting theaccuracy, completeness, and
timeliness of state and FBI criminal history records;
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(C)  assessment of the compl etenessand timeinessof | ocal agency
criminal records submissionsto state and federal databases,

(D) trendsin state and national records quality indices; and

(E)  monitoring statistical trends in public and private criminal
background checksin terms of the types of records examined,
the number and results of checks done, costs, timeliness of
responses, and other relevant factors.
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(1)

)

ADDITIONAL RECOMMENDATIONS

Congress should consider whether employers that have suitability
determinations made by a governmental agency under Public Law 92-544
should also have the option of seeking the records under this authority.

Congress should consider steps that would improve and create additional
consumer protections relating to name checks of criminal history records
used for employment purposes, such as:

(A)  Amending the FCRA to:

) requireaconsumer reporting agency, beforereporting name-
based criminal history information along with fingerprint-
based information to:

@ confirm the accuracy and completeness of criminal
historyrecordsobtai ned solely through a name-based
search; or

(b) disclosethe name-based information to theindividual
along with the fingerprint information and allow the
individual to challenge the accuracy of the
information before it is reported to the user;

(@in) as an alternative to subparagraph (), require a consumer
reporting agency, whenever it is reporting criminal history
information, to provide the consumer the opportunity to see
and challenge the accuracy of the information before it is
reported to the user;

(iii)  require notice to an individual by an employer prior to
adverseaction of criminal history information obtained from
public or non-FCRA sources;

(iv)  establish a choice of law provision providing that the
consumer reporting laws of the state of employment should
apply to reports made by consumer reporting agencies; and

(V) if adopted, provide for the exceptions discussed in Screening
Standards Recommendation # 2(B); and
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(B)

establishing national standardsfor courts to confidentially maintain
personal identifiersin criminal case dockets and to allow access to
those identifiers for authorized purposes, such as record
confirmationsinconnectionwith criminal history background checks
sought with the written consent of the defendant.
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VI. EXPLANATION OF
RECOMMENDATIONS

A. ACCESSTO CRIMINAL HISTORY RECORDSRECOMMENDATIONS
BACKGROUND

Access to criminal history record information maintained by the FBI in the 111 for non-
criminal justice purposesis currently determined by apatchwork of federal and state statutes. The
current process for providing employers and licensees with access to criminal history record
information requiresthat astate or federal statute must be enacted each time accessisprovided. This
approach has led to agreat disparity in the level of access by specificindustries and within specific
states. Whilethe National Crime Prevention and Privacy Compact of 1998 established rulesfor the
interstate sharing with authorized non-criminal justiceusersof informationinthelll by the FBI and
staterecord repositoriesthat are Compact members, the Compact doesnot itself provide affirmative
authority for access to information in the lll.

Asnoted above, themain vehiclefor creatingauthority for accessto FBI-maintained criminal
history records for non-criminal justice purposes has been state statutes, approved by the Attorney
Genera under Pub. L. 92-544, authorizing the sharing of criminal history records from the Il to a
government agency for use in licensing and employment decisions. These checks are processed
through state record repositories and include a check of state records. Other access has been
authorized by federal statutesallowing particular industriesor organizationstogo directly tothe FBI
for an employment, licensing, or volunteer check, without first going through a state and also
checking state records. In addition to creating inconsistencies in access to the information across
industries, thisframework has also created inconsistenciesin the scopeof therecords checked, with
some checks checking both state and FBI records and others checking just FBI records. For
example, depending on whether the state haspassed a92-544 statute, an industry may in some states
be able to obtain checks of criminal history records maintained by that state, but not of FBI records
reflecting criminal records originating in other states. At the same time, an industry may be able to
get accessto both state and FBI recordsin some states, and no accessto state or FBI recordsin other
states.

When a private employer or entity can inquire about the existence of acriminal record of an
applicant or employee, we believe that it is reasonable to provide the employer a means to check
maintained criminal history recordsto determinewhether theresponseto the questionistruthful and
complete. Thereisno one complete sourceof criminal history information, and users need to access
many sourcesto ensure the search is comprehensive. FBI-maintained criminal history records are
not complete and may serve only asagood, but not comprehensive, source of information for those
performing employment screening functions. Nevertheless, the FBI-maintained criminal history
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database is one of the best sources because it is based on positive identification and can provide, at
aminimum, nationwide leads to more complete information.

At the sametime, we believethat any process allowing such accessto traditionally restricted
FBI criminal history information must establish conditions for access and use that: (1) protect the
privacy rights of the applicant, including requirements for informed consent and the right to
challenge the accuracy of the records reported; and (2) respect state and federal laws designed to
ensure that criminal history records are not used to unfairly deny employment.

Accordingly, we believe that a more uniform and standardized set of rules should be
established for private sector access to criminal history information maintained by the FBI and the
staterepositories. Therules should provide accessin away that is both controlled and accountable.
We think that fingerprint-based criminal history information should be available, depending on
system capacity and the availability of resources, to all employers and to entitiesplacing personsin
positions of trust.”” We believe that the access should take advantage of the existing private sector
infrastructure for employment screening and background checks on consumers and, therefore,
consumer reporting agencies and other third parties, under certain conditions, should also be
authorized access. The Attorney General should be allowed to prioritize access under this new
authority to enable the scaling of the system to meet private sector demand without interfering with
the criminal justice or national security uses of the system. The Attorney General should also be
allowed to expand accessto other individual sor entitieswhen hefindsthat doing so promotes public
safety or national security.

It must be emphasi zed that, given competing law enforcement and national security demands
on the FBI’ s system and resources, implementation of all-employer access by the FBI islikely to be
a best many yearsaway. Therefore, if Congress' s goal isto create ameans by which all qualified
private employers can obtain a nationwide fingerprint check of criminal history information, then
solutions other than relying exclusively on the FBI to reach the goal should be explored, such as
using private sector resourcesto establish the connectivity needed to servicethe private sector’ sneed
for this information. The privacy and civil liberties issues discussed in our subsequent
recommendations, as well as issues of governance, accountability, information security, and
information control by the agenciesthat own the data, would have to be addressed in deciding how
to create such alternative solutions and whether they are feasible. In the meantime, the FBI should
be authorized to provide access to priority employers as capacity allows.

2 The factors listed in section 6403 relate principally to questions regarding access to FBI-maintained criminal
history information for employment suitability purposes, and, for that reason, we have focused our recommendations on that
areaof private sector access. We note, however, that criminal history background screeningisalso widely used by landlords
for screening prospective tenants. The Department of Housing and Urban Development, for example, requires criminal
background checks for certain public housing programs. See 66 Fed. Reg. 28776 (May 24, 2001). Broadening access to
include private housing checks would involve issues similar to those addressed here concerning access for employment
purposes. See, e.4., thediscussion in the SEARCH Report of the National Task Force on the Commercial Sale of Criminal
Justice Record Information, at 20 and 68-69, supra, note 33.
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Explanations of our recommendations for broadened authority to access FBI-maintained
criminal history records are set forth below.

ACCESSTO CRIMINAL HISTORY RECORDSRECOMMENDATION #1

Q) Subject to conditions specified in federal law and Attorney General regulations, authority
to request FBIl-maintained criminal history records should be broadened, under the
priorities set forth in Accessto Criminal History Records# 2 and as system capacity and
availableresources allow, to cover:

(A)  priority employers, and subsequently, if capacity allows, all employers, for usein
decisionsregarding an individual’ s employment suitability;

EXPLANATION: Toavoidthepitfallsof uneven access experienced under existing authorities
that grant only certain industries or employers access to FBI-maintained
criminal history records, the new general access authority should extend to
all employers that meet the conditions for access and use. We do not think
that thiswill lead to every job applicant being fingerprinted for a criminal
history check. Only those employerswilling to meet the conditions of access
and use of theinformation and to pay the fee for the check are likely to take
advantage of this authority. They will do so, presumably, only when they
believe that the benefit of the check to the risk management need being
addressedisworththe cost and i nconveni ence associated withthefingerprint-
based check. If an employeeisasked to consent to afingerprint check of FBI
criminal history records as part of a background check, it is because the
employer wantsto do a background check for that position that isnational in
scope and has the benefit of positive identification. We think the private
sector isin the best position to identify the unregulated jobs that require this
level of criminal history screening and merit the associated cost and
inconvenience.

Expanded access will need to be prioritized based on system capacity,
accordingtotheprioritiesset forthin Accessto Criminal History Records#2.
First priority should be given to critical infrastructure industries, regulated
employers, and employers placing personsin positions of trust working with
vulnerable populations, and other checks that the Attorney General
determines will promote public safety or national security. There are today
undoubtedly many positions in the private sector for which checks of FBI-
maintained records are not avail able because they are unregulated, yet those
positions may involve greater degrees of trust and security risk (such asin
critical infrastructure industries or persons working with vulnerable
populations) than positions that are subject to such background checks
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because they areregulated. This recommendation would help address that
anomaly.

Asdiscussed in greater detall below in Accessto Criminal History Records
Recommendation #2, access by all employers will be available only when
system capacity allows, asdetermined and managed by the Attorney Generd.
Because of the higher priority projects currently being implemented by the
FBI and the competing demands those projects place on itsresources, even
with the requirementsfor this new access beng fully fee-funded, it is likely
that “ all-employer” accessimplementationwould be a best many yearsaway.
Neverthel ess, even with these capacity limitations, access within particular
industries provided priority access will be more uniform through this
approach than is currently the case.

(B) entitiesplacingindividualsin non-employment positionsof trust, such as persons
having access to wvulnerable populations, client residences, significant
organizational assets, or sensitive information;

EXPLANATION: Webedlieve that this authority and process should be extended to checks of
persons placed in non-employment positions of trust. Not all positions that
may warrant a background check will involve an employment relationship.
Examples include volunteers for entities providing services to children, the
el derly, and disabled persons. Also, businesses may have contractors whom
they place in positions that have access to client residences, significant
organizational assets, or sensitive information. A criminal history check on
such individuals may be just as important as checking employees for
purposes of security risk assessments, and in some cases may be more
important depending on the individual’s access to vulnerable persons or
assets.”

The access allowed for such checksof volunteers under the NCPA/V CA has
not resulted in any substantial use of that authority by the states. The process
suggested in these recommendations addresses many of theissuesidentified
by the states as the reasonsfor their lack of participation in NCPA checks,
including providing authority, under certain conditions, to disseminate the

 For example, at the request of the banking industry, the FBI recently issued a statement making it clear that the
authority under Pub. L. 92-544 to conduct fingerprint checksto promote the security of federally chartered or insured banking
institutionsincludes checks of employees of other entities, such as bank subsidiaries, holding companies, or contractorswho
have a direct relationship with a bankinginstitution affecting the security of theinstitution. See“FBI Checkson Employees
of Banks and Related Entities,” available at http://www.fbi.gov/ha/cjisd/banknoticecontribtorltr.htm
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record to qualified employers and entities for suitability screening by the
organi zations themselves.”

(C)  any person or entity when the Attorney General determines such access promotes
public safety or national security; and

EXPLANATION: Whileaccessby all employersand by entities placing personsin positions of
trust will cover most of the possible interest in access to criminal history
records for non-criminal justice suitability screening done by non-
governmental entities, there may be other contexts where access for such
screening may be justified. In order to avoid having to seek new legidlation
to provide such additional access authority, the Attorney General should be
given the authority to specify additional personsor entitieswith authority for
access when he determines such access promotes public safety or national
security.

(D)  consumer reporting agendes or other third parties that:

(D) are acting on behalf of one of the above authorized users of FBI-
maintained criminal history record information;

EXPLANATION: The PROTECT Act’s requirement for the Attorney Generd to conduct a
“feasibility study for a system of background checks for employers and
volunteers’ requires consideration, among other things, of “[t]he extent to
which private companiesare currently performing background checksand the
possibility of using private companies in the future to perform any of the
background check process, including, but not limited to, the capture and
transmission of fingerprints and fitness determinations.”” Upon review of
the existing private sector infrastructure for performing background checks,
we have concluded that employers and other entities and persons authorized
access under this new authority should be able to use the services of third
party background check or screening companies in performing these
background checks. Not all enrolled employers or entities will want, or be
able, to meet the conditions that will be necessary for them to receive the
criminal history record results directly and may want to hire a third party to
conduct the screening of criminal history received under this authority on
their behalf. It may be that only ardatively small percentage of employers

™ Asnoted above, the process outlined in these recommendations al so congtitutes the Department’ s recommend-
ation required under the PROTECT Act for how a national system could be created for performing background checks on
volunteers for entities providing services to children, the elderly, and disabled persons. See note 23, supra.

s PROTECT Act, section 108(d)(1)(G).
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(if)

EXPLANATION:

that are bigenoughto havetheir own security departmentswill want to obtain
direct access to the records without involving athird party. In addition, as
noted below, the FBI and state repositories may need to limit the number of
employers with direct access to a manageable number through minimum
threshold limits, which means that the services of consumer reporting
agencies will need to be used to create a means of access. As noted above,
employers may aso want a consumer reporting agency or background
screening company to supplement the checks of FBI and state repository data
with public record or credit information obtained from other sources, such as
commercia databases or direct checks of courthouse records. Consumer
reporting agenciesal so perform therecord screening requirements, discussed
inthe Screening Recommendationsbel ow, under applicable state and federal
laws.

Authorizing consumer reporting agency accesswill utilizetheexisting private
sector infrastructure for conducting background checks on consumers, as
regulaed by the FCRA and applicable state consumer reporting laws. This
will aso allow authorized users to work with third parties who can perform
suitability screening on behalf of an employer or organization based uponthe
user’s criteria. The National Center for Missing and Exploited Children
(NCMEC) is now performing this function for entities that qualify for
participation in the PROTECT Act’s Child Safety Pilot Program. Thus,
subject to the conditions specified below, we recommend that consumer
reporting agencies and other third parties that are acting on behdf of
authorized users also be granted access to FBI-maintained crimind history
records.

meet data security standardsestablished by theAttorney General,including
being certified through a public or private program, approved by the
Attorney General, as being trained in applicable federal and state
consumer reporting lawsandin Attorney General standardsrelatingtothe
secure handling of criminal history record information; and

We are concerned that, although consumer reporting agencies are subject to
the requirements of the FCRA, there is no direct regulation of consumer
reporting agencies to ensure compliance with the FCRA requirements. The
Federal Trade Commission (FTC) has jurisdiction over the enforcement of
the FCRA, but FTC enforcement actions for rule violations relating to
criminal history information are rare. Nor does the consumer reporting
industry currently have an accreditation process for industry members to
demonstrate that they are recognized providers of service that meet certain
standards. Consumer reporting agencies can act on behdf of multiple
employers, dosofor profit, and could have accessto FBI-maintained criminal
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(iii)

EXPLANATION:

history records of large numbers of individuas under this authority. Asa
result, we recommend that, as a precondition to access, consumer reporting
agenciesberequired to meet datasecurity and handling standards established
by the Attorney General, including being certified by a public or private
program, approved by the Attorney General, as being trained in applicable
federal and state consumer reporting laws and in Attorney General standards
relating to the secure handling of criminal history record information. The
Attorney General should establish standards applicabletothe certificationin
consultation with the consumer reporting industry, the Compact Council,”
and other interested parties or entities.

Making such certification a precondition to access to FBI-maintained
criminal history information under this new authority — in addition to the
enrollment agreements relating to security and privacy procedures required
of al authorized usersunder Privacy Protection Recommendation#1—would
further ensure the integrity of handling of such information by credit
reporting agencies. It may also serve to devate the industry’s compliance
with FCRA rules regarding criminal history record information, as most
consumer reporting agencies will no doubt want to be certified so they can
have authority to accessfingerprint-based criminal history information under
this authority when providing screening services to customers.

are prohibited, with limited exceptions, from aggregating the criminal
history information obtained through these fingerprint-based checks for
resale.

In general, we do not think that consumer reporting agencies should use this
authority to do fingerprint-based background checks as ameans of gathering
additional crimina history record information that they can resdl in their
consumer reports. 1n no case should they aggregate and re-disseminatea” no
record” response, since that information would be stalein any subsequent re-
disseminations. However, consumers may want to consent to retention of the
information by a consumer reporting agency that is, for example, providing
long-term credentialing services to individuals, or where the information is
used to correct an otherwise inaccurate record. Congress should define the
appropriate exceptions to the general rule of non-aggregation for resale.

® We expect that the Compact Council will be an appropriate and useful resource for the Attorney General to
consult in establishing this and other requirements under this new authority. The Council is responsible for promulgating
rulesand procedures regarding the use of 111 records for non-criminal justice purposes subject to the Compact. The Council
hasalready promulgated outsourcing standardsfor security and privacy that must be followed by private contractors engaged
by authorized users that are outsourcing any portion of the functions they perform relating to the management and
dissemination of criminal history record information from the 111 for non-criminal justice purposes.
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ACCESSTO CRIMINAL HISTORY RECORDSRECOMMENDATION #2

2 To allow the development of FBI system capacity to handle the increased number of
background check requests under this new authority, whether handled through a
participating state or directly through the FBI, the Attorney General should be allowed
to prioritize access by specifying classes of employers or entities with initial access

authority:

(A)

(B)

(©

EXPLANATION:

givingfirst prioritytocritical infrastructureindustries, regulatedindustries
and professions, and the placement of personsin positionsof trustworking
with vulnerable populations;

allowing the expansion of access, at the Attorney General’ sdiscretion and
only as system capacity allows, to all employers or entities that meet the
conditions of access; and

allowing the FBI to manage access under the new authority, limiting
accesswhen necessary to avoid areduction in thelevd of service available
for criminal justice, national security, and other governmental uses of
|AFIS;.

Because it will be difficult to predict the demand that the FBI will face for
checksthat it processesunder this new authority, the Attorney General should
be given the authority to prioritize access by specifying particular industries
first, until availableresources permit the building of system capecity that can
service all employers meeting the conditions of access. First priority should
be given to critica infrastructure industries, regulated industries and
professons, entities placing persons in paositions of trust working with
vulnerable populations, and other checks that the Attorney General
determineswould promote public saf ety or national security. The FBI should
be allowed to manage access under this authority, limiting access when
necessary to avoid areduction in the level of service available for criminal
justice, national security, and other governmental uses of the system.

If system capacity expands, the Attorney General should have the authority
to expand accessto allow requests by dl employersand entitiesthat meet the
conditions of access. We emphasize, however, that the expansion of system
capacity and the creation of necessary infrastructure that would alow all-
employer accessis at best likely to be many years away because the FBI is
currently undertaking higher priority information technology projects that
relate to its core crimina justice and national security/counterterrorism
missions—including the genera upgrade of FBI criminal history information
systems known as Next Generation Identification (NGI) System (the full
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implementation of which is currently estimated to take through 2010),
working with DHS on the IDENT/IAFIS “interoperability” initiative (a
Congressional and Administration priority to improve information sharing
between the FBI’s and DHS s fingerprint files), and the implementation of
Homeland Security Presidential Directive (HSPD)-12 (an Administration
priority for identification cards). The FBI estimates that based upon
legislation enacted or proposed to improve national security and/or public
safety, civil fingerprint submissions could increase to 26 million annually
over the next severd years. While most of the functions contemplated for
implementing this new authority could be outsourced by the FBI where cost-
effectiveand funded by afee, any costs necessary to expand capacity to cover
all-employer accessthat cannot be covered by afeewoul d be competing with
limited information technology resources that will first be directed to higher
priority projects.

We nevertheless believe that the Attorney General should be given the
authority to expand access to al employers, depending on demand and
system capacity, rather than limiting access by statute to only certain classes
of employers. Doing so will avoid the shortcoming of the current approach
of selective legal authority which would require the enactment of new
legislation to authorize the Attorney Generd to expand access to additional
employers when and if system capacity does become available.

At the same time, it should be noted that if Congress's goal is to create a
means by which all qualified private employers can obtain a national
fingerprint check of criminal history information, reaching that goal may not
necessarily be possibleby relying exclusively onthe FBI to service al private
sector needs for the information at the same time the FBI is focusing
availableresourcesonitscorecriminal justiceand nationa security missions.
Congress may therefore wish to seek further input on whether other possible
solutions exist for meeting the goal of al-employer access to such
information. Such solutions may include relying more directly on the use of
private sector resources to establish connectivity to state or federal
government-held, fingerprint-based crimina history records in a way that
doesnot requiresignificant new government resources, similar to theway the
American Bankers Association creates such connectivity on a more limited
scale for the banking industry today. The privacy and civil liberties issues
discussed in our subsequent recommendations, as well as issues of
governance (e.g,. information control by the agencies that own the data),
accountability, and information security would have to be addressed in
deciding how to create such alternative solutions and whether they are
feasible. For example, we would have serious reservations about allowing
the creation of a private sector repository of FBI-maintained fingerprint
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images. However, the fact that the FBI is currently the only source of
nationwide fingerprint-based criminal history data, should not preclude
consideration of possible aternatives for private sector access to such
information. At the sametime, consideration of alternative possibilities for
servicingall employersshould not delay the creation of authority to allow the
FBI to begin doing the checks that it may be able to handle in therelatively
near term for prioritized employers, such as critical infrastructure industries
and those dealing with vulnerable populations.

ACCESSTO CRIMINAL HISTORY RECORDSRECOMMENDATION #3

3 States should continueto be able to authorize background checksusing FBI-maintained
criminal history records for specific categories of employment or licensing pursuant to
Pub. L. 92-544.

EXPLANATION:

Webelievethat states should continueto be ableto authorize criminal history
checks under Pub. L. 92-544 when they wish to regulate certain areas of
employment or subject certain activities to licensing. The new authority
should not supplant these existing stateauthoritiesor limit the ability of states
to specify record screening and suitability criteriain areas of employment and
licensing that they affirmatively undertake to regulate. Similarly, Congress
will continue to be able to require background screening under terms or
conditionstailored to the areas that it seeksto regulate. At the sametime, as
the states and the FBI implement the process for access under this new
authority, parts of that process may be adopted by state and federal agencies
asthe preferred meansfor processing Pub. L. 92-544 checks under state law
or background screening authorized or required under federal law.
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B. PROCESS FOR RECORD ACCESSRECOMMENDATIONS
BACKGROUND

We have also recommended a process for record access by the employers and entities that
qualify under the new authority. The process specifies the role that the states and their records
should play; the national standards tha should be followed for providing access by and a quick
response to an employer; the circumstances under which an FBI-administered process should be
availablefor access; theuseof consumer reporting agenciesto facilitate access; the processby which
fingerprints must be collected and submitted; and the circumstances under which the crimina
recordscan bedisseminated directly to an authorized user. Theprocesscontemplatestheuseof state
databases and infrastructure whenever possible. The process also limits the role of the federal and
state repositories to that of record providers, leaving the suitability determinations to the users or
their agents. This alows the repositories to continue to focus on their primary mission of
maintaining and updating crimina history record information and efficiently providing that
information to authorized users. We believe that the process must avoid federal or state agencies
acting as clearinghouses that make employment or volunteer suitability determinations for
unregul ated private employers and entities. At the same time, private entities that choose to do so
shouldbeallowed to work with qualified third-partieswho apply suitability criteriaspecified by such
entities.

Explanations for these record access process recommendations follow:

PROCESS FOR RECORD ACCESSRECOMMENDATION #1

@ Accesstorecordsin theFBI repository should, when possible, be through states that agree
to participate in processing these checks and should include a check of state records.

EXPLANATION: Although the FBI maintains criminal history records submitted by dl states
andterritorieswith criminal recordson morethan48millionindividuals, FBI
criminal history records are not complete. Only 50 percent of arrest records
inthelll havefinal dispositions. State repositories are amore complete and
accuraesourceof aggregated criminal history informationwithinaparticular
state. The records maintained at the state level, for example, have a higher
percentage of arrest records with final dispositions, ranging between 70 and
80 percent, than those availablein the lll. Moreover, until recently the FBI
has not accepted crimind records relating to non-serious offenses. Thus,
records of many non-serious, misdemeanor offenses are only maintained at
the state repository. In addition, the FBI will not accept records from a state
wherethefingerprintsdo not meet itsstandardsfor inclusioninthelll. States
may also maintain sex offender records that do not qualify for entry into the
National Sex Offender Registry file. These records are then only available
through acheck of the state repository. In addition, some states have already
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established an infrastructurefor taking fingerprints and processing applicant
checks under their Pub. L. 92-544 employment and licensing background
check authorities. It makes senseto use thisexisting infrastructure where it
isavailable and meets certain national standards, including live-scan capture
in non-law enforcement settings. The added value of state databases and
infrastructure strongly suggests that background checks for the newly
authorized users of FBI-maintained criminal history records should, where
possible, be processed through thestate and include acheck of staterecords.”

(A) In order to participate, states must meet standards specified by the Attorney
General, within parameters set by statute, for the scope of access and the methods
and time framesfor providing access and responses for these checks.

EXPLANATION: Webelievethat statesthat opt in and agreeto process these checks should be
required to meet standards regarding the methods by which fingerprints are
taken and the time frames for responding to these checks so that there is
uniformity in this regard for all users among the states. Thus, usersin one
state should not be required to go to apolice booking station, havether prints
rolled by a police technician on paper cards, which are then mailed
periodically tothe FBI with responses being returned weeksl ater, whileusers
in other states have their fingerprints taken through unobtrusive electronic
capture machines at their employer’s place of busness or & non-law
enforcement service centers with results being returned within minutes,
hours, or only afew days. Some of the standards outlined below should be
set in statute, while the Attorney General should be allowed to set additional
standards.

In addition, as noted above in Access to Criminal History Records
Recommendation #2, the Attorney Generd must be able to prioritize the
scope of access, whether through a participating state or the FBI, in order to
alow deved opment of system capacity.

" This conclusion is supported by data obtained as aresult of the PROTECT Act pilot program. The PROTECT
Act allowsbackground checksto be conducted on individuals who work with certain volunteer organizations. As of August
28, 2005, the FBI had processed 12,718 background checks for volunteers, resulting in 1,024 identifications. Based on a
review of 400 of the 1,024 criminal history records, it was determined that 63 percent of the volunteers had a criminal history
record in the state of application and 8 percent had multiple state arrests, at | east one of which wasin the state of application.
Asaresult, 71 percent of the volunteers with criminal history records would have been identified at the state level.
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PROCESS FOR RECORD ACCESSRECOMMENDATION #2

2 Accessto FBI-maintained criminal history records should be availableto employers and
entitiesunder thisauthority through afee-funded, FBI-administered processwhen access
is unavailable through the state levd because the state has not opted to provide such

access.

EXPLANATION:

While we support the continued involvement of the states in the civil
background check process, we recognize that due to alack of resources or
competing priorities, it islikely that some sates will not be able to establish
aprocessfor background checks under this new authority. Therefore, some
states may prefer to take either alimited role, or no role, in the performance
of thesechecks. The FBI should establish aprocessfor these checksin states
that do not opt to participate, either because they lack the authority, the
resources, or infrastructure (such assystem capeacity) to processsuch checks,
or because the access they can offer islimited in scope or does not meet the
national standards set for this system. The FBI process, and the
improvements needed to make it work, should be paid for by user fees.

(A) In establishing a fee-funded, FBI-administered process for accessto |AFIS
records by employers and other authorized entities, the Attorney General should:

(i)

EXPLANATION:

seek to create an efficient means by which the check will include a search,
confirmed with fingerprints, of the criminal history records of as many
stateand federal criminal history recordsaspossible, including recordsin
the state where the check is being sought;

As noted above, the state record repositories have more complete criminal
history records than those maintained at the FBI. Thus, even where a state
does not participate in processing the checks, the FBI should endeavor to
create a means by which the check through the FBI-administered process
includesasearch, confirmed with positiveidentification, of therecordsinthe
state where the check is being sought and as many other state repositoriesas
possible. Doing so will help ensure records are not missed and reduce the
screening effortsthat may otherwise be necessary when the state check yields
adisposition that ismissing from an FBI record. Asnoted above, therecords
of states that are members of the National Fingerprint File (NFF) are now
automatically part of an FBI check. Checking therecords of non-NFF states
will require other steps, such as centralizing at the FBI all of the records of
states that are not part of the NFF (when those states agree to do so) or
increasing the use of regional AFIS systems that centralize the fingerprint
records of several statesin aregion.

Section VI: Explanations — Process for Record Access Recommendations 88



The Attorney General's Report on Criminal History Background Checks

(if)

EXPLANATION:

(iii)

EXPLANATION:

establish a means by which state repositories and courts can be
compensated, from feescharged torequestors, when appropriatefor efforts
that repositories and courts make in support of FBI-processed check
requests, and

The state repositories rely on the revenue from the fees they charge for non-
criminal justice background checks. The money is used to manage the
records maintained by the repository and to constantly upgrade the
technology on which the repositories are heavily dependant for the
improvement of record quality and service. If alarge number of checks are
processed under this new authority directly through the FBI, ameansshould
be established for compensating the statesfor thar effortsin supporting these
FBI-processed checks. Thissupport could come, for example, in theform of
asearch for adisposition missing from the FBI-held record or a search of the
state records incorporated into the FBI-processed check. It could also come
in the form of an NFF state responding directly to the user with arecord that
isnow maintained at the state’s repository instead of at the FBI. To ensure
that state repositories have the funds necessary to operate their systemsin
conjunction with the FBI, asystem for appropriate compensation for the use
of their information and auxiliary support of the check process should be
developed that relies on fees charged the requestor.

In addition, courts may need to utilize resources to track down missing
dispositions for these checks. Without compensation, the courts may not be
able to provide the services needed to provide complete information in
responseto arequest.

establish a means by which improvementsrequired to provide such access
to employers and other entities will be paid for from a fee or other
appropriate chargeto the requestor.

Non-criminal justice use of FBI-maintained criminal history information is
currently funded by user fees and surcharges to help fund the automation of
the record system pursuant to Pub. L. 101-515. The costs of improvements
to provide this new access should also be paid for through fees and
surcharges charged to the users benefitting from the access.

PROCESS FOR RECORD ACCESSRECOMMENDATION #3

(©)) Statecriminal historyrecordrepositoriesandtheFBI should beauthorizedto disseminate
FBI-maintained criminal history records directly to employers or entities authorized to
request a criminal history background check, or consumer reporting agencies acting on
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their behalf, subject to screening and training requirements and other conditions for
access and use of theinformation established by law and Attorney General regulations.

EXPLANATION:

A mgjor limitationinthebackground check scheme under Public Law 92-544
is the requirement that the records be disseminated only to a governmental
agency that applies suitability criteria and provides the results of its fithess
determination — qualified or not qualified — to the employer or entity
involved. This makes sense when the state is affirmatively regulating
employment in a particular area and a government agency is designated as
responsible for reviewing the records and making suitability determinations
according to specified criteria. Thismodel does not necessarily make sense
in industries where employment is not being regulated by the government.
Requiring suitability screening by a government agency when there is no
regulation generally has meant that the screening does not get done. Thishas
been the true in the case of the NCPA/VCA. Notwithstanding the authority
provided under those statutes, most states have not created means for the
screening of employees or volunteers for entities providing services to
children, the elderly, and disabled persons. According to a 2005 SEARCH
survey, the primary obstacle cited by the states to setting up such programs
is the limitation on their ability to disseminate the record to the qualified
entities and allow the end user to make the suitability determination. In
contrast, Florida's VECHS program has found a way to disseminate the
record to the qualified entities under the NCPA/VCA by creating, under
Florida law, a system of controls on the use of criminal history records by
gualified entities. The Florida program has been very successful in enrolling
qualified entities and alowing them to obtain fingerprint-based checks of
employee and goplicants.

It should be noted that the limitation on providing FBI-maintained records
only to a government entity has not been applied to certain industries that
Congress hasauthorized to request background checksdirectly fromthe FBI,
such as the banking, securities, and nursing home indugtries. So there is
precedent under federal law for allowing the dissemination of the records
directly to an employer for use in employment suitability screening. It also
should be noted that, according to a 2005 SEARCH survey, 33 states
currently provide state crimina history record information to non-
governmental entities.

Part of the reason for limiting dissemination to government agencies under
Pub. L. 92-544 was to ensure the privacy and fair use of crimina history
information, as well as to allow for effective government regulation of
specified areas of employment and licensing. Employers and other private
entities can, however, always obtain some, if not al, of the FBI-maintained
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information from other public and private sources and in ways that are not
adways reliable. Some commenters noted that private entities have been
handling criminal history information for along time and that companies are
careful about safeguarding their personnel files. With appropriate conditions
on the handling and use of the information, we believe allowing
dissemination of FBI-maintained recordsto employersand other entities can
not only provide more accurate and reliable information for use in the
suitability screening, but also enhanceindividual protectionsfor privacy and
fair use of the information. We therefore recommend that the FBI and
participating states be authorized to disseminate FBI-maintained criminal
history information to employers and other authorized entities, subject to the
access, training, and use requirements specified below.

(A)  Access through the state and FBI-administered process should be facilitated
through:

Q)

(if)

EXPLANATION:

consumer reporting agencies meeting requirements specified by the
Attorney General under Access to Criminal History Records
Recommendations #1(D)(ii) and (iii); or

direct access by employers that meet criteria edablished by the Attorney
General or state repositories aimed at limiting direct access by employers
to a manageable number, including requirementsfor meeting a minimum
volume threshold of checks and for the electronic submission of
fingerprints.

As discussed above, the existing private sector infrastructure for criminal
history record checks using consumer reporting agencies should be used.
Accessthrough consumer reporting agencies should not beexcl usive; the FBI
and participating states, however, should beallowed to establishcriteria, such
as minimum threshold requirements and direct electronic submission of
fingerprints, that limits the number of direct access employers that they will
have to enroll and audit and for whom they will have to screen recordsto a
manageable number. Enrolled consumer reporting agencies will be able to
enroll employersand audit them for compliance with accessrequirements, as
well as to provide the required training on the interpretation of criminal
records to employers. The FBI and participating state repositories can, in
turn, audit the enrolled consumer reporting agencies performing these
functions. This will decentralize these responsibilities and make the
administration of system requirements more feasible.
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PROCESS FOR RECORD ACCESSRECOMMENDATION #4

4) The submission of fingerprints should continue to be required for positivdy matching
recordsin the FBI criminal history record repository to a record subject when a check is
made for non-criminal justice purposes.

EXPLANATION:

TheNational Crime Prevention and Privacy Compact requiresthesubmission
of fingerprints for non-criminal justice checks of FBI-maintained criminal
history records in the Ill. Fingerprints provide the significant benefits of
positive identification described above, including significantly reducing the
likelihood that afal se positive or fal se negative match will occur. We do not
see any reason to change the Compact’ s general fingerprint requirement.

(A)  Thefingerprint submissions for criminal history record checks under this new
authority should:

(i)

EXPLANATION:

be collected exclusively through electronic, live-scan capture and
transmission of an individual’s fingerprints on systems that have been
certified by the FBI and submitted in the FBI standard format; and

Many states continue to use paper and ink for the collection of fingerprints
for the checks processed under Pub. L. 92-544 authority. This requires a
fingerprint technician to grasp eachfinger, roll thefinger inink, andthenroll
it on the fingerprint card. The paper fingerprinting process typically takes
five minutesto complete. The fingerprint cards are then ether (@) mailed to
the FBI, which then electronically scans the card to process the search and
mails back the results, or (b) electronically scanned by an agency and
transmitted el ectronicallyto the FBI. Other states, incontrast, havetakenfull
advantage of the latest live-scan technology, capturing and transmitting
applicant fingerprints dectronically for the sate and federd searches.

Devices now available for the live-scanning of fingerprints are much more
affordablethan the early live-scan model s, particularly now that the Compact
Council and the FBI have authorized, as of June 2005, the use of flat, or
“dapped,” fingerpri ntsfor non-criminal justice searchesagainst thelll.”® The
electronic, live-scan capture of the fingerprintseliminatesthe delaysinherent

® The National Fingerprint-Based Applicant Check Study, conducted through the cooperation of the FBI and the
Ohio Bureau of Criminal Identification and Investigation, explored thefeasibility of establishinganational, rapid, and positive
background check system for authorized non-criminal justice purposes. The study specifically explored the feasibility of
using 10-flat fingerprintstoconduct civil applicant criminal history checks. The study was completed on December 31, 2003.
Based on theresults of the study, the Compact Council, in May 2004, formally accepted 10-flat fingerprintsasanother method
for determining positive identification for exchanging criminal history record information for non-criminal justice purposes.
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(if)

EXPLANATION:

in processng paper prints, such as using the mail or taking the extra-step of
scanning the card. Live-scan devices also have better quality control than
paper prints, reducing the chancethat the printswill berejected for the search
because of poor quality. Live-scan capture is also less obtrusive to the
applicant, and lesslikely to make an applicant feel likethey areinvolved with
the criminal justice process. In addition, the use of live-scan devices and
electronic transmisson also enables arapid response for the check request.
For thesereasons, we believethat fingerprintssubmitted for checksunder this
new authority must be processed exclusively through the use of electronic,
live-scan technology. The live-scan systems must, of course, be certified by
the FBI and should also confirm the quality of the fingerprints so that poor
fingerprints can be rejected prior to submission.

use, when reasonably available, electronic fingerprint capture technology
that isfast and unobtrusive.

Asdiscussed above, the Department of Justice, through theNational I nstitute
of Justice (NIJ) and in conjunction with the Depatment of Homeland
Security, the Department of Defense, and the Department of State, isleading
aresearch and development initiative for the development of adevicefor the
fast capture, in less then 15 seconds, of 10rolled-equivalent fingerprints. In
September 2005, NIJissued over $7 millionin grantsto four recipients who
are taking various approaches to creating such adevice. At the sametime,
to meet its decision to take 10 flat fingerprintsfor enrollment and screening
of aliens entering and exiting the United States through the U.S. Visit
program, the Department of Homeland Security, inconjunctionwiththeFBlI,
NIJ, the Department of Defense Biometric Fusion Center, and the National
Institute of Standards and Technology, jointly-published a request for
information on September 30, 2005, inviting fingerprint scanner hardware
and softwarevendorsto meet a“ Challengeto Industry” to developinthenear
term faster, smaller, more mobile, 10-fingerprint dap capture devices.” It
appearsthat several vendorsare stepping up to produce aslap capture device,
no larger than 6 inches x 6 inches x 6 inches and weighing no more than 5
pounds, that is capable of capturing 10 “dlap” images within 15 seconds or
less.

We believe that the faster and | ess obtrusive the fingerprint capture process,
the better for both the applicant and those responsible for cgpturing the
fingerprints. We therefore recommend that those capturing fingerprints for
checks under this new authority be required to use, when reasonably
available, capture technology that is fast and unobtrusive. We also believe

™ See Federal Business Opportunities, supra note 30.
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that, to support the expanding use of fingerprints for criminal history
background checks, Congress should consider a specific Department of
Justice authorization for research and development funding for fingerprint
fast-cagpture devel opment efforts.

PROCESS FOR RECORD ACCESSRECOMMENDATION #5

) A participating state or the FBI should be required to respond to an enrolled employer,
entity, or consumer reporting agency within three business days of the submission of the
fingerprints supporting the request for the criminal history record check.

EXPLANATION:

In October 2003, the FBI CJIS Division conducted a survey of the stae
repositories to determine the average time to process a civil fingerprint
submission from the date of captureto the date of submissiontotheFBI. The
survey revea ed that the processing timeranged from 1 day to 42 days. Long
responsetimeswould be clearly unacceptabl e, however, for users of thisnew
authority. A point made by many submitting comments to the Department
on thisreport is that criminal history checks of the FBI or state repositories
that take along timeto return results will be both usel essto the employer and
unfair to an applicant. According to those engaged in the background
screening industry, employers typically want screening results back within
three businessdays. Resultsthat takelonger may cause them to passover an
applicant where the hiring need is time-sensitive.

The end-to-end electronic submission of fingerprints resultsin significantly
better response times than partially dectronic submissions or manual
submissions The FBI has a time frame of responding to civil checks
submitted electronically within 24 hours and, frequently responds to such
checks in 2 hours or less. The check of the state databases should be
similarly quick. Based on FBI experience with current civil fingerprint
checks, approximately 90 percent of the checksreturna“norecord” response.
Additional time may be necessary for the screening when the search returns
arecord, such as whereresearch is necessary to find missng dispositions.

We, therefore, think that atime frame should be established for responding
to these checkswithin threebusinessdays of thereceipt of thefingerprintsby
the participating state or the FBI. This pardlels the time period the FBI is
given for responding to federal firearms licensees requesting background
checks on gun buyers through the NICS under the Brady Act. We also note
that the feasibility of thistime frame has been borne out by the experience of
Florida's VECHS program, which returns results to participating entities
within two hours when fingerprints are submitted e ectronicaly.
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C. PRIVACY PROTECTION RECOMMENDATIONS
BACKGROUND

The access and use of FBI-maintained criminal history record information has been
traditionally limited and controlled in large measure to protect the privacy of the individuals to
whom the records pertain. Although generally considered to be apublic record,®® in many contexts,
a criminal history record can have a stigmatizing affect on an individual. For that reason,
dissemination of such records maintained in the national repository maintained by the FBI has been
subject to careful control # Consent of theindividual for disclosure of FBI criminal history records
to third parties for authorized non-criminal justice purposes has aways been required, as have
agreementsby record reci pientsand authorized end-users concerning use-and-challengerequirements
and procedures to be observed for securing the information.®

TheFCRA established requirementsgoverningtheactivitiesof consumer reporting agencies
in reporting information on consumers, including public record information such ascriminal history
information, to third parties for purposes such as establishing the consumer’s digibility for credit
or employment. Consumer reporting agencies regularly engage in providing such information on
consumers to employersfor afee. Many of the requirements of the FCRA are for the protection of
the privacy of the consumer, including requirementsfor the consumer reporting agency or employer
to provide notice of the consumer’ srights under the FCRA, written consent, and the opportunity to

% See, e.q., Paul v. Davis, 424 U.S. 693 (1976) (holding that there is no constitutional privacy right that prevents
a state from publicizing arecord of an official act such as an arrest).

8 See, e.g., U.S. Dept. Of Justicev. Reporters Committee, 489 U.S. 749 (1989) (holding that the personal privacy
exemption of FOIA prohibited the disclosure of an FBI rap sheet to a third party without the consent of the record subject).

8 See, e.0., 28 CFR 50.12(b), which providesin relevant part:

Records obtai ned under thisauthority may beused sol ely for the purpose requested and
cannot be disseminated outsde the receiving departments, related agencies, or other
authorized entities. Officids at the governmental institutions and other entities
authorized to submit fingerprints and receive FBI identification records under this
authority must notify theindividuals fingerprinted that the fingerprints will be used to
check the criminal history records of the FBI. The officials making the determination
of suitability for licensing or employment shall provide the applicants the opportunity
to complete, or challenge the accuracy of, the information contained in the FBI
identification record. These officials also must advise the applicants that procedures
for obtaining a change, correction, or updating of an FBI identification record are set
forth in 28 CFR 16.34. Officials making such determinations should not deny the
license or employment based on information inthe record until the applicant hasbeen
afforded a reasonabl e time to correct or complete the record, or has declined to do so.
A statement incorporating these use-and-challenge requirements will be placed on all
records disseminated under this program. This policy is intended to ensure that all
relevant criminal record information ismade available to provide for the public safety
and, further, to protect the interests of the prospective employee/licensee who may be
affected by the information or lack of information in an identification record.
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challenge the accuracy of records before an employer takes adverse action, such as the denial of
employment, based on information in the record.

Employerswho obtain criminal history record information about an applicant on their own,
without the use of a consumer reporting agency, such as directly from the courts or other public
agencies that make such information available to the public, are not subject to the FCRA
requirements relating to notice, consent, and use of the information. Presumably, thisis based on
the fact that any member of the public can obtain and use such public record information about an
individual directly from the public agency that originates the record without the record subject’s
knowl edge or consent. Public accessto criminal history records held by state record repositorieshas
also expanded significantly. Asnoted above, a2005 SEARCH survey found that 33 states currently
provide state criminal history information to non-governmental entities. Employers obtaining
recordsfrom these sourcesare, nonethel ess, subject to thefederal and stateanti-discriminationlaws,
discussed above, regulaing the use of criminal history information in employment decisions.

While government agencies are not and should not be considered consumer reporting
agencies, the FBI has traditionally required consent to release criminal history records about an
individual for employment and licensing purposes and has generally, with afew exceptions, been
restricted in disseminating FBI-maintained records to government agencies. If the accessto FBI-
maintained recordsisbroadenedto all employersand authority isprovided to disseminatetherecords
directly to an employer, authorized entity, or aconsumer reporting agency acting on their behalf, we
believe that procedural protections parallel to, or in some cases exceeding, those currently found in
the FCRA, should be provided to individuals subject to fingerprint-based criminal history checks
under thisnew authority. Our privacy protection recommendations, as explained bel ow, reflect this
view.

PRIVACY PROTECTION RECOMMENDATION #1

@ Authorized employersand consumer reporting agenciesseeking access should be required
to enroll under the program and enter into agreements concerning conditions and
requirements for access to FBI-maintained criminal history record information,
including:

EXPLANATION: The FBI has traditionally required users of their information to enroll as
authorized recipientsand enter into agreementsconcerning the conditionsand
requirements governing access and use of the information. As noted above,
Florida has successfully implemented this enrollment approach to
dissemination to private qualified entities under the NCPA/V CA though its
VECHS program. We believe that enrollment and agreement requirements
should be imposed on users qudifying for access under this new authority.
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(A) certifying that theinformation obtained from therepository will be used solely for
purposes of determining an individual’ s suitability for employment or placement
in a position of trust, or another authorized purpose; and

EXPLANATION:

Upon enrollment, the user must certify that the recordswill beused solely for
the authorized purposes.

(B) agreeingto:

(i)

EXPLANATION:

(if)

EXPLANATION:

follow procedures established by the Attorney General to ensure data
securityand the privacy of therecords obtained pursuant to thisauthority;
and

The user must agree to maintain the privacy of the information, such as
limiting its use by only those who need to know the information in the
employment or placement decision and have been trained to read and
interpret such records, and to observe proceduresto prevent the unauthorized
disclosure of the information to third parties. The Attorney Generd, in
consultation with the Compact Council, should prescribe the security and
privacy procedures with which the user must comply in order to have access
to the records under this authority.

maintain relevant records and be subject to audits by the FBI or another
entity from which it receives criminal history records, e.g., an enrolled
consumer reporting agency or a participating state repository, for
compliancewith record handling requirements.

Auditsmust be done of employer/end-user compliance with therequirements
to which they agree. Authorized users must also agree to maintain relevant
records to facilitate such audits. The audits of end-users can be done by an
enrolled consumer reporting agency, the FBI, or a participating state
repostory. A consumer reporting agency will be audited by the repository by
which it is enrolled, whether it is the FBI or a state repository. The FBI
should also have the authority to audit any authorized user.

PRIVACY PROTECTION RECOMMENDATION #2

2 Thelimitation on theuseof FBI-maintained criminal history information obtained under
thisauthority exclusively for employment or placement suitability should be expressedin
the law creating the authority.

EXPLANATION:

The limitation on using the information obtained through fingerprint checks
under this authority should be explicitly expressed in the law and not smply
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a matter of agreement. This will alow for the imposition of crimina
penalties for the knowing unauthorized use of the information, as
recommended below.

PRIVACY PROTECTION RECOMMENDATION #3

(©)) The Attorney General should establish standards for adequate identification and
verification:

(A)  of employers and consumer reporting agencies seeking to enroll as qualified to
request background checks pursuant to the new authority; and

(B)  of individuals subject to the background check.

EXPLANATION: The FBI and participating state repositories must take steps to ensure they
have adequately identified and verified that the employer or entity being
enrolled isinfact qualified to request checks under the new authority. This
is essential to prevent fraud and abuse by those who would seek access for
unauthorized purposes. Best practices for identity verification of both the
enrolled entity andtheindividual being checked should beused at every level
of the background check process. These procedures should also be
established by the Attorney Generd. The Compact Council currently is
drafting standards for personal identification verification and the chain of
custody of fingerprints. Best practices currently in use by private industry
should also be used as guidelines to build in precautions to avoid identity
theft.

PRIVACY PROTECTION RECOMMENDATION #4

4) Privacy protection requirements should be made applicable to enrolled employers and
entities obtaining under thenew authority FBI-maintained criminal history information
from a record repository, including:

(A)  on adocument that consists solely of a consent and notice document and that
satisfiesthe requirements of the Privacy Act:

EXPLANATION: To better ensure informed consent, the FCRA requires that the notice
providing an explanation of the consumer’s rights and obtaining his or her
consent to the consumer report be on a document that consists solely of a
consent and notice document. This prevents the information from being
buried in the fine print of along application form. We believethat asimilar
procedure should be followed under this new authority. Since the
information sought is protected by the Privacy Act, the consent form will
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(i)

EXPLANATION:

(if)

EXPLANATION:

EXPLANATION:

need to be reviewed and approved by appropriate components of the
Department of Justice, including its Office of Privacy and Civil Liberties, to
ensure that it satisfies Privacy Act requirements.

obtaining written consent by the individual to the fingerprint-based
criminal history record check of the applicable government record
repositories; and

The consent should be in writing and should clearly explain that the record
search being made is based on fingerprints, which the individua is
consenting to provide.

providing notice to the individual of the following:

@ the scope of the databases that will be searched based on the
request;

Theindividual should have notice of all of the databases that will or may be
searched as part of the check. The notice should also explain which
databases are being searched on the basis of name and other identifiers, as
opposed to fingerprints. For example, the notice should state whether the
check will include a check certain name-based filesin the FBI’ sNCIC, such
asthe Wanted Persons File and the Domestic Violence Protection Order File,
and the actions that will be taken if thereisahit on arecord in one of those
files. Currently, the FBI checks such fileswhen conducting acivil check and
provides notice of a hit and who requested the check to the originating

agency.

(b) his or her rights rdating to confidential access to and the
opportunity to review and challenge a criminal higory record
returned by afingerprint check beforeit isprovided to the enrolled
employer or entity or, if not so reviewed, before the employer takes
any adverse action based on theinformation in therecord; and

Information about the right to challenge the accuracy of a record must be
provided to the individual. As discussed below, crimina history records
returned from a background check may contain inaccurate information,
records which should have been expunged, or missing dispositions. This
requirement will permit theindividud to correct hisor her record beforeitis
seen by an employer or before an adverse action is taken.
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EXPLANATION:

(c) thefact that information in therecordreturned fromthe check may
only be redisseminated by the user in accordance with
requirements specified by the Attorney General;

Re-dissemination of therecord by the user should bedoneonly in accordance
with conditions set by the Attorney General. The conditions may include
requirements such as the individual’ s separate written consent, limiting re-
disseminationsto employment or contractor suitability purposes, the need to
refresh old check results, and maintaining records of re-disseminations that
areavailableto the individual upon request. This required notification will
help ensure that both the individua and the enrolled user are aware of this
restriction.

(B) theright of the individual to review and challenge the accuracy of a criminal
history record produced by the repository search:

(i)

EXPLANATION:

before the record is provided to the enrolled employer or entity; or

Under section 613 of the FCRA, a consumer reporting agency reporting a
public record is required to either notify the consumer of the record being
reported to the user or maintain strict procedures to ensure that the
information is current and up to date, which for criminal history records
means “the current public record status of the item at the time the report is
reported.”

While the FBI and participating state record repositories will make a
reasonable effort to obtain missing dispositions, there is no practicable way
for record repositories to do confirmatory searches at courthouses ensuring
accuracy and completeness of every record before it is provided to an
authorized user. Even wherethereisarecord of conviction, the FBI and the
participating state cannot be sure that a subsequent expungement or sealing
order has been made part of the repository’s record. Yet, ssimply providing
the individud notice that a record (which he may, for example, know was
later expunged) is being reported to the user does not in our view provide
adequate privacy protection, particularly sincethe user may, notwithstanding
disclaimers to the contrary, erroneously view the fingerprint-based record
from a government repository as always current and reliable.

We therefore believe that the only way to allow an individual an effective
chanceto correct an inaccurate or incomplete repository record beforeit has
an adverse effect on an employment opportunity isto provide the individual
an opportunity to see the record beforeit is provided to the user.
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(if)

EXPLANATION:

This additiond protection for the individual is less important when a
government agency makesa*“ disqualified” determination based on statutory
suitability criteria, since the agency can change the determination to
“gualified” without the employer ever seeing the mistaken record. Wethink
it is more important, however, in private employment contexts where the
employer sees the inaccurate or incomplete record. In the latter situation,
thereistherisk that the employer will still be influenced by the record in his
employment decision and find another ostensible reason not to hire the
individud, even if a mistake in the record is corrected before the adverse
action is taken.

Existing technology, such asinternet hotlinksthat allow anindividual toview
and approve information before it is sent to the user, should be ableto build
in this protection. Individuas should be given the option of €electing to
review theresults of the check onlyif thereisa“hit” and arecord isreturned.
Thiswill enablean individual to forgo seeing a“no record” response before
it goes to the employer. At the sametime, it will allow theindividual to see
and correct a record if it is incomplete or inaccurate in some important
respect, such as an arrest record missing adisposition or a conviction record
that does not reflect a later expungement. Consideration should be given,
however, to providing atime limit for an individua to exercise the option to
review the results, so the user’ s application processis not unduly delayed to
the detriment of both the employer and the applicant.

This requirement, which goes beyond the current requirements under the
FCRA, also ensures that the individual’s consent is fully informed. An
applicant can provide written consent to the release of information about
themselves by a repository to a third party, but, without first seeing the
information, has no way of knowing what information he or sheis agreeing
or consenting to have released.

before adverse action is taken, if the individual has not availed him- or
herself of the right to see the record before it is provided to the employer.

If anindividual does not take advantage of his or her opportunity to see the
record before it is provided to the employer under this authority, then we
believe the FCRA protection of the right to see the record before adverse
actionistaken by theuser should be availableto persons subject to acriminal
history check under this authority.
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PRIVACY PROTECTION RECOMMENDATION #5

5) Participating state repositories and the FBI should establish a process by which
prospective applicants with enrolled employers or entities can obtain fingerprint check
results about themselves once during any twelve-month period, allowing for review and
correction in advance of application, but in away that prevents passing such information
on to employers or othersas official record check results.

EXPLANATION: Wealso bdieveitisimportant to alow individuas intending to apply with
an enrolled employer or entity to see their record in advance of making the
application. Thiswould allow theindividual to correct any errorsoutsidethe
application process. It may also alow the individua to decide not to go
forward with the application and unnecessarily permit the record to be
disseminated to the employer if he realizes that his record would disqualify
him for the job.

There currently is a process by which individuas can obtain copies of their
FBI-maintained criminal history records and challenge the accuracy and
completeness of the information. See Attorney General Order 556-73, 38
Fed. Reg. 32773, 32806 (November 28, 1973). Individuals can also obtain
criminal historyinformati on about themsel vesmaintained by the FBI through
the Privacy Act. We believe that a process, more streamlined than these
existing avenues of access, should be made available to personsintending to
apply with enrolled employers or entities to obtain information about their
recordsat least once during any twelve-month period. Thispardlelstheright
of consumers under the FCRA to request copies of their credit report from
consumer reporting agencies once during any twelve month period.

Consumerscan get copiesof their credit report under thisFCRA authority for
no charge. Becausethe cost of processing afingerprint check issignificantly
higher than producing a name-based credit report, however, we do not
recommend that such checks be free.

It is also important that the information on the record is provided to the
person in a way that prevents employers from abousing this process as an
unauthorized way to obtain record check resullts.

PRIVACY PROTECTION RECOMMENDATION #6

(6) Participating state repositories and the FBI should establish a streamlined, automated
appeal processfor applicantsseeking to challengearecord’ saccuracy, without requiring
a separate set of fingerprints and an additional fingerprint fee, and ensure that appeal
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information is provided to applicants when reviewing their records during the check

process.

EXPLANATION:

The FBI and the states have processes for appeals chdlenging the accuracy
of their records. We believe that participating states and the FBI should be
requiredto streamlineand automatethe appeal processfor individual ssubject
to checks under this new authority. If an appeal takes an excessive amount
of timeto process, theindividual may losetheemployment opportunity when
an employer cannot wait to fill the position. Delays can a so disadvantage
employers who have to wait for the completion of an appeal before
completing consideration of an application. We also do not think that the
employee or applicant should be required to submit a separate set of
fingerprints and be required to pay an additional fingerprint feeif the apped
can reasonably be pursued without doing so.

Information about the appeal process should be provided to individuals
whenever they areprovided an opportunity to review their recordsduring the
check process.

PRIVACY PROTECTION RECOMMENDATION #7

@) Limits should be established governing the use, retention, and deletion of fingerprint
submissions under this new authority:

(A)  collected by enrolled users, or third party consumer reporting agencies acting on
their behalf; and

EXPLANATION:

Since someof thesenewly authorized usersand their agentswill be obtaining
fingerprintsof large numbers of individualsfor thefirst time, we believe that
rules governing the use, retention, and deletion of the fingerprints should be
established inthelaw governing thisnew authority. Of particular concernare
any attempts to use these checksto create large, private biometric databases
without the consent of the individuals to whom the information pertains.
Individuals subject to fingerprint checks should be assured that their
biometricinformationwill be protected and used only in ways consi stent with
their consent and privacy rights under federal and state law. The limits on
fingerprint retention and use should take into account business practices
relating to the necessary recordkeeping functions of users and consumer
reporting agencies in connection with the background check process. There
may also be circumstances under which it is reasonable to retain the
fingerprint with the individual’s consent, such as when the person is
chalenging a record’s accuracy or when credentialing services are being

Section VI: Explanations — Privacy Protection Recommendations 103



The Attorney General's Report on Criminal History Background Checks

offered. We think Congress should seek additional input from users and
consumer reporting agencies before establishing these limitsin the law.

(B) recelved by the FBI or a participating state repository, and channelersacting on
their behalf.

EXPLANATION:

The law should also address the use, retention, and deletion of fingerprints
submitted under this authority to the FBI and participating states and to the
channelers or outside contractors they may use in implementing the new
sysem. The publicislikely to have significant privacy concerns about the
government’ sretention and use of thelarge number of fingerprints submitted
under this new background check authority. Among the issues to be
considered in establishing these limits are (1) when the fingerprints must be
deleted, e.g, after a reasonable amount of time to allow necessary use in
connection with the background checks, including auditsand appeals; (2) the
circumstances under which the fingerprints may be retained (e.g., at the
request of the user and with consent of the individual) for the purpose of
providing updates on the individual’ s criminal history record (the so-called
“rap-back,” which notifies an entity of an individual’s arrest for a relevant
offense after the original check is completed —aprocess under devel opment
at the FBI through itsNext Generation Identification (NGI) Systeminitiative,
but already offered by some state repositories), or at the request of the
individual to allow additional checksby other entitieswith the consent of the
individual using one fingerprint without the need to recollect all 10
fingerprints; (3) whether fingerprint submissions from applicantsfor certain
types of employment, e.q., particularly sensitive criticd infrastructure jobs,
should be retained regardless of consent; and (4) the circumstances under
which the fingerprints could be used in comparisons to latent fingerprints
obtained from crime scenes.

The FBI currently retainsthe fingerprints of federal government empl oyees,
military personnel, applicants for immigration and naturalization benefits,
and individuals who have requested that their fingerprints be retained for
humanitarian purposes. The FBI does not retain fingerprints submitted by a
state when the state requests that the fingerprints not be retained. Forensic
fingerprints from crime scenes can be searched by the FBI Laboratory
Division against the civil fingerprints retained by the FBI CJIS Division.
Civil fingerprint submissions are not currently checked against the FBI's
Unsolved Latent File, but the FBI plans to establish the capability of doing
so as part of its NGl initiative.
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D. SCREENING STANDARDS RECOMMENDATIONS
BACKGROUND

Staterecord repositories currently screen criminal history informationin civil checksbefore
itisprovided to the government entity that isperforming the suitability determination under aPublic
Law 92-544 state statute. The state repositories, for example, make areasonable effort to search for
dispositions that are missing from arrest records. In addition, they remove records that may not be
used for licensing and employment purposes under statelaw. Examplesinclude sealed or expunged
records, records of deferred adjudications where charges where dismissed, and certain conviction
and arrest information. The screening gives effect to state laws that limit the use of specified
criminal history records by employersin employment decisions. Thoselawsexpressadetermination
by state legislatures that certain types of offenses or records should not be a barrier to employment.

Under the National Crime Prevention and Privacy Compact, states conducting non-criminal
justice background checks using FBI-maintained criminal history records originating in other states
are required to apply the screening criteria of the state receiving the record, even if the screening
criteriaare different in the state from which the record originates. The Compact provides that the
FBI must screen the recordsit disseminates based on any applicablefederal law. Part of the goal of
the Compact was to create a uniform screening rule that removed the pre-existing uncertainty
regarding which state’ srecord dissemination rule applied and thereby better facilitate the sharing of
criminal history records for non-criminal justice purposes.

The FBI does not screen civil applicant records when it responds to a request for a civil
fingerprint check. When the check request is channeled through astate repository, the FBI provides
the full record to the state repository, which then screens the record under its screening standards.
Nor doesthe FBI screen the record whenit responds to an entity with authority under federal law to
request the check, such asafederdly insured banking institution. The FBI providesthe full record
to the bank, since there are no screening requirementsin the federal law authorizing the check. The
only time the FBI currently screens records and searches for dispositions is when it is responsible
for aprogram that makes determinations of whether a person isdisqualified from certain activities.
The FBI is currently responsible for two such programs: (1) background checks on prospective
firearms purchasers under the Brady Handgun Violence Prevention Act and (2) background checks
on persons seeking access to select agents and toxins under the Public Health Security and
Bioterrorism Preparedness and Response Act of 2002.

Consumer reporting agencies are also subject to specific screening requirements under the
FCRA and the state consumer reporting and anti-discrimination laws discussed above. The FCRA
generally limits the reporting of arrests over seven years old, unless the applicant’ sannual salary is
expected to be $75,000 or more. Thereisno FCRA limit on reporting conviction information. In
addition, many statesprovidemore stringent screeningrequirementson consumer reportingagencies,
some restricting the reporting of any criminal information older than seven years, some with lower
salary limits for the seven year reporting rule, some prohibiting the reporting of certan types of
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misdemeanor offenses, and others creating exceptionsto the non-reporting requirementsfor certain
occupations, such as those who work directly with children or the elderly. These limitations are
aimed at reducing the barriers to employment for persons with a criminal history in away that is
consistent with public safety.® They are imposed even though an employer may be able to obtain
the criminal record directly from a primary source such as a courthouse. We think this is true
principaly because the consumer reporting agencies aggregating criminal history information in
commercial databases have made access to the information much easier than through direct
courthouse searches.

The FBI and participating repositories should make areasonabl e effort to find missing arrest
dispositions before responding to aconsumer reporting agency or adirect accessemployer. Records
provided to employers under this authority through consumer reporting agencies will be screened
under applicablefederal and state consumer reporting and equal employment opportunity laws. We
believe that before producing records to a direct access employer under this new authority, the FBI
or a participating state repository should screen the records according to the same limitations. The
legal restrictions on the reporting by consumer reporting agencies are an expression of federal and
state policy to limit the dissemination by those who assemble and provide reports on public record
information for profit of certain types of criminal history information in order to ease the reentry of
ex-offenders. They also provide alimit on how long certain derogatory information can easily
follow anindividual for particular purposes. Because broader accessto fingerprint searches of FBI
and states repository databases will also make obtaining criminal history information much easier
for end users, thereby increasing therisk of reentry barriers, we believethat the FBI and participating
staterepositories should observe the samerestrictionsthat consumer reporting agenciesare required
to observein providing the recordsto auser. Congress and the state legislatures may change those
restrictions from time-to-time based on the balance they wish to strike between promoting privacy
and reentry and allowing the free flow of information to users making risk assessmentsto promote
public safety.

These screening functions will be performed by consumer reporting agencies that facilitate
accessto fingerprint checks of criminal records under thisauthority becausethey arealready subject
to these restrictions under the law. It makes no sense to allow the repositories giving employers
direct accessto therecordsunder thisauthority to ignoretheserestrictionswhen empl oyersobtaining
the fingerprint-based records through consumer reporting agencies will have the records screened.
The screening functions for direct access employers could be outsourced by the FBI and state
repositoriesto channeling agentsthat make up part of theinfrastructurefor collecting thefingerprints
and disseminating the records. See Supporting Infrastructure Recommendation #2.

8 |nintroducing the House version of the original Fair Credit Reporting Act, Representative Gallagher noted that
thehill prevented outmoded information, including criminal records, from beingincluded in consumer reports, stating“1 have
long been concerned that one derogatory item could ‘ damn a person to the grave,’ that an early mistake could haunt a man
all throughout hisadult life, andthat redemptionisin the process of being programmed out of American society.” Cong. Rec.,
91* Cong., First Sess., p. 33785 (Statement of Representative Gallagher) (November 12, 1969).
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Wealso believeit isimportant to recognize that the criminal history records produced by the
FBI and state record repositories are not always easily understood by persons unfamiliar with a“rap
sheet.” For example, state statutes and charge leves (misdemeanor or felony), vary from state to
state and can confuse untrained employers when making fitness determinations. We, therefore,
believe that records disseminated to users under this authority should identify the offenselevd. In
addition, training and assistance in the reading of “rap sheets” should be provided by the enrolling
entity (e.q., aconsumer reporting agency or an outsourced agent acting on behalf of a participating
state repository or the FBI) and paid for through its fees. Such training and assistance will help
ensure that the records provided are appropriately and accurately interpreted by users.

Additional explanations of our record screening recommendations follow:

SCREENING STANDARDS RECOMMENDATION #1

@ “No record” responses may be reported directly by a repository to an enrolled employer
or entity or an enrolled third party consumer reporting agency acting on their behalf.

EXPLANATION: When afingerprint search by the FBI or aparticipating state does not “hit”
on arecord, then a“no record” response should be reported directly to the
enrolled employer or entity or an enrolled consumer reporting agency acting
ontheir behalf. The average hit ratefor fingerprints experienced by the FBI,
rangesbetween approximately 8 and 12 percent, depending on the population
being checked. Thus, between 88 and 92 percent of the checks will return
quickly, potentially within just minutes, a“no record” response.

SCREENING STANDARDS RECOMMENDATION #2

2 Searchesthat resultin a“hit” on arecord should be screened by the enrolled consumer
reporting agency or, in the case of direct access employers, by the participating state
repository or the FBI before therecord is reported to an enrolled employer or entity.

(A)  Such screening should include:

1) areasonable effort by the participating state repository or the FBI to find
missing dispositionsof arrest recordsbeforedisseminatingtherecordtoan
enrolled consumer reporting agency or a direct access employer or entity;
and

EXPLANATION: Participating state repositories and the FBI should be required to make a
reasonableeffort to find missing dispositions. If adispositionisnot obtained
withinthree business days, however, they should be ableto ableto report the
record. Under the privacy procedures recommended above, the individual
will have an opportunity to see the incomplete record beforeit isreported to
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theemployer and assist in updating the record through thestreamlined appeal
process. In addition, consumer reporting agencies that are facilitating the
checks may beableto find adisposition that the repositories could not |ocate
within three business days. While an appeal in the case of arecord missing
a disposition may delay completion of the check and application, we think
thisprocess appropriately alocatesthe burden of updating therecord with the
missing disposition between the entity reporting the information and the
individual who hasdirect knowledge of the disposition. The applicant could
also decide to dlow the record to be disclosed to the employer without the
disposition and provide the disposition information himself directly to the
employer. If the disposition is found after the expiration of three busness
days, the reporting entity should be able to report the disposition to the user,
so long astheindividual is provided the same opportunity to see and correct
the information as provided in the initial response.

The FBI’s experience in administering NICS checks on prospective gun
buyersprovidessomeinsight into the successit has had in obtaining missing
disposition information within the three business days it hasto compl ete the
check under the Brady Act before a gun dealer is allowed to transfer a
firearm. TheFBI NICSisabletofind missing arrest dispositionswithinthree
businessdaysin approximately 65 percent of all transactionsthat are delayed
because of amissing disposition. Thisleaves approximately 2 percent of all
NICStransactions processed by the FBI missing adisposition at theend three
business days.*

(i)  screeninginaccordancewith FCRA and applicable state law requirements
in the state of employment that limit the dissemination to or use by
employersof criminal higory record information.

EXPLANATION: As discussed above, to provide consstency with the access that will be
facilitated through consumer reporting agenciesand to respect thefederd and
statelaws aimed at easing the barriersto reentry by ex-offenders by limiting
the use and dissemination of certain criminal history recordsto employersor
other users, the FBI and states repositories should observe these screening
requirements before disseminating a record to a direct access employer.
Congress or the states may add to or change these limits from time to time,
and the screening under thisprocessshould apply those limits, whatever they
may be.

8 SeeNational Instant Criminal Background Check Operational Report (NI1CS) —2003-2004, 39-40 (January 2005),
available at http://www.fbi.gov/ha/cjisd/nics/ops report2003-2004/ops _report2003-2004.pdf file.
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A clear choice of law provision should aso be included with respect to state
statutes, paralleling the Compact’ s record screening rule that the law of the
receiving state applies. Here, the law of the state of employment should be
appliedinthescreening. (Seealso Additional Recommendation# 2(A)(iv)).

(B) Congress should consider providing that the screening requirementsunder the
FCRA should not apply to the dissemination of records under this authority:

(i)

EXPLANATION:

(if)

EXPLANATION:

(iii)

EXPLANATION:

of arecord from the state of employment if the record can be disseminated
by the state repository under applicable state law;

If the law of the employing state allows access to a record from the sate’s
repository by any person, we do not think that FCRA limits should apply to
dissemination of such records under this authority, since the employer or
entity would be ableto separately apply for and receive such recordsfromthe
state repository under the applicable state authority. Frequently, employers
work around such limits on record access by doing available on-line checks
of state records. The control over the dissemination of the criminal history
records of the state of employment should be left to the laws of that state and
the empl oyer shouldnot beforced to seek an availablerecord separately from
the record request made under thisauthority.

of a record when the law of the state of record origin would allow public
access to the record and the law of the state of employment allows use of
the record by employers for employment suitability determinations; and

The same reality of alternative access goplies when an employer can go to
another state and obtain access to an individual’ s records and the record is
allowed to be used by an employer in employment suitability decisionsinthe
state of employment. Congress should consider whether to create an
exception to the FCRA arrest record limitsin these circumstances to respect
theapplicable statepublic record accesslaws and acknowledge thefact of the
employer’s ready dternative access to the record.

of recordsrelating to violent or sexual offensesto employersor entitiesthat
provide care, as that term is defined in section 5 of the National Child
Protection Act, for children, the elderly, or individuals with disabilities.

We think that records relating to violent or sexual offenses should not be
screened under FCRA or state consumer reporting law limits when the
enrolled employer or entity is covered by the NCPA/VCA. The criteria
established by the National Center for Missing and Exploited Children does
not impose such limits in the suitability criteria it is applying under the

Section VI: Explanations — Screening Standards Recommendations 109



The Attorney General's Report on Criminal History Background Checks

PROTECT Act pilot. We believe older arrest and conviction records for
violent or sexua offenses should be available to employers providing
services to these vulnerable populaions, even when the records are
disseminated down to the employer.

SCREENING STANDARDS RECOMMENDATION #3

3 Recordsdisseminatedto a user under thisnew authority by a consumer reporting agency,
the FBI, or a participating state repository should identify whether an offenseisafelony,
a misdemeanor, or some lesser violation under the law of the charging jurisdiction.

EXPLANATION: Inmostinstances an FBI or state criminal record only provides acitation to
acriminal code section or itstitle when identifying the basisfor aconviction
or arrest charge, without identifying whether the offense is considered a
felony, a misdemeanor, or some lesser charge under the law of the relevant
jurisdiction. While employers can, through research, ascertain on their own
thelevel of seriousness of the offense, we are concerned that either they may
not do so or may assume the worst until they do. For that reason, we
recommend that before screened records are disseminated, the entity
disseminating the record to the user, whether aconsumer reporting agency,
the FBI, or aparticipating state repository, identify the leve of seriousness
of the offense based on the law of the charging jurisdiction.

SCREENING STANDARDS RECOMMENDATION #4

4) Except as noted bel ow, the screened record may be disseminated to an enrolled employer
or entity by consumer reporting agencies, a participating state repository, or the FBI:

(A)  when aspart of the enrollment process, the employer presentsa certificate
that it has recelved training, through a public or private program
(including programs administered by consumer reporting agencies
enrolling employers) recognized by the Attorney General in the reading
andinter pretation of FBI-maintained criminal historyrecordinformation;

EXPLANATION: FBI “rap sheets” are not always readily understood by persons who are
unfamiliar withthem. Asaresult, we believethat if an enrolled employer or
entity electsto receive criminal history records directly from arepository, as
opposed to having it screened through a third party background screening
firm subject to consumer reporting laws (and therefore more likely to
understand rap sheetsbecauseinterpreting suchinformationistheir business),
then they should be certified as having received training in reading and
interpreting criminal history recordinformation. Thetraining certificatescan
be issued by public or private programs that have been recognized by the
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Attorney Generd. The cost of thetraining should be paidfor by theemployer
or entity seeking to enroll.

(B)  however, only enrolled consumer reporting agencies should disseminate the
screened record to the user when the law of the state of employment requiresthat
beforetherecord isreported to an employer by a third party, the record must be
confirmed as complete and up-to-date as reflected in the current status of the
record at the agency from which it originates.

EXPLANATION: Certain states, such as California,® have laws requiring that a record be
confirmed as complete and up to date before it is reported to a user by a
consumer reporting agency. Asnoted above, the FBI and participating state
repositories cannot reasonably perform such confirmatory checks a county
or federal courthouses. Although the FBI and participating state repositories
cannot and should not be considered consumer reporting agencies, webelieve
that the disseminations under this authority should respect these state law
requirements, which are intended to put the burden on the record provider,
rather than the consumer, in confirming the accuracy of the record before it
goestoauser. Therefore, employersin such stateswill not be ableto directly
receive the record from the participating state or the FBI. Instead, they will
have to obtain the record through an enrolled consumer reporting agency
which will perform the confirmatory search under the applicable state law.

SCREENING STANDARDS RECOMMENDATION #5

) All disseminations of recordsto usersunder thisauthority should include an appropriate
disclaimer that the response may not necessarily contain all possible criminal record
information about theindividual, either becauseit has not been entered in the repository
database or because the responses have been screened in accordance with the above
l[imitations on dissemination.

EXPLANATION: TheFBI and staterepositoriesdo not have all recordsthat may exist at courts
or criminal justice agencies in the United States. As noted above, law
enforcement does not take fingerprints for a significant number of crimina
charges, particularly misdemeanors. In addition, some fingerprint-based
records may not be submitted by law enforcement agencies to the state
repositories or forwarded by the repositories to the FBI. Find dispositions
may also be missing from a record. Therefore, disseminations of records
under this authority should contain adisclaimer to the user noting these and

% See CAL. Civ. CoDE § 1786.28(b) (providing that a criminal conviction or other matters of public record can be
reported for employment purposes if “it is complete and up to date,” which is defined as checking the status of at the time
the record is reported).
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other applicablelimitations on the compl eteness of therecordsreported. The
disclaimer should also note the record screening rules that have been applied
to the dissemination so that the user knows that certain information may not
be included under these limits on record dissemination.

SCREENING STANDARDS RECOMMENDATION #6

(6) In reporting information to an enrolled employer or entity, an enrolled consumer
reporting agency should clearly distinguish the fingerprint-based criminal history
information from other information reported.

EXPLANATION: Because of the substantial distinction between checks based on name-based
and fingerprint-based records and to better enable users to understand and
judge theinformation they arereceiving, we believe that consumer reporting
agencies should be required to clearly distinguish the information received
under thisauthority from therecordsthey obtain from name-based checks of
other information sources.

SCREENING STANDARDS RECOMMENDATION #7

@) Theenralling entity (e.q., a consumer reporting agency or an outsourced agent acting on
behalf of a participating staterepository or the FBI) should berequired to establish atoll-
free number and a web-site, paid for by the fees charged by the enrolling entity, that
enrolled users can usefor assistance in interpreting screened records.

EXPLANATION: To support usersreceiving recordsunder this new authority, we believe that
enrolling entities should establish atoll-free number and aweb-siteto which
userscan turnfor assiganceininterpreting the fingerprint-based records that
they recelve. The cost of funding this service, including the necessary
personnd, should be included in the fee charged for the check by the
enrolling entity.
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E. SUITABILITY CRITERIA RECOMMENDATIONS
BACKGROUND

Employersand entities placing personsin positions of trust, motivated by adesireto engage
in safe hiring and avoid negligent hiring claims, reasonably wish to perform due diligence criminal
history screening of prospective employees or volunteers. This interest does not necessarily mean
that they will not hire or placeanyonewith acriminal history, rather it meansthat they want to make
informed decisions about therisk of hiring or placing persons with criminal historiesin particular
positions. An uninformed choice can result in harm to the employer, other employees, or the public.
On the other hand, a non-individualized, categorical screening approach of not hiring any person
with a crimind history can have the effect of creating a class of unemployable ex-offenders, along
withtherecidivism that wouldinevitably result. Thus, theuseof suitability criteria, whether general
or specific, hasbeen considered important in the screening processto guide thedetermination of the
relevance of criminal history to the duties or responsibilities of the position. The lack of such
guidance can result in the unfair denial of employment to or placement of an individual whose
criminal history is not related to the position in question.

It was suggested that employers give advance notice of suitability criteria specifying
particular disqualifying offenses, thereby giving the individual a chance to opt-out of applying for
the position and the criminal history check if they haveadisqualifying criminal history. This, it was
argued, would help protect the individual’s privacy by sparing the individual from consenting to
disclosure of personal information to the employer and also spare the employer the cost and effort
of processing an application by an individuad with a disqualifying background.®*® Some employers
may believe, however, that competitors may seek to take competitive advantageof publicly disclosed
criminal history suitability criteriaor that unduelitigation may result from such required disclosures.

Weal so received commentsfrom representatives of |abor expressing concernthat employers
might use suitability criteria specifying particular disqualifying offenses as a pretext for taking an
adverse action against an employee that is motivated by other reasons, such as retdiation against
labor organizing activities. Others expressed concern that disqudifying criminal history criteria
might result inthe discharge of successful employees notwithstanding an excellent record of service
in the job and without the opportunity to seek a waiver from the disqualification.

As discussed above, a number of states have tried to balance the interests here with laws
governing the use of criminal history information by employers® The laws provide guidance to
employers on how to consider the relevance of criminal history when an gpplicant is otherwise
qualified for the position. In addition, the EEOC has determined that policies that exclude

8 See Recommendation 2.3 in the SEARCH report on criminal history background screening, found at
http://www.search.org/events/news/criminal record2006.asp

87 See supratext accompanying notes 57 and 58.
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individuds from employment solely on the bas s of their arrest or conviction records may violate
TitleVII of the Civil RightsAct of 1964, which prohibits employment discrimination based on race,
color, religion, sex, or national origin. To assist employersin compliancewith Title VI, the EEOC
has provided policy guidance to employers on the general job-relatedness factors that should be
considered in determining therelevance of convictionsand arrestsinhiring decisions.® Inaddition,
the EEOC has provided guidance to employers that specifiesthat no consideration should be given
to arrest recordsthat did not result in aconviction unless additional inquiry about the arrest context
is made and an opportunity is given for the individual to explain.®®

As noted above, large employers with human resource departments, such as those
participating in the Labor Policy Association and applying its Background Check Protocol,® are
likely to be aware of the EEOC general job-relatedness factors for determining relevancy of an
individual’s criminal history to employment suitability. Many other employers, however, may be
unaware of these legal requirements and, as aresult, there is arisk that some employers may take
a“no tolerance” goproach when screening applicantsfor criminal histories. Accessunder this new
authority should therefore include an acknowledgment by users of their responsibilities under
applicable equd employment opportunity laws.

Thechallenge hereisto balancethe competing interestsin away that follows applicablelaws
and encouragesthehiring of qualified peoplewith criminal histories, whileallowing theresponsible
use of crimina history information in risk assessments intended to promote public safety in
employment or placement decisions. Our suitability criteria recommendations are intended to
account for the agpplicable legd requirements and the related interests. Explanations for our
recommendations follow.

SUITABILITY CRITERIA RECOMMENDATION #1

@ Enrolled users seeking access to criminal history information under this new authority
should certify that theinformation obtained will not beusedin violation of any applicable
federal or state equal employment opportunity law or regulation.

EXPLANATION: Under these equal employment opportunity laws, employers areresponsible
for applying general job-relaednessfactors when determining the relevancy
of a crimind history record, obtained from any source, to an individual’s
employment suitability. The FCRA requires this certification by users
obtaining consumer reports from consumer reporting agencies. We believe

8 See supratext accompanying note 55.

89

See supra note 56.

90

See, supra, pages 49-50.
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that it is aso gppropriatdy required of an authorized user before obtaining
crimind history records under this authority.

SUITABILITY CRITERIA RECOMMENDATION #2

2 Congress should consider whether guidance should be provided to employers on
appropriatetimelimitsthat should be observed when specifying disqualifying offensesand
on allowing an individual the opportunity to seek a waiver from the disqualification.

EXPLANATION:

It is neither possible nor advisable to attempt to devel op specific suitability
criteria for all positions that might be subject to a criminal history check.
Even so, some statutes provide specific guidance on the time limits that
shouldbeobservedinusing convictionsto disqualify apersonfrom particul ar
employment. For example, theMaritimeTransportation Security Act of 2002
(Pub. L. 107-295 (November 25, 2002)) requiresthat DHSissue regulations
prohibiting anindividual from entering certain secureareasunl essthat person
possesses atransportation security card. 46 U.S.C. 8§ 70105. Anindividua’s
conviction of certain felonies generally cannot be used to disqualify the
individual from receivingacard if, at the time of issuance, it has been either
more than seven years since conviction or five years since release from
custody. (Such an individual, however, still may be denied access if DHS
findsthat theindividual otherwiseposesaterrorism securityrisk totheU.S.).
46 U.S.C. § 70105(c). In addition, the Private Security Officer Employment
Authorization Act of 2004, which was enacted as section 6402 of the
Intelligence Reform and Terrorism Prevention Act of 2004, established
federal guidelines that could be used by states that do not have their own
standards for employment of private security guards. The Act provides that
states doing such checks notify employers where an applicant has been: (1)
convicted of afelony, (2) convicted within the previous ten years of alesser
offense involving dishonesty or false statement or the use or attempted use
of physical force; or (3) charged with afelony during the previous 365 days
for which there has been no resolution. The Act doesnot compel an adverse
employment determination if such information is returned by the check.
While applying such across-the-board time limitswould not be advisable for
all employment decisions, it may be that general timelimitson disqualifying
criteria could be used to guide employers, if exceptions to the time limits
were allowed when an employer determines it is warranted by the
responsibilities of the postion or other time periods are prescribed by law or
set by the employer’s industry.

In addition, to enableindividud consideration of risk, Congressmay wish to
consider providing guidance onallowing anindividual to seek awaiver from
adisqualification. A waiver processwasincorporated, for example, into the
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provision requiring DHS to issue transportation security cards® The
Transportation Security Administration hasa so established awaiver process
under itsregulations governing background checks on truck driversseeking
hazardous materids endorsements on their commercid driverslicenses.”

% See 46 U.S.C. § 70105(c)(2), which provides:

(2) The Secretary shall prescribe regulationsthat establish awaiver processfor issuing
atransportation security card to an individual found to be otherwise ineligible for such
a card under paragraph (1). In deciding to issue a card to such an individual, the
Secretary shall - (A) give consideration to the circumstances of any disqualifying act
or offense, restitution made by the individual, Federal and State mitigation remedies,
and other factors from which it may be concluded that the individual does not pose a
terrorism risk warranting denial of the card; and (B) issue a waiver to an individual
without regard to whether that individual would otherwise be disqualified if the
individual's employer establishes alternate security arrangements acceptable to the
Secretary.

% See 49 CFR 88§ 1572.7 and 1572.143.
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F. SUPPORTING INFRASTRUCTURE RECOMMENDATIONS
BACKGROUND

Thelack of anintegrated nationwideinfrastructurefor capturingand transmitting fingerprints
for non-criminal justice purposes isamajor impediment to implementing programsfor conducting
fingerprint-based background checks. The majority of the nation’s current infrastructure for
collection of fingerprintsfor non-criminal justice checksisbased in state and local law enforcement
agencies. Thereason for thisisthat law enforcement agencies are the primary source of fingerprint
submissions to record repositories when they collect fingerprints for arrests. Law enforcement
agenciesare al o convenient to access becausethey arein every county. At the sametime, many law
enforcement agenciesdo not believethat the capture and submission of high volumesof fingerprints
for civil employment and licensing purposesis related to their law enforcement mission. Certain
states, such as California, New Jersey, and Tennessee, have therefore esablished alternative points
of fingerprint collectionfor civil purposesat placesother than law enforcement agenciesandin some
cases involving the use of private entities or contractors. Some federal agencies have also created
fingerprint collection centers for background check programs that they are implementing under
federal law, such asthe Department of Homeland Security’ sprogramsfor airport workersand aliens
seeking immigration and naturalization benefits.

We believe that new, fast, electronic, live-scan technology that is expected to become
availablein the near term will enable the movement of fingerprint collection for civil checks out of
law enforcement agencies and closer to the users of the information. The decentrdization of
fingerprint collection should make the collection of fingerprints much more feasibleand convenient
and less stigmatizing. It should also eliminate the burden on law enforcement agencies of taking
civil applicant fingerprints.

In addition to ameans of collecting fingerprintsin support of the checks, the FBI and state
repositories need to have the system capacity necessary to process the increased volume of non-
criminal justice checks. The FBI CJIS Division’s2003 survey of the state repositoriesexamined the
states system capacity for performing fingerprint-based background checks. Thirteen states
indicated they wereoperating at or near full capacity and woul d need additional resourcesto process
their projected volume of background checks. Other stateshave only margina additiona capacity.
Only one state described its additional capacity as“significant.” TheFBI CJS Division's capacity
to process and store fingerprint submissions also will be severely challenged if the volume of non-
criminal justice background checks are substantially increased. The IAFIS s currently capable of
processing approximately 150,000 fingerprintsaday, and the FBI has sufficient personnel to process
approximately 100,000 fingerprintsaday. The FBI is currently processing approximately 80,000
fingerprintsaday. The FBI’' s Next Generation Identification System initiative will further increase
capacity to meet projected processing requirements under existing authorities. None of these
expansions, however, take into account the possble increase in demand for fingerprint processing
resulting if the Attorney General should exercise this new authority. Therefore, the FBI and the
states may need greater funding to increase their capacity to capture, store, maintain, and process
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additional background checks and to otherwise support the system'’s ability to handle the demand
under this new authority. The program is currently fully fee-funded, and any new costs should be
covered by the fees charged for the checks.

Wealsobelievethat the use of outsourcing, under the Compact Council’ srecently published
outsourcing standards, will enable the FBI and participating state repositories to establish parts of
the necessary infrastructure, including fingerprint capture, record screening, and record
dissemination, covering the costs of doing so through the fee charged for the checks.

SUPPORTING INFRASTRUCTURE RECOMMENDATION #1

Q) Theelectronic, live-scan fingerprint submissionsunder this authority should be collected:

EXPLANATION:

As noted above in the Access to Records Recommendation #4(A), in order
to meet the required response time and make the fingerprinting process as
user-friendly as possible to the individual, the fingerprint submissions under
this authority should be made exclusively through electronic, live-scan
devices and should be as fast and unobtrusive as reasonably possible. The
fingerprint fast-capture research and devel opment initiatives currently being
pursued by the Department of Justice and other federd agenciesshouldresult
in the development of devicesin the relatively near term that will meet this
need.

(A) attheplaceof businessof an enrolled employer or entity or an enrolled consumer
reporting agency acting on their behalf, or through an authorized channeing
agent; or

EXPLANATION:

A key goal in developing an infrastructure must be to decentralize the
fingerprinting process as much as possible. One of the major limitations
currently faced today isthe lack of adequate fingerprint collection locations
and the inconvenience of utilizing the available locations. The closer the
process is moved to the employer, however, the easier it will be for the
employer and the individual to participate, and the faster the associated
responsetimewill be. The FBI’ sinitiativeto designate channeling agentsto
act for the FBI in the collection and submission of fingerprints for non-
criminal justice checks should have the effect of further decentralizing the
civil fingerprinting process.”

(B) at service centers established by a participating state through a governmental
agency or outsourcing, that are:

9 See supratext accompanying notes 27 and 28.
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EXPLANATION:

(i)

EXPLANATION:

(i)

EXPLANATION:

As noted above, several states have already taken steps to establish service
centers for the collection of civil prints. The fees charged cover the cost of
establishing and running such centers. Outsourcingwould allow the centers
to be established more quickly than if they had to be run by government
personnel and set up through theuse of appropriated funds. Inthealternative,
participating statesmay el ect touse al ready established fingerprinting centers
or state agencies that meet the criteria below.

at alocation other than a law enforcement agency; and

One of the magjor concerns with the present infrastructure in most states is
that it is an infrastructure designed to deal with fingerprints collected for
criminal justice purposes. Asaresult, the collection points are often located
at police stations. Requiring employeesto befingerprinted at police stations
createsan unnecessary stigmathat would be eliminated if thefingerprintsare
collected at dedicated non-law enforcement service centers. In addition,
moving the collection outside of law enforcement agencies will reduce the
adverse impact on those agencies and the likelihood that collecting
fingerprints for non-criminal justice purposes will distract them from their
primary law enforcement responsbilities.

at least as convenient to access as places where state identification
documents, such asdriver’slicences, are obtained.

The state divisions of motor vehicles are a good example of non-law
enforcement facilitiesthat interact with large segmentsof the population. As
such, they provide a good model of the minimum accessibility that will be
necessary in order to make fingerprint collection for non-criminal justice
purposes more feasible.

SUPPORTING INFRASTRUCTURE RECOMMENDATION #2

2 An appropriate number of channeling agents should be established to receive the
fingerprints from the large number of service centers and enrolled employers and
consumer reporting agendes that will be collecting fingerprints.

EXPLANATION:

The use of channeling agentswill be necessary as a means of funneling the
fingerprints to either the participating state repositories or the FBI. The
Compact Council’ soutsourcing rulemakespossiblethe use of channelersfor
the processing of civil applicant checks. An appropriate number of
channeling agents must be established in order to prevent abottleneck from
occurring in the fingerprint submission process and to enable the rapid
responsethat will bethe goal of the system. The FBI hasalready taken astep
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in this direction with a request for proposal for channeling agents for non-
criminal justicefingerprint submissions (see supradiscussi on accompanying
notes 27 and 28). Consistent with current practice, the cost the service
provided by the channeling agent will have to be added to the cost of the
check. The channelers can also perform other functions such as record
screening and record dissemination. These functions, unlike the ABA
channeling model described above, involve the handling of therecords. The
outsourcing standards should, however, provide adequate privacy and
security controls over the channders’ management of the records.

SUPPORTING INFRASTRUCTURE RECOMMENDATION #3

(©)) Additional capacity at both the FBI and state repositories must be devel oped to enable the
processing of these newly authorized checks.

EXPLANATION: The volume of background checks conducted by the FBI and the state
repositoriesislikely to increase substantially if the processdiscussed in this
report is implemented. Given the Attorney Generd’s ability to prioritize
employers and other entities provided access to fingerprint checks directly
through the FBI, asdiscussed in Criminal History Records Recommendation
#2, the FBI should havethe needed flexibility to ramp up its capacity to meet
thedemand for fingerprint checks, when andif the resourcesto do so become
available. User fees should be used to develop this additional system
capacity. TheFBI’scurrent efforts at devel oping a concept of operationsfor
its Next Generation ldentification System could incorporate detailed
estimates on capacity requirements and other infrastructure needs that may
be necessary to handle the new demand for civil background checksthat are
requested under this authority. The participating states will aso have to
determine their capacity needs for implementing this program and are likely
to require funding for expansion of their AFIS capacity to accommodate this
new demand for fingerprint checks. Asnoted above, most of the state AFIS
sysemsarerunning at or near full operating capacity. Some states may need
to outsource some or all of theinfrastructure necessary to process this new
demand for civil checks. A meanswill need to be developed for the funding
of these additiona capacity requirements through user fees.
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G. FEE RECOMMENDATIONS
BACKGROUND

The FBI feefor civil fingerprint checksis currently is $22 to $24, depending on the method
the fingerprints are submitted — although volunteer organizations under the NCPA/V CA currently
are charged areduced fee of $16 or $18, depending on the method of payment. Thefeeisused to
cover the cost of processing the check, including the cost of supporting the operations of CJIS in
collecting, maintaining, and disseminating criminal history recordinformation. TheFBI feeincludes
a $6 surcharge that the FBI is alowed to collect under Pub. L. 101-515 for “the automation of
fingerprintidentification and criminal justiceinformation servicesand associated costs.” Themoney
for the surchargetypically coversthe cost of updating the automation technology used by CJIS. The
FBI iscurrently conducting a study of thefeeit chargeswhichwill provide morecurrent information
about the FBI costs for conducting fingerprint checks.

In October 2003, the FBI CJIS Division conducted a survey of state and local agencies to
determinethefeescharged for performing fingerprint-based non-criminal justice background checks.
The survey revealed that there iswide variability in the state fees, with the feesranging from $5 to
$75. Theaveragestatefeefor performing afingerprint-based non-criminal justice background check
was $20. Some states charge lesser fees or waive the fee for performing background checks on
applicants for volunteer positions.

In November 2004, SEARCH conducted asurvey of statefeesfor performing background
checks, including the feesfor supporting criminal justice services. The purpose of the study wasto
determine the various services the states provide and the fees charged for those services. The
SEARCH survey revealed that the fees vary from state to state based on the type of search
conducted, the leve of processing, the services provided, and the method for establishing the fee.
The survey aso reveded that many states use the fees or a portion of the fees collected for
performing background checks to operate and mantain their repositories.

Based on the above, it is clear that changes in the current state fee mechanism are needed,
if wide variability in the fees charged by the states is to be minimized.

FEE RECOMMENDATION #1

1 A new business model should be devel oped to streamline the processing and funding of
federal and state non-criminal justice criminal history background checks with the goal
of:

(A)  reducing thecosts of the checks;

EXPLANATION: Theuseof fingerprint-based criminal history checksfor non-criminal justice
purposes will be limited as long as employers and volunteer organizations
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view the fee as being too high. Thefee charged is based on cost recovery.
Asthevolume of checksincrease, however, the FBI and the state repositories
may be able to reduce the amount of the applicable fee if a new business
model isdevel oped for funding the cost to state repositories of processing the
checks. The use of “lights out” processing, where automated record
identifications are made without the involvement of an examiner’ sreview if
ahigh enough degree of confidence can be achieved in the automated match,
may also provide a means of reducing the cost of the checks. Given the
opportunities provided an individual to see and correct mistaken record
matches provided under the Privacy Recommendations, automated
identifications may be ajustifiable cost reducing measureif thelikelihood of
an incorrect match is low enough. Many states currently do “lights out”
processing for their civil checks. Onestateindicatesthat it providesa“lights
out” response (meaning no review of the match by afingerprint examiner) in
70 percent of civil checks, and expects that percentage to increase
significantly with further improvementsin the matching algorithm. The FBI
isreviewing the use of “lightsout” processing as part of its Next Generation
| dentification System initiative.

(B) establishing greater consistency in the state fees charged for such checks;

EXPLANATION:

As discussed above, there is a great variability in the fees charged by the
states. Thisvariabilityincostisduein part to different funding modelsinthe
states. For example, in some states, the fees collected for civil fingerprint
checks go directly to their general funds instead of allowing the state
repositories to retain the fees to support their operations. The state
appropriationsto theserepositories, inturn, may not fully reflect thefeesthat
were collected, leaving the repository’ s needsfor improved automation less
than fully funded. In addition, some states providedifferent levelsof service
which may increasethe cost of civil background checks, such asa“ rap-back”
service. The minimization of the differences in the fee charged by
participating states should be a goa here, however, in order to reduce
disparate costs for this service experienced by employersin different states.
One possible option to consider may be to require that in order for astateto
participate, it must allow its state repository to retain the fees charged under
this authority, rather than taking the fees into the state’' s general fund.

(C)  states receive appropriate compensation for the support they give to checks
processed by the FBI in circumstances where the state does not charge a fee
becauseit is not handling the check; and

EXPLANATION:

Even though a background check may be run through the FBI, the
background check may require a state to review its records or otherwise
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support the check. However, because the FBI is handling the process, the
state does not receive any compensation for its efforts. As noted above in
Processfor Record Access Recommendation #2(A)(ii), aprocesswill need
to be developed by which the state repositories can be appropriately
compensated for their efforts supporting this background check program
through the fees charged the requestors.

(D) ensuring that all state repositories have the funding necessary to support the
technology required for improved data quality and efficient processing of check
requests.

EXPLANATION:

The changes to the fee structure through this new authority may also be able
to help fund state repositories needs for technology refreshment and record
quality improvements to the extent that some portion of the compensationis
requiredto beearmarked for thosepurposes. The FBI doessomething similar
to this through a surcharge that it is authorized under Pub. L. 101-515 to
charge in connection with civil fingerprint checks.

FEE RECOMMENDATION #2

2. The question of who should bear the cost of checks under this new authority should
generally be decided between the employer and the individual, although Congress may
wish to consider requiring that the cost of fingerprint checks for lower paying jobs be
borne by the employer.

EXPLANATION:

The employer ismost often in the best position to pay the background check
fee — particularly when the position in question is low paying. Fingerprint
checks are also more costly than name checks. Allowing the cost to be
passed on to the applicant, directly or indirectly, can raise barriers to
employment to lower income applicants. Atthe sametime, it may not befair
to compel the employer to pay for a criminal history record check that
appropriately returnsarecord that an gpplicant failed todiscloseon hisor her
application. Some applicants, knowing they have disqualifying records, may
submit afase application, hoping that the record may not be discovered by
the check. Wethink the decision of who bearsthe cost of afingerprint check
should be left to the employer and the individual. According to comments
received from the professional background screening industry, most
employment background checks are paid for by the employer. However,
Congress may wish to consider whether is should requirethat the cost of the
checksfor lower paying jobs must be borne by the employer.
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H. ENFORCEMENT RECOMMENDATIONS
BACKGROUND

We believe that there is insufficient authority under current law to deter and punish the
unauthorized access and use of FBI-maintained criminal history record information. 1f the authority
for access is to be broadened, adequate enforcement mechanisms are needed to deter and punish
misuse of the information. The penalties should cover both intentional and negligent conduct and
provide for criminal, civil, and administrative sanctions. The penalties should also be made
uniformly applicable to all misuse of FBI-maintained criminal history record information, not just
mi suse by persons gaining access under this authority.

ENFORCEMENT RECOMMENDATION #1

Q) Penalties should be established for the unauthorized access to or misuse of records of
government record repositories under this new authority, including:

(A)  Criminal penaltiesfor personswho knowingly:

1) obtain criminal history record information through this authority under
false pretenses; or

(i) usecriminal historyrecordinformation obtained through thisauthority for
a purpose not authorized under this authority; and

EXPLANATION: Crimina history recordinformationisgenerally considered personal and can
have a stigmatizing affect on an individua. As a result, individuals are
rightly concerned that such information not be misused. Without adequate
sanctionsfor misconduct, including criminal penalties, individualscannot be
assured that their interests will be protected. Although the private
organizations and employerswill have enrolled and agreed to follow certain
privacy and security procedures, these guarantees must be backed by criminal
penalties.®* An example that could be followed hereis the criminal penalty
provision in Pub. L. 105-277, which provides for background checks on
employeesof nursing homes and providesfor afineinaccordancewith Title

® We note that the Privacy Act provides that any person who knowingly and willfully requests and obtains any
record concerning an individual from afederal agency under false pretensesis guilty of amisdemeanor and subject toafine
of upto $5,000. See5U.S.C. 552a(i)(3). Thisprovisonwouldnot, however, cover recordsdisseminated under thisauthority
by a participating state repository that isnot subject to the federal Privacy Act, nor doesit cover unauthorized di sseminations
of such information by persons other than agency officers or employees. In addition, since the fraudulent use of thisauthority
could result in the inappropriate disclosure of criminal history record on many individuals, stronger penalties should be
available.
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18, United States Code, imprisonment for not more than 2 years, or both, for
the knowing unauthorized use of information obtained under that law.

The FCRA also provides criminal penalties for any person who knowingly
and willfully obtains information on a consumer from a consumer reporting
agency under false pretenses’™ and for any officer or employee of aconsumer
reporting agency who knowingly and willfully provides information on an
individual from the agency’s files to a person not authorized to receive the
information.®® Thepenalty for either offenseisafineor imprisonment for not
more than two years, or both.

(B) Civil penalties, including monetary penalties and discontinued access, for
violationsof required security and privacy proceduresresulting in the disclosure
of information obtained from the repogtories to unauthorized persons.

EXPLANATION:

Although criminal penaltieswill be necessary, not all violationswarrant such
aresponse. Insome circumstances, the unauthorized disclosures of criminal
history records that result from afailure to follow required procedures can
best be addressed by the imposition of civil penalties or through the
discontinuance of access to the background check process.

ENFORCEMENT RECOMMENDATION #2

2 The Attorney General should be authorized to establish an administrative process, to be
administered by the FBI and participating state repositories, for sanctions, including
termination of access, against enrolled employers, entities and consumer reporting
agenciesfor violations of requirements regarding access to, the use of, and the security
of theinformation, including failureto observerequired procedural rights of applicants.

EXPLANATION:

It may be both difficult and unnecessary to pursue in court all alleged
violations of the requirements relating to the access to and privacy and
security of the information. The Attorney General should, therefore, be
allowed to establish a simplified administrative process that the FBI and
participating state repositories can use for determining violations of
applicable requirements discovered through audits or complaints.
Sanctioning such conduct by administratively terminating accesswill provide
an additional avenue for redress.

% 15 U.S.C. § 16810

% 15U.S.C.§ 1681r.
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l. RECORD IMPROVEMENT RECOMMENDATIONS
BACKGROUND

It is hard to overstate the importance of or reliance placed upon the criminal history record
information maintained by the states and the FBI for the myriad uses of theinformation for criminal
justice, homeland security, and non-criminal justice purposes. Much progress has been made,
particularly through the funding provided to the states through the NCHIP awards, in improving the
national record system in terms of automati on and record completeness. Direct NCHIP awardsto
the states in the 10 years since the program started in 1995 total over $438 million. We believe,
however, that the federal commitment to improving these record systems now needsto be rethought
and reinvigorated.

Much more needsto be doneto achieveuniformity intheimprovement of record quality and
completeness. The NCHIP program wascreatedinlargepart to enablethe National Instant Criminal
Background Checks System (NICS), established under the Brady Act, to work efficiency in
completing background checksfor gun purchasers. Whileapproximately 92 percent of NICS checks
are completed while adealer isstill on thetelephone, thereare still asignificant number of firearms
transfersthat are made where a potentially disqualifying record is missing a disposition that cannot
be found by the NICS within the three business days allowed for completing the check. In many
states older records are yet to be automated. The improvements that have been made in record
quality throughout the states are uneven, asdemonstrated in the findings of BJS through the Record
Quality Index (RQI) it uses to evaluate the progress made by states repositories.

Notwithstanding this continuing need for record improvement, the NCHIP program over the
last several years has been funded at smaller and smaller fractions of the amount requested in the
President’ s budget each year. NCHIP Budget requests averaged approximately $60 million dollars
for FY 2006-2006, while the direct appropriations were $40 million in FY 2003, $30 millionin FY
2004, $25 million in FY 2005, and $10 million for FY 2006. At the same time, the purposes for
which the money isto be used haveincreased, such as participation by the statesin the national sex
offender registry and the creation of filesfor sharing information, including civil protection orders
on domestic violence.

Webelievethat improving thenational criminal history record systemismoreimportant than
ever, particularly if this new process is created for broadened access to FBI-maintained criminal
history records for non-criminal justice purposes. To achieve uniformity in improvements across
the nation, we also believe that it istime to rethink NCHIP' s approach of allowing states to spend
the money as they think necessary within broadly defined program goals. We believe that federa
funds should now be more directly targeted at reaching specific goals for uniform record
compl eteness and accuracy nationwide. Those goals should be set through national standards and
enforced through an accreditati on processto which statesrecei ving thefunds must submit. Withthis
in mind, we make the following recommendations:
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RECORD IMPROVEMENT RECOMMENDATION #1

@ There should be a renewed federal effort to improve the accuracy, completeness, and
integration of the national criminal history records system.

EXPLANATION:

Complete, accurae, and accessible criminal history records are an essential
tool for a variety of crimina justice and non-criminal justice functions
including:

. identifying personsprohibited from certain occupations, professional
certifications, firearms ownership and possession, or who may
volunteer to work with certain populations (children, elderly,
disabled);

. enabling decision-makers in the justice system to make better-
informed decisions for case processing and for sentencing and
correctional management (pretrial release, persistent or career
criminal charging, sentencing guidelines applications, and inmate
classification);

. assisting law enforcement investigatorsin evaluating potential arrest
and charging decisions;

. useincertainnational security matters, offender post-release tracking,
immigration regulation, or other purposeswhich may involvetracking
offenders from one jurisdiction to the next; and

. providing a source of information on wanted persons, personsin
violation of community supervision requirements, or persons in a
special legal status such as those under protection orders or who are
registered sex offenders.

At the present time, the principa means for sharing records across
jurisdictionsisthe FBI's 111 system and the NCIC. Among the estimated 75
million criminal history recordsin the U.S., about 50 million are accessble
through I11. Critically, many 111 records are missing final court disposition
information. Effort needs to be directed to automating the one-third of all
records which are in a manua format and to ensuring that the records are
completein terms of court digpositions.

In addition, much more can be done to improve the compl eteness of the state
contributed records in national files in the FBI's NCIC that provide
information to promote public safety, including the protection order file, the
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National Sex Offender Registry file, and the convicted personson supervised
releasefile.

In addition to the need to improve records coverage and accessibility, there
isasubstantial needto improve the quality of records and ensure continuous
monitoring of gapsin quality that may adversely affect the variety of usesfor
records. While BJS's RQI evidences substantial improvement in record
guality over thelast decade, major gapswithinstatesstill remainin reporting
disposition information following arrest transactions and the timeliness of
posting transactions to records.

RECORD IMPROVEMENT RECOMMENDATION #2

2 Federal funds should be targeted at reaching national standards established by the
Attorney General relating to prompt disposition reporting and record completeness,
including declinationsto prosecute and expungement and sealing orders, so that thereis
uniformity in improvements by repositories nationwide.

EXPLANATION:

To date, research on record quality and compl eteness, as measured by BJS's
RQI, has demonstrated enormous variation from state-to-state in the
completeness and utility of criminal records for providing afully accurate
transaction history. While Department of Justice regulations require that
“[d]ispositions should be submitted by criminal justice agencies within 120
days after the disposition has occurred,” the requirement is not phrased as a
mandate. In addition, little is systematically known about potential uses of
other databasesto enhancethe criminal record—DNA records, incident-based
records, or other crimindly-relevant databases.

We believe that any financial support to the states should be restricted to
applications that will meet national standards that are established by the
Attorney General concerning the content of records systems and the
mechanisms by which such records can be merged and shared among the law
enforcement/criminal justice community. Disposition reporting, including
expungement and sealing orders and declinations by prosecutors, should be
given the highest priority. Accomplishing this will require developing
electronic connections between the record repositories and, not just law
enforcement agencies where the arrest record is created, but also local law
enforcement agencies, prosecutors’ offices, and courts, whereeach sepinthe
arrest’ s disposition is taken through finalization. Creating these electronic
connections should also alow for much prompter and automated updating of
the dispositions, perhaps allowing for updating at the repository on the same
day the disposition is entered by the responsible agency. For the last four
yearsmodest additional funding has been requested inthe President’ sBudget
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to support creating such connections for disposition reporting, but has not
been appropriated.

Finally, we note that the Department received several comments suggesting
that limits should be placed on the retention of arrest information without a
disposition. We strongly disagree with this suggestion, believing that the
response to the missing disposition should be to determine what disposition
was made of an arrest, and not to destroy, or decline to report, the record of
the arrest.

RECORD IMPROVEMENT RECOMMENDATION #3

(©)) Accelerate the standardization of rap sheets to make them more readily understood by
non-criminal jugtice purpose users.

EXPLANATION:

BJShasworked with the states and FBI to produce aformat and standardsfor
transmission of a uniform rap sheet among states. The format relies on the
Global Justice XML Data Dictionary. The format has been adopted by the
FBI and afew states. The model providesfor commonly defined and coded
offense categories and transaction codes for recording dispositions and
handling of al arrest transactions as fully cycled events. In addition to
ensuring that shared criminal history record information is standard in ook
and format, it isimportant that consumersof thisinformation understand and
appreciate the crimina justice processes and terminology the records
encompass. Because these standards are voluntary, the adoption and
implementation of the standard rap sheet has been very limited to date. We
believe that the adoption of the standardized rap sheet should be made a
priority. We recommend that available state and federd funding be targeted
at the uniform adoption of the standardized rap sheet by all stateswithin the
nextthreeyears. All usersof criminal historyrecordinformation, particularly
non-criminal justice users, will benefit by the uniform adoption of this
standard.

RECORD IMPROVEMENT RECOMMENDATION #4

4 Congress should consider requiring state repositories to establish procedures meeting
national standards to remedy the adverse affects on individuals who are wrongly
associated with criminal records because they are victims of identity theft.

EXPLANATION:

A national focusgroup on identify theft victimization asit relatesto criminal
history recordswas recently convened by SEARCH with the support of BJS.
Thefocus group concluded that identity mistakesrelating to criminal history
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records created about persons using a stolen identity can have very serious
adverse consequences to the victim of the identity theft.

More needs to be known on how some of the suggested solutions might
adversdy affect the effectivenessof law enforcement. For example, although
deleting stolenidentification information from crimind historyrecordscould
be an effective remedy for identity theft victims, this approach might hinder
law enforcement. Sealing or flagging the information might be more
acceptable for law enforcement officials, but might not be as effective in
preventing repeated victimizations. Identity theft passports (a document
identifying a person as having been wrongly associated with a criminal
record) and passwords (a password maintained by repositories that an
individual can use to demonstrate to law enforcement that they have been
wrongly associated with a criminal record) may be effective in preventing
inappropriate detentions and arrests following law enforcement stops of
identity theft victims, but they may belessuseful in preventing victimizations
in connection with applications for employment or housi ng.

For thesereasons, thefocus group agreed that asurvey aimed at Sate-by-state
information gathering and analysis was required and should consider the
following questions, among others:

. What proceduresdo law enforcement agencies employ at booking to
try to establish thetrueidentities of arrested persons? Arethere better
procedures that might help prevent the use of aliases?

. What procedures and remedies are in effect in law enforcement
agencies and the state repositories to help prevent identity theft
victimization and to help victims deal with the ensuing problems?
How have these remedies worked?

. To what extent is law enforcement effectiveness adversely affected
by the expunction from criminal history records of stolen identity
information when it isdetected? Arethere adverse effects of sealing

or flagging?

. Can the record-review and correction procedures in effect at the
federa level and in al of the states be used to help aleviate the
problems of identity theft and identity mistakes?

With Congressional direction to address the problem of identity theft in
criminal history record information, and federal funding where appropriate,
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webelievethat these questions can be answered and nationwide sol utionscan
be implemented.

RECORD IMPROVEMENT RECOMMENDATION #5

5) Establish a national accreditation processfor criminal history record repositories, much
the same way that crime laboratories are accredited, to better ensure data quality by
measuring repository performance against national standards.

EXPLANATION:

Voluntary standards for improving the quality of criminal history records
were developed by the FBI in conjunction with BJS and published in the
Federal Register in 1991. Surveys of the states' criminal history record
operations conducted on behaf of BJS continue to indicate wide variability
among the statesin the data quality improvement activitiesthey carry out. It
istimefor the 14-year-old standards to be re-evaluated, especially in light of
new technological capacities and the expectations of the current users of
criminal history records. Moreover, incorporating revised standardsinto an
accreditation process, asopposed to leaving them asstrictly voluntary, would
better ensure uniformity in their gpplication among the states. Accreditation
could be based on an assessment carried out by the FBI in conjunction with
BJS. Incentives for compliance with the national accreditation standards
relating to federal grant funds could aso be implemented.

RECORD IMPROVEMENT RECOMMENDATION #6

(6) Seek to integrate the repository systems in ways that will efficiently allow a sngle
fingerprint check toreturn all information on an individual maintained by all statesrather
than the current process for obtaining such complete information of requiring separate
fingerprint checks of 50 smoke-stacked record systems.

EXPLANATION:

It isgenerally acknowledged that the state repository criminal history records
aremore completethan therecordsheld at the FBI. Thisisthereasonfor the
Department’ s consistent support of incorporating a state check whenever
possibleinto checks of FBI-maintained criminal history records. Up to now,
however, this has meant a separate fingerprint check of the state of
employment or licensing. Checks of the data in the remaining states and
territories would require separate fingerprint checks of each record system.
Yet, the technical hurdles that at one time made a consolidated national
fingerprint inquiry a practical impossibility are largely gone. The use of
automated fingerprint identification, live-scan and card-scan technology to
capture fingerprint images, identify criminal history records and transmit
these data to/from repositories is increasingly widespread. While the NFF
will helpto solvethislimitation, it does not appear to be acomplete solution,
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since many states may never become NFF members and even the NFF
process will not report a state record if the first set of fingerprints on an
offender has not been sent to the FBI. We recommend that a national effort
be made to identify and resolve legal issues, policy concerns, and resources
needed to enable a consolidated check of al repository records.

RECORD IMPROVEMENT RECOMMENDATION #7

) Develop arealistic assessment of the cost to achieve theserecord improvement goals.

EXPLANATION:

Inorder to guide budget requestsand fundingdecisions, it isvitally important
that an assessment of the costs of achieving these record improvement goals
becarried out. Thisassessment must consider not only theinitial federd and
state outlays required, but dso the extent to which fee revenues can be used
to defray ongoing costs associated with record improvement activities.

RECORD IMPROVEMENT RECOMMENDATION #8

(8 Develop a comprehensive ongoing data collection and research program by BJS that

includes:

(A)  study of the extent of automation and accessibility of state and FBI criminal
records;

(B) datacollection documenting the accuracy, completeness, and timeliness of state
and FBI criminal history records;

(C)  assessment of the completeness and timeliness of local agency criminal records
submissions to state and federal databases;

(D) trendsin state and national recordsquality indices, and

(E) monitoring statistical trendsin public and privatecriminal background checksin
terms of the types of records examined, the number and results of checks done,
costs, timeliness of responses, and other relevant factors.

EXPLANATION:

The information suggested for data development and research in this
recommendation is crucial to guiding decisions that need to be made
regarding record improvements and to measuring outcomes of record
improvement efforts, aswell as understanding the non-criminal justice uses
that are being made of the information.
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J. ADDITIONAL RECOMMENDATIONS
BACKGROUND

In addition to our recommendations for creating aconsolidated authority and standardized
processfor providing respons bleand accountabl e accessto FBI-maintained criminal history records
for non-crimina justice purposes, we believe Congress should consider the additional steps
discussed below:

ADDITIONAL RECOMMENDATION #1

@ Congress should consider whether employers that have suitability determinations made
by a governmental agency under Pub. L. 92-544 should also have the option of seeking
therecords under this authority.

EXPLANATION: Private employers who are having checks performed under Pub. L. 92-544
may wish to seetherecords even though asuitability review is being done by
agovernmenta agency. If they meet the conditions for access that non-92-
544 employers must meet under this new authority, it makes sense to adso
give them the option of seeing the records.

ADDITIONAL RECOMMENDATION #2

2 Congress should consider steps that would improve and create additional consumer
protections relating to name checks of criminal history records used for employment
purposes, such as:

(A)  Amending the FCRA to:

) require a consumer reporting agency, before reporting name-based
criminal history information along with finger print-based information to:

@ confirmtheaccuracy and completenessof criminal history records
obtained solely through a name-based search; or

(b) disclose the name-based information to the individual along with
the fingerprint information and allow the individual to challenge
the accuracy of theinformation beforeit isreported to the user.

EXPLANATION:  Consumer reporting agencies havethe option under section 613 of the FCRA
of simply notifying aconsumer that a public record has been reported to the
user, inlieu of having strict proceduresto confirm the record’ s compl eteness
and accuracy. Inlight of the additional procedural protections regarding the
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(if)

EXPLANATION:

(iii)

EXPLANATION:

(iv)

dissemination of fingerprint-based criminal history records recommended in
this report, Congress should consider whether name-based criminal history
information reported along with fingerprint-based information must be
confirmed to be complete and accurate or disclosed to the consumer before
being reported by a consumer reporting agency.

asan alternativeto subparagraph (i), requireaconsumer reporting agency,
whenever it is reporting criminal history information, to provide the
consumer the opportunity to see and challenge the accuracy of the
information beforeit isreported to the user;

To provide greater consistency in the opportunities consumers haveto verify
and challenge the accuracy of crimina history information before it is
provided to users, Congress may want to consider imposing the requirement
of giving consumers the pre-reporting opportunity to see the information in
all reportsof criminal records by consumer reporting agencies, regardless of
whether it is name-based or fingerprint-based.

requirenoticetoan individual by an employer prior to adver seaction based
on hame-based criminal history information obtained from public or non-
FCRA sources,

Some employers are now able to obtain name-based criminal history
information from public sources or non-FCRA sources, with or without the
knowledge of the individual, such as name searches of state repository
records or commercial databases on the internet that are aggregated for non-
FCRA purposes. Because such informationisnot from aconsumer reporting
agency, the employer has no obligation to provide pre-adverse action notice
to the individual. As a result, even though there are significant risks of
inaccuracy of such name-based data, the individual may never know that the
employer istaking adverse action based ontheinformation, whether accurate
or not. In order to provide more consistency in the rulesregarding the use of
criminal history records in employment decisions, Congress may wish to
consider whether employers obtaining criminal history record information
from non-FCRA sources should be made subject to FCRA adverse action
rules, including requiring pre-adverse action notice and an opportunity to
correct inaccuracies in the information.

establishing a choice of law provision providing that, where there is a
conflict between the law of thestate wherea record originates and thelaw
of the state of the employment, the consumer reporting lawsof the state of
employment should apply to reportsmade by consumer reporting agencies,
and

Section VI: Explanations — Additional Recommendations 134



The Attorney General's Report on Criminal History Background Checks

EXPLANATION:

(v)

EXPLANATION:

In order to avoid confusion about the reporting of criminal history
information by a consumer reporting agency that may be obtained from
sources other than a check under this authority, the same choice of law rule
used for record screening under the Compact and suggested under this new
authority (i.e., the state of employment) could be applied to consumer
reporting agencies making consumer reports under the FCRA containing
criminal history information.

if adopted, provide for the exceptions discussed in Screening Standards
Recommendation # 2(B); and

The FCRA currently restricts the dissemination by consumer reporting
agencies of arrest records more than seven years old for certain types of
positions. Inorder to provide consistency, if the exceptionsto thisrestriction
discussed in Screening Standards Recommendation #2(B) are adopted for
records obtained under this authority, they should be made generally
applicable to consumer reports under the FCRA.

(B) establishing national standards for courtsto confidentially maintain personal
identifiersin criminal case dockets and to allow access to those identifiers for
authorized purposes, such as record confirmations in connection with criminal
history background checks sought with the written consent of the defendant.

EXPLANATION:

Federal and state courts have recently been adopting rules limiting the
inclusion of personal identifying information about case parties, such astheir
dateof birth and Social Security Number, in case dockets. Theintent of these
rulesis to prevent the use of the information for identity theft. A possible
unforseen downstream consequence of this, however, is that background
screeners attempting to confirm the currency of arecord may not be able to
confirm a match of an individual with the court records. As noted above,
such confirmations are an important part of background screening. We
therefore recommend that Congress consider whether it should set national
standards for state and federal courts to maintain basic personal identifying
information about criminal case parties, and provide limited access to that
information for authorized purposes, such as criminal history background
check confirmations being done with the written consent of the individual.
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CONCLUSION

We have attempted with these recommendations to provide away forward in establishing a
system and process that allows broader private sector access to FBI-maintained criminal history
information. The recommendations seek to address the legitimate interest in reliable information
for criminal screening needs, while at the sametime protecting the privacy interests of theindividual
being checked. We also try to account for theindividual and socid interessin ensuring thefair use
of the information in order to both prevent unlawful discrimination in employment and minimize
any adverse impact that increased access could have on the successful reentry of ex-offendersinto
society.

Finally, we note again that whilewe relied on the public comments on the congressionaly-
defined factors in preparing this report, we did not seek public comment on the report’'s
recommendations. We, therefore, do not think of thisreport asthefinal word but rather asour effort
to contribute to the public debate on these questions. We fully expect that Congress will want to
receive additional input from the public as it considers possible solutions. We will continue to
answer gquestions and provide whatever support is hecessary as Congress considers how to address
these very important issues.
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APPENDIX 1

Federal Statutes Authorizing Fingerprint Checks for Non-Criminal Justice

10.

11.

12.

13.

Purposes

28 U.S.C. 8534 (2002) Note (federally chartered or insured banking industry and,
if authorized by a state statute approved by the United States Attorney General
(approval authority has been delegated to the FBI), state and local employment and
licensing).

42 U.S.C. 8 5119a (1998) (relating to providing care to children, the elderly, or
disabled persons).

28 U.S.C. § 534 (2002) (relating to the parimutuel wagering industry (horse/dog
racing)).

7 U.S.C. 88 12aand 21(b)(4)(E) (2000), (commaodity futures trading industry).
42 U.S.C. 8§ 2169 (2005) (nuclear utilization facilities (power plants)).

15 U.S.C. 8 78q(f)(2) (2004) (securitiesindustry).

49 U.S.C. 88 44935-44936(2003) (aviation industry).

49 U.S.C. 8§ 44939 (2003) (relating to flight school training).

28 U.S.C. § 534 (2002) Note (nursing and home health careindustry).

49 U.S.C. §5103a (2005) (relating to issuance and renewal of HAZMAT-endorsed
commercial driver license).

5U.S.C. §9101 (2000) (relating to federal government national security background
checks).

25 U.S.C. 88 3205 and 3207 (2000) (relating to Indian child care).

42 U.S.C. § 13041(1991) (relating to federal agencies and facilities contracted by
federal agenciesto provide child care).
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14.

15.

16.

17.

18.

19.

20.

21.

22.

42 U.S.C. 88 1437d(q) (1999) (relating to public housing and section 8 housing).
25 U.S.C. §4138 (1999) (relating to Indian housing).
25U.S.C. § 2701 (1988) (relating to Indian gaming).

42 U.S.C. § 13726 (2000) (relaing to private companies transporting state or local
violent prisoners).

8 U.S.C. 81105 (2001) (relating to visaissuance or admission to the United States).

Executive Order 10450, 18 Fed. Reg. 2489 (Apr. 27,1953) (follows5U.S.C. § 7311
(1966)) (relating to applicants for federal employment).

Pub. L. No. 107-188 § 201 and 212 (2002), 116 Stat. 594 (2002 (relating to handling
of biological agents or toxins).

46 U.S.C. 88 70101 Note, 70105, and 70112 (2002) (relating to seaport facility and
vessel security).

Pub. L. No. 108-458 § 6402 (2004) (relating to private security officer employment).
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APPENDIX 2

FBI Criminal History Record Checksfor Non-Criminal Justice Purposes

New legidative initiatives introduced since September 11, 2001 have contributed to an
increase in the number of requests for criminal history record checks. Prior to FY 2001, the FBI
processed an average of less than 7 million non-crimind justice requests per year. The FBI
processed in excess of 9 million non-crimind justice fingerprint cardsin FY 2005. Approximately
3.7 million fingerprint submissions were received from federd agencies, while approximately 5.9
million fingerprint cardswerereceived from non-federal entitiesin FY 2005. The FBI also produces
identification recordsin response to written requests by subjects as authorized by Department Order
556-73. The following chart represents the total workload by type of non-criminal justice receipt.

Finger print Submissions Received Name Sear ches
Fiscal e Federal Non-Federal De%a:rdtgent F;?deé;/;'ﬁ
2001 3,007,018 3,793,807 70,045 546,900
2002 3,511,996 4,886,782 89,073 434,611
2003 3,001,586 4,893,226 97,338 504,842
2004 3,270,108 5,104,686 118,587 325,681
2005 3,680,975 5,950,347 143,749 353,883

Entitiesresponsiblefor the payment of FBI user feesfor non-criminal justice criminal history
record checks vary by contributor. Both federal and non-federal entities have programs where the
contributing agencies are responsible for the payment. There are also federal and non-federd pass
through programswheretheindividua fingerprintedis responsiblefor the payment. Thefollowing
charts reflect the current non-federal and federal fee structure.
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CURRENT NON-FEDERAL USER FEE STRUCTURE
= /|
Basefee $16 NON-FEDERAL DIRECT PAYMENT AGENCIES
Surcharge $6 (A check with each card)
Handling $2
Non-federal, non-criminal justice, non-law enforcement applicant fingerprint
$24 cards.
$6 surcharge defrays cost for automation of fingerprint identification services.
$2 handling covers processing direct payments for each transaction.
Basefee $16 NON-FEDERAL DIRECT PAYMENT AGENCIES
Handling $2 (A check with each card)
$18 Non-federal, non-criminal justice, non-law enforcement applicant fingerprint
cards.
Thisfee rdates to the submissions of individuals applying to provide care to
children, the elderly, or disabled persons as defined in the National Child
Protection Act of 1993.
$2 handling covers processing direct payments for each transaction.
(Boys and Girls Club of America, PROTECT Act)
Basefee $16 NON-FEDERAL BILLING AGENCIES
Surcharge $6 (FBI bills contributor each month)
$22 Non-federal, non-criminal justice, non-law enforcement applicant fingerprint
cards.
$6 surcharge defrays cost for automation of fingerprint identification services.
Basefee $16 NON-FEDERAL BILLING AGENCIES
VOLUNTEER RATE
$16
Non-federal, non-criminal justice, non-law enforcement applicant fingerprint
cards.
Thisfee relates to the submissions of individuas applying to provide care to
children, the elderly, or disabled persons as defined in the National Child
Protection Act of 1993.
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CURRENT FEDERAL USER FEE STRUCTURE

_— T =——r
FINGERPRINT SEARCH

Non-criminal justice, non-law enforcement applicant fingerprint cards.
$18
Submission: Paper Fingerprint Card

Search: Name Search & Full Fingerprint Card Search
Response: Paper or Electronic

FINGERPRINT SEARCH

Non-criminal justice, non-law enforcement applicant fingerprint cards.
$16
Submission: Electronic Fingerprints

Search: Name Search & Full Fingerprint Search
Response: Paper or Electronic

MANUAL NAME SEARCH

$6 Submission: Paper
Search: Auto/manual indices check
Response: Paper

MRD NAME SEARCH WFINGERPRINT CARD FOR FILING

$4 Submission: MRD
Search: Auto/manual indices check
Response: MRD/paper

MRD NAME SEARCH

$2 Submission: MRD
Search: Auto/manual indices check
Response: MRD/paper

Resubmission of previoudy rejected submission (only 1st resubmissionis

No Charge no charge). Both federal and non-federal
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APPENDIX 3

Usage of Different Terms and Definitions Regarding Criminal History
I nfor mation

These definitions are from the CJIS Security Policy, 28 CFR 820.3, and the National Crime
Prevention and Privacy Compact (Compact):

Accessmeansthe opportunity to make use of anautomated information systemresource. The
ability to have contact with aterminal from which a transaction may be initiated. (CJIS Security

Policy)

Act means the Omnibus Crime Control and Safe Streets Act, 42 U.S.C. 3701, et seq., as
amended. (28 CFR §20.3)

Administration of Criminal Justice means performance of any of the following activities
detection, apprehension, detention, pretrial release, post-trial release, prosecution, adjudication,
correctional supervisgon, or rehabilitation of accused persons or criminal offenders. The
administration of criminal justice shall include criminal identification activities and the collection,
storage, and dissemination of criminal history record information. (28 CFR §20.3)

Attorney General means the Attorney Generd of the United States. (Compact)

Audit meanstheindependent examination of recordsand activitiesto ensure compliancewith
established controls, policy, and operational procedures, and to recommend any indicated changes
in controls, policy, or procedures. (CJ S Security Policy)

Audit Logging means the process of gathering and saving information in a written or
automated electronic form to record the session initiation and termination messages, logins and
failed login attempts, logout, file access or other various activities to include al forms of access
violations such as attempts to access data beyond the level of authorized access. (CJIS Security

Policy)

Audit Trail means achronological record of system activitiesthat is sufficient to enablethe
reconstruction, review, and examination of the sequence of environmentsand activities surrounding
or leading to an operation, aprocedure, or an event in atransaction fromitsinception to final results.
Thisincludes user login, file access, other various activities, and whether any actual or attempted
security violations occurred, legitimate and unauthorized. (CJ 'S Security Policy)
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Authorized Access means the ability to perform an authorized transaction from a CJIS
terminal device or having accessto CJIS data that is routinely prohibited by organizational policy
or law by satisfying the appropriate background checks, clearance and training. (CJIS Security

Policy)

Authorized User means an individual who has been appropriately vetted, holds a current
certification, and has been authorized to access CJISData. (CJIS Security Policy)

Background Check means a check of al appropriate information sourcesto include a state
of resdency and national 10-print fingerprint-based record check. (CJ S Security Policy)

CJI'S Data means data considered to be criminal justice in nature, induding images, files,
records, and intelligence information. FBI CJIS datais information derived from state or federal
CJISsysems. (CJ S Security Policy)

CJI S Network means a telecommunications infrastructure dedicated to law enforcement
usersonly. Theusage of such anetwork by noncriminal justice entitiesdictatesthat it be considered
asendgtive but unclassified non-secure network. (CJIS Security Policy)

CJI S Sysemsmeans the computer network infrastructure dedicated to criminal justice uses
that facilitates interfaces with the nationa CJIS Division systems. (CJ S Security Policy)

CJI S Systems Agency (CSA) meansaduly authorized state, federal, international, tribal, or
territoria crimina justice agency on the CJIS network providing statewide (or equivalent) service
toitscriminal justice userswith respect to the CJIS data from various systems managed by the FBI
CJISDivision. Thereshall beonly oneCSA per state or territory. Infederal agencies, the CSA may
be the interface or switch to other federal agencies connecting to the FBI CJIS systems. (CJS
Security Palicy)

CJI S Systems Officer (CSO) means an individual located within the CJIS Systems Agency
responsiblefor theadministration of the CJS network for the CJIS Systems Agency. (CJIS Security

Policy)

Compact means the National Crime Prevention and Privacy Compact set forth in section
14616 of thistitle. (Compact)

Compact Officer means -- (Compact)
(2) with respect to the federal government, an official so designated by the Director of the FBI; and
(2) with respect to a Party State, the chief administrator of the state’s crimina history record
repository or a designee of the chief administrator who is a regular full-time employee of the

repostory.
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Confidential Information means information maintained by state agencies that is exempt
from disclosure under the provisions of the Public Records Act or other applicable state or federal
laws. Thecontrolling factor for confidential informationisdissemination. Criminal History Record
Information (CHRI) is protected by federd legidation. (CJ'S Security Policy)

Confidentiality meansthe property that sensitiveinformationisnot disclosed to unauthorized
individuds, entities, or processes. (CJIS Security Policy)

Control Terminal Agency means aduly authorized state, foreign, or international criminal
justice agency with direct access to the Naional Crime Information Center telecommunications
network providing statewide (or equivalent) serviceto itscriminal justice users with respect to the
various systems managed by the FBI CJIS Division. (28 CFR 8§20.3)

Control Terminal Officer (CTO) -- Per achangeinbylaws, CTOisnow referredtoasaCJIS
Systems Officer. Seedefinitionfor aCJ'S Systems Officer. (CJIS Security Policy)

Council means the Compact Council established under Article VI of the Compact.
(Compact)

Criminal History Record Information means information collected by criminal justice
agencies on individuals consisting of identifiable descriptions and notations of arrests, detentions,
indictments, informations, or other formal criminal charges, and any disposition arising therefrom,
including acquittal, sentencing, correctional supervision, and release. The term does not include
identification information such as fingerprint records if such information does not indicate the
individual's involvement with the criminal justice system. (28 CFR 8§20.3)

Criminal History Record Information System means a system including the equipment,
facilities, procedures, agreements, and organizations thereof for the collection, processing,
preservation, or dissemination of criminal history record information. (28 CFR 820.3)

Criminal History Record Repository means the state agency designated by the governor or
other appropriateexecutiveofficial or thelegisatureto perform centralized recordkeeping functions
for criminal history records and servicesin the gate. (28 CFR 820.3 and Compact)

Criminal History Records means — (Compact)
(1) information collected by criminal justice agencies on individuals conssting of identifiable
descriptions and notations of arrests, detentions, indictments, or other formal criminal charges, and
any disposition arising therefrom, including acquittal, sentencing, correctional supervision, or
release; and
(2) does not include identification information such as fingerprint recordsif such information does
not indicate involvement of theindividud with the criminal justice system.
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Criminal Justice means activitiesrdating to the detection, apprehension, detention, pretrial
release, post-trial release, prosecution, adjudication, correctional supervision, or rehabilitation of
accused persons or crimina offenders. The administration of criminal justice includes criminal
identification activities and the collection, storage, and dissemination of criminal history records.
(Compact)

Criminal Justice Agency means. (28 CFR 820.3 and Compact)
(1) Courts; and
(2) A governmental agency or any subunit thereof that performstheadministration of criminal justice
pursuant to a statute or executive order, and that allocates a substantial part of its annud budget to
the administration of criminal justice. State and federal Inspector General Offices are included.

Criminal Justice Network means a tel ecommunication infrastructure dedicated to the use
by criminal justice entities exchanging crimind jugticedata. (CJ S Security Policy)

Criminal Justice Purposes-- See Administration of Criminal Justice. (CJIS Security Policy)

Criminal Justice Services means services provided by the FBI to criminal justice agencies
in response to arequest for information about aparticular individual or asan update to information
previoudy provided for criminal justice purposes. (Compact)

Criterion Offense means any felony or misdemeanor offense not included on the list of
nonserious offenses published periodically by the FBI. (Compact)

Degaussing means a method for purging operational and non-operationd magnetic data
storage media and is an aternative to physicd destruction of magnetic data storage media.
Approved degaussing equipment must have a minimum field strength of 1500 Gauss at the
degauss ng platform. Field strength is measured with agauss meter. (CJ 'S Security Policy)

Direct Access means having the authority to access systems managed by the FBI CJIS
Division, whether by manual or automated methods, not requiring the assistance of or intervention
by any other party or agency. (28 CFR §20.3)

Disposition meansinformation disclosing that criminal proceedingshave been concluded and
the nature of the termination, including information disclosing that the police have eected not to
refer amatter to aprosecutor or that aprosecutor haselected not to commence criminal proceedings;
or disclosing that proceedings have been indefinitely postponed and the reason for such
postponement. Dispositions shall include, but shall not be limited to, acquittal, acquittal by reason
of insanity, acquittal by reason of mental incompetence, case continued without finding, charge
dismissed, charge dismissed due to insanity, charge dismissed due to mental incompetency, charge
still pending due to insanity, charge still pending due to mental incompetence, guilty plea, nolle
prosequi, no paper, nolo contendere plea, convicted, youthful offender determination, deceased,
deferred disposition, dismissed-civil action, found insane, found mentally incompetent, pardoned,
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probation before conviction, sentence commuted, adjudication withheld, mistrial-defendant
discharged, executive clemency, placed on probation, paroled, or released from correctional
supervision. (28 CFR §20.3)

Executive Order meansan order of the President of the United States or the Chief Executive
of astatethat hastheforce of law and that i s published in amanner permitting regular public access.
(28 CFR 820.3)

FBI means the Federal Bureau of Investigation. (Compact)

FBI CJI SDatameansinformation derived from thenational CJISDivisonsystems. (CJS
Security Palicy)

Federal Service Coordinator means a non-Control Termina Agency that has a direct
telecommunications line to the National Crime Information Center network. (28 CFR 8§20.3). Per
achange in bylaws, FSC Agencies are now referred to as CJIS Systems Agencies. See definition
for a CJIS Sysems Agency. (CJIS Security Policy)

Fingerprint I dentification Records System or “FIRS’ means the following FBI records:
Criminal fingerprints and/or related criminal justice information submitted by authorized agencies
having criminal justice responsibilities; civil fingerprints submitted by federal agencies and civil
fingerprints submitted by persons desiring to have their fingerprints placed on record for personal
identification purposes; identification records, sometimes referred to as “rap sheets,” which are
compilations of criminal history record information pertaining to individuals who have crimina
fingerprints maintained in the FIRS; and a name index pertaining to all individuals whose
fingerprints are maintained in the FIRS. See the FIRS Privacy Act System Notice periodically
published in the Federal Register for further details. (28 CFR 8§20.3)

| nterface Agency meansany entity at federal, state, international, tribal or local levelswhich
has a direct or indirect communications link to the FBI CJIS Division's systems. (CJIS Security

Policy)

I nternet means a global system interconnecting computers and computer networks. The
computers and networks are owned separatdy by a host of organizations, government agencies,
companies, and colleges. TheInternet isthe present “information super highway.” (CJIS Security

Policy)

Internet Access means access to CJIS systems or CJIS data which requires data to be
tranamitted over the Internet. (CJ S Security Policy)

I nterstatel dentification Index Systemor “ 11 System” meansthe cooperative federal-state
system for the exchange of criminal history records, and includes the National Identification Index,
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the National Fingerprint File, and, to the extent of their participation in such system, the criminal
history record repositories of the states and the FBI. (28 CFR 820.3 and Compact)

Local Agency Security Officer (LASO) meansthe security point-of-contact (POC) for local
agenciesthat haveaccessto aCTA criminal justice network. This POC could also bethe Terminal
Agency Coordinator (TAC). (CJS Security Policy)

L ocal Area Network meansadatacommunications network spanning alimited geographical
area -- a few miles at most. It provides communication between computers and peripherals at
relatively high datarates and relaivey low error rates. (CJ S Security Policy)

L ogging meansthe process of storing information about eventsthat occurred onthefirewal,
hogt system, or network. This process creates audit logs. (CJS Security Policy)

National Crime Information Center or “NCIC” means the computerized information
system, which includes telecommunications lines and any message switching facilities that are
authorized by law, regulation, or policy gpproved by the Attorney Generd of the United States to
link local, state, tribal, federal, foreign, and international criminal justice agencies for the purpose
of exchanging NCIC related information. The NCIC includes, but is not limited to, informationin
the 111 System. See the NCIC Privacy Act System Notice periodically published in the Federal
Register for further details. (28 CFR §20.3)

National Fingerprint File or “NFF” means a database of fingerprints, or other uniquely
personal identifyinginformation, relating to an arrested or charged indi vidual mai ntained by the FBI
to provide positive identification of record subjectsindexed inthe Il System. (28 CFR §20.3 and
Compact)

National Identification Index or “NI1” means an index maintained by the FBI consisting
of names, identifying numbers, and other descriptive information relating to record subjects about
whom there are criminal history recordsin the Ill System. (28 CFR §820.3 and Compact)

National | ndicesmeansthe National Identification Index and the National Fingerprint File.
(Compact)

Nonconviction Data means arrest information without disposition if an interval of oneyear
has elapsed from the date of arrest and no active prosecution of the charge is pending; information
disclosing that the police have elected not to refer a matter to a prosecutor, that a prosecutor has
€l ected not to commence criminal proceedings, or that proceedings have beenindefinitely postponed;
and information that there has been an acquittal or adismissal. (28 CFR §20.3)

Nonparty State means a gate that has not ratified this Compact. (Compact)
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Noncriminal Justice Agency means a governmenta agency or any subunit thereof that
provides services primarily for purposes other than the administration of crimina justice. (CJS
Security Palicy)

Noncriminal Justice Purposes means uses of criminal history records for purposes
authorized by federal or statelaw other than purposesrelating to criminal justice activities, including
employment suitability, licensing determinations, immigration and naturalization matters, and
national security clearances. (Compact)

Party State means a sate that has ratified the Compact. (Compact)

Positive | dentification means a determination, based upon a comparison of fingerprints or
other equally reliable biometric identification techniques, that the subject of arecord search isthe
same person as the subject of a criminal history record or records indexed in the Il System.
| dentifications based solely upon acomparison of subjects names or other nonunique identification
characteristics or numbers, or combinations thereof, shall not constitute positive identification.
(Compact)

Remote Access means any access to the CTA network through a non-CTA controlled
network, device, or medium. (CJS Security Policy)

Residual CJI S Data means CJIS dataleft in storage (hard drive) after processing operations
are complete, but before degaussing or rewriting has taken place. Any data left in a file from
previous CJIS transactions that is not purged or encrypted is susceptible to unauthorized access, as
in the case of also having Internet access from CJIS terminals or workstations. (CJIS Security

Policy)

Sealed Record | nformation means -- (Compact)
(1) with respect to adults, that portion of arecord that is—
(A) not availablefor criminal justice uses,
(B) not supported by fingerprints or other accepted means of positive identification; or
(C) subject to restrictions on dissemination for noncriminal justice purposes pursuant to a
court order related to aparticular subject or pursuant to afederal or state statute that requires
action on a sealing petition filed by a particular record subject; and
(2) with respect to juveniles, whatever each state determinesisaseal ed record under itsown law and
procedure.

Secondary Dissemination means the re-dissemination of FBI CJIS data or records from an
authorized agency that has direct access to the data to another authorized agency. (CJIS Security

Policy)

State means any state of the United States, the District of Columbia, the Commonwealth of
Puerto Rico, and any territory or possession of the United States. (28 CFR §20.3)
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Statute means an Act of Congress or of astate legislature or aprovision of the Constitution
of the United States or of astate. (28 CFR §20.3)

Terminal Agency Coordinator (TAC) -- generally, meansthe primary point of contact at the
local level which servesasliaison betweenthe CJI S Systems Officer and thelocal agenciesthat have
accessto a CSA criminal justice network. The responsibilities afforded to the TAC may vary from
dateto state. (CJIS Security Policy)

Definitions applicable to the Compact Council’s Security and Management Control
Outsour cing Standards are published in the Federal Register, dated December 16, 2004.
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