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PREFACE 

If you plan to develop a criminal justice information system, this Ma:nual will to make 
your job easier. It unravels the maze of a seemingly complex process and will enable 
you to proceed directly toward the completion cf simplified, sequential tasks. It 
identifies for you the steps that you will need to go through during this process and 
offers various suggestions about how to best accomplish these steps. Time-tested 
methods of system development have been translated into the law enforcement context 
and supplemented generously with technical guidelines and sample documents actually 
used in developing law enforcement systems. 

Few undertakings rival the development of information systems for challenge, com
plexitY1 and opportunity. As administrators, you have the unique opportunity to direct a 
project which can improve information processing within your agency, increase staff 
productivity and, in many cases, benefit your colleagues across the nation. While it is a 
great deal of hard work, there is tremendous satisfaction in successful system 
implementation. 

Comput,er technology is dynamic and the development of automated systems an ongoing 
process. Since total effectiveness or perfect efficiency can never be realized, it is 
essential to continually reevaluate departmental objectives to identify needs for 
improved service delivery. The dynamics of technology, and complicated local, state, 
and Federal guidelines require vigilance by th,e police practitioner. This Manual 
provides the most important information about all phases of the system development 
process and can be an invaluable resource to programs that will be involved in the 
development of systems. 

System Dev,~lopment Guidelines: An lCAP Manual was developed by SEARCH Group's 
National Clearinghouse for Criminal Justice InflJrmation Systems as part of its role of 
providing technical assistance to ICAP projects across the nation. SEARCH Group, the 
National Consortium for Justice Information and Statistics, is a nonprofit corporation 
governed in the interest of the criminal justice community by appointees of the 
Governors of the states. SEARCH has been a pioneer in the exploration of computer 
technology for law enforcement, the courts, and corrections and is dedicated to the 
promotion of effective use of technology to benefit criminal justice. 

This Manual was produced with the assistance of several people who deserve special 
recogni tiona Appreciation is extended to Alvin Ash, Project Monitor, System 
Development Division, and Robert Heck, lCAP Program Manager~ Office of Criminal 
Justice Programs, Law Enforcement Assistance Administration, for their direction and 
support. Also, the following individuals participated in a working session with the 
National Clearinghouse and contributed greatly to the utility and quality of the final 
document: 
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ICAP Project Director 
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Statistical Analyst 
San Jose Police, CA 
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Portsmouth Police, VA 
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IC AP Program M ancrger 
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Gary Robertson 
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The graph reproduced on the cover was used by permission of MCPC SYSTEMS, 2344 
Nicollet Avenue, Minneapolis, MN 55404, (612) 870-3815. Copyright 1979. 
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INTRODUCTION 

The Integrated Criminal Apprehension Program (lCAP) is a sf?ructured approach to the 
management of police services. ICAP stresses the integra/non of all police service 
delivery functions and support activities. The backbone of the model is information. 
Since collection, collation, analysis, and dissemination of information provides the 
means by which all management decisions are made, more efficient handling of 
information increases the effectiveness of the police organization. Recognizing this, 
more law enforcement agencies than ever before are contemplating the development of 
systems, in one form or another. 

The ICAP Manual provides basic information about all aspects of the system develop
ment process. It provides a step by step approach to the development of systems, in 
addition to valuable references and examples geared \:)articularly to the police function. 
This information should go far toward helping to develop and implement efficient, 
model police/crime analysis programs. 

The ICAP Manual stresses the necessity of planning. The successful development of an 
information system requires careful planning and much effort. A charted path with 
specific timeframes and management review at each major phase is essential for 
project success. The project plan should encompass time, budget, and personnel 
requirements as well as a time schedule and priority fer all major tasks. While geared 
toward the automated system, the methodology presented in this Manual is equally 
applicable to the nonautomated operation. Hopefully, it will ease the process of system 
development, no matter what the environment. 

For ease of use, System Development Guidelines: An ICAP Manual has been divided 
into three parts. 

Part 1, "The System Development Process: A Conceptual Framework," provides a 
comprehensive description of the process of system development establishing the 
conceptual phases invol ved in establishing any law enforcement information system. It 
is written for the nontechnical audience unfamiliar with data processing. 

Part 2, "Tools and Techniques," introduces supplementary material for 
individuals interested in specific systems analysis and design approaches. While not 
highly technical, Part 2 is designed primarily for the analyst responsible for project 
implementation. It references Part 1 to clarify context. 

Part 3, "Appendicies," is the technical reference section of the !Vi.anual and may be us.eful 
during various phases of the system development effort. In addition to the presentation 
of technical guidelines such as security and privacy standards, Part 3 also provides 
sample documents that may be used as a model or guide during the contract process. 
This part of the Manual, like Part 2, was designed so that the reader may pick and 
choose among the materials needed for any particular development phase without first 
having to have read previous~ections. 
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This part of the Manual provides an introduction to, and a comprehensive description of, 
the process underlying the system development effort. It provides a conceptual 
framework for a system development project, yet is written for a nontechnical audience 
unfamiliar with data processing. In this pa.rt the reader is introduced to the six phases 
of system development: 

• Project Planning 

• System Investigation and Analysis 

• System Design 

• Procurement Cycle 

• System Development 

• System Implementation and Evaluation 

The successful implementation of an information system requires careful planning. It is 
an interative process of reevaluating agency goals, objectives, and operating pro
cedures. While many administrators assume that automation is the only way to increase 
the utilization of information, efficiency must be reallzed within the manual operations 
of the agency. The process presented in this part, while geared toward the automated 
system, is equally applicable to the nonautomated operation. 
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Chapterl 

PROJECT PLANNING 

1. THE IMPORTANCE OF PLANNING 

Every systems project, regardless of its complexity, reqJires toorough and reasonable 
planning: "thorough" in that each project phase is analyzed in advance to estimate 
budget and manpower requirements; "reasonable" because the resource limits associated 
with each phase strike an accurate compromise between best and worst possible cases. 

As Philip Metzger states in his highly regarded book, Managing A Programming Project, 

Too many programming projects are treated like mystery novels. 
You're ieft hanging by your iingernails down to the last climactic 
moment when it's suddenly clear which manager was the villain. 

The reason for the suspense is not a mystery: poor planning takes its toll again. Project 
plans are not carefully developed much less adhered to; completion schedules are 
slipped by weeks or months; commitments made to users or administrators are 
neglected entirely or altered dramatically. Users' confidence in the planned system 
becomes tarnished, while administrati ve support of the project team erodes with every 
missed milestone. Meanwhile, the increasingly frantic project manager often attempts 
to find a miracle cure for the project, which usually compounds the problem. 

In almost all cases, poor planning plays a significant role in the kinds of project 
complications and/or failures mentioned here. Once a project receives startup 
approval, everyone involved wants to see results. Programmers want to program, 
managers want to see deliverables. No one really wants to plan yet, in regard to system 
success, literally weeks could be well spent on planning, depending upon the size and 
scope of the project. 

2. THE SCOPE OF PLANNING 

The concept of scope is essential in planning a system development effort. The 
following is a broad outline of the phases which must be accounted for by the project 
manager in the planning process, and which should result in some of the documents 
listed after each phase • 

2.1 Investigatioo and Analysis Phase 

Chapter 2 describes the objectives and activities involved in the Investigation and 
Analysis Phase of a systems project. Problems are identified and analyzed 
thoroughly. Needs are measured, prioritized, and documented. Alternatives are 
examined. Without giving proper attention to this phase, which when combined 
with the design phase can amount to one-fourth or even one-third of the total 
project duration, a systems endeavor risks unpleasant future surprises. Require
ments could change midstream, as could problem statements and preferred 
alternatives. Comprehensive analyses during the Investigation and Analysis Phase 
should result in the early avoidance of these pitfalls. 
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The following types of oocu.ments srould be produced at the end of this Iflase: 

• Problem statement 

Report to management detailing the alternative solutioos and other 
findings of the study team 

• Design overview - preliminary notes 

2.2 Design Ph~e 

Chapter 3 presents techniques and concepts for good system design. fused upon 
the thorough analysis completed in the Investigation and Analysis Phase, the 
proposed new system sl-ould be conceptualized in as much detail as possible. Input 
from users should be utilized to ensure that a proper focus on the problem 
statement has been maintained throughout the design process. The final design 
specifications produced at the end of this phase should be sufficiently detailed to 
enable the programmer to develop coding specificatioos and begin coding in the 
next phase. If a computer procurement is required, the design specifications 
produced in this phase can also be used in the development of the Request for 
Proposal (RFP). 

The kinds of doOlments which would be produced during this Iilase might include: 

• Final Project Plan 

• 

• 
• 
• 

Design specificatioos summary for management approval (minimum 
detail) 

Design specificatioos for user approval (moderate detail) 

Design specifications for programmers (maximum detail) 

Draft Req..Iest for Proposal 

2.3 Procurement Cycle 

The Procurement Phase is another critically important process. When executed 
correctly, the set of procedures described in Chapter N will enable an agency to 
procure eq..Iipment which fully satisfies its current and future informatioo 
requirements at the lowest possible price. Because this phase usually results in 
contractual obligations for both the agency and the vendor, special attentioo must 
be paid to any documents produced. Whenever possible, legal counsel sl-ould be 
obtained for this purpose. 

The following documents will usually be produced during the procurement Iilase: 

• Final R eq..Iest for Pro pos al 
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Proposal Evaluation Criteria 

• Contract(s) 

2.4 System Development Phase 

A t the beginning of the System Development Phase (see Chapter 5), the 
programmers will take the detailed systems design specifications and convert 
them into coding specifications. The difference between the two documents is 
important to note. Design specifications describe exactly what a system or an 
individual program should do; coding specifications describe how they do it. 

Although they are commonly neglected because many programmers code directly 
from the design specifications, coding specifications serve several very important 
functions. First, they provide an excellent vehicle for review and analysis by the 
rest of the programming team to ensure that the baseline system design has been 
thoroughly understood and followed by programmers with unit or module respon
sibility. Second, they serve as a backup in case a programmer is replaced mid
program; it is easier for the new programmer to pick up the logic of a program 
from coding specifications than from the design specifications. Finally, the 
coding specifications are a vital part of the overall documentation plan, which 
will be discussed later in this chapter. 

The programmer will take the coding specifications and translate them into 
computer instructions which will then be tested in accordance with a specified 
plan and corrected or "debugged" as necessary. 

Documents which should be developed during the System Development Phase 
would include: 

• System Design Specifications 

• Coding Specifications 

• System Test Plan draft 

2.4.1 System Testing 

Once the programmers have finished coding the system, the System De
velopment Phase shifts into system testing. The system test is often 
neglected by the development team in their eagerness to deliver the system 
to prospective users. By this time the project may be behind its scheduled 
completion date; users and project managers alike are anxious to see the 
system in final operation. The system test is important for one primary 
reason: the system may still have "bugs". Programs which run correctly by 
themselves often fail or generate errors when linked to other programs. 

During system testing, a team of analysts and programmers should test the 
system for every possible transaction and/or condition with a temporary test 
file of data closely simulating live data. Many potentially embarrassing 
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oversights can be identified during this phase, as well as more serious errors 
which would drastically complicate acceptance testing, the next test cycle. 
Only after several error-free test runs, when the system test team is 
reasonably confident that they have corrected all the problems they 
encountered, should user participation in the acceptance test begin. In 
order to facilitate Acceptance Testing, 'the User Manual should be complet
ed in draft form. 

The conclusion of system testing should be marked by the completion of the 
following documents: 

• User Manual dr afts 

• Acceptance test plan 

2.4.2 Acceptance Testing 

During acceptance testing, the users have the opportunity to test the system 
and confirm to their satisfaction that it does what the analysts, planners, 
and programmers say it does. If a comprehensive system test was 
com~l~ted, the majority of t~e er:o.rs should have been eliminated. Any 
rem:=urung errors should .be IdentifIed and corrected during acceptance 
testing. Acceptance testing should follow a predetermined schedule until 
the users are fully satisfied, ie., until they "accept" the system. 

Any required changes to the system design are not automatically the 
responsibility of the programming team. The programmers have fulfilled 
their obligation by cocli.ng a system which meets the design specifications 
approved during the Design Phase by the users. If changes to the design are 
needed, as they invariably are, they must be fully documented and ne
g?tiated accor~ng to the provisions of the Change Plan, which will be 
disc~ssed later In this chapter. At the conclusion of Acceptance Testing, 
req.llred changes should be made to the Users Manual in preparation for 
system implementation and evaluation. 

Documents produced at the end of acceptance testing will include: 

• Final user's manual 

• Final system cbcumentation 

2.5 System Implementation and Evaluation Phase 

Chapter 6 discusses many of the technical and physical details which should be 
considered during the Implementation and Evaluation Phase. Conversion of old 
data. files to new formats may be reqJired. Parallel operations should be 
cO~Idered ~her~:the old manual procedures are maintained for a specified length 
of tim.e. untIl the~ew automated system gains user confidence and performance 
credibIlIty. Immediate, total replacement is also an option, depencli.ng on the type 
of new system (e.g., Computer Assisted Dispatch) and/or the quality of backup 
procedures. 
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An evaluation of the systems project should be completed during this phase. The 
evaluation should include an analysis of the project from a scheduling standpoint, 
noting problem areas and unexpected situations which arose. This hindsight will 
prove invaluable to the next project team, which may be able to avoid the same 
problems. In addition, the system itself should be briefly and objectively 
evaluated, assessing performance standards and gauging the degree to which the 
conditions contributing to the original problem statement have been reduced or 
eliminated by the new system. 

The System Implementation and Evaluation Phase will be completed when the 
following documents have been produced: 

• Project History - chronologIcal listing of milestone dates 

• Project Evaluation 

• System Evaluation 

3. THE PROJECT PLAN 

Perhaps the single most important effort to be undertaken during the life of a system 
development or transfer project is the creation of the Project Plan. Without a 
comprehensive plan, the most rudimentary systems project can dissolve into unforeseen 
chaos. 

Why is a Project Plan important? Because without defining the scope of the 
undertaking, the project reverts back to the "mystery novel" syndrome mentioned at the 
beginning of this chapter. Without thinking about possible problem areas, every setback 
will appear to be a crisis instead of a workable deviation. And finally, without making a 
reasonable attempt at scheduling, prioritizing, and estimating, the success of the 
project depends on one of the most elusive and undependable forces in life: luck. 

3.1 Developing a Project Plan 

There is no correct or incorrect method of developing a Project Plan--the only 
important thing is that it must be a written document rather than a verbal 
understanding or informal set of notes. It should be physically durable; three-ring 
binders are excellent since they easily accommodate revisions. The plan need not 
be excessively long and it should never be confidential. Quite the contrary, every 
member of the project team should have a copy. The entire purpose of the plan is 
to demystify the system development process and to familiarize management and 
team members with objectives and expectations. 

Creation of the Project Plan forces project managers to estimate time and budget 
requirements. It is important to note here that the plan should include not only 
those estimates, but equally as important, the assumptions on which estimates are 
based. The latter is critical for a meaningful plan. You may estimate six man
months for programming, based on the assumption that the programmer will be 
available to the project full time. If, in fact, he/she is only available half-time, 
your original estimate will require revision. Without documenting assump-
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tions, those types of necessary changes could be overlooked resulting in acutely 
backlogged projects. One other situation makes the estimate assumptions 
invaluable: the project manager quits or is dismissed. Without knowing how 
milestone dates were developed, the replacement project manager will suffer a 
diffiOllt learning phase, or worse, may make commitments based upon a 
misinterpretation of facts. 

The Project Plan is not impervious to revision or modification. Just the opposite 
should be true: the plan should be altered every time a significant change occurs 
in assumptions or cirOlmstances. It should be a dynamic, utilitarian document. 
Parts of it will never require alteration, such as the provisions described below for 
making design changes. Other secti9lls, such as timing estimates and task 
assignments, may undergo at least one rGvision. 

The sections listed below indicate the degree of detail which should be considered 
during the early project planning stages. Project managers should structure the 
Plan to fit the style of their organization as well as the scope of the system 
development, transfer, or modification effort. 

3.2 Organizing the Plan 

Each section of the Project Plan should be organized similarly, including a 
summary, a brief narrative discussion of relevant issues or considerations 
affecting that section, and a detailed subplan in outline or list format. Charts, 
graphs, and tables should be included dt the back of each section. Sections of the 
plan might include: 

• Overview 

• • Phase Plan 

• Organization Plan 

• Procurement Plan 

• Test Plan 

• Change Control Plan 

• Docum entati on Plan 

• Training Plan 

• Milestone Review and Reporting Plan 

3.2.1 Overview 

The Plan Overview should assume that the reader knows nothing about the 
prospective system. This, in fact, may often be the case, since new 
additions to staff or even new qtanagement will require project briefing. 
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The Overview should introduce the reader to the general scope of the 
project, including any historical background which is relevant to the current 
undertaking. It should then describe for the reader the different sections of 
the plan which follow. 

3.2.2 Phase Plan 

This is probably the most difficult plan section to develop and the most 
conspicuous. If no other attempt is made at planning beyond a detailed 
Phase Plan, the project will still have a reasonable chance of smooth 
execution. In this section, every phase of the project is defined, estimated, 
and as closely scheduled as possible, following the phase guidelines described 
in Section 2 of this chapter. 

The Phase Plan should be concluded with a milestones or Gantt chart which 
applies dates to the projected milestones and deliverables. This section 
should also include all assumptions influencing time and budget estimations. 
The need for a durable format and fluid approach will be reflected by this 
section since it will probably undergo the greatest number of revisions and 
alterations. In the absence of unforeseen disasters, however, most events 
influencing a project's natural life cycle can be reasonably estimated, thus 
limiting necessary revisions to a bare minimum. 

Estimating is probably the area where a nondata processing manager faces 
the greatest obstacles. Without firsthand experience, the novice must rely 
on the estimates of lead analysts and senior programmers to whom estimat
ing responsibilities have been delegated. A word of consolation: even the 
most proficient data processing professionals have not developed a sure-fire 
estimation formula or guaranteed technique. Every project and every 
s yst em is diff erent • 

Generally, it is much easier to estimate a project once the basic Design 
Specifications are completed. Once the complexity of the planned system 
has been defined, the tasks reqJired to accomplish the project objectives 
will become obvious. System functions will be individually listed and 
prioritized. Programs which support those functions will logically fall into 
related groups or sections. And finally 1 the routines and subroutines 
required in each of the programs can be identified. All of these quantifiable 
tasks should be identified for, or by, the Project Manager. From there, a 
rudimentary assignment of time values can be applied. 

Opinions vary on the number of lines of code a programmer can produce per 
day. On the average, however, it has been estimated that over the life of a 
typical system development or transfer proj'ect, a programmer will complete 
10-15 lines of fully tested and documented code per day. The projection of 
this figure over time for a complicated programming effort can appear 
staggering. Nevertheless, if in doubt when estimating the Programming 
Phase, remember Murphy's Law and Corollary ~'Whatever can go wrong, 
will, at the worst possible time" and "Murphy was an optimist") and multiply 
the estimated time by two. 
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3.2~3 Operation Plan 

Try to visualize the overall Project Plan as a set of transparent overlays, 
with each section adding to the framework established in the section before. 
In this context, the Operation Plan assigns staff resources to the tasks which 
were defined in the Phase Plan. These assignments can be general (by 
department) or highly specific (by employee). Regardless, this section is 
very useful because it identifies the inevitable shift in primary respon
sibilities as each project phase is initiated. When applied to the approxi
mate dates selected in the Phase Plan, user departments as well as 
programming and computer operations personnel can prepare for heavy 
time/equipment commitments. Clerical support can also be scheduled for 
the production of final reports, RFP's, design specifications, etc. 

3.2.4 Procurement Plan 

In the event that computer or consultant procurements are required during 
the system project, this section should briefly outline relevant policies 
and/or special procedures to be followed. Generally, the procurement cycle 
will not be initiated until the system design specifications have been fully 
developed. (Refer to Chapter 4.) 

3.2.5 Test Plan 

This section of the Project Plan describes the different types of tests which 
will be applied during the project, e.g., unit testing, system testing, and 
acceptance testing. Notation soould be made of any special equipment, 
forms, or personnel which will be required during each type of test. In 
addition, the minimum number of reqUired error-free test cycles soould be 
identified in the Test Plan. This point, if established clearly in advance, will 
combat pressure usually encountered by the Project Manager from users and 
administrators to accelerate the testing phases in order to gain lost time. 
Whenever possible, test plans soould not be altered or condensed. 

3.2.6 Change Control Plan 

It is very common to encounter changes in the basic system design during 
the project effort. These changes, if frequent and extensive, will add extra 
weeks or months to the project, depending on the extent to which the 
original specifications, have been programmed and tested. Inadequate 
Analysis and Design Phases are the most common causes of this debilitating 
project ailment. Some design changes, however, will be the result of new 
insight and will not only be necessary but highly beneficial. Regardless of 
their cause, design changes must all be handled according to a set of 
procedures identified in the Change Control Plan. Every project manager 
should consult with user representatives during the development of this 
subsection. Witoout becoming excessively complicated, the change control 
process soould be clearly defined addressing specifically the following 
questions: 
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• 
• 
• 
• 
• 
• 
• 

How will change requests be submitted? 

Who will investigate change requests? 

What types of changes can be excluded from the review process? 

Who will review the resul ts of change requests investigations? 

Where does the final responsibility for change approval rest? 

When does the user have the right to override change decisions? 

What priority should changes receive? 

c How will changes be documented? 

3.2.7 Documentation Plan 

Documentation is with:>ut a doubt one of the least popular project tasks; 
some programmers maintain that the need for extensive system docu
mentation is overrated. Do not believe the latter claim for a second. 
Comprehensive documentation is vital for the success of the project as well 
as for the eventual maintenance and modification of the installed system. 
The Documentation Plan will serve to clarify responsibility and deadlines for 
documentation products. 

Documentation need not be an overwhelming final burden to system analysts 
or programmers. In fact, a project which is properly organized can almost 
be self documenting to some degree: design specifications form the basis 
for general system documentation, while coding specifications should con
tain the basic information required for program documentation. 

Resist the temptation or the pressure to modify your Documentation Plan 
regarcttess of time delays, and never consider the system operational unless 
it is fully documented. Programmers who know the system inside and out 
can change jobs or retire. If the only documentation is inside their heads, 
subsequent program modification becomes a difficult task. In extreme 
cases, entire modules/programs could require recoding because the existing 
undocumented code might be undecipherable to a new programmer. 

The federal government, recognizing the importance of documentation, 
developed Federal Information Processing Standards - Publication 38 (FIPS 
PUB-38) to clarify documentation considerations. A copy of FIPS-PUB 38 is 
included in Part 3 and should be utilized during the development of the 
Documentation Plan. 

3.2.8 Training pf;)gram 

The scope and degree of necessary training soould be identified in the 
Project Plan for every major user or system support group. Field officers 
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will requite orientation to new forms, as will clerical and data entry 
personnel. Computer operations staff must also be considered in the 
Training Plan. 

A thorough Training Plan will designate the responsibility for training and 
will also identify required materials, equipment, etc. One point which is 
often forgotten is that training establishes attitudes as well as new routines. 
Haphazard training will result in inadequate data, poor habits, and bad 
attitudes. Users at the lowest level of the organization are often key 
elements in system success and/or failure. This should be kept in mind 
during the development of the Training Plan. 

Depending upon the extent and complexity of the system training required, 
training sessions soould be conducted in hour increments over an extended 
period of one or two weeks. All day sessions are usually disruptive to 
normal departmental routines. Consult with user management to determine 
optimum training group sizes, class hours, days of the week, etc. 

3.2.9 Milestone Review and Reporting Plan 

This section of the Project Plan is critical for the assessment of project 
progress, and is especially vital to the inexperienced Project Manager. This 
is the only way he/she will be able to identify problems, pitfalls, and 
potential disasters. For that reason, the Milestone Review and Reporting 
Plan deserves strict attention. It is linked closely to the Phase Plan because 
of the deliver abies identified and scheduled in that section. 

It is important to refrain from making ~very task a milestone. Metzger 
advises: . 

••• pick out those points in your schedule at which something 
truly significant should have been completed and at which 
some decision is to be made, e.g., continue, replan, get 
more resources. Further, base each milestone on 
something measurabl;!, otherwi!se you won't know when you 
get there. -

TyPes of poor milestones include percentage assessments: "Programming 
25% completed." You have no way of foretelling 'the future, and problems 
could set programming behind several months. Identify milestones which 
signify the end of a single or set of related activities, such as "Coding 
Specifications Completed for Module X". 

Determine a reporting schedule and stick to it. Weekly reports are the most 
common, and should probably be the smcll.est interval required. Anything 
less, such as daily reports, generate meaningless volumes of paper. Develop 
a reporting format find insist upon it from everyone submitting reports. 
Topics .which should be considered in addition to standard items such as 
"Accomplishments" would be "Current Problems", "Issues", "Questions", or 
''Potential Problems." 

The Project Manager must make a concerted effort to monitor all system 
events, both positive and negative; the Milestone and Reporting Plan can 
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facilitate this endeavor Identif wh 
typically report to their· first-lin: su eO :eports to ~hom. Programmers 
comments and report to the Projec/ rJvlsors, who wI.ll then condense the 
Supervisor Who buries a smolderin anag~r. Caution: Beware of the 
itself. Periodically request to see g a1f~~lemt m ,th~ h~pe that it will correct 
level programmers analysts and - por s, mc udmg those from bottom 
rude shock than dis~overing ~fter r~~:rvrne:~~~~~~i~e~. " There is no more 
that the milestone is actually three weeks behind. e u e reports for weeks 

4. CONCLUSION 

The ease with which a system " t ' ~. . , 
effort devoted to planning. sE~~~cC r~'eConCi'I~~e~ relates dIrectly to the amount of 
comp~ehensive planning will e1imin~t: c~r~l~s;I~1 -==~counter d:l~ys, and difficulties; 
unaVOIdable problems. Furthermore wh ' un ers and mmimize the impact of 
an "after the fact" reconstruction olproJ~e:tPlanntm? slt~ps are documented, the need for 

~ rna erla s IS greatly reduced. 

Finally, every systems project is to var in d ' , 
the most experienced data roc~ssin ; g ~grees, a Journey mto the unknown. Even 
law, in available staff reso!ces, in : ~n~fe~SI?nal, cannot 'predic'~ sudden changes in the 
of those changes could significantly gim ~ t bJecdtives, or m publIc sentiment. Anyone 
proper planning, however, even an admi~i~ ~ evelopment or transfer effort. With 
established alternatives and guide the pro' trat or new to data processing can rely on 

Jec 0 a successful conclusion. 
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Chapter 2 

SYSTEM INVESTIGATION AND ANALYSIS 

1. INTRODUCTION 

Criminal justice administrators experience a wide range of problems with their records 
systems. These problems can often present the most potentially damaging situation 
that an administrator must confront. This is because the records function has far 
reaching impact throughout the entire agency and beyond--into associated criminal 
justice agencies at the local, state and, Federal levels. 

Such problems as excessive field reporting time, record room backlogs, tardiness in 
filing required state and federal reports, deficiencies in report data capture, missing 
report copies, and lack of thorough, timely information for effective decision-making 
are common. They all can have a direct effect on police management as well ~jS on 
citizens, investigators, prosecuting attorneys, court administrators, and data proc.essing 
personnel. 

The administrator must recognize complaints in these areas as symptoms of specific 
deficiencies somewhere in the overall system. Because of the penetrating effect of 
records system problems on the entire organization, such evidence must be traced to its 
real cause to permit initiation of suitable remedies. 

Any examination of records system problems should be carried out in a two-phased 
approach. The first step is a preliminary investigation of how the present system is 
working, the nature of the problems being experienced, and the need for and cost of a 
more extensive analysis. The second step, if necessary, involves the planning and 
undertaking of a detailed system analysis. This chapter discusses these first two steps 
for a records system project. Since this Manual addresses agencies of various sizes and 
degrees of complexity, not all of the material contained herein will apply in all cases. 
However, agency administrators should follow the general approach detailed in this 
chapter whether their need is to correct deficiencies in an established system, design a 
new system, transfer an existing system, consolidate with other agencies, or prepare for 
future automation. This approach permits the correct identification of problem areas 
and establishes the foundation for appropriate future action. In this context, "system" 
refers to the functional workings of a department or agency, not necessarily com
puterization. 

2. THE PRELIMINARY INVESTIGATION 

While administrators can easily recognize the symptoms of records processing problems, 
they may have greater difficulty identifying the actual source of those problems. In 
order to establish a proper perspective, they must first determine exactly how their 
present system works. The preliminary investigation is designed to: 

• Develop full understanding of the present records system 
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• Identify the true natlre of the problems 

At the end of a preliminary investigation, administrators should be able to determine: 

• Whether the symptoms they observed or the complaints they heard ac
curately reflect the system problems 

• The amount of time and money re q.Ii red for a detailed system analysis 

• The benefits which srould accrue to their agency, associated criminal 
justice agencies, and to the public if identified problems are solved and the 
records system is improved 

2.1 Initiating the Preliminary Investigation 

The administrator can initiate the preliminary investigatioo by either assigning a 
staff member or by hiring an outside consultant to undertake this task. Regard
less of who is chosen to do the work, the administrator should take three actioos 
preceding any acti vity by the assigned investigator. 

1. Give written notice to all perscnnel that the investigatioo is to take place. 
This memorandum srould explain the purpose, scope, and the identity of the 
individual(s) chosen for the project. If an outside consultant is hired, that 
person should be provided with a letter of authority to conduct the 
investigatioo • 

2. Solicit cooperation from all personnel. Publicize the project as much as 
possible. MAKE YOUR PURPOSE KNOWN. By informing everyone of what 
to expect and by "demystifying" the investigatioo, you do much to allay the 
fears of employees who may misjudge the intention of the project. 

3. Select a due date for a written report and, if deemed appropriate, a formal 
oral presentation of the findings by the investigator. 

2.2 Cmducting the Pre1imirary Investigatim 

The assigned analyst, with the approval of the agency administr.ation, should 
determine the scope of the preliminary investigatioo and the resources req..lired to 
accomplish the objectives of this phase. Major steps in the preliminary investiga
tion include: 

CD Determining how the system works 

• Locating key problems 

• Determining need and cost of a detailed system analysis 

• Reporting to management 

14 

'"~-k=====-~1~/--~---------------
:~-

_____ "_""< _____ , -"'=t~~_" _~--__ :=_"-==~~~'''''''. "==-==.=,.,",_=,~=.,~= ... _. ___ ", 
. " 

• i' ". . ,-
" 

" 

'. 

/~ I • 

, I 
/ 

2.2.1 Determining How the System Works 

The system should be examined by direct oooervation and by interviews with 
k~y personne,l. Only the f!1ain informatioo flow srould be examined at this 
tll!l~; analYSIS o~ subroutines and minor deviations should be kept to a 
mirumum. InterViewing should be limited to personnel at the supervisory or 
manage,ment .level who are knowledgeable about the operation of their 
respectl ve umts and who are aware of intraagency system requirements. 

2.2.2 Locating Key Problems 

:rhe preliminary examin:\tion will reveal major system problems and will 
Ide~t!fy t,hose "York stations, personnel aSsignments, procedures, and system 
defioenaes which contribute to the identified problems. 

2.2.3 Determining Need and Cost of a Detailed System Analysis 

The, a~alyst must decide whether the problems uncovered during the 
prelimInary e:mm inati on warrant the expense of a more detailed study. Any 
recomm,endation to proceed with a further study should be accompanied by a 
cost estImate of the personnel, equipment, and time req..lired for the task. 

2.2.4 Reporting to Management 

A ,~itt~n ~reliminary investigatioo report srould be presented to the 
Criminal Justi~e agency administration by the due date agreed upon. This 
report srould Include: 

• 
• 
• 
• 
• 

• 

The scope of the investigation 

A ,listing of personnel interviewed 

A description of the system 

An identification of major problems 

A recommendation whether or not to proceed with a detailed 
system analysis 

~ cost estimate (if needed) to proceed with a second investiga
tive phase 

2.3 Management Decisims Based on the Pre1imimry Investigatim 

The, a~minis~rator ,mu~t be able to answer a major question at the end of the 
prelImInary I~vestlgatIon: are the problems which have been identified severe 
enough to Justify the cost of an extensive analysis of the system? This judgement 
may be made s(llely by the administrator or with the help of key advisors. 
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While the decisioo can be made strictly on the basis of the investigator's written 
report, it is usually more helpful to request an oral presentation of the findings 
and recommendations. In this way, questicns can be asked, ambiguities clarified, 
and fUrther information obtained. 

In weighing the investigator's recommen dati oos, the administrator srould consider 
several factors: 

• Investigative bias - If the investigator was an agency employee, the 
recommendations may be affected by his/her prior assignments, past 
work experience, or loyal ties to personnel working in affected sub
units. If the investigation was done by an outside consultant, bias may 
be created by a desire for additiooal work. 

• 

• 

Cost of detailed system analysis - The investigator's estimate of costs 
for conducting a more detailed study should be carefully analyzed. 
The benefits of spending money for this project must be weighed 
against other essential agency budgeted costs. 

Expected resul ts - The anticipated results of a more detailed system 
study should be carefully considered in light of long-range benefits to 
the agency, to the crimiral justice structure of which the agency is a 
part, and to the public. 

When making a decisicn, the administrator srould resist the temptation to res 01 ve 
the immediate problems uncovered in the preliminary investigation, a practice 
commonly known as the "fire-fighting" approach. &.tch a procedure resul ts in a 
patched system that does not consider the relationship of the problem to the total 
system and its progressive effect on extended systems. If the problems are 
troublesome enough, if the cost of making a more thorough investigation can be 
absorbed, and if the expected results will be a smoothly functioning system, 
approval should be given to conduct the detailed System Analysis. 

3. PLANNING THE SYSTEM ANALYSIS PHASE 

The purpose of the system analysis is to determine the extent to which problems affect 
system objectives, and to identify all fea.sible solutions to trose problems. The analysis 
will build and expand upon the work done in the preliminary investigation phase. A 
successful analysis will result in a management report that disQJsses alternative 
solutions and recommends the best. Steps in planning the system analysis phase include: 

• Forming a user's group 

• Stating the purpose of the analysis 

• 
• 
• 

Selecting an analyst 

Pciblicizing the project 

Requiring a management report 
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3.1 Forming a User's Group 

An advisory group of system users should be formed to assist the analyst in 
investigating the system and to provide guidance during the subsequent phases of 
system design, development, implementation, and evaluation. A well-balanced 
user's group would include representatives of each major department. within an 
agency as well as individuals from related agencies which provide input to or 
receive output from the system. Group members should be chosen for their 
interest in and knowledge of system objectives, resources, problem areas, and 
constraints. They should be dynamic individuals as the: user's group will carry the 
project through to fruition. Sufficient time should be allotted for user group 
members to attend meetings, conduct research, and write necessary reports. 

The importance of a user's group should not be underestimated. Generally 
speaking, information systems can be "made or broken" at the user level. Users 
are responsible for the integrity of system input, for important clerical functions, 
and for the smooth, cooperative daily operation of any manual or automated 
system. They are also an invaluable source of information regarding potential 
errors, bottlenecks, and combinations of condition.s which could impact many 
processing steps. Without their support, the system analyst loses a vital ally. 
Through the creation of a productive user's group, important contributions can be 
made to either the improvement or development of an information system. 

3.2 Stating the Purpose of the Analysis 

The first task of the user's group is to define the basic purpose and objectives of 
the system analysis. This is necessary to provide both a sense of direction and a 
basis for reviewing the progress of the undertaking. Since the analysis is built on 
the work accomplished in the preliminary investigation, the findings of that 
earlier study can be the basis for stating the problem areas which must be 
investigated in gr~later depth. Examples of overall objectives would be to identify 
ways to: reducetlerical costs by improving the methods of data acquisition and 
processing, simplify the report flow with a higher degree of accessibility, and 
permit more timely decision-making by mid-level and upper-level management. 

3.3 Selecting an Analyst 

The analyst may be the same person who conducted the preliminary investiga.tion, 
or another agency employee or outside consultant. Besides a knowledge of 
criminal justice information systems, analysts should be chosen for their ability to 
work harmoniously with a user's group and current system employees, and their 
ability to develop ideas for future developmental efforts. 

3.4 Publicizing the Project 

Once the membership of the user's group and the selection of the analyst has been 
determined, efforts must be made to publicize the project and familiarize agency 
employees with the goals and objectives of the study. The same steps taken at 
the start of the preliminary investigation (Section 2.1) must be repeated for the 
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system analysis phase. Again, it is very imJX>rtant to explain the purJX>se of the 
analysis activities to everyone. A greater number of individuals will be affected 
in some way by the system analysis phase, and by neutralizing imagill3.ry threats 
or fears the analysis can proceed in a relaxed, supportive atmosphere. 

3.5 Recpiring a Management Report 

At the beginning of the system analysis phase, a date srould be selected for the 
completion of a written report to management. In addition to the written report, 
the analyst should be permitted to make a formal presentatioo stnnmarizing the 
work accomplished, the findings, and recommendations. 

4. CONDUCfING .THE SYSTEM ANALYSIS 

When preliminary planning for the system analysis has been completed, the analyst and 
the user's group should determine the major tasks required to accomplish the objectives 
of this phase. In additic:n, a workchart sl-nuld be prepared to facilitate the assignment 
of individual tasks and identify appropriate milestones. Major steps in the systems 
analysis include: 

• Defining system objecti ves 

• Determining present system capabilities and resources 

• All3.lyzing needs 

• Determining resource requirements 

• Assessing procurement options 

e Determining the best system 

• Reporting to management 

4.1 Defining System O~ectives 

The major goal of a good informatic:n system is to provide useful information to 
legitimate users in a timely and efficient manner. When defining specific system 
objectives, consideration should be given to the following: 

• Identification of all system users - Crimill3.1 justice informaticn is used 
by various subdi visions within an agency, agency administrators, 
research personnel, and by related criminal justice agencies at the 
local, state and federal levels. 

• Cataloguing user needs and the various ways they utilize the inform
ation - This assessment includes the use of data for operatiors, crime 
analysis, management, statistics, and research. The listing should 
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trace only essential information; data which are considered "nice to 
know" should be excluded at this point. 

External constraints on the system - A determination must be made of 
the retention and purging requirements, privacy and security regula
tions, and other constraints related to interfacing with other systems. 

4.2 Determining Present System Capabilities and Resources 

Once user needs have been established and the external system constraints have 
been identified, it is necessary to determine the capability of the present system 
to deliver the type and quality of service required. System capabilities can be 
determined by: 

• Interviews 

• Questionnaires 

• Observing the system 

• Flowcharting 

• 
• 

Gathering sample forms 

Gathering all system directives 

4.2.1 Interviews 

While interviews during the preliminary investigation phase were conducted 
at the management and supervisory level, interviews must now be conducted 
at the clerical level with paper processors, coding clerks, data entry 
operators, and report distributors. The purpose of these interviews is to 
obtain detailed information about the operation of the system from the 
people who make it run. Interviews should be well planned and scheduled. 
Information from the interviews must be carefully recorded, collated, and 
analyzed. Key points for effective interviewing success can be found in 
Part 2 of this Manual. 

4.2.2 Questionnaires 

Questionnaires may also be used to obtain necessary information. Since 
many criminal justice personnel work night shifts and weekends, it may be 
necessary to obtain information by the questionnaire approach. One of the 
most important tasks involved in this method of information gathering is the 
identification of desired data and the resultant wording of questions. It is 
imperative to know exactly what kind of information is sought so that the 
questions will be precise and unambiguous. Guidelines for success in 
questionnaire development and administration can be found in Part 2, 
Interviews, of this Manual. 
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4.2.3 Observing the System 

The best way of finding out how a system works is to see for yourself. The 
flow of paper from input to output should be traced and documented. By 
doing this the analyst can identify each step in ~he process and t~ cost of 
each function. This task will be more successful!f the anlayst considers the 
following: 

• Decide on your purpose - It is impossible to observe everything. 
The analyst must decide in advance which procedures and tasks 
to monitor and which to exclude. In this way, attentioo will not 
be diverted to those tasks and procedures which are not per
tinent to the analysis. 

• Select times for observing which will reflect tyPical staff 
behavior - For example, the work of a law enforcement com
munication section differs radically if viewed at 11 p.m. on 
Friday night or at 6 a.m. on Sunday morning. 

• Ensure objectivity - Attempt to be objective, impartial, respon
sive to new ideas, and free of prejudice concerning the events 
and individuals to be observed. 

• Be unobtrusive - The work of the system must go on without 
undue disruption from the analyst. Workers should not be 
constantly distracted by having to an~wer questioos. Key points 
for success in the system observation task can be found in Part 
2, Interviews, of this Manual. 

While studying the information flow throughout the department, watch 
specifically for "bootleg" records or files which the staf~ have unofficially 
established for their own use. These bootleg records and flles, as well as the 
information acquired from meetings or phone calls, are not part of the 
official paper flow, but they often tell much about the true informational 
needs and capabilities of the department. Some of these unrecorded 
communications are just unnecessary duplication caused by mistrust of the 
records system, and may indicate severe deficiencies in the present system. 
A thorough study can often reveal opportunities for simplification, com
bination or even eliminatioo of informatioo that is being collected. 

It is important when identifying potential functional applications for any 
new system to focus attentioo on necessary activities rather than on the 
organizational sections in which they occur. This will foster the develop
ment of a system that can withstand future organizational changes, such as 
dissolution of departments, restructuring of divisions, or the creation of new 
organizational sections. 

4.2.4 Flowcharti ng 

When the analyst has developed sufficient informatioo about the current 
system, a series of flowcharts should be drawn to pictorially represent it. 
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Such flowcharts show the sequence of operations within each department 
the tasks performed at each work station, and the movement of document~ 
between departments. 

4.2.5 Gathering Sample Forms 

Cop~es of, all forms used in the system should be obtained, together with 
perti,nent mformation regarding their utility. Most of these forms can be 
obtamed from the individuals, who explain the system to the analyst. 
However, the forms gathered m this manner should be checked with the 
pers~n or unit charged with the forms control responsibility. In this way, 
speCial use forms! temporary forms, newly designed forms not yet in the 
~ystem, ~nd duphcate forms can be added to the collection. Additional 
mf~rmatlOn WhiCh should be collected about forms includes: number of 
C?PI~S ~ade, usage, reorder points, existing stock, originating point and 
dlstrlbutlOn. , 

All of the d~cuments and fqrms used by the agency should be evaluated in 
~erm~ o~ their content and usefulness. This can be accomplished in part by 
Identlfymg those data elements necessary for effective operational and 
managemen~ decision-making within any division. You may find that some 
forms contam too much or too little information, inappropriate information 
for, that department's needs, or duplicate data which may already be 
available on some other form. Consolidating forms and structuring their 
flow can often s,ave an untold number of personnel hours. 

4.2.6 Gathering All System Directives 

A copy ,of all directiyes or procedures governing the current system should 
be ,o~tamed. These mclude agency orders, department or unit directives, 
trammg procedures, and shift ,supervisor's memos. All directives which 
affect the system are of particular interest, including personnel orders 
forms control procedures, and equipment operating instructions. ' 

Directives and procedures should be analyzed to determine whether they 
address, all asp~cts of ,the system, if there are any conflicting, overlapping~ 
or ~~blg~OU~ m~tructlOns, and whether they are currently applied. All 
defiCienCIes m thIS area should be noted and included in the final report. 

In add~tion to, i~entifying current system capabilities, it is also helpful to 
determme the hmits of present resources. These resources consist of: 

• 

• 

~ersonnel -, Identify c~r~ent sta~f by job category and percentage of 
tIme committed t~ eXIstmg serVIces. Also consider special interests 
?f employees; for mstance, those individuals who might be interested 
m computers. 

Eguip~ - D~termine how each piece of equipment is being utilized 
and the potential of each. Pay particular attention to production 
peaks and valleys as well as total utilization. It might be that certain 
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eqJipment is only utilized sixty percent of the time per month, but it 
is used eighty percent the first two weeks and twenty percent the last 
two. 

Facilities - Evaluate present floor space, power and environmental 
capaci ties, and the extent to which they are cu['rently being utilized. 
AlsQ consider any upcoming changes or the potential to change any 
facility. 

~port Services - Identify the current req..Iirements for warehousing, 
phone services, clerical services, and supplies. 

4.3 Analyzing Needs 

Once objectives have been clearly identified and current system capabilities and 
resources have been assessed, a determin.<!.tion of current and future needs can be 
made. By comparing system objectives and existing capabilities, the following 
determinations can be made: 

• 

• 

Which Existing FU1ctions Could be Replaced - If the implementatioo 
of a desired objective would eliminate all or part of an existing 
procedure, there would be an increase in current capabilities in direct 
proportion to the displaced service. For example, automating the 
UCR report function obviates the need for manual daily tallies and 
monthly recap5, thereby saving considerable clerical time. 

Which Existing Functions Could be Modified - When an objective 
affects current services, it will most likely change current capability 
reqJirements in a gi ven area. For example, a change from keypunch-
ing to direct entry of crime reporting information eliminates the 
interim coding step while increasing the validity of the information. 

• How Existing Resources Can Best be Utilized - Once you have an 
adjusted picture of current capabilities, you can determine how 
existing resources can best be utilized and what additional resources if 
any are required to attain all of the stated objectives. 

• Which Resource is the Major Coostraint - To formulate an accurate 
picture of the resourCe requirements, it is important to determine 
which type of resource represents the major constraint for any gi ven 
objective. The constraint could be lack of sufficient personnel, 
current eqJipment limitations, lack of specialized equipment, or the 
implementation of a higher priority objective. 

There is an important point that srould be kept in mind while conducting the 
needs analysis: the concept of convenience vs. input/storage cost. The need for 
any gi ven piece of information srould be weighed against the .s2§! of in[AJt and 
storage of that information. For example, if the information is needed in only 1 
out of every 5,000 cases, it is impractical and uneconomical to enter it in the 
computer; it can be accessed manually. However, if immediate access to the 
information is critical to the safety of an officer, the urgency of need outweighs --
the frequency of use. 
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Several tools can be used to clarify system needs. Two different types of needs 
assessment .cha:ts should be pro~uced. The first is a priority listing of all 
pro~os.ed obJect~ves. The relatIve Importance of each objective can be illustrated 
~y ~Ist1Og them 10 order of ~riority, from highest to lowest. The second chart is a 
lIs~mg. of all .proposed objectives by capabilities. The list starts with those 
ob~ect~ves WhIC~ can. be accomplished with present resources, the remaining 
obJe~tIves are ~Isted .m order accor~i~g to the degree of additional resources 
re~~Ired fo: t~eIr attamr;tent, from mmimum to maximum. Both charts should be 
utIlIzed: It IS ~ot adVIsable t~ an.alyze objectives which have been ranked in 
resource order wIth~u.t also considermg what level of priority they assume within 
th~ system. In addItIon, these charts should include those mandatory objectives 
whIch have been mandated by law or other regulations. 

The development of the charts aids in the formulation of a comprehensive picture 
of the. needs assessment, and can then be used for intelligent decision-making 
:egardmg a~ agency~s p.riori~ies and resources. They also contribute to the 
ImplementatIon of ObjectIves m a logical and reasonable sequence. 

4.4 Determining Resource Requirements 

Each func~ional objec~ive identified in the system analysis should now be analyzed 
to determme t~e reqUIred r~~o~rces including both developmental and operational 
personnel, . equI~ment, f~cIhtI.es or overhead, and supplies. Although there 
prob~bl~ WIll be mterreiationships between two or more objectives and/or existing 
a~plIcatIons~ each .may have its ow~ resource requireme-t~ts. Specific dollar costs 
WIll fall baSIcally mto two categories: variable costs and fixed costs. Variable 
costs tend to r7act prop?rtionally to volume changes and therefore are affected 
most by such thI~gS .a~ crIme volume. Fixed costs tend to be more stable and will 
only respond to SIgnIfIcant volume changes over a long period of time. 

Variable costs to consider include: 

• Clerks.- The cost of clerks should be based on the total annual 
productIve hours necessary per application times an average hourly 
rate (plus fringe benefits). 

• Clerk Supervision - A supervisor's salary should be included if the 
workload requires more than three clerks. 

• Forr~s a!1d Documents - These costs should be figured for each specific 
applIcatIon as well as the additional costs incurred for new objectives 
or modifications to current procedures. 

• Data Storage - The costs to consider here could be either file cabinet 
space or .the cost of computer storage space to maintain the informa
tIOn on-Ime. 

• Computer Processing - In an automated environment, this would be the 
an~ual cost of time utilizing the computer's control processing unit. 
ThIS. could b~ broken down into the. enteri~g, updating, and accessing 
the mformatIon, plus the costs assocIated WIth report production. 
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Fixed costs to consider include: 

\\ 

• Administration - The management personnel time necessary to ac
complish each objective. Also included would be the cost of specific 
operational personnel nec..:essary for each task. 

• 

• 

• 

o 

Training - The cost of training staff on new procedures or forms. 
Often this will he necessary for many neW applications and the costs 
of personnel time and training could be divided among them. 

Travel - Any trips necessary for the implementation or transfer of new 
applications need to be considered. 

Office Equipment and Supplies - The initial cost of supplies and all 
equipment for the implementation of any objective. 

Hardware/software - Any costs associated with the procurement of 
automated data processing equipment and applications. 

Terminals and Lines - Any costs associated with the installation and 
purchase/lease of terminals, printers, and/or communication lines 
should be accounted for by application. 

Contractual Expense~ - Any costs associated with the system study, 
procedures analysis, software design or modification, system transfer, 
or forms design which will be a direct result of the implementation or 
change of any application or objective must be accounted for. 

4.4.1 Ranking Objectives 

Once the necessary resources have bean identified, the objectives should 
then be ranked in order of priority determined by the agency's needs. These 
needs can fall into four basic categories: 

Ii Required - Where Federal, state, or local regulations require a 
new service or a modification to an existing s~rvice. An 
example of this would be a mandated change in Uniform Crime 
Reporting. 

• Critical - Where inadequate procedures or the lack of automa
tion is a serious detriment to the efficient functioning of the 
agency. This could be a dispatch system that is unable to handle 
peak workloads. 

• Significant - Where the development or modification of an 
application would produce a significant improvement in an 
agency's functional capabilities. Examples of this might be 
better management information or crifne analysis data. 

• Desirable - Where the availability of automation or modification 
of an existing service would result in an improvement, but lack 
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of action would not seriously affect the agency's overall opera
tion. This could be the implementatioo of micrographics or an 
evidence control application. 

4.4.2 Costing Concepts 

When determining resource requirements and analyzing current capabilities, 
there are three important costing concepts that must be considered. These 
are: 

• 

• 

• 

Cost avoidance - Where a new application or system results in 
increased efficiency or productivity without an increase in 
personnel and/or equipment under the present system. For 
example, due to an increasing workload it might be necessary to 
hire one additional clerk with supporting desk, chair, typewriter, 
etc., for the present system. With a change in the present 
system, the additional clerk might no longer be necessary, 
thereby avoiding the associated costs. 

Cost displacement - Where a current expenditure for personnel, 
equipment or office space will no lo~ger, be required due to t~e 
implementation of a program or appl1catlon. An example of this 
would be the automation of local criminal history information 
which could decrease the need for 10 filing cabinets, associated 
floor space, and clerical support. 

Added value or oppl"rtunity - Where a dollar value is placed on 
less tangible beneff;ia normally associated with improvements in 
service delivery, planning, forecasting, crime analysis, or re
sponse to volume fluctuations which were the ,result of the 
implementatioo of a new applicatioo or procedure. An example 
of this would be increased crime analysis due to less indexing and 
filing time required, or 15-second access to investigati ve infor
mation as opposed to the previous 15-minute access time. 

Often it will be very difficul t to assign fixed dollar amounts to these costi ng 
concepts. Not only is it extremely hard to segregate jobs into spe,cific 
application areas, but it is also diffiaJit to attach a dollar value to eIther 
increased service delivery or any specified reduction in crime or caseload. 
In fact there are so many social factors unrelated to the justice process 
which ~ill contribute to variations in crime trends, that it is rarely possible 
to relate changes directly to a specific program. Regardless, an attempt ~o 
apply the concepts identified in this study may, at th~ very least, result In 

an improved decision-making process and srould prOVIde a better base for 
postim plementation evaluation. 
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4.5 Assessing Procurement Options 

Once the needs assessment has been accomplished and the results analyzed, it is 
necessary to consider what equipment or services should be procured, when that 
procurement should take place, and the anticipated costs involved. 

4.5.1 Purpose,and Scope of Anticipated Procurement 

The first step in assessing procurement alternatives is th(~(dentification of 
the purpose and scope of the undertaking. The following are examples of 
procurement intent: 

CD Nonautomated - The agency considering acquisition of data 
processing services for the first time will have the most diffi
culty in conducting a procurement assessment due to its lackof 
(in-house) expertise. It is strongly recommended that any agency 
considering automation for the first time utilize the services of 
both an advisory committee and consulting group. Generally an 
advisory committee can be formed in part from the user's group 
that has been overseeing the project from the beginning in 
addition to voluntary management or administrative personnel 
from automated businesses and agencies in the immediate area. 
Consulting services are available from a variety of private and 
public sources. While this may initially seem like an unnecessary 
expense, it will generally be a sound investment. 

• Partially Automated - An agency may already be purchasing 
some automated services or may have special purpose equipment 
and is considering significant expansion of automated activitie:';" 
While there may be more in-house resources available in this 
instance compared to the nonautomated situation, the same 
basic rules should be applied. Avoid the tendency to rely on a 
vendor sales representative because he seems to know what he is 
tc,;.lking about. He probably does, but the best interests of the 
agency and the vendor could differ. 

Mode Conversion - An agency with an existing automated system 
may propose a reorientation of cunent processing methods and 
techniques, e.g., batch to on-line processing, in-house to remote 
data entry, traditional file structure to data base management. 
It is difficult for administrators and governing boards to evaluate 
the true intent and actual benefits of such a conversion. Is it 
being done because it is a new technique that represents a 
technical challenge? Is it something someone saw with impres
sive results (but in a different environment)? Will the results, 
exceed the needs (in the context of cost-effectiveness)? Again, 
an advisory committee and/or consultant service should be 
uti.Uzed to assist in the evalution. 

• Computer System Conversion - This is the need to completely 
replace an eXisting computer system with a different computer 
system, Generally, the reasons for a system conversion are: the 
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exis~~g h~rdware will not ' 
requ~red time; the cost ;~~rm t~e ~ecessary fUnctions in the 
reqUlrements of the a enc. e eXistIng system exceeds the 
~n~, poor or outdated ~pPlr~~~ mdod<: Conversion requires it. 

nor to approvin th s eSIgn and/or . , 
system admi . t g e procurement of a'diff programming. 

~tt~mp~ to ass~sr;~~:~s:~~e~Ot~e:tning bo~r~s s~~~tm~~~Pe~!~g 
IS, In fact, the cause of the problem~~e eXisting computer syster: 

Note: Computer system in thi 
~nd all attac~ed devices Whichs context refers to the mainframe 
tion, not applIcations it process:.ake up the hardware configura_ 

Limitation Problem - In this 
~~k r~fqUlad' re hardware the cur;:~te s~~:~ ~r revised application 

equate through t oes not have or th 
more storage, etc. Gene ~ m?y. necessi tate faster de' e 
pro bl em and can be anal ~;eJ 'a~~s IS alm ost a purel y tech~f~!i 
performance characteristics. evaluated through a study of 

4.5.2 AcquiSition Period 

Once all of the above factors h 
regarding the acquisition . ave ~e.n conSidered, a decisi 

;;~n~~,mte~! ~~c~ss wilr~~f~aJehl~~ t~~nrr~~~1n~f time ~r~::~c~~: 
needs assessment orrespond to the time fr.ames . ag~n.cy •. In most in
purchases of e ui or depa~tmental long-range Ian .Identified In either the 
lease/purchase qs~~nt WIll be for a period olfi~;\:g· Generolly speaking, 
would only be from thi ~oVlder three to five years, and aseven" years, lease or 

r y ays to one year. ny s "Ort-term rental 
There are, however a 
determining the optl" num~~ .of factors th t 

• 

CD 

mUm acqUiSItion period: a can be considered When 

Cu:rent Procurement ObI' . 
WhICh requires either -u Igat1 OO.s - If there is existing equi 
ment a '.. Q gmentation or repl . pment 

. . CqulSItion period should acement, the pfOcure-
eXisting obligation. correspond to the end of the 

Co~ prehensi ve Systems Anal' 
SUbject to change and an I YSIS - Even well-developed plan 
~:~b~~ty. Often it is les; e:~;~~~~ t~o~mi~ment .must pr;v~: 
'. augmented at a later d qUIre equIpment which 

equIpment intended to cover all co t~te th~n it is to purchase 
n IngenCles. 

AntiCipated Implementati . 
mentation period th on Per~ - The longer th . 
generally more cost :ffg:cett~r th<: ~ossibility of Chang:. l~f17 
to the time required to I~:JO lImit the implementatioo peri~J 
enha~cements rather than t ~y ~urrent needs and pIa d 
the hfe of the installation. 0 maintaIn an open-ended periOdn~~r 
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• Legal, Fiscal, or Policy Constraints - Purchase, lease, or rent 
restrictions may override what might otherwise appear to be the 
most sound approach for determining the acquisitioo period. 

Significant Pattern Changes - Any loog-term aCqJisition periods 
should be considered with caution when there is the potential of 
significant instability in either growth or decline patterns for 
your agency. 

Can~ful consideration of each of the above points srould indicate the 
optimum acquisition period for individual circumstances. For example, if 
the applicatioo is going to be an on-goin~, loog r~nge requi~ment, su~~ as 
an automated master name index or a Umform Crime Reporting capabIlity, 
then a purchase or long-term lease/purchase may be the most cost
effective. However, if the ap"mcation is going to be temporary or involve 
new technology, such as mi.:.:rographic plotters where the value of the 
application is uncertain, a short-term agreement would be the better 
approach. 

4-.5.3 Consideratioo of Anticipo.~ed Costs 

In planning a data processing operation, cost discussions and decisions 
typically foc.us on computer hardware. How~ver, other con~iderations such 
as software, location, staff, and types of serVIces to be prOVided must enter 
into the cost decision. Each data processing situatioo must be analyzed 
individually, inasmuch as every additional system function requires that 
certain resources be available to perform the desired service. 

The purchase of Dedicated Equipment for an upgrade of the present system 
could reQJire expenditures for the following: 

• 

• 

• 

Central Processing Unit (CPU) - This may be a microcomputer, 
minicomputer, or large mainframe. 

All peripheral equipment - This includes card readers, lire 
printers, CRT keyboard displays, modems, etc. 

Additional operating staff, including benefits - This includes 
personnel who will actually operate the system who were not 
needed in the present system. 

Operating system~ - The software or utility programs which 
control the operation of the machine. 

• Applications programs - Programs written to perform all of the 
functions necessary for the agency. 

• Supplies - This includes printer paper, extra disk packs, punch 
cards, etc. 

Costs for the purchase of dedicated equipment can be offset by: 
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• Sale or trade-in of present hardware. 

• Curren~ system maintenance .costs - These include all present 
costs, In personnel and eqUlpment, that will no longer be 
necessary under the new system. 

When considering a Shared System, the following costs should be anticipated: 

• Hardware upgrade and/or expansion - It is usually necessary to 
replace or upgrade. present. ~ardware to increase the capacity, 
speed, and operational abillty of the system sufficiently to 
handle the proposed additional workload of the criminal justice 
agency. 

• Peripheral. and c?mmunications equipment - Additiooal peri
pheral eqUipment is needed because of the distance between the 
user and shared computer. Telephone lines, modems and other 

" . ' commUnications eqUipment are needed. 

• 0 rational costs of s stem on a cost-incurred basis - The 
greater the usage on a transaction volume basis of the system's 
applicatioo, the greater the cost to each user. If the criminal 
justice ~gency. anti.clpates that there will be a high volume of 
transactioos, it mIght be more cost-effective to purchase a 
dedicated system. 

• Personnel (Programmers! Analysts/Operators) - Additiooal staff 
might be required to operate the system on a 24--hour/day 7-
day/wee~ ~asis.. ~his additiooal staff should be knowledge~ble 
~J:out Criminal JustIce concerns to ensure that necessary prior
Ities, schedules and confidentiality matters are properly address
ed. 

Costs involved in a shared system can be offset by: 

• Sale or trade-in of the current computer mainframe. 

• The purchase of staff services required to establish, maintain 
an? operate ~ computer ?peration from an existing organization. 
This resul ts In a cost savings for recrui tm ent , hiring, and training 
of personnel. 

• Specialized services and facilities could be available from a 
large center with staff experienced in telecommunications and 
applicatioos programs. This specializaticn is obtained at a lower 
cost than if purchased separately. 

• 

• 

Current system maintenance costs including all present costs in 
personnel and equipment, which will no longer be necess~ry 
under the shared system. 

Floor space requirements as floor space is saved when the 
hardware and personriel are located elsewhere. 
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The Lease of a computer would involve the following costs: 

• Cost of lease. For comparison purposes, a rule of thumb often 
used in approximating annual rental is to take one-third of the 
purchase price. 

• The same st'ttware, supplies, and personnel costs that are 
required for a purchased dedicated system. 

Costs for the lease of a comFAJter can be offset by including maintenance 
costs in the lease. 

4.6 Determining the Best System 

The analyst, with the assistance of the user's/advisory group, srould now have 
sufficient information to determine the best system alternative. This determina
tion srould be based on: 

.. ' 

• Reviewing system objecti ves and capabilities 

Determining the accuracy and completeness of the needs assessment 

• Reducing all possible al ternati ves to a few of the best 

Evaluating economic and noneconomic factors 

4.6.1 Reviewing System Objectives and Capabilities 

Stated system objectives must be reviewed to establish the proper focus on 
principal issues and goals. In a similar manner, statements about system 
capabilities must be reviewed for clarity. It is important that the user's 
group participate in this task to ensure that objectives have been set for 
organizational units wi thin the agency as well as for the agency itself. 

4.6.2 Determining the Accuracy and Completeness of the Needs Assessment 

The review of the needs assessment should permit the analyst to answer the 
questim: What are the system deficieni~:ies and constraints, (external and 
internal) which prevent the current syste?1 from providing useful informa
tim to legitimate users in a timely and e;fficient manner? If this question 
cannot be fully answered at this point, the need for additional analysis is 
indicated. 

4.6.3 Reducing all Possible Alternatives to a Few of the Best 

At this time, the analyst and the user's group should list all possible 
alternative solutions to the problem. From this list, alternatives srould be 
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reduced to approximately two or three of the best which are technically 
feasible and fiscally attractive. These are the alternatives which will be 
examined in detail and which form the basis for the recommendatioo of the 
best system. 

4.6.4 Evaluating Economic and Noneconomic Factors 

When comparing alternatives, various considerations must be weighed. 
These can be divided for ease of analysis into economic and noneconomic 
criteria. 

Economic Criteria - The evaluation of each alternative srould include some 
cost estimates for each segment of the process. These estimates will 
answer such questions as: 

• 

• 

• 

• 
• 

Are the relative monetary costs high for the information re
cei ved or work done? 

Are there more cost-effective ways of accomplishing the same 
o bj ecti ves? 

What are the costs going to be for the accomplishment of any 
new 0 bj ecti ves? 

What are the costs for report taking and paper processing? 

What are the costs in supplies? 

• What are the costs in floor space for personnel, files, machinery? 

• What are the costs for the hardware and software? 

After all of the costs have been determined, comparative tables of cost 
factors should be prepared showing the requirements of each system for 
manpower, space, time, and equipment. 

Noneconomic Criteria - Noneconomic criteria can be applied to the 
alternatives to judge comparative performance potentials and adherence to 
external and internal constraints. Comparative tables srould be prepared 
showing the extent to which each system meets the noneconomic criteria. 

• Performance: 

Will the system provide the informational requirements of all 
users? 

Can the distribution of reports be expanded? 

Are special reports any easier to produce? 

Is the response time satisfactory? 
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• 

• 

Are needs for long-range planning being met? 

External Constraints: 

Does the system meet necessary privacy and security regu
lations? 

Does the system meet all state requirements (if any) for forms 
design? 

Does the system meet required retention and purge require
ments? 

Does the system meet requirements for state and federal report
ing? 

Does the system meet requirements for interfacing with region
al, state, or Federal systems? 

Internal Constraints: 

Do budgetary restrictions limit the availability of personnel and 
equipment to do the job? 

Are there any reorganization plans that will affect the system? 

Are there any planned moves to new or larger quarters that will 
affect the system? 

Are there any plans to consolidate services with other agencies? 

Are there any plans to transfer functions to other agencies? 

4.6.5 Selecting the Best Alternative 

The methods of evaluating the various alternatives can vary depending on 
the money and time available to accomplish the task. Sometimes a review 
of all documentation (especially ,the comparative tables) will make the best 
choice obvious. In other cases, additional work is required to make an 
intelligent decision. A rating scale for more accurately assessing each 
criterion can be prepared. These are useful for judging criteria that cannot 
be measured objectively but are rather matters of informed Judgment. Such 
a scale can use ratings of I to 5, from "least favorable" to "most favorable". 
One method in which these scples can be used effectively requires each 
member of the user's group to rate the criteria privately and then discuss 
the ratings as a group until a consensus is reached. 

4.7 Reporting to Management 

A written system analysis report should be presented to the criminal justice 
agency administrator by the due date agreed upon. This report should include: 
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• 

• 
• 
• 
• 

The scope of the analysis 

1" l'nvestigation which preceded th~s A brief review of the pre .~mmary 
analysis 

A discussion of the needs assessment 

The advantages and disadvantages of alternatives 

Recommendation of the best system 

A minority opinion if the recommendation does not reflect a group 

consensus 
h t new information system will not 

• A listing of all problems tt' a a for further research into certain 
correct, along wlth sugges Ions 
recommendations 

. ' h d f the system analysis phase whether to 
The administrator must d~clde at teen °ith the desi n of a new or upgraded 
accept the r:-commenda~i?n to pr~~e~a~e solely on ~he basis of the analyst's 
system. Whlle the decISIon, can f h ' es and the potential costs involved 
written report, the compleXity 0, t e lSSU anal st in the presence of the user's 
certainly justify an oral pres:-ntatlon bY

b 
the sked Yambiguities clarified, further 

I this way questIons cal1 ea., d 
f~~~r~ati~n obtained, 'and any political considerations reviewe . 

t deficiencies are seriously hamper-
If the agency ac\m,inis~rator agr:~t tf~~c~r~nf~ information system and that f~nds 
ing efforts to mamtam a smoo Y t've 'neasures approval should be given 
can be obtained for the necessary corre~ 1 I , 

to continue to the next step--System DeSIgn. 
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Chapter 3 

SYSTEM DESIGN 

1. INTRODUCTION 

Once the system analysis has been completed and the best possible alternative selected, 
the next logical phase in the system project is the system design. It will now be 
necessary to direct attention toward the redesign and improvement of the existing 
system procedures or the development of new ones. This applies equally well to manual 
systems or to automated ones, with the major difference being the degree of 
consideration required for machine as opposed to manual processing,; 

Systems design is the process of devising methods and/or procedures for the processing 
of data. This can seldom be accomplished without imagination, creativity, and the 
awareness of what can be done to improve existing procedures. The completed analyses 
should have identified problems and difficulties inherent in the current system. The 
analyst must now consider how the system can be improved, the Informational needs of 
management and operations personnel, and the availability of hardware that might 
provide an effective solution to the problem. It is not only necessary for the analyst to 
design a system that will correct current problems, he/she must also provide additional 
information as previously outlined in the planned objectives of the agency. 

There are essentially four fundamentals to practical systems design: a knowledge of 
computer hardware and programming systems; a knowledge of criminal justice systems 
and procedures; a knowledge of how problems in the same applications area have been 
solved elsewhere; and, a knowledge of how to perform the systems design process 
efficiently. This chapter will discuss these fundamentals as they apply to the major 
components of the systems design process. 

1.1 System Output 

The first step in the design process is the identification of desired output. Output 
is that portion of the system that satisfies the informational needs of the agency -
- the reason for the system. It is practically impossible to design the inputs or the 
processing that will occur within a system without first identifying what the 
desired output will be. The output design must be considered both from the 
standpoint of what information will be produced from the system and what the 
format of that information will be. 

1.2 System Input 

After the type and format of the output has been determined, the next step is the 
design of the system input. Considerations during this step are: the devices and 
input media to be used; a further analysis of data requirements; analysis of 
available source documents and/or redesign of source documents; and, the design 
of input records. 
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1.3 Files and Processing 

After the inputs and outputs of the system ha"!e been designed, the analyst must 
decide on the b~5t file structures and most efficient processing methods for the 
system. This takes into consideration how the files are to be stored (e.g., 
magnetic tape or disk) and the methods of accessing these files. 

2. DESIGNING THE SYSTEM OUTPUT 

During the system analysis phase the analyst should have identified the types of output 
produced by the existing system. It must be decided whether any changes, either in the 
for'!1. of new reports or in the redesign of existing reports, are necessary. Finally, the 
deCISIon must be made as to whether or not the elimination of some of the reports or 
copies would significantly affect the efficiency of the system being designed. The 
following steps should be undertaken when designing the system output: 

• Review the types of output media that may be useful or are available in the 
new system 

• Define the output requirements for each application in the revised or 
proposed system -

• 

• 
• 

Define the specific data element content of all output reports along with 
any other information that must be produced 

Design all necessary output documents 

Consider any special methods and techniques for the disposition and handling 
of the output 

2.1 Types of Output Media AvailabJe 

The outputs from a computer system typically include printed reports, punched 
cards, magnetic tape, magnetic disk, and video screens. The Output Design step 
entails the designing of thp. specific types of output that will best meet the 
informational needs of the agel ICy. 

Historically,. the printed report has been the most commonly used type of output. 
However, WIth newer types of input/output capabilities available today, the 
analyst should consider the other output types in add.aion to printed reports. 
Some of these other output possibilities will be discussed below. 

2.1.1 Computer Output Microfilm (COM) 

For those large organizations with enormous numbers of files, microfilm 
technology has been a tremendous aid. This technology reduces images such 
as printed reports from 20 to 90 times. By outputting information from the 
computer to microfilm, you cannot only reduce the physical size of the files, 
it can be done faster. Typically, output on microfilm is 10 to 30 times 
faster than a common line printer printing at 600 to 1,100 lines per minute. 
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2.1.2 Cathode Ray Tube (CRT) Terminals 

The CRT is rapidly becoming the most !X>pular form of output utilized. It is 
a television-like terminal in which the computer outputs are in the f~rm of 
numbers, letters, and in some cases, line drawings displayed on the screen. 
Typical CRT systems wiH display 24 lines of information with 80 characters 
per Hne or a maximum of 1,920 characters at anyone time. Although many 
terminals today can have an attached printer similar to a typewritel" that 
can reproduce screen images, CRT's are most commonly used in inquiry 
types of applications where information is to be looked at rut a permanent 
hard copy is not required. 

2.1.3 Plotters 

Plotters have commonly been associated with scientific and mathematical 
applications but have recently been introduced to the criminal justice 
environment. They can be used to make special charts and graphs for 
administrators or plot activity by locations or density for operational 
decision-making. There are many different types of plotters available. A 
common system operates by moving a pen-type mechanism, under computer 
control, in increments of 1/100 inch. The plotting would occur at a speed of 
up to 16 inches per second. 

2.1.4 High-Speed Line P ri nt ers 

The most widely used output from most computer systems are printed 
reports. Reports are generally printed on high-speed printers which often 
print at speeds of up to 3,OOO-lines per minute. However, for most small to 
medium sized agencies, a printer capable of 120 to 480 characters per 
second would suffice and be much more cost effecti ve. Printer;; provide the 
most flexibility (e.g., different character sets or multiple copies) and 
probably have the widest acceptance among administrators. 

2.1.5 Other Output Mediums 

Other types of output to I::e <::onsidered are: punched cards, punched paper 
tape, magnetic tape, and magnetic disk. Although these methods can be 
used as output, they are more often considered as either inputs for other 
functions or for the storing of data not directly referenced by the user. 

2.2 Defining Output Recpirements 

The primary concern in defining the outplt requirements of any new system is the 
determination of what information is needed as output to meet the needs of the 
agency. Often, the present system is producing much of the required information, 
therefore, the analyst should review all the documents obtained and produced 
during the systems analysis phase of the study. It is important to note, however, 

37 

~~-~~~~~""=.=,~-.-""'-.',-.... -=. ==~~-.~~~-." .. 
27.., 



.! 

1) 

-~---~--- - -~-------------,.---~ ---------

that the analyst does not merely want to redesign the old output reports for 
production on the computer but should also be concerned with providing valuable 
new information and eliminating unneeded or unused reports. 

While defining the output requirements of the system, the analyst should question 
each item of output information produced by the present system or proposed for 
the new sy~tem. One approach used involves asking the following questions of 
potential users: 

• Is the output report actually required? 

• Is there unused information in the report that could be deleted? 

• Is some of the information in the report contained in other reports? 

• How often does the report need to be produced? 

• How many copies of the report are really necessary and are lYeing 
used? 

Remember that the analyst does not establish the information reqJirements of the 
agency. The analyst's task is to relate the informational needs to equipnent 
capabilities in order to achieve a much higher level of efficiency. 

2.3 Defining Report Content 

Once the output requirements of the system have been defined, the analyst must 
then decide on the specific content of each report. Here it is important to use 
both the reports produced by the existing system and consultation with manage
ment and operations personnel who will be using the information. 

2.4 Designing OutlXlt Reports 

Once the required output has been determined and the specific content of each 
report identified, i~t:,ls necessary to design the exact format of the report as it will 
be prepared by the computer. 

2.5 Disposition of Output 

The disposition of output reports will often be determined by need or freq.Jency of 
use. For example, most reports will be on a; specific timetable such as daily, 
weekly, ~r monthly. However, another type of report, "ad hoc" re.ports, are 
produced only when specifically requested. In many agencies, the ad hoc report 
has been the most cost effective output approach. It saVeS the cost of producing 
'm~y reports with questionableuseage. It also allows for only the printing of 
those reports actually needed and'in the format in which the requestor wishes to 
see the "inform ation portrayed. These reports lead to better'l understanding and 
utilization of information and more effid.,-,ent oper'~ttions. The analyst must 
determine which types of reports are required for the system, where the reports CJ 
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will be sent, how many copies of the report will be needed, and what other types 
of information might be requested in the future. 

3.. DESIGN OF SYSTEM INPUf 

Once the determination is made as to what output will be produced from a system, it 
must then be decided on what data will be necessary to generate the required output. 
Again, it is necessary to analyze current operations for the who, what, where, when, 
and how of data entry. Utilizing this information, the analyst can attempt to design 
more efficient and improved methods of data handling and input into the proposed 
system,. Consideration must be given to data entering the system, any source 
documents used, and the length and size of data fields. 

Ther~ are essentially six basic steps in the input design phase as follows: 
//-'." 

), 

• 
• 
• 
• 
• 
• 

Understanding data entry devices 

Determining input data requirements 

Determining the source of the input data needed 

Designing the input formats and source documents 

Designing of the input records, fields, and coding 

Determining the specific methods of data entry to be used 

3.1 Types of Input Equipnent 

Historically, the punched card has been the mait widely used form of input for 
computer systems. However, during the past decade many new data entry devices 
have become available and should be reviewed before determining the type of 
media used for the system being designed. When designing any data processing 
system, the analyst must consider the method of data entry that will prQvide the 
most efficient method of input preparation, sorting, and processing of data. 

. 
3.1.1 Card Punches and Verifiers 

Card punches, or more commonly called keypunches, are the oldest and still 
probably the most widely used method of preparing data for input to the 
computer. The basic operation of the keypunch is to record, in the form of 
punched holes on an 80 or 96 column card, data which could be processed by 
machines. It is necessary to ensure the accuracy of the punching; therefore, 
a verifier is commonly used. The major groblem with this is that it 
essentially entails keying the same informati~ twice; once to punch and 
once to ve rlfy • 
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3.1.2 Key-to-Tape Systems 

A key-to-tape system allows the entry of data via a keypunch-type keyboard 
and stores it directly onto magnetic tape. Magnetic tape, similar to 
recording tape, is coated on one side): ;W.;:I:h metallic oxide on which data can 
be recorded in the form of magnlf!rPr/:l spots. Unlike the punched card 
capacity of 80 or 96 columns, with lff!:hgnetic tape there is no requirement 
for the records to be any parti.,cular .!Hhkth: Usually up to .. 1,600 bits can be 
stored on one inch of J!lagnetlc tapl:I,'~I.rld It can be read mto the computer 
much faster than punched cards. . ' . 

3.1.3 Key-to-Dlsk Systems 

Key-to-disk systems, which are also called "shared processor systems," 
provide the power of a minicomputer to fo:mat screens, edit ~ata, s:t up 
file structures, sort indexes, and allow multIple data entry statIOns to mput 
data simultaneously. The disk-based system can be interfrii\,ced directly to 
larger computer systems through data communications equipment, or the 
disk may be physically removed and used as input. 

3.1.4 Terminals 

With increasing frequency, agencies are beginning to utilize Cathode Ray 
Tube (CRT) terminals for remote entry of input data and the transmission of 
data to the computer. In many cases, the CRT's may have the capability of 
performing some processing internally, such as editing and validating data. 
This terminal "intelligence" relieves the main computer of some of the 
necessary steps in preparing the inpu:l;data for processing. 

,'."'-

3.2 Determining the Input Data Requirements 

By defining the input requirements, the analyst is simply defining the data that 
are needed as input to the system to generate the required output. As part of the 
design of system output, the system was broken down into the names of ,the fields 
in any record, a ~escription of the fields, and the number of characters m each of 
the fields. These concepts will be discussed further in section 4. However, it is 
important to point out that the analyst must ensure that essential data needed to 
produc'e the outputs are identified for input. 

3.3 Determining the Source of Data Needed for Input 

Once the, input data requirement§ have been identified, the next task is to 
determine the source .of the data needed. Data may originate primarily from 
four basic sources. 
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3.3.1 Data Originating from a Single Document 

This is the easiest input design task the analyst will face. This occurs when 
?ll the data for an output report origimte from a single source document. It 
IS o~y n~cessary for t~e analyst to note what the source of the data is and 
how It WIll be used dunng the programming phase. 

3.3.2 Data Originating in or Calculated by the Program 

On many reports the data that appear could origimte from source docu
:nents, constants within the program, or program calculations made as the 
mput dat~ were ~r~ces,sed. The analys! has now begun to define some 
programmmg specifIcations needed in later phases of the development 
cycle. 

3.3.3 Data Extracted from Several Sources 

In some cases, the necessary data elements needed to produce an output 
must be extracted from either more than one source document or from a 
source doc~ent and a separate file. In the latter case, the anal~st is faced 
not only WIth the task of designing the input record and master file record 
but must also design some method of integrating the two. ' 

3.3.4 Data Originating from Tables 

The use o:f>ta?les ?ften s~mplifies the input design process by elimirating the 
n~ed f~r multiple mput files. PI. table is simply a list of the variables for any 
gi ven fI:td. For examp!e, a!1 employee number could be used as input to the 
~ystem l,nste?d of keYIng In the entire name. Then, when the output 
mformation IS developed, a table of employees could be accessed, the 
number matched to a name, and the output report developed with the named 
employee for better understanding and ease of use. Tables can provide a 
means of condensing the data for input records and can be stored either as 
part of the computer program or on an external storage device and 
referenced as required. . 

3.4 Determining the Metmd of Data Entry 

The method of data entry must be given serious consideration since once the input 
records are, designed and the method of entry selected any future changes could 
~ very costl~., The analyst should dedde on what type of data entry equipment 
WIll most effI?,e~tly handle the preparaticn of input and will often be limited by 
presen,t capabl~Ities such as batch processing. However, consideration of the 
follOWIng questIons soould be gi ven when designing a new system: 

• How are the data to enter the system? 

• Is it possible to capture data at their source witoout excessive errors? 

~.i 

41 

, l' 

I 
( , 

i 
! " 

I 
I 

I , 

\ 
I~ 

~~ 



! 

I 
J 
j 
{ 

I 
f 
i 
" l 

I 
1 
1 
1 

J 
1 
J/ 
~ 
!I 
,j 
if 
I, 
:1 
i 

• What is the volume of input data that will be processed? 

• Is this volume consistent or does it peak often? 

• Is remote data entry needed or will batch processing suffice? 

• How often do the data need to be processed? 

• How current do the requested output reports need to be? 

3.5 Designing the Input Data Format 

This design step is one of the most important because the analyst is not only 
concerned with the design of each individual input record, but also any necessary 
redesign of existing source documents. The task of entering data from a source 
document to an input record is usually a manual process. Therefore, every 
consideration must be given to the simplification of the procedures which could 
lead to faster and more accurate operations. 

Another consideration at this point is how the data are to be recorded on the 
source document and who will be doing the recording. It is imperative in source 
document design to ensure that aU individuals filling out the form will do it in an 
identical way. 

3.6 Design of Input Records 

The design of the input records will usually be done at the same time as the design 
of the source documents. This is because the positioning of the fields in the input 
record will usually be decided by the. source document design. If "on-line" data 
entry is utilized, however, input record positioning can be altered to suit your 
needs. 

3.6.1 Record Length 

In some cases the record length will be dictated by the physical character
istics of the input media. For example, punched cards have a maximum 
physical record length of either 80 or 96 characters, whereas magnetic tape 
or disk usually has no restriction on input record length. When a restricted 
record length is used it is possible that more than one physical record will be 
needed to form one logical record. However, when this occurs, a control 
field, such as employee number, must be on each physical record to be able 
.to tie all of the physical records together forming one logical record. It is 
also desirable for this control field to be in the same place on every physical 
record. 
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3.6.2 Size of F iel ds 

The size of any field on a record is the maximum number of characters that 
will be required for that field. This is best developed by reviewing historical 
records and other documents. Keep in mind that changing a field size later 
may be very expensive in reprogramming costs. 

3.6.3 Coding of Input Data 

A code is a brief label, either numbers or letters, used to identify an item of 
data. The advantage of codes is that they reduce the number of characters 
req.Jired on an input record and hence, the total storage capaci ty. Through 
programming, a table of codes may be referenced and the descriptive 
English name printed on output reports negating the need for users to 
decipher the codes. Good coding systems should have the following basic 
characteristics: 

• The code should be as concise as possible 

• The coding structure should be expandable 

• The code developed should lend itself to sorting 

• The coding structure should be simple to apply and use 

• The: coding structure should be as comprehensi ve as possible. 

Coding should be approached as a consdous decision on the part of the 
analyst. It can be a. time consuming effort freq.Jently subject to errors and 
misunderstanding unless the coding can be structured and integrated into the 
system properly. 

4. DESIGN AND PROCESSING OF SYSTEM FILES 

After the 'input/ output requirements have been determined, the last remrurung major 
step is the design of the method by which the inputs will be processed to produce the 
required outputs. This step in the design phase can be broken down into two major 
portions. First, the analyst must define the characteristics of the files to be processed, 
and then define exactly how eac,l;1 of the files will be handled. 

A file is simply a group of related records, e.g., crime or arrest reports. Although there 
are many different types of records, files can be broken down into two basic types: 
master files and transaction files. Master files contain the information that reflect the 
current status of the system. They will be periodically updated by trans~tim files 
which reflect the day-to-day activities of an agency. Processing transaction files 
against the master file will add to, delete from, or modify master file records resulting 
in a new, upciated master file. 

The design of system files and processing will cover essentially four distinct areas: 
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• File organization and retrieval 

• Methods of file storage 

• File design criteria 

• System processing 

4.1 Methods of File Storage 

The best method of file storage would be in the central memory of the computer. 
This would allow immediate and direct access to any record in any file. However, 
primary storage of this type would be far too expensive for the permanent storage 
of files. Therefore, the analyst must consider alternate methods of record and 
file storage. 

4.1.1 Punched Card Files 

As previously mentioned in section 3.1.1, as an input and file storage device, 
the punched card was one of the earliest methods utilized with data 
processing equipment. It is still used to a large extent; however, when 
compared to newer technology it has many drawbacks, such as space 
required for card storage and equipment necessary to punch, sort, and 
translate cards. 

4.1.2 Magnetic Tape Files 

The need for more efficient methods of processing data has become evident 
as the growing volume of records and files to be processed becomes ~ar?er. 
The major appeal of magnetic tape is the fact that there a~e no restr,ICtionS 
on the length of physical or logical records. Most magnetIc tape Units can 
read or write data at a density of 800, 1,600, 3,200, even up to 9,600 bytes 
per inch and the information can, be read into a computer system very 
rapidly. 

4.1.3 Magnetic Disk Systems 

There has been a growing need among criminal justice agencies to gain 
direct access to daily operational data. This has led to the increased use of 
magnetic disk systems as they are used ,in applicatio~s th~t require inquiry 
into files or where random access or retrieval of data IS deSIred. 

4.2 File Organization and Retrieval 

In addition to being aware of the various types of storage ~evices ayai1~ble, the 
analyst must also be concerned with the different types of fIle orga,nIZatlOns that 
can be utilized with the system. The three types that are most wIdely used are 
sequenti,al, direct? and indexed sequential file organization methods. 
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4.2.1 Seguential File Organization 

. Sequential file organization is perhaps the most commonly used method 
today. The records are stored in sequence usually based on some type of 
key. A key is a data field located within each record, such as a suspect's 
name or number, which can be used to establish a sequence or order to the 
entire file of records. Sequential files can be stored on any type of storage 
medium previously discussed. Sequential files are most applicable in those 
cases where a master file is to be updated frequently and against which 
there are many transactions processed. 

4.2.2 Direct File Organization 

Files utilizing the direct file organization method can only be created on 
direct access storage devices because they need a "random access" feature. 
This allows the processing of anyone record without the necessity of 
processing all of the records. Direct file organization is used primarily with 
on-line systems as it provides the fastest form of retrieval and does not 
require records to be in any sequence for loading or updating of the file. 

4.2.3 Indexed Seguential File Organization 

This type of file organization provides for both random and sequential 
processing. This is available through the use of an index to point to records 
stored on the file. An index is a pointer used by the access method to go to 
a specific disk location. From there, the records are read sequentially 
through the end of the group containing the same index. 

'1.3 File Design Criteria 

When the analyst is determining the type of files to be designed he must first 
consider the type of hardware or media that should be used and second, the type 
of file organization that should be used. A few other relevant factors that must 
also be considered are discussed below. 

4.3.1 File Accessibility 

It is very important to consider the type of access the user will need in 
comparison to the information in the file. The two types of processing 
systems in use that will determine accessibility are batch processing and on
line processing. Batch processing is usually the least expensive and 
sequentially executes selection criteria against the master file. This type of 
processing is normally used for the formulation of weekly or monthly 
reports. On-line refers to the processing of individual records or transac
tions at the time the transaction occurs. These types of systems allow 
inquiry capability into the master file for the purpose of examining its 
contents. 
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4.3.2 File Activity 

File activity refers to the number of transactions processed against a 
master file in any specified period of time. In batch processing, high 
activity files should be sequential files for better efficiency; however, low 
activity files should use another method to save the time of processing the 
entire master file for relatively few transactions. In an on-line environ
ment, rapid access and fast processing is the most important consideration 
of the system and therefore would use either a direct file or index
sequential organization method. 

4.3.3 File Capacity 

This refers to the maximum capacity of the files that will exist on the 
system. While there are relatively few physical size limitations on magnetic 
tape or disk files, it would be impractical to keep very large files on 
punched cards. For example, if an Q·rganization had a file of 100,000 records 
on punched cards, the stack of cards would be 50 feet tall, yet only a matter 

. of inches on wound magnetic tape. 

4.3.4 File Processing Speed 

File processing speed' refers to the speed the file can be processed into and 
out of computer memory. Again, punched cards are the slowest form and 
direct access (Disk Storage) the fastest form of file processing. File 
processing speed must also be related to the type of processing, either batch 
or on-line, and to the file activity. 

4.3.5 File Costs 

There are many cost factors related to file structure which include: the 
cost of the storage device; the cost of processing the data (slower 
processing costs more in computer time); the cost of storing the cards, 
tapes, and disks; and, the cost of backup and reruns due to the unreliability 
of some of the forms of file storage. 

4.4 System Processing 

Up to this point, the discussion has focused on the design of the systems outputs, 
inputs, reports, and files. The analyst must now determine how the system will 
operate to produce all the desired results. 

The basic tool used by the analyst to design the processing is the flowchart. Once 
the system flowcharts are completed they should show all of the program 
modules, their interrelationships, and identify each file and report. This will 
provide management with a means of reviewing the plans for the entire system. 
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Although the reader may reference Appendix 3, it is beyond the scope of this 
Man~al t~ teach flowcharting and all the techniques involved. Therefore, this 
section WIll concentrate on providing the reader with a brief overview of the four 
basic processing steps. These steps are: 

~ Editing 

• Sorting 

• Updating 

• Reporting 

4.4.1 Editing Process 

The edit process consists of reading input data into the system and 
performing some type of checking routines to ensure the validity of the 
data. In a batch mode, an edit run is performed and a list of the records 
(u~u~lly rejected) whi~h contain errors is printed. In an on-line system, 
edItmg takes place whIle the data are being entered and the system will not 
accept the record until it has been corrected. 

4.4.2 Sorting Process 

Sorting is the process of placing the input data in some type of sequence 
before the update takes place. The analyst need only identify the files to 
be sorted and the sort sequence as there are usually utility sort programs 
available with a vendor's operating system. 

4.4.3 Update Process 

The update process consists of making additions, deletions, and 
modifications to record~ within the master file. This holds true for all 
update routines; however, the specifics of each type of processing should be 
considered separately for any variations in the routine. 

4.4.4 Reporting Process 

The reporting process is nonstandard as each different type of system 
requires its own type of reports. The requirements of the system under 
design should have been deterrnin~d under the section on output design and 
should be related to the specific hardware available. 

There are many other system)processing concepts that an analyst has to consider in the 
design of a system. Many (f them are only relevant to the specific hardware a'nd 
software capabilities of the agency. However, the final consideration in the area of 
processing deals with both the backup of system files and the retention of data within 
the files. There are many requirements, not only at the local level but also at the state 
and Federal levels, which could affect the r,etention of data. The analyst must be 
aware of these issues along with the need for duplicating files to guard against loss. 
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Chapter 4 

PROCUREMENT CYCLE 

1. INTRODUCTION 

Assuming that the project planning, system analysis and investigation, and system 
design activities mentioned in preceding chapters indicate a need to procure computer 
hardware/software, the procurement cycle now begins. If the prior studies and 
resultant dlGcumentaticn were properly completed, a great deal of the basic procure
ment documentation will already be near final condition. 

Procurement demands a complete requirements package detailing exactly what you 
want to purchase~ the earlier analyses should have thoroughly documented this. The 
procurement cycle melds these requirements with the necessary procurement and legal 
procedures to effect a procurement that satisfies all needs. 

The procurement cycle is lengthy--start to completion could easily take six to twelve 
months, or longer. The cycle includes preparation of a Request for Proposal (RFP) or 
an Invitation for Bid (IFB), advertisement for or selection of prospective bidders, 
adequate time for vendors to prepare their responses, analysis of bid prices, evaluation 
and final selection of vendor proposals, and the award of the contract. The figure on 
the following page displays the Procurement Cycle. Each of these segments require a 
great deal of time and thorough preparation. Actual delivery of the hardware/software, 
after contract approval, could add at least three to six additional months to the 
procurement cycle. 

The procurement time cycle is not an easy one to predict. Many variables enter into 
the total time determination. If you are starting from ground zero with no prior 
experience in procuring computer hardware/software, and the proposed system is a 
complex one which has not been installed anywhere else, you can expect the cycle to 

. \ take a minimum of 12 months. However, if you are transferring a fully operational 
!, ,\;1,1,system from another agency, and require only minor modifications, your procurement 
,.\,' cycle time could be greatly reduced by utilizing the donor agency's documentation, such 

'as RFP, contract, etc., as a guide. This is why transfer is highly recommended. It 
saves time and money not only in the initial design phase, but also in the final 
procurement cycle. 

2. COMPETiTIVE PROCUREMENT 

In general, Federal, state, and local ordinances require that all procurements be 
accomplished on a competitive basis. Under certain conditions, exceptions to this may 
be allowed. For example, in rare circumstances it is possible to justify "sole source" 
procurement on the basis that there is only one responsible vendor whose equipment will 
perform the required functions within the dictated time frame. Justification for sole 
source procurements should be carefully analyzed and documented to avoid the risk of 
subsequent protests and possible nullification of contracts. The agency's legal counsel 
should be consulted on the correct procedure for all such procurements and the 
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necessary legal justifications. See Part 2, Contract Terms and Conditions, for the 
factors to be considered in sole source procurements. 

There are two major forms of competitive procurement: Bidding and Negotiatioil. Each 
requires competition. The bidding, or Invitation for Bids (IFB) method is used for the 
procurement of standardized equipment or services at the lowest cost. The negotiation, 
or Request for Proposal (RFP) method is used for procurement of equipment or services 
where the terms, conditions, and costs are neg;:;:tiable, and where unknowns and 
contingencies must be accommodated. Although the negotiated method will be used 
much more frequently for the purchase of computer hardware/softwaie, the bidding 
method will also be discussed. 

2.1 Bidding Method 

The biq9ing method is utilized mainly to procure those standardized items which 
constitui0the peripherals or support items of computer systems. Bidding involves 
the establishment of specifications to satisfy the organization's requirements, the 
public announcement or invitation for bids, the receipt of bids from qualified 
bidders, an analysis of the bids, and the award of a contract for the goods or 
services. The award is made on the basis of the lowest (cost) responsive bid 
submitted. Some basic principles in this process include: 

• Invitation for Bids (IFB's) must provide a basis for full and fair 
competitive bidding among vendors on a common standard, free of 
restrictions which might tend to stifle competition. IFB's must be so 
specific and detailed as to provide an environment where all com
petitors are bidding on the same end objectives. 

• To have a valid bid, the bidder must respond and conform to the IFB, 
including all of the documents incorporated and referenced therein. A 
bid which does not fully comply should be rejected as nonrespon$lve. 

• A formal public bid opening should be announced and all interested 
parties allowed to attend. 

• 

• 

• 

Public agencies usually have the express or implied lIght to reject any 
and all bids in the best interest of the public. Bids cannot, however, 
be selectively rejected without cause. 

Bids cannot be changed after the time designated for their receipt and 
opening. 

Bids cannot be accepted "in part" .unless the IFB specifically permits 
such an award. No negotiation as to the scope of work, amount to be 
paid, or contractual terms is permitted. 

A contract entered into through the competitive bidding process 
cannot later be amended, unless the IFB includes a provision which 
allows such amendment. ~ .~~. 
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Competitive bidding, in its normal context, is a relatively straightforward proce~s 
of acquiring specific, predefined items or services at the ~0v.:est dollar. amount bId 
by a responsive and qualified vendor. The process IS Ideally sUited to ~he 
procurement of most standard items of equipmen~ and for most. ~onstr~c~on 
projects. Federal, state, and local laws governmg the competItive bIddIng 
process, and resultant procedures under which this process operates, are intended 
to preclude any attempt at collusion, favoritism, or fraud: Consc::quently, the 
process is inflexible and unresponsive to ?ids. for alt~rnative solutio~. Com
petitive bidding does not allow any modifIcatIon of bIds al~ady s.ubmitted, nor 
does the agency have the option of counter-proposing alternate solutions. 

The principles of the bidding method do not allow those attrirutes usually desired 
for the procurement of complex computer hardware/software and related ~er
vices. The very nature of data processing involves the assessment of varl?US 
alternatives and the selection of that which is most appropriate. Data processmg 
methods, equipment, and services to be employed in any specific situation are 
essentially trade-offs in the selection of alternatives-alternate concepts, alter
nate methods, and alternate equipment. There is no "one best way:" Each 
alternative has cost and benefit ramifications which must be balanced agrunst the 
rest. And,in the process, new alternatives may be developed ~nd pursued. 
Innovative icl~as should be sought and new techniques should be conSIdered. The 
bidding prO(~eS5 does not allow this flexibility. A negotiated procurement does 
allow an innovative approach and is therefore the method most frequently used 
for the purchase of complex computer systems (see sample IFB in Appendix 5). 

2.2 Negotiation Method 

As stated previously, if you want to have a choice of proposed alternatives to 
meet your computer requirements, the negotiated or Request for Prop~sal (RFP) 
method is the one you should choose for your prooJrement process. This method 
requires careful planning and organization of the sequential procedures to be 
followed, and must be fully understood by everyone involved in document 
preparation and decision-making. It is highly recommended that a scheduled 
event chart be prepared at the onset so that proper tim e periods can be allowed 
for each phase. 

A team, consisting of data processing management, key technical staff, outside 
advisors, and others involved in the procurement and operation of the system, 
should be selected to prepare the RFP. The RFP should clearly state your 
evaluation criteria, hardware and software requirements, as well as support 
requirements necessary for conversion, training, installation, maintenance, bench
marking, etc. (see the sample RFP in Appendix 6.) 

The prudent procurement reqJires that the RFP be sent to at least six, pr~ferab~y 
more, qualified vendors who should pe given at least 30 days to respond WIth their 
proposals. A definite time and place for submission of proposals should be 
specified in the RFP transmittal letter. Under no circumstances should the 
proposals be publicly opened as in the case of IFB's. If this happens, future 
negotiations will be compromised-. 
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Shortly after the RFP is sent out, but before the proposals are due, it is highly 
recommended that you conduct a preproposal conference with the vendors. This 
allows the vendors to ask any questions they deem appropriate to clarify the RFP. 
The questions and your answers should be documenteci, and a complete transcript 
sent to all vendors (including those who did not attend the preproposal con-
ference). . 

An initial evaluation of the proposals should screen out tfnse vendors who were 
nonresponsive to the RFP, and oral discussions sh60ld be established with the 
remaining "validated" vendors. Vendors should be prepared to make all changes 
f!nal, and everything the agency wishes to negotiate should be negotiated at this 
tIme. 

You S ho ul d not have to ne goti at e wi th all "res ponsi ve" off erors. If yo u have a few 
marginally responsive offerors and a number of "high graded" ofierors, you will be 
wasting your time to negotiate with the marginal ones. For example: 

OFFEROR PROPOSAL GRADE 

A 94 Negotiate O1old oral dis-
B 93 cussi ons) onl y wi th t hes e 
C 89 in the "competitive range" 

D 76 Notify these that they were 
E 75 responsive rut not within 
F 73 the com peti ti ve range 

G N on res ponsi ve Notify these that they were 
H N on res ponsi ve nonres ponsi ve 

The rule of thumb that should be used in the above example is to ask yourself, "As 
a result of oral discussions, could offeror 'D' upgrade his proposal to the level of 
those in the competitive range?" It is not very likely in this case, considering the 
wide discrepancy of scores. 

Based upon the proposal grades, selection is normally made by an agency official 
to determine with whom negotiations will be conducted. Also, upon request, 
unsuccessful offerors should be briefed. Armed with the final evaluated proposals, 
the agency should then proceed to negotiate with the offeror(s) identified by the 
agency official. 

During negotiations, a complete record called the "Memorandum of Negotia
tions" should be prepared and should identify who was in attendance, the date and 
time, the purpose of the negotiation, and what was proposed, counter-proposed, 
and finally agreed upon. This is useful because during most negotiations more 
information is exchanged and commmicated than is reflected in the formal 
contract. A negotiation memorandum should be written in a narrati ve chronology 
after each session to ensll"e the proper seqJence of discussims and under
standings. These memoranda, including cost and price analyses, should all be 
included in the procurement file. 
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3. PROPOSAL EVALUA nON 

A proposal evaluation is a planned method for selecting the most satisfactory 
vendor/proposal from a number of qualified proposals. The evaluation methodology is 
separate and distinct from the initial validation process, which merely assures that all 
the proposals which reach the final phase for consideration (negotiation) meet all the 
basic requirements of the RFP. There are different degrees of satisfaction and 
different groups of people to be satisfied. The validation process only guarantees that a 
minimum level of basic RFP requirements have been met. In evaluation, higher levels 
of satisfaction are considered for the final selection. 

Unless an evaluation methodology is fair and unbiased, the vendors may not spend the 
time and money necessary to submit a proposal. Or, if they have proposed but feel they 
have not been fairly evaluated, they may protest the selection. If upheld, a protest can 
lead to considerable delay and embarrassment for the procuring agency, and will require 
considerable time, effort, and dollars to resolve the issues. Therefore, the selection 
methodology must be completely fair and incontestable. 

Weighted evaluation criteria should be stipulated in the RFP to give the vendors an 
opportunity to assess which areas \are considered to be most important when responding 
wi th their proposals. The actual evaluation technique used in evaluating the proposals, 
although more detailed, must be in consonance with the overall weighted evaluation 
criteria stipulated in the RFP. 

The evaluation technique should differentiate between mandatory requirements and 
other optional system requirements. The evaluation technique uses mandatory require
ments as a determination of responsiveness; the other system requirements are used as 
the basis for actual evaluation. The technique must preestablish relative values for the 
optional system requirements, and these values should be established in weighted scores 
supported by meaningful rationale, and fully described in value matrices. The technique 
should consider all differentiating costs over the full stated system life, and assess 
appropriate values against proposals for those desirable items not offered at a cost. 
When all of these steps have been completed, the system which then reflects the 
highest score for meeting all requirements for the full system life cycle is selected. 

Evaluators should refrain from utilizing purely s~bjective evaluations. The subjective 
approach tends to ignore most of the discriminating criteria delineated above. The 
more sophisticated evaluation methods will adhere to these criteria, and will more 
likely result in the most beneficial selection. See Part 2, Proposal Evaluation 
Methodology, for a detailed procedure to follow when evaluating proposals. 

4. CONTRACTS 

The final document produced in the procurement cycle is the contract. it is the binding 
document which obligates the vendor, as well as the procuring agency, to conform to all 
of the agreed upon terms, conditions, and requirements. Prior documents, such as the 
specifications or the work statement, are <;:ontractually binding only if they are included 
or referenced in the final signed contract. The verbal agreements or promises are 
likewise usel~ss, unless they are written in the contract. 
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The initial draft of the contract srould be prepared in conjunction with the RFP 
document., I~ order for the required and desired clauses to be included in the final 
contract, It ,IS suggested that the agency include a copy of the contract in the RFP 
pac,kage. Th!s ?oes not mean that the initial contract cannot be modified, particularly 
during negotIat~~s; rather, i~ affords both sides a common understanding of the major 
terms and conditions that a final contract will include. Each agency should use legal 
counsel to guarantee that the wording of each clause precisely reflects its requirements 
before the document is included in the bid package, and to ensure that all wordin of 
the clauses m~ts the legal constraints of applicable Federal, state, and local !di
nances. In IFB s, the IFB is the work statement portion of the contract or purchase 
order. 

4.1 Cootract Types 

Part of the decision regarding what type of contract to execute is dependent upon 
the results of the needs assessment process and the conclusions reached when the 
RFP was constructed. The basic decision as to whether the equipment is to be 
rented, leased, 0: purchased will have a long-term effect on the procuring agency. 
All ~f the ~nefl ts and drawbacks of each type of contract must be weighed and 
conSIdered WIth respec~ t? ,the obj~ctives which have been established in the needs 
assessment. The possIbllIt,y of tIme-sharing a computer system srould not be 
overlooked. ,If ~gency reqUirements allow, this could be a relatively inexpensive 
means of satisfYIng hardware needs. 

The following sections describe the various types of contracts and reference a 
typical model contract. 

4.1.1 Rental Contracts 

~hese are th: Simplest types of contracts and represent the lowest risk but 
liSu~lly the highest cost: ~he function of a rental contract is to provide 
equIpment to the orgamzation for a short period of time ranging from 30 
days to one year., In this ty~e of contract, the agency renti~g the equipment: 
has ma~e ver,Y little commItment for any significant duratioo of time and 
h~ no intention of owning ~he eq~pment. In many cases 30-day canceJ:~ 
latI,on clauses are all t,hat IS requIred. Any accruals of rental paymen~s 
a gat nst the purchase pnce are generally not significant on these types!; of 
contracts. Y 

Flexibility srould be the primary motivatioo for entering into a rental 
con~ract. If, an agency is unsure of the long-term need for specific 
equIpment, this type of contract could prove to be beneficial. The drawback 
a~ a rental~on~ract i~ usually found in the higher cost of rental payments. 
SI~ce, there IS lIttle rIsk to the agency renting the equipment, the premium 
PaI~ In rental payments covers the risk to the organization providing the 
eqUipment. 

In many cases rental contracts are only provided by the original manu
fact~re~ ~ho can aff~rd to take the equipment back into inventory prior to 
plaCing It 1~ anothe: Inst~lation. If total flexibility is required and no long
term commItment IS deSlred, a rental contract may prove to be the most 
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desirable type of arrangement. However, it may be better to consider an 
"option to IXlrchase" contract than a pure rental contract, since greater 
(~::'exibility is afforded. 

4.1.2 Lease Contract 

A lease contract is not unlike a rental contract except that in a lease 
contr~ct a commitment is made for a longer period of time. For this longer 
commitment, the lease rates will be less than rental rates since the risk of 
termination is considerably lessened. Lease contracts typically run for 
periods of one year to three years. The commitment over the lease period is 
firm, and a certain amount of flexibility is subsequently lost. Regardless, 
the savings in lease payments may justify a lease over a rental. 

Under a lease contract, the agency which obtains the equipnent does not 
intend to own it in the future rut is primarily interested in lower payments 
during the specified period of time that the equipment will be useful. It 
should be noted that purchase accruals are usually available on lease 
contracts. If purchase is even a remote possibility, the accruals should be 
made part of the contract. 

Lease contracts are usually available from the manufacturerand~ in many 
cases, from leasing firms which spedalize in computer equipment leasing. 
If a third party leasing firm is involved in a lease contract, the lessee srould 
ensure that the equipment provided qualifies for a manufacturer's main
tena~ce agreef!1ent and that all warranties applicable to the equipment are 
prOVided to the lessee. 

In a lease contract, some vendors impose a penalty for early terminaltion. If 
early termination is a possibility the total of the lease payments p(us the 
penal ty payment mayeqJal or exceed the amount paid for the same period 
on a rental contract basis. This should be considered prior to making a 
decision to lease. 

If a long-term commitment can be made and there is no thought of 
purchasing the equipment, a lease contract may prove to be the most 
beneficial arrangement. The agency must make certain that it is either 
obtaining sufficient capability to last for the duration of the contract, or 
that an upgrade option is available if the work load subsequently exceeds the 
original capacity. However, like the rental contract, there is more 
flexibility wi th an "option to p.Jrchase" type contract. 

4.1.3 Lease with Option to Purchase Contract 

Under this type of contract the agency may plan to eventually own the 
equipment. This lease is sometimes called a full payout lease in that the 
majority of the cost of the eqJipment will be paid during the lease p,eriod~ 
and ~tie will pass at the end of that time if the purchase option is 
exerosed. 
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The purchase option must be volLntary and the lessee must be free to 
exercise it at ~riY point in time during the contract period. Lease with 
option to purcHase contracts typically run from three to seven years. The 
length of time selected is usually dependent upon the agency's desire for 
lower lease payments over a longer period versus making higher lease 
payments for a shorter period of time. 

In a contract of this type a definite commitment is required to make the 
lease payments and to exercise the purchase option upon completion of the 
lease period. As with the lease contract, flexibility is not one of the major 
points of a lease with option to purchase contract. Lease with option to 
purchase contracts are usually available from the manufacturer, who in 
many cases will assign the contract to a leasing firm or financial institution. 

It should also be noted that lease with option to p.Jrchase contracts may 
carry the same -early termination penal ties identified in the lease contract 
section. Manufacturers' maintenance agreements and warranties applicable 
to the equipment must also be considered. 

Lease with option to purchase arrangements can be constructed to be a tax
exempt type of transaction for which interest income may be considered as 
tax-exempt to the lessor. If this type of lease payment can be arranged 
with the vendor, the lease payment for the lessee can be considerably less 
than a norm al lease with option to p.Jrchase. As in the case of a lease 
contract, this type of contract is a long-term commitment. Careful 
consideration should be given to the capability of the equipment to be 
adequate over the life of the contract. See Part 2, Lease vs. Purchase, for 
the methodology used in comparing the total cost of lease vs. purchase. 

4.1.4 Purchase Contract 

The last major contract type is a purchase contract. The purpose of this 
arrangement is to acquire ti tie as soon as the specified contract terms and 
conditions are successfully met. If fll1ds are available, and if it is 
determined that both the equipment's useful life and the needs of the agency 
justify the purchase, this can be a beneficial arrangement. However, care 
must be exercised in any purchase arrangement because, although this type 
of contract norm ally has the least overall cost for an extended period of 
time, the risk is. the highest. 

Flexibility of management must be considered in a purchase decision since 
equipment purchase generally represents a long-term commitment. This 
decision requires long-range planning and must consider the equipment's 
potential obsolescence,. its ability to handle required work loads) and many 
other factors which could potentially make purchase unattractive. If_
purchase is a desirable. method,\\the ptrchaser should cO~'sider a purchase 
contract rather than a Simple purchase order. ; 

The terms and conditions which must be fulfilled by the seller prior to 
receiving payment must be completely defined as in any contract. The 
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equipment IXlrchased soould be new equipment, if possible, and soould 
qualify for a manufacturer's maintenance agreement in addition to a written 
warranty statement from the manufacturer. Training, installation, conver
sion, and many of the items normally considered in a lease must also be 
considered in a purchase agreement. 

It may be preferable to enter into a purchase contract which actLBlly is just 
a rental agreement for a brief initial period. After the agency is fully 
satisfied with the product, the purchase option is exercised. 

4.1.5 Model Contract 

An agency soould be aware that the vendor will proba.bly have a standard 
contract with which they would like agreement. Keep in >fI'lind that it will 
al ways be designed to favor the vendor and limit their responsibilities. For 
this reason, it is suggested that the agency draft its own contract, one which 
provides the necessary protection desired and identifies all responsibilities 
of both parties. . 

It is not possible to draft a model contract which would fit every sitLBtioo 
and serve every potential hardware buyer. However, a model contract has 
been included in the Appendix of this Manual to give you an idea of the 
format and wording of a typical computer system procurement contract. 

4.2 Statement of Work 

This section of the contract need only make reflerence to either the technical 
requirements in the Request for Proposal or the technical description in the 
vendor's proposal. By incorporating these requirements "by reference," (see 
sample Reference Clause below) the size of the contract itself can be kept to a 
minimum. This will bind the vendor to those requirements just as if they were a 
part of the contract itself. 

Sample Reference Clause: 

''The technical description of the hardware capabilities detail.ed in the vendor's 
,proposal are incorporated herein by reference with the same effect as if they had 
(been reproduced in their entirety." 

If reference is made to the teclmical requirements in the RFP, make sure that any 
changes resulting from the negotiations are duly noted in the contract. Caution: 
One word change can cost thousands of dollars in certain cases. 

11-.3 Contract Clause 
!~.! 

There are certain clauses which need to be considered in the creation of the 
contract document. These clauses fall within three basic categories: (1) required, 
(2) elective (but highly recommended), and (3) discretiooary. Clauses which fall in 
the "required" category are those which are necessary to adequately protect the 
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agency from situations which might occur and could be costly or troubl~ome. 
The matrix on the following pag~=Jists these clauses and the recommended 
categorization for each. 

11-.11- Contract Administration 

Contract administration involves monitoring and administering an established 
co~tract ,and finally closing it out when the contractor's work is completed to the 
satIsfactIon of the purchaser. Normally an agency administrator, such as a 
purchasing agent, is given the sole authority to award, amend, or modify a 
contract or take any action to change a contractual commitment on behalf of the 
procuring agency. 

The purchasing agent is normally assisted by a project manager or contract 
monitor for individual contracts who ensures that administrative functions are 
performed to achieve the desired results and to protect the agency's interests. 
The purcha~ing agent is usually responsible for maintaining a complete file of 
documentatIon related to each contract, while the contract monitor is normally 
responsible for the technical and managerial aspects of the contract admin
istration. 

Upon completion of the contract work, the agency's objective soould be to close 
out the contract as rapidly as possible and make prompt final payment to the 
contractor. Any unnecessary delays are usuaUy costly and time consuming of 
agency personnel's time. To this end, the purchasing agent should ensure that 
co~i~nt project person,nel, inspect all w<;>rk promptly after completion in 
suffiClent depth to determine its acceptability. 

5. PRECAUTIONS 

The ~rocurement cycl.e is normally the culmination of many months, or possibly years, 
of, pnor stu?y, analYSIS, assessment, and detailed documentation. Do not attempt to 
skimp on this most Important phase of computer system acquisition. Take the time to 
properly analyze your needs, keeping in mind the relative system costs, the proba.bility 
of soort term obsolescence, and your future requirements. What you buy now is what 
you will have to live with for a specified period of time. Make sure you delineate all of 
the terms, conditions, and requirements in your bids, RFP's, and contracts. Document 
all of, th,e procurem~nt proceedings, such as source selection, evaluation analyses, and 
negotIations and maintain these documents in a procurement file. 

As a further note, the following is a list of precautions which should be exercised by 
each agency involved in a procurement process: 

1. Every source solicited for a proposed procurement soould be given ~ op
portunity to participate by being provided the same information. Special care is 
required to preserve the integrity of a procurement during the interval between 
the release of a solicitation and a contract award. 
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IMPORTANT CLAUSES FOR COMPUTER SYSnM CONTRACTS 

Clause 

A. Cost Section 
1. Contract Terms 
2. Payment 
3. Price Protection/Price Changes 
4. Termination or Cancellation 
5. Nonfunding Termination 
6. Purchase Option (Lease Oflly) 

Required 

x 
x 
x 
x 
x 
x 
x 7. Taxes 

8. O~'ertime Usage (Leased Hardware) 
x 
x 

9. Maintenance 
10. Insurance 
ll. Supplies 
12. Hold Back 

B. Delivery and Installation 
1. Delivery , 
2. Site Preparation 
3. Installation 
4. Relocation 

.. 5. Freight 
6. Acceptance 

C. Terms and Conditions 
1. Assignable Rights 
2. Patent Protection 
3. Standards of Performance 
4. Equipment Modification 
5. Component Cancellation/ 

Substi tution 
6. Attachments 
7. Upgrading or Hardware~ . 

f 
~, ."'-... So tware "',=,r 'l, 

8. Manufacturer Interface Ii 
9. Education and Training 

10. Key Personnel 
11. Latent Defects/Warranty 

D. Miscellaneous Clauses 
1. Conversion 
2. Notices 

x 
x 
x 

x 
x 

x 
x 
x 

x 
x 

x 
x 

x 

x 

3. Progress Reports . 
4. Equal Employment Opportunity ~'x 
5. Examination of Records x 
6. Clean Air Act x 
7. Disputes x 

Elective 
(Highly Rec
ommended) 

x 

x 
x 

x 

x 

x 

x 

Discretionary 

x 

x 

See Part 3, Procurement Standards, OMB Circular A:I02, Attachment 0 for a 
complete listing of standards applicable to contracts usmg Federal grant funds. 
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Check with your attorney on the legality of disclosing any IFB offeror's cost 
breakdown, profit, overhead rates, trade secrets, or other confidential business 
information to any other offeror'. This cannot be disclosed on negotiated 
procurements without compromising down-stream negotiations. 

Agency employees should be aware of contractors who may employ or attempt to 
employ improper or unethical influence to obtain contracts. 

No gratuities should be accepted by employees from existing or potential 
contractors. 

All agency employees should be notified when an RFP has been issued to guide 
their response to seemingly harmless telephone inquiries or other requests for 
information. 

The handling of responses to public advertisement and the mailing of RFP's must 
be coordinated and carried out with utmost accuracy. 

Special handling is required for proposals received in response to an RFP. 

A proposal received after the established time deadline should not be opened and 
should be returned to the sender with a note indicating that it was late and 
therefore unacceptable. ' 

Weighted evaluation criteria for each procurement must be established and 
documented in the RFP. 

10. A contract must be worded in very careful and precise language. 

11. Exceptional planning must be exercised to obtain all necessary contract approvals 
prior to the desired contract start date. 

12. All contract provisions, unless officially deleted, must be adhered to by both the 
contractor and the agency. 

13. The Project Monitor must be especially wary whM givmg technical help or 
direction to a Contractor lest his "help" later b:~ construed to have been a 
"constructive change order." This is a situation whereby a Contractor reacts in a 
manner other than that required by the contract because of a discussion with an 
agency representative. The contractor can later claim any additional costs 
incurred by complying with the Proje~t Monitor. When in doubt, the Project 
Monitor should discuss with his superiors any prospective technical direction he 
intends to give to the Contractor which may border on a change to the contract. '. 

14. Contractors who develop or draft specifications for a proposed procurement, using 
Federal funds, must be excluded from bidding for the award of such procurement. 
This is required to preclude possible conflicts of interest. 

I:!:) 
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1. INTRODUCfION 

Chapter 5 

SOFTWARE DEVELOPMENT 

The development of automated systems requires an understanding of computer soft
ware-the stored sequence of instructions which control a computer's operation. There 
are two basic types of software:(l) systems software, which serves as an interface 
between the user's programs and internal system functions, and (2) applications 
software, which controls specific user jots such as payroll, booking, and crime analysis. 

2. SYSTEM SOFTWARE 

2.1 Operating Systems 

Computer operating systems, or supervisory systems, control program operaticn 
and the assignment and use of machine resources. There are several operating 
system environments available to the user including: Batch, Real-time, On-line, 
and Timeshared. Reference Part 2, Requirements, for a detailed description of 
these operating systems. 1, 

2.2 Utility Programs 

Utility programs are specialized programs, usually vendor supplied and indepen
dent of the operating system. When accessed by applications software they 
perform routine functions such as file search, record retrieval, re!X>rt generation, 
and sorting of records. 

2.3 Compilers and Language Processors 

Compilers convert programs written in high-level, English-like user-oriented 
languages such as COBOL,or FORTRAN into machine language instructions. 

2.4 Programming Languages 

All Federally funded criminal justice projects are mandated by LEAA Guideline M 
4500.16 to utilize one of three higher level languages: COBOL, FORTRAN, or 
BASIC. The use of these languages must be in accordance with the latest versicn 
from the American National Standards Institute (ANSI). It is important to avoid 
using nonstandard language elements as they may jeopardize interchangeability of 
programs between agencies and future hardwar~ upgrades wit.hin an agency. .,._: 
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COBOL soould gener~ly be used in programming computer applications and 
progrims that emphasIze the manipulation of characters, recordS, files, and 
Input, out fX.1 t processes, as contrasted with trose concerned prlmar il y with com
putatIOnal problem sol vmg. 

FORTRA~ and BASIC (ANSI x 3.9) can be used where scientific or highl 
co:.mputational, usage is demanded and wher~ the needs of a specific ap licatio~ 
ca~not be achIeved through Federal Stcmdard COBOL (see FIPS 21 1 ,PA d' " 
12., - In ppen IX 

FIPS PUB 38, Guidelines for Documentation of Computer Programs and Aut
omated Data Syste"!sare to be utilized by Federally funded ro 'ams fo 
sOftwarde doc~mentation: . For more detailed explanation please Pref~ to "h~ 
source ocuments found In Part 3 of this Manual. ,~ 

2.5 Data Base Management Systems 2 

A Data, Ba~e M~nagement, ~ystem (DBMS) is a software system d~signed to assist 
~ro~:r ftfes cre~~~g, 'f"tg~ruzm~ and m~nipu1atir)g data files and records within 

, • ,aci 1 a es t proceSSl ng of lar ge num bers of fil e update and 
retn~val ~ransactions. It reduces unnecessary redundancY of files b establ" ' 
~e~t~onships be:ween dat~ elements within the database. A desi rahle DBtd;~711 
In u, e appropnate functions pertinent to the user's needs Some f th 
functIonS conSIst of: • 0 ese 

• 
• 
• 
• 
• 
• 
• 
• 
• 
• 

Interactiye processing 

Creating file struct~es 

Simplifying file maintenance 

Simplifying re~rt generations 

Performing basic computations 

Handling mul tiple report requests 

Performing hardware device handling for the user 

PrOviding tomplet~ and understandable error diagnostics 
::=~ , 

Processing inquiries and updates involving more than one file 

Making information accessible to non (X"ogramming individual; 
.() 

2.6 Saftwcn:~ Packages 
~~. <.~:,-

Most
t 
5do~tware packages utilize callable subr~utines which are sometimes incor 

pora e, mto what ~uld be called a "system." A system all f ,
execution ad£"l ' ows or easy program 
user to cno~e ~he ~Cll:;t~na/nhce t~ough menu processing concepts which allow the 

e- as e s e WIshes to execute. A set of routines without any 
( ~.r-, 
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systems intorpor.ation relies heavily on the user to be able to write inpuDoutput 
functions around the r.outines. This is possible in (~many experiehc~d data 
processing shops but is beyond the capabilities of most criminal justice agencies. 

Statistical packages \vill perform many calculations that are tedious and repeti
tive, e.g., number of incidents in each district by day of week, shift, or hour. 
Frequency:reports for desired meetings can be prepared on any time frame if the 
data are available. Histograms can be produced for easier recognition of 
differences among groups of data, e.g., age, race, sex, employment status groups, 
etc. ' 

Some statistical packages handle complex filing procedures while others tend to 
cqnsume many hours of programming time to coordinate the file structure. It is 
highly recommended that 'you observe the package running in a similar type 
agency before purchasing It. A technical person should also be available to 
monitor the running of the statistical package. 

Plotting packages provide the ability to represent statistical information in a 
pictorial format. This often aids in the comprehension of the information being 
portrayed. The adage "a picture is worth a thousand words" holds true in police 
applications as it does in other disciplines. 

3. APPLICA nONS SOFTWARE 

Applications software represents modules that carry out the user's work. These 
modules should be able to stand alone on a microcomputer or alternately utilize a 
shared environment on a larger machine. The modules themselves can function 
independently or interact with a number of other modules.,., Some of the modules 
typically found in a law enforcement environment are id~ntified in the following 
sections. 

3.1 Incident Data Capture 

The Incident file contains essential data arising frorn initial contact in the field. 
Since this is the primary source of statistical data for all levels of police planning, 
it is mandatory to have timely, accurate, and readable report~ from the field. 
Incident reports gather information on location, victims, suspects, evidence, 
witnesses, multiple offenses, modus operandi, etc. Generally this report details 
crimes against persons, property, and vehicles. 

:3e2' Uniform Crime Reporting 

,/ These reports provide the qepartment with the means to accurately report crime 
figures over a 'period of time.. They lrklude all Part I offenses, Part I and II 
arrests broken down by adult or juvenile, and stolen/recovered property by type of 
offense and descriptive category. Many agencies across the country have develop
ed automated Uniform Crime Reporting programs that.are available for transfer 
irttoslmilar cli~minal"J' ustice agencies. 
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3.3 Arrest 

General arrest/sum mons/ Jhformation obtained from custody and summons forms 
(e.g., physical desicrlption of the indi vidual, current place of residence, driver's 
license number, etc.) constitutes the basic data elements of an arrest module. 
Other pertinent arrest data variables include: type of charge, day of week, age of 
offender, sex, race, weapon, employment status, and location of arrest. 

3.4 Property 

Stolen Property segments of a system can be used to record and retrieve data 
concerning status, location, and type. Found property can be numbered and put 
into the module for easy retrieval by location in the evidence room. 

3.5 Alpha File 

Alpha filffS, commonly called Master Name Indexes, are files which contain the 
names of victims, arrested persons, witnesses, wanted persons, and field 
interview contacts. Each class of alpha entry stould have specific purge criteria 
associated with it. Alpha files generally serve as a link to offender and incident 
report files. 

3.6 Field Interview 

Field contact reporting is an important investigative tool. Field interviews, 
generally conducted by patrol units, generate data that are reviewed by investi
gative personnel. See Part 2, Interviews, for a more indepth mettod of analysis. 

3 .. 7 Warrant /' 
ij 
il 

:1 , 

Pertinent warr'ant information sltould be included in an information system in two 
places: (1) the warrant file, and (2) the alpha file. When the warrant has been 
served or dismissed by the court~ the purge process is performed at the warrant 
file level: only. The alpha file is not deleted but it is designated as inactive and 
given a purge status as to the severity o~, the warrant. In this way, historical 
information is preserved for later referenced 

3.8 Traffic Citatim 
\~ 

The traffic citatiOl} module controls the inp!..ltof~hsnificant data for the 
successful tracking of traffic violators. Input begins with the warning, summons, 
oil" citation information. Outputs are varled: (1) violators that have not paid 
fines; (2) formatted output tl1at produces input, e.g., automobile descl'iption, time, 
and place information for crime analysis programs; land, (3) .formatted output that 
inputs into~Jle Department of Motor Vehicles syStem. 

66 

- ~ ~-~--- ----~--

r:' 

, 0 

I}. 

L ., 

r " 

, 
" 

I " \'::J .. 
" , (.J 

" 

\ 

, . 

ri ... 

\' 

0 
" 

. 
Gl I' 

" 
~-:l 

/ 

'3.9 Jail Management 

Jail Management techniques vary enormously "".'ith the number of inmates the 
facility accommodates. An effective jail management system can furnish jail 
personnel with court appearance dates, release dates, alphabetic inmate listings, 
the location of inmates in a facility, and more. Summary statistics can be 
produced that show popul~tion characteristics such as daily census, average 
confinement period by type of criminal charge, recidivism factors, age, sex, and 
race categories. 

3.10 Gun Registration 

This module would provide an agency with the cross-referencing capability needed 
to establish ownership of a weapon. Such a weapon could be easily verified as 
stolen property if registered via descriptors; e.g., Type, Color, Caliber, Serial 
Number, distinguishing markings, name, address, and phone number of owner. 

3.1,1 Bicycle Registr~tim 

I \.. b' I I' d ~ t .. . f The manua process oJ.\\ regIstermg !cyc es, ocatlng owners, an ue ermmmg 1 a 
bike is "hot" can be a time-consuming procedure. The automation of these files 
can help both the staff assigned to bike registration and the field personnel in the 
recovery of stolen property. With an on-line system, multiple card indexes are 
not necessar y for cross- ref erenci ng pur pos es. All necess ar y inform ati on such as 
serial number, year of bike, manufacturer, color, type, size, owner, and address 
can be extractecUrom one initial registration card. 

1/ 

3,,12 Geoproc.essmg 

The converting of an address to a readable coordinate parameter for input into a 
computer system can be very technically involved. The computer needs relative 
information points, stored in comparison to specific addresses or generalized 
streets, with a distance estimator for the exact address point. Many larger cities 
utilize zip codes, street labels, direction delineators, cross streets, and specific 
addresses as variables for input into the geoprocessing module. An inexpensive 
method of plotting incidents can be utilized by an agency with a digitizer pad and 
hard copy' output unit. Each particular class of incidents can be digitized into 
hard copy outplit which is ,then overlaid for field use or planning purposes onto a 
skeleton map via,a reproduction (Xerox) device. This technique, however., is less 
cost/effective for the large volume agency. It is best suited for the smaller and 
medium-sized agencies. 

3.13 Crim.e Analysis 

The plotting of cr~me inc~dents by police departments for crime analysis has been 
in existence for m'any years. Ip most jurisdictions, however, pin mapping is the 
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most common technique utilized. Computer routines for plotting or mapping are 
currently available from many vendors and some are transferable from other criminal 
justice agencies. 

When an application's informational and procedural requirements have. been identified 
and functional specifications established, an agency should consider system transfer as 
an alternative to initiating a new developmental effort. Equivalent in many ways to a 
"make or buy" decision, system transfer may significantly reduce both implementation 
time and cost. 

Effective system transfer involves locating suitable agency donors that have systems or 
application modules that are compatible with the previously specified requirements and 
specificatio)'ls. This compatibility may include mode of operation (on-line versus batch), 
data elements, special features, operating procedures, hardware configurations, and 
programming language. 

Since most system transfers involve some modifications to meet specific local needs, it 
is important that the donor system be well documented and fully operational. 
Communication with prospective donors and assistance from facilitative organizations 
can do much to assure successful transfer. 

4. COMPUfER PROGRAMMING 

Computer programming is a human activity. With the mystique placed on the manner in 
which individuals program, this subject has n\\~t received a great deal of investigation. 
Programming is a kind of writing; each individual has his/her own style. There are, 
however, at least four aspects of good programming which should be kept in mind. 

4.1 Specifications 

Specifications refer to the documented requirements or "blueprints" on which a 
«j~pmputer prograri'l is based. If a program does not meet the specifications from 

which it was developed, the other aspects are unimportant. 
?) 

4.2 Schedule Requirements 

Schedule requirements are important considerations for a program. Programming 
schedules must take into account the productivity of the personnel involved, the 
availability of computer time for testing, the i;lvailaqility of approved specifica
tions, and the review of and impact of suggested enhancements. 

4.3 Adaptability 

Almost all programs undergo some modification and enhancement over a period of 
time. To assure the success of such changes, programs should be coded according 
to some agreed upon set of standards. These standards will include structural 
requirements, labelifig conventions, and necessary restrictions on mixed (high
level plus machine) code. 
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4.4 Effidency 

Most c~mputer 'programm~rs attempt to. mak~ their programs execute as quickly 
as pOSSible. ThiS ~al! be In direct conflict With making them modifiable. Each 
program, t~ be. effiCient, must make full use of the operating system, be specific 
to .the :=,"pplIcatlon, and .be. coded to take maximum advantage of the machine on 
which it is to run •. T':lls is ?ften do~: at the expense of a loss in adaptability. 
Whether ~our .apph~ation wIll be utillzed on another machine or not (as in a 
transfer SituatiOn), it behooves the wise programmer or manager to seek a middle 
of the road approach in matching adaptability and efficiency objectives. 

4.5 S1ructll"ed Programming 

Programming by struct~red ~ethods results, at least theoretically, in less time 
needed fo: problem testing, Increased productivity, and increased readability of 
code. With structured methods the main program is called by the operating 
system ~ ~ ~odule, and control returns to the operating system when the 
program is firushed. At the next level, the program is broken down to subordinate 
leve~-l . modulc::s, which are further broken down into level-2 submodules, etc., 
con~inlllng u~tll the submodules are broken down into building blocks that are 
eaSily and qwckly coded. Each submodule is coded independently of each other 
l1!0dule and can be tested without context being considered. The modules have a 
smgle entry and exit point. 

The major advantages of this "top-down" coding are: 

• 
• 
• 
., 
• 
• 

• 

Debugging is made easier 

Systems testing in the traditional method is elimirn.ted 

Testing time is more uniformly distributed throughout the project 

Major problems are encountered first and trivial items are found later 

The users have a preliminary version of the system early in the project 

Programmer's moral.e is maintained a~ more and more of the program 
is finished and tested . 

If slipp:age does occur, there exists a good chance a useable subset of 
the program will have been finished ... 

4.6 Documentatim Standards 

The use of FIPS PUB 38, Guideines for Documentation of CompJ.ter Programs and 
Au~omated Data System.s, is a Federal requirement for all Federally funded 
proJects. ~s a rule, the higher the'cost, importance of the project, complexity of 
system deSign, and futur~ transfer cons.idera~ions will decide the II ••• formality, 
~xtent, and level of detail of the documentation." An addendum to FIPS PUB 38 
(Included in Part 3) provided by LEAA, addresses issues concerning Security and 
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Privacy Documentation and Minimum Documentation Requirements for Criminal 
Justice Systems. A predominant theme in the publication is: execute thorough 
documentation throughout the entire process rather than subsequently trying to 
document an opeq~.tional system. 

In general, complete documentation can be divided into three groups: 

Preliminary documentation is used to specify user needs as an input to the design 
process. It includes Functional Requirement and Data Requirement documents. 

Design and development documentation supports analysis, programming, and test 
activities by specifying internal system construction, operation, and data handl
ing. This documentation may include System/Subsystem Specifications, Program 
and Data Base Specifications, and Test Plans. 

Operational documentation provides the users and support staff with the informa
tion needed to effectively use, operate, and maintain the system. In additIon, it 
provides certification of the systems operational readiness. This documentation 
may include Detailed System Flow Charts, Users Manuals, Operations and 
Program Maintenance Manuals, and Test Analysis Reports. 

Systems testing procedures are provided for in FIPS PUB 38 and can be followed 
verbatim with minimal effort. This segment of the process is crucial, as it shows 
you whether or not the system functions as intended. The extra time taken to 
develop in-depth test criteria to determine "bugs" will pay for itself quickly, 
especially if a contractor is paid in full or in-house staff begin a new project. 

Programmers do not necessarily make good documentors. To create high quality 
documentation a documentation specialist should work closely with a programmer. 
When a system is turned over to a programmer or user to maintain or learn it, the 
original documentor must assume that they will not know where to begin to learn 
about the system. The first page of the docum~ntation, whether it be on-line or 
notebook fotmat, should inform the reader about the "depth" of the system and its 
documentation. 

Some helpful hints in improv~ng the readability of a program would be to: 

9 Place a narrative paragraph at the top of the program to describe 'C 

what it is used for 

• Have a special section set aside for explaining all branches within the 
program logic 

• Set off key words with underline or boldface type 

• Rename all ambiguous variables 

• 

• 

Develop special areas for specific types of variables such as EXTER
NAL, FLOAT, REAL, INTEGER, etc., to descriptively label what each 
one does 

List out potential ambiguities and de§cribe them in greater detail 
c; 
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Extract all complex conditional segments and create decision tables 

Strip out all confusing or technical expressions and show the formulas 
with and without data 

[) 
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Chapter 6 

SYSTEM IMPLEMENTATION AND EVALUATION 

1. INTRODUCTION 

This chapter deals with the planning, delivery, and installation of the computer. By now 
a vendor has been selected, a contract has been signed, and a generalized imple
mentation plan has been adopted. At this point a specific, detailed plan should be 
developed in order to ensure successful installation of the computer and provide for 
adequate future expansion. The general areas of concern addressed by this chapter are: 

• 
• 
e" 

• 
• 
• 
• 
• 
• 
• 
• 
• 

Methods of File Conversion 

Site Planning and Location 

Electrical, Environmental, and Cabling Requirements 

Physical Secur1;ty 

Deli very Schedule 

Hardware Installation 

Acceptance Tests 

Operating System Installation 

Application Programs Installation 

Backup Facilities 

Installation Evaluation 

Project Review and Master Plan Development 

2. METHODS OF FiLE CONVERSION 

The term conversion is used to describe the proo.ess of changing from one way of doing 
things to another. In the context of a systems project, conversion might mean changing 
manual procedures into automated ones, reformatting data con'tained on magnetic tape 
for access on magnetic disk, or the upward transition of programs from one <;9mputer to 
a more powerful machine. Even though a system is well designed and propei-ly planned, 
its initial success may depend on how well these types !,"':If conversions are executed. 
When a computer system untimely or incorrectly produce's Information, the users will 
invariably develop a skeptical attitude and a mistrust of the entire system. This 
attitude may remain long after all the problems have been resolved. In order to prevent 
this, the conversion process must be carefully planned, documented, and executed . 

Preceding page blank 
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2.1 Direct Conversion 

This method involves curtailing all manual or computerized operations under the 
old method, and then as quickly as possible, beginning operations under the new. 
Direct conversion is relatively inexpensive but involves a high risk of failure. By 
relying totally on a system which is operationally untried, an agency runs the risk 
of a breakdown with no backup system to help. Generally, there are too many 
errors which could occur using this process to make it feasible for an agency. 

2.2 Parallel Conversion 

In this approach both the old and new systems operate simultaneously for a 
limited period of time; the results produced from each are compared and the 
differences reconciled. This method provides a high degree of protection against 
failure, but the costs of duplicating facilities and personnel in order to maintain 
the two systems can be high. For most conversions, however, a month of paraliel 
operation is sufficient and is not prohibitively expensive. This method has gained 
widespread acceptance in spite of associated costs because of the confidence 
users will develop in the new system. By observing that it produces reliable 
outputs which match their needs and expectations, users are able to overcome 
their resistance to change and appreciate the enhancements offered by the new 
system. 

3. SITE PLANNING AND LOCA nON 

The selection and layout of the computer site requires careful consideration since 
i[iJprovements will, in most cases, be necessary before the equipment can be installed. 
The relocation and rearrangement of a computer center represents a large and 
unnecessary cost and should be avoided in the future by adequate planning. Whenever 
possible, the assistance of architects, vendor site planning personnel, and industrial 
engineers should be utilized during this planning function to clarify both present and 
future requirements. In many data processing installations the future requirements 
have not been given adequate thought and have often resulted in expensive remodeling 
costs. 

It is important to select the physical area which will not only house the computer in its 
present configuration but will also allow for future expansion. Care must be exercised 
to identify a location that is compatible with the type of computer you are installing. 
For example, jf teleprocessing is to be a prominent part of your system, then a 'site 
should be selected which would minimize telephone line costs. 

Other considerations in locating the computer facility are door size openings, elevator 
size, or other size factors which might cause problems when, the equipment is delivered. 
It does not require much imagination to picture the frenzy of a Project Director 'who 
~Iiscovers on the day of delivery that the computer is six inches wider than the 
~(omputer room door. These types of last minute problems, which always result in 
~onfusion, embarrassment, and delay, can easily be avoidep by thorough preliminary 

planning. 
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Once the general area has been identified th fl 
considered. Work flow should be of prime i' e oor plan an~ work flow need to be 
a computer center. In most 'data ro . mportance whe~ laymg o~t the floor plan of 
the Control Section, which date st:mp~e;~~~i~~n~ers ~h.e fIrst step m job processing is 
Entry Section. The completed data e~t ke., an m turn passes work to the Data 
After the",Gomputer processes the data ry wor IS then passed to the computer room. 
The completed work is then dell' d' tbhe koutput reports are decollated and burst. 

. vere ac to the Control S t' f .. 
postmg, ~tc., prior to being delivered to the user. Th' fl ,ec Ion or. valIdation, 
mstallatIon, but is used here to point out that kI~1 ow maY;lnot be tYPICal of your 
made part of your site lannin f' a wor ow plan S\,ould be developed and 
should reflect the workP flow ~o~;ctI~n. In the computer. room\itself, the floor plan 
of computer components for ~perati~~:I~~~ents lfor dera~lOns perso~nel, accessibility 
nel. You must also plan adequate s . f onne, an eqUIpment mamtenance person-
magnetic disks, and other data proces~~C; Su;pl~~~~age of forms, cards, magnetic tapes, 

4. ELECTRICAL, ENVIRONMENTAL, AND CABLING REQUIREMENTS 

Once the location has been determined d th h . 
step is the identification of the power an . e p YSICfal floor plan completed, the next 

dd't' h' reqUIrements or each computer a 1 lon, t e reqUIrements for air co d'" . . component. In 
factors involved in the operation ot th' n IttlOnmg, hbum~dlty, and other environmental 

. e sys em must e Identified. 

Electrical requirements will most rob bl . . 
termination connectors. The location oa y reqUIre ~edlcat.ed ~ower lines with special 
wire all need to be established and adde~ t~e ~owf~r lIne~, c~rcult breakers, and types of 
taken when planning the ower s I e. oor p ~n ayout. Care should also be 
power irregularities. Enfergenc:PPo::~ ~~~~~er outsIde sour<7s w~ich could cause 
computer system is supporting a critical fun t' p may bl.e requ!red If the agency's 

CIon m an on- me enVIronment. 

Air conditioning is a critical factor w'th 
cau~e a computer to malfunction ~nd coimputer systems. ~xc,~ssi~e heat or cold will 
eqUIpment. Hot spots should be identifIedn s~me c~ses, wd.ll~ p.hyslcally damage the 
deal with those areas. an an aJ.r con ItlOnmg plan developed to 

Once the individual components of the h 
cabling required to connect them must ;~s~em. d ave

d 
be~n located on the floor plan the 

components may require nonstandard onSI ere. ny unusual arrangement of the 
increments of fifty feet. lengths of cable, which ~,~nerally come in 

,', 

Due to the cabling of components l' . '" 
may be required to provide a functi~t~~~ys~~ef'l aIr ~on~I~10nm9' etc., rai.sed flooring 
a factor in determining the; type of rais d fl a ay~u h e eqUIpment. weIghts will be 
handle the cables. A ain when . e oor an t e a.ssoclated heIght required to 
advisable to utilize t~e s~rvices ~~annm~ for. power, enVIronment, and cabling, it is 
industrial engineers if available Als ven or tIte . pla.nnin~ speCialists, architects, and 
requirements since an upgrade ~f air 0, a~.~.p ~nnmg dm thIS area should include future 
be very expensive if not considered in cthone I.InI.ltol.nallngl an , othetr environmental systems can 

p annmg sages. 
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5. PHYSICAL SECURITY 

The key elements in achieving security in a computer installation are prevention, 
detection and recovery. This part of the chapter discusses the establishment of a 
program that encompasses these elements, but is, designed for comput:r processing with 
its particular demands. Security involves protectmg !;loth data and eqUipment. 

It is recommended that agencies planning to implement a computer system identify an 
internal staff function called "security". The staff assigned to this function must be 
knowledgeable in the data processing field and should clearly understand the i~plica
tions of various kinds of security breaches. The staff should also help desIgn the 
security program, evaluate the threats to be encountered ~~ terms ?f dollars and 
probability, determine what information must have the capabIlIty of bemg recovered, 
and be familiar with the different ways of protecting data and the computer center. 

While each agency or organization views security in a different light, the following 
objectives have general validity: 

• To ensure the integrity and accuracy of the data 

o To provide for the privacy of personal, privileged, or otherwise sensitive 
data 

• To protect agency assets from the hazards of fire, water, misapplication and 
vandalism 

• To ensure the ability to survive hazards 

• To protect employees from the temptation to default on their respon
sibilities 

• To protect management from charges of failing to manage, if any security 
breaches occur 

5.1 Site Selection 

The location of a computer installation can itself be the means of achieving 
protection. The cost of protection, the ease w~th which i,t ca~ be provided, the 
extent of damage which can be incurred by accIdents or fIres m adjacent areas, 
the ease of access to and surveillance of ,an installation, and the likelihood of 
external threats occurring are all directly related to the computer location. 

In an established facility it may be possible to take advantage of security 
measures already in force. If there is some perimeter control, a degree of 
security exists which probably would not be justifiable in a separate, isolated 
facility. 

There are at least two distinct advantages in maintaining a seDarate building for 
data processing: it is easier to control access, and there i~ less, risk from water 
damage or from fire that may be caused by fla,mmable ?r vo!?-tile products used 
by other components. But it must also be taken mto consideratlOn that a separate 
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building might be more vulnerable to a deliberate attack. Someone intent on 
destruction might find it easier to identify the entrances, power -sources, 
communication lines, and water supply. To offset this possibility, measures should 
be employed to make the building itself, or only critical elements, unidentifiable 
as to use. Power and communications lines should be placed underground and 
manhole covers locked. 

Limiting the number of entrances is another important control measure. Two 
entrances should be sufficient; one for personnel, another for supplies. Emer-' 
gency exit doors should be kept locked from the outside, opening from the inside 
only, and should activate an alarm if opened. External locks should be of high 
quality, hinges should be on the inside, and latches on exit-,only doors should be 
covered by plates or designed to prevent forced entry. 

There is a hazard in locating a computer center below ground level. More 
insurance claims from computer installations come from water damage and 
flooding than from any other cause. Backed-up sewer lines, broken water mains, 
heavy rains or rising streams, and flooding from putting out a fire on a floor above 
or in an adjacent area make up a sizable portion of the insurance claims. 

e 
Locations inside the building are preferred for computer placement over locations 
along outside walls because of the exposure to external hazards. If there is no 
choice but to have part or all of the installation on an outside wall, windows could 
be closed with masonry, or glass could be replaced with one of the new 
"impenetrable" plastic sheeting materials. 

Many techniques are used for controlling access to a building or a room. Guarded 
entrances are probably the most popular. Because one person is unlikely to stop 
an attack by a group, the intent is actually to control normal access. This can be 
done by a secretary-receptionist who can challenge strangers and call for help if 
necessary. Procedures must be established so that the guard has instructions for 
all eventualities and assistance is close by. The guard must know when and how to 
summon help without causing a scene, and the help should be on varying levels to 
cope with problems of differing complexity. There should be advance planning for 
all situations which could be expected to arise. 

5.2 Fire and Other Damage Control 

Fire prevention begins with the structure. Ideally, it should be a separate, 
fireproof building. In the absence of this, however, the walls common to offices 
and the computer center should have at least one-hour fire ratings and effective 
firebreaks. Windows facing nearby buildings will permit fire to enter and should 
be replaced by masonry. This is not to suggest that the computer center alone 
should be protected from fire; the point is that fires are more likely to start in an 
office environment and spread to the data processing area. 

In the computer center, all interior walls should extend from the slab to the 
structural ceiling, and all air conditioning ducts through these walls should have 
fire dampers. The facility should be fireproof, including the raised floor, 
suspended ceiling, and any partitioned areas for operators, job dispatching, or 
maintenance and work storage. 
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Cleanliness is vital to maintaining a noncombustible environment. Lint from 
moving paper and cards ignites easily and burns rapidly. The space under the 
raised floor collects lillt and should be frequently cleaned. 

The first line of defense against fires should be the small hand-held extinguishers. 
These should be placed around the computer area so that they are handy,.and 
visible, and every employee should be trained in their use. C0n:tputer :oom fIres 
are infrequent, but those that do start can usually be put out qUlckly WIth a; small 
hand-held extinguisher. 

Electrical equipment fires are characterized by a breakdown in insulation and a 
resultant short circuit or arcing. Th~ heat in the ~rea of . the . 'breakdo~n c,:,-n 
g,~!;0me quite intense, vaporizing matenal and generatmg sm.oKe. !But the fIre wlll 
normally remain local, lasting only as long as ~he cause .remaIn~ •. r~e temperatu~e 
of the room may not be elevated even WIth the aIr condItiOning off. It IS 

therefore recommended that the detectors be sensitive to smoke rather than 
temperature. 

It is wise to set the threshold of the detectors low enough to detect equipment 
fires as early as possible. When quenching systems ar~~ used,. it is i'!lP?rtant that 
the detectors not release a fire extinguishing agent ImmedIately; It 1S wasteful 
and, in the case of CO ,can be hazardous to the people. in th~ area. The det~ctor 
should trigger an aUdi6le alarm locally and at appropnatlC! f1~e or guard statlO~s, 
and the detectors should initiate a time delay. If t.hIS delay IS allow~d t~ run Its 
course without intervention, the quenching agent WIll be rel~ased. ThIS will cover 
the times when no one is in the area to intervene, such as hohdays and weekends. 

5.3 Sprinklers or FloodiQg Systems 

In the past, local building and fire ~ode~ ~ave .dict":ted ~he. use of sprinkler 
systems, which ~(e well suited for .:~xtl~gU1s.hing flre~ In bUl!dIng materials ~nd 
paper products but are ill suited for ~Ires In electrical eqUlPn:tent. There are 
several disadvantages to such a system In a computer do~m. A fIre "Y0uld be we.ll 
advanced before the ceiling temperature reached 160 F In a room WIth forced a~r 
cooling and it would have already caused extensive damage. The ~at~r .that is 
discharged would cause severe proble'!ls; it would rarely reach the .fIre InSIde the 
equipment cabinet. At best, the eqUIpment would have to be dried thoroughly 
before being repowered and used again. At worst? the wate~ .from the ch?rg~d . 
lines could contain conductive sediments and could Induce addItIOnal sho~t-cIrcU1t, 
paths. Also, the exposed sprinkler heads cou~d be struc~ ac~identally whIch poses 
the problem of discharging water into equlpment WhICh IS fully powered an(j 
operating. 

There is a recent trend toward gas flooding'~ystems which are e~fectiveyor 
building and office materials and ideal for equipment a~d storage medIa. The igas 
is dispersed so as to reach any fire, and .causes no. resldu~l damage. Excep~ for 
damage from the fire itself~ equipment IS usable ImmedIately after use of. the 
extinguishing agent. 

Until recently the only e~tinguishing agent used in flooding systems was carbon 
dioxide. The major d.rawba~k to CO2 has been t/';:~t it is dangerous to pe.rsonne!. 
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The concentration needed to extinguish a fire with CO
2 

can incapacitate and 
suffocate. Where CO2 flooding systems are used, personnel should be alerted to 
the dangers and trainea to work in pairs. 

The dangers of CO2 have spurred the development of other extinguishing agents 
which do not extinguish a fire by displacing oxygen but has a chemical action on 
the comoostion process itself so that there is no further burning. It is important 
that the gas be used in the proper concentrations; therefore, the discharge 
systems must be correctly engineered and installed. 

5.4 Protecting Tapes, Disk, and Microfilm 

While data processing equipment will not sustain com rusti on , moot storage media 
will. Magnetic tape, tape reels, tape and disk canisters, and microfilm can warp 
and burn under heat. Because these materials Decome distorted and unreadable if 
subjected to temperatures above 1500 F, it is vital that they be kept separate and 
well insulated from other flammable, high-temperatu-e environments. The walls, 
ceilings, floors, and doors to a data storage area should h}ve a two-hour fire 
rating. Vaults designed for data storage are available as prefabricated units .,buH t 
to several different fire ratings. 

5.5 Protecting SJpplies 

Paper products are the moot combustible materials in a data processing instal
lation. It Is advisable to store as few of these as possible in the computer room. 
A storage area for larger quantities of supplies slDuld be located some distance 
from valuable equipment and data. Two-hour rated protection is recomm~~nded for 
the walls. Water is the standard quenching agent for paper products, bl~t it may 
cause punched cards, printer paper, and other supplies to be unusable. . 

6. DELIVERY SCHEDULE 

After all of the physical site planning has been completed, the next step is tOQ€ve!opa 
schedule which identifies all of the events necessary to prepare the installation and 
establishes appropriate dates for the start and completion of each event. Once this is 
finished, you will be ready to either confirm the delivery date of the system or 
reschedule it. 

The delivery date becomes critical to the other major areas of operating system 
generation, analyst and operations staff training, and work assignments. By planning 
site preparation and delivery schedules, you will not be accepting and paying for a 
system until you are ready to use it. At all times, the establishment of the delivery 
date must be stipulated in the agency's contract and must be adhered to'by the vendor. 
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7. HARDWARE INSTALLATION 

When the system is delivered, the physical installation of the equipment can begin. In 
most instances the installation will be handled by the vendor's personnel and should be 
so stipulated in the contract in addition to the preestablished installation time frames. 
The individuals responsible for the installation should schedule adequate personnel to 
handle the task. If they are not available, or they are called out to handle breakdowns 
for other customers, the installation of your equipment may be delayed to the point of 
being unacceptable, which could in turn impact other important project milestones. If 
you have completed your obligations on site preparation, insist that the vendors 
complete their obligation or provide for an acceptable alternative. 

8. ACCEPTANCE TESTS 

After the physical installation of the computer has been completed, but prior to turning 
the system over to the agency, the vendor must be required to perform acceptance 
tests demonstrating a functional system. Provisions for acceptance testing should be 
included in the contract. These tests vary from a simple requirement stating that a 
hardware component must operate without error for a specific period of time to a full
blown test of the entire system, including its operating system and user application 
programs. 

The magnitude of these acceptance tests is dependent upon the functions stipulated in 
the RFP and contract. No payment should be made to the vendor until the acceptance 
test has been completed. Once payment has been made, an agency has little recourse 
against a vendor who does not perform the installation and checkout procedures 
properly. 

9. OPERATING SYSTEM INSTALLA'nON 

When developing the overall installation schedule for the equipment, consider the 
installation schedule for the operating system. Adequate time should be provided to the 
systems programmers to finish operating system generation and testing so that the 
completion of this task coincides with the completion of the equipment acceptance 
test. Since this is a highly technical undertaking, the;use of vendor personnel to assist 
in the development of the operating system implementation schedule should he 
encouraged if at all possible. 

!? 
10. APPLICATION PROGRAMS INS\tALLATION 

'~ 
The last major component of the total system is the development of the application 
programs. Conversion or modification of current programs may be required if the 
system being installed is replacing an existing system; new programs may be needed if 
it is an original development effort. In either case, to ensure proper installation of the 
system, the schedule for completion of application programs must be considered along 
with the equipment and operating system installation schedule. 
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11. BACKUP FAaLITIES 

Another item which must be considered in the equipment area is the availability of 
backup facilities in case the computer installation is drastically delayed or there is a 
breakdown of the eq.Jipment later during the life of the system. In ma5t instances 
moving to a backup facility would be a difficult and cumbersome task, especially for 
batch applications. Nevertheless, alternate facilities which could handle critical 
applications should be identified, and arrangements for emergency use negotiated'. The 
development of an emergency plan to co~r these types of circumstances would be very 
helpful. 

One source to use in identifying backup facilities is the equipment manufacturer, who 
can provide names and locations of agencies using compatible equipment. Another 
source might be local users groups and consortiums. Even if your agency feels that its 
applications might not be critical, consider what action would be required if the entire 
system was destroyed. How long could you afford not to do any processing of necessary 
applications? 

12. INSTALLATION EVALUATION 

After the computer system has been installed and is ronsidered to be oPeraticnal, an 
evaluation should be conducted to determine if the vendor has supplied all items or 
services which were contracted for and, from the agency's standpoint, if the capabili
ties identified in the needs assessment process were, in fact, achieved. All statistics 
and narraftive documentation produced as a result of the different types of evaluations 
described,1below should be saved for a final presentation to management. 

12.1 Equipment Evaluatim 

In the area of equipment, the evaluation srould deal with performance achieved 
versus promised. Records sf)ould be maintained which identify all hardware 
malfunctions, the time required for the vendor to respond, and the time it takes 
to fix the malfunctions. 

" " 

If lihe vendor's performance does not meet the level specified in the contract or 
you are experiencing poor hardware performance, the vendor should be notified of 
the malfunctions and/or a plan srould be established to improve the service. At 
that point, if no noticeable improvement is made, action should be taken to 
enforce the vendor'S rontractual obligations. These actions rould go as far as 
contract cancellation or filing of claims for damages due to nonperformance. 

12.2 Software Evaluatim 

As in the case of hardware, this evaluation srould deal with t:he levels of 
performance achieved, down time record, maintenance record, and tuning. This 
evaluation is best performed by technical software people under criteria estab
lished by data processing management. 
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12.3 AppIicaticn Programs Evaluatim 

This is the most important part of the evaluation since the result of the 
procurement process should be the implementation of a system which resolves the 
problems identified in the needs assessment. Review sessioos with the users are 
cri tical here to determine if they are satisfied with system products and to 
ascertain if future modificaticns are necessary. These reviews srould be formal 
and should be documented. 

13. PROJECf REVIEW AND MASTER PLAN DEVEL<PMENT 

Before the system project can be concluded, an important final review process must be 
undertaken. This review srould include management, in addition to the principals 
involved in the project. The purpose of this review is twofold: to determine the degree 
to which the objectives identified at the beginning of the project have been achieved, 
and to outline a master plan for the future operation and/or enhancement of the 
system. Depending on the complexity of the system, the review srould not be 
conducted for at least six months. This delay is int~rtded to eliminate any installation 
and implementation problems which might distort the review findings. , 

• I 

Program development and implementation, whether in a manual or automated mode, is 
an iterative process. Continual reassessment of an agencies objectives and effective
ness will most Ukely identify areas for future improvement. The guidelines set forth in 
this Manual srould be very useful every time a project is analyzed. 

The project review should be followed by an annual audi.t of the agency's master plan. 
During the audit, the system and its procedures are evaluated to determine the extent 
to which the system continues to meet the objectives of the agency. All audit findings 
srould be added to the system cbcumentatioo package. 

In order for a computer system to operate effectively over an extended period of time, 
an agency must have some type of overall plan. A master plan of srort and long-range 
goals and general guidelines for the achievement of stated objectives is a necessity. 
The master plan will provide direction to an agency ,and will decrease the sense of 
uncertainty about future enhancements or modifications. By being watchful and 
following the guidelines set forth in this Manual, an agency can help ensure that its 
computer system will be successful. 
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This section of the Manual is designed to supplement the conceptual information 
presel1ted in Part 1 with practical techniques and procedures. The material in Part 2 
follows the topical organization of the preceding chapters, and is referenced ih the 
Table of Contents back to the appropriate Part 1 text. Although Part 2 may be read by 
the more technicaUy-oriented criminal justice information system administtator~.i! is 
directed primarily towards systems personnel tasked with the responsibility for design
ing and developing these systems. 

For the individual new to the system analysis and design process, the checklists and 
sample data collection forms should be especially useful. For the experienced analyst, 
the suggested tecHbiques and methods of data organization may offer a fresh point of 
view and provide an opportunity to review current practices. 

Keep in mind that not all of the procedures and techniques may be needed during a 
particular project phase. The nature of the study or design effort may require the user 
to make modific;:}.tions in approach as necessary. 
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1. INTERVIEWS 

" < 

" 

I 
". 

-.1 
,~ 

1.1 Purpose and Approach 
) 

The interview process is probably one of tNe most important elements of 
information gathering for a systems development project. An effective user 
interview provides insight and direction, user involvement in the process, and 
serves as a source of important information. 

In advance of the interviews consideration of the purpose for the interviews 
should encompass at least four considerations. What approach or approaches 
should be taken with the interviewees? What kind of questions should be asked or 
information exchanged? What form of interview should be conducted? What 
kinds of available material should be reviewed prior to the interview? 

,( 

The approach taken ''In an interview determines the type of communicative 
relationship established between the participants. Choice of approach, in any 
particular criminal justice agency, will depend not only upon the nature and scope 
of the project, but also upon the personalities involved, the organizational 
relationship between the interviewer and the interviewee, and the likelihood of 
creating a positive, informative environment. Guidelines for several approaches 
are provided here. 

Approach 1: User Oriented Interview 

1. In this type of interview, encourage the interviewee to describe problems, 
needs, and information requirements from their point of view. 

2. Accept their description as the only legitimate frame of reference for the 
interview. 

3. Keep the interview informal to establish a relaxed atmosphere. 

4. Be supportive. Encourage the user to elaborate on problem definition and 
needs, and to propose possible directions for system improvement and data u 
collection. 

5. Avoid making specific suggestions or recommendations. Ideas with respect 
to procedural changes, system alternatives, or additional requirements 
should be presented in a very tentative manner. 

6. In order to maintain the necessary perspective, the interviewer must gain 
some understanding of the problems before the interview. Never go into 
this type of interview "cold". 

7. Use the comparison between steps 1, 2, and 6 as a basis for strengthening 
and refining your perspective of the project scope and content. 

,,_;,' I, 
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Approach 2: Interviewer/User Confrontation 

1. 

2. 

3. 

4. 

5. 

Thorough advance preparation for the interview is essential. 

Take nothing the interviewee says for granted. Have the interviewee 
support problem identification and stated requirements with facts and 
examples. 

Probe for reasons, motives, objectives, causes, and reactions. Challenge the 
interviewee's thinking regarding assumptions, potential value and use of 
data, and possible alternatives. 

Be prepared to present facts, but present your own perspective and thinking 
in a nonthreatening way. 

Gather needed information ;~s a byproduct of assisting the interviewee in 
clarifying his/her understanding of the problems and project. 

Approach 3: Interviewer/User Environmental Acceptance 

1. 

2 . 

3. 

4. 

Emphasis is on nonjudgmental insigh~ into pro.blem areas, and. the interacti~n 
of the interviewee with the project enVIronment. ThIS approach IS 
particularly applicable when the project is to be conducted in a low-morale 
environment. 

The interviewer tries to understand the problem, project environment, 
information requirements, and feelings without necessarily accepting them 
as a frame of reference for project development. 

Restate the user's feelings and concerns wherever possible to emphasize 
awareness and supportiveness. 

Don't agree or disagree. Make the users feel that they have an important 
interest in the success of the project and that their presentation of the 
problems and requirements will contribute positively to the project effort. 

Generally, each of the approaches listed above appJies to diffe:ent circums~ances 
surrounding the fact-finding effort. If conditions are partIcularly hostIle or 
conflicting in terms of opinion, Approach No.2 is recommended. Approach No. 3 
applies In a situation where user morale is low, while approach No.1 is standard 
for an uncomplicated interview effort. 

The kinds of questions which should be asked or the type of information which 
needs to be exchanged will be a function of the nature of the project. The 
following guidelines, however, should, be kept in mind. ';::, 

1. If information requirements form a part of the interview scope, the 
questions asked should also focus upon: 

• How the information will be used and in what format 
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• The sources of the information 

• The needed reliability 

• The differences between existing inform ation capabilities and C;he 
desired capabilities 

• Potential difficulties in satisfying the requirements 

• Response requirements 

The higher the level of interview, the more the emillasis srould be placed 
upon the kinds of information and the information usage. 

2. If problem definition is a part of the srope, develop questions that explore 
areas of concern from many different points of view. Remember that there 
is always the danger of focusing on symptoms rather than the actual 
problems. 

3. If system improvement is of major roncern, be sure to include an explora
tion of the way in which different parts of the department interact with 
each other and with external elements. These relationships are usually qui te 
sensitive to system changes. The interviewer should also be prepared to 
explore the ways in which system performance is QJrrently evaluated and 
how improvements will be evaluated. Be sure to explore the need for 
system improvement as perceived by the interviewee. 

Once an interview approach has been selected, the interviewer should also 
identify the best form, which may vary from user to user or from multiple 
interviews with the same interviewee. 

An informal interview is desirable when a set of previously prepared qJestions 
would be inappropriate. It may be used when dealing with management users to 
explore general roncerns about system performance and problems,as part of 
preliminary investigations, and to discuss possible needs currently not being met. 

In a topical interview the major areas of roncern have been identified and 
outlined, but a detailed set of questions is not prepared in advance. In the topical, 
and in the informal interview, considerable attention must be given to developing 
accurate notes. 

A stroctll"ed interview involves the development of a detailed series of questions. 
These ma}(, be distributed to interviewees in advance of the meeting, reviewed 
prior to the meeting and then disQJssed at the meeting. Alternatively, the 
questions may be raised at the meeting. While the interviewer should attempt to 
cover all of the relevant questions, he or she sh:>uld be prepared to follow other 
promising leads that may be developed in the interview. 

1.2 Review Available Material 

The selection of material for review prior to interviews is a fmction of both the 
purpose of the interviews and the user's function within the organization. 
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Interviews involving technical personnel will recpire the review of approll"iately 
detailed technical information. Material reviewed prior to managerial interviews 
should highlight organizational structure and experiential data. Operaticnal 
information should be reviewed with an emphasis on purpose and performance. 
The purpose of reviewing available material prior to interviews is to assure that 
the maximum amount of useful information will be elicited. Material reviewed 
smuld provide: 

• A familiarity with terminology. 

• An understanding of the environment in which the project is being 
undertaken. 

• A clear picture of the organizational structure and the personnel 
involved. 

• Exposure to past activities, experiences, and problems that are likely 
to impact the success of the interview and the project. 

• An understanding of the existing baseline systems, operations, per
formance and utilization. 

• The identification of previous related efforts. 

Depending upon the nature of the project, materials to be reviewed would include 
such things as: 

• Technical reports 

• Organizational charts 

e Planning do cum ents 

• Flow charts 

• Job descriptions 

1.3 Prepare Interview Doctments 

With regard to the structured form of interviews, there are two major types of 
interview documents. These are the questionnaire and the interview recocd. The 
questionnaire provides the basis for a more toorough, tmughtful response to 
questions than might be obtained in an initial interview. In almost all cases the 
response to the questionnaire smuid be used as the basis for additional interview 
material. A sample questionnaire used in an information requirements analysis is 
smwn on the following page. 

The second inter view document that needs to be prepared is tl"e inter view record. 
This is generally a summary document which organizes interview material so that 
it can be merged or compared with material from other interviews. A sample 
interview form follows the sample questionnaire. 
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1. 

2. 

3. 

MANAGEMENT INFORMATION SYSTEM 

QUESTIONNAIRE 

What specific objectives would you like to see achieved as a result of having 
an operational Management Information System? 

How would you rank these Management Information System obJectives in 
order of pri ori ty? 

How would you evaluate the quality, timeliness, and usefulness of the 
information you presently receive? 
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4. 

5. 

6. 

7. 

. .. ~. 
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What other kinds of informatioo would you £ltd helpful? 

What are the most important types of decisioos you make and actiros you 
take? 

What are the most freq.tent types of (jecisioos you make and actions you 
take? How often do you make thesE:: dedsioos? 

In your opinion, what are the major obstacles to your receiving accurate, 
timely, and useful information? 
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~hat kinds of applications do you feel are important candidates for inclusion 
In the Man~g~ment Information System, and how would you rank them in 
order of PriOrity? 

Date Com pleted 
Name: -------------------
Jjitle: ____________________ _ 
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1.4 Notify Interviewees 

It is important to notify the users well in a9irance regarding the time and scope of 
the scheduled fact finding interviews. Ofj:en it is very helpful to send a letter 
which establishes the significance of the ex'~r~'::ise and the intent of the project. 
When developing such a letter, make sure that it: 

• Is from a ranking officer 

• Is sent as early as possible 
, 

• Establishes the date, time, and localtidln 
" 

• Establishes the purpose of the intervie\v 

• Describes the intent of the system' effdirt 

• Requests interviewee preparation if neciessary 

A sample interview notification m~morandum may be foumron the following page. 
I' 

1.5 Conduct Interviews 

Some suggestions for conducting interviews are: 

.. Interviews of from 45-90 minutes are usua.lly the most productive. 

• If possible, use interview teams consisting of one system speCialist and 
one experienced officer.' 

• The most effective interviews are usually those in which there are the 
fewest interruptions or distractions. 

• If a team is used, one member should document while the other 
member is questioning the interviewee. Alternating these roles is 
useful. 

• Notes should be reviewed imm~diately following an interview and any 
additional thou~hts or observations recorded. 

• Don't be afraid to ask a question more than once, paraphrasing if 
necessary, to assure that it is understood. 

1.6 Collection and Analysis of Data 

If they are well done, feasibility studies, requirements analyses, and design and 
development efforts produce large amounts of useful data. Effective collection 
and analysis of data gathered during interviews and through preparatory studies 
should focus on several system aspects. These include: 

96 

... 't·· 

• I" .~, 

a 

,::. 

.. , 

, . 
I 
~ 

SAMPLE INTERVIEW NOTIFICATION MEMORANDUM 

TO: 

FROM: 

SUBJECT: M.I.S. Interview scheduled for 

at 

At the scheduled interview we are planning to discuss with you some aspects of the 
Management Information System now under development. We are interested in 
exploring two major areas with you at that time. 

the first is amcerned with the type and quality of information you are presently 
obtaining, the extent to which it meets yourneeqs, and the degree to which it 
supports your decision making. At the time of tile interview, it would also be 
helpful if you could have your secretary assemble for us a set of samples of those 
documents (computer reports, forms, etc.) on which you currently receive infor-
mation. .' U 

The second area invol ves a determination of the ways in which a Management 
(I Information System can be of greatest value to you and your organization. We 

"Y0uld appreciat~ yo.u giving so~e thought to significant objectives that you would 
lIke your orgaruzation to achieve as a result of the Management Information 
System becoming operational. In identifying these "Management Information 
System Objectives", think in terms of practical levels of achievement, the parts of 
the organization that would be most directly affected, those individuals that would 
have the responsibility of achieving the objey:tives, and the relationships of these 
objectives to long-range plans. ~ 

\\ 

Attached is a short 'questionnaire which we would like you to complete as frankly 
and completely as possible and return to us in advance of the interview. 

We appreciate your cooperation and look forward to meeting with you. 

97 

I 
I 
~ \; 

I 

I 

, 



, .... -

1. The documentation of "baseline" or current system characteristics: 

• 

• 

• 

The flow of information - SOU1"CeS, users, frequency, volume, timing, 
and importance 

The use of information - decision making, operational applications, 
planning 

The structure of information flow - file structures, documents, quanti
ties of information, accuracy 

• The economics of information - costs of acquisition, manipulation, and 
reporting; benefits; information value 

2. The impact of modifications and additions to the "baseline" system. 
~ 

3. The evaluation of the "baseline" system in both qualitative and quantitative 
terms. 

Experience has shown that considerable insight can be obtained by organizing data 
to emphasize the above aspects. The following analytical formats are useful: 

Flow Diagrams 

Standard flowcharting may be used. To make the diagrams more useful, they 
should be striJctured to show the movement of information from one organization
al element to another, or from one functional area to another. An example flow
chart follows. Refer to Appendix 3 for simplified flowcharting techniques. 

Input/Output Charts 

In a more summarized form than the flow diagrams, an Input/Output Chart shows 
the flow of documents. An Input/Output chart can take many forms. One 
example, shown below, indicates which departments a document is Ouput. from 
and Input to. 

Data Matrices 

Charts of matrices that relate the relevant documents to the data elements they 
contain can reveal considerable information concerning areas of similarity and 
areas of potentially undesirable redundancy. An example of a data matrix can be 
found following the sample Input/Output Chart. '. 

2. SYSTEM STUDY 

" 

2.1 Define Objectives 

Whatever the_nature of the project, it is important to establish one or more 
objectives that the department would like to see achieved as a result of the 
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CALL FOR SERVICE PROCEDURE 

Example of Flowchart 

• Initiate Dispatch 
Card (White) 

}-----IIw. Check "Call-Back" 
• Stamp Time Received 
• Place in Call-Back 

Box 

Screen Call t--IW' 
For Service 

Critical No 

• Initiate Dispatch 
Card (White) . 

• Give Card To 
'---IIIN Dispatcher 

• (Stamp "Delay 

I' '. 

or Time Received) 

• a 0 0 e 
• Priority Code 
• Complaint 

Information 
• Complaint (J 
• Citizen 

Information 
(Delay) 

Advis'e 
w.--I of 

Dela 

Stamp 
Time 

Received 

.... :.-._ .. _----
• Initiate Dispatch 

Card (Whi te~ 
• Check "Walk-In" 
• Stamp Time 

Received 

eRa ooe 
• Priority Code 
• Complaint 

Information 
• Citizen Information 
• Time Received 
• "Walk-In" 

• Stamp Delay 
• Stack Cards 
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EXAMPLE OF INPUT/OUTPUT CHART 

DEPARTMENT 

p 
R ~ 

~"5 p § 
'" S ~ 

u"'" ~ '" U"'" $ &" # 
f 
~ DOCUMENT (J 

DISPATCH CARD 0/1 

INCIDENT REPORT 

ARREST REPORT 

SUPP~EMENTARY 
REPORT 

MASTER INDEX 
CA~D 

BOOKING SHEET 

FINGERPRINT CARD 

FIELD INFORMATION 
CARD 

SHIFT REPORT 

I = INPUT TO 

$' 
~ CJ 

I 

I 

I 

I 

I 

I 

K 

~ 
W 
~ -..; 

I 

0/1 

0/1 

I 

I 

100 

~ 
~ 

$ 
.f? 

I 

0/1 

::t 
~ 

I 

0/1 

0' 
~ 

~"'" 

0/1 

0/1 

0/1 

0/1 

0/1 

o = OUTPUT FROM 

§ 
~ 

~ 
tf ~ 
~ 
~ 

.~ 

I 

I 

I 

I 

I 

~ 
# 

4J: 

I 

I 

I 

I 

0/1 

I 

I 
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EXAMPLE OF DATA MATRIX 

DATA ELEMENTS 

:;:) 

" 
':11.' 

DISPATCH CARD X X X X X 

INCIDENT REPORT X ·X X X X X X 

ARREST REPORT X X X X X X 

SUPPLEMENTARY 
REPORT X X X X X X X 

MASTER: INDEX CARD X X X X X 

BOOKING SHEET X X X X X 

FINGERPRINT CARD X X X X 

FIELD INFORMA nON 
CARD X X X 
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project. This is an essential prelude to any system evaluation. The objectives, if 
properly stated, provide the basis for determining the extent to which the new 
system or improved system performs as expected. 

To be most effective, the objectives must satisfy at least three conditions: 

• They must be specific, explicitly as quantitative as possible. 

• They must be restrictive, explicitly identifying the areas of concern 
that will be the subject of the effort. 

~ They must be resolvable, translatable into lower level objectives that 
apply at other points within the department. 

Formulation of the objectives will require the active involvement of department 
heads and top management. Objectives must be agreed upon and carefully 
documented. 

2.2 Identify Study Areas 

Identification of the most obvious areas to be analyzed occurs when: 

• users report disatisfaction with a system's performance 

• new requiremc::nts are established which cannot immediately be met 
with existing systems 

• normal growth of a system or changes in its op~rating environment 
threaten to obsolete the system 

Depending upon the number of system users, the complexity of the system, and 
the extent of interactions with other systems, multiple application areas may be 
identified for further analysis. 

It is unusual to encounter an information system project with unlimited resources. 
In most cases, project personnel, time, and effort must be carefully directed to 
those specific application areas which will produce the most important results. 
But what is meant by "important" in this context? In the absence of a clearly 
defined problem area, several viewpoints may be adopted. 

From a technical point of view, a set of priorities may be established based upon 
factors such as cost/benefit ratios. But other nontechnical factors must also be 
considered. Initial consideration must be given to those applications areas which 
provide information required by state, Federal, or .local law. Applicatit;lns areas 
which provide information or operational capability necessary to the opt:;ration of 
the criminal jl:1stice facility would be, broadly speaking, next in line for considera
tion. Areas which involve the provision of new capabilities should be considered 
at this point. 

When further selection of areas is necessary, a relative assessment of potential 
applications by agency users or managers will help to incorporate an additional set 
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of viewpoints. There are many ways of accomplishing this assessment. Perhaps 
the simplest way is to: 

1. List all of the potential areas and have each participant in the decision 
rank them from highest ~~ 1 to lowest = N, where N is the number of 
areas being considered. . 

2. For each potential area, f"()rm the sum of the rankings. 

3. Form a new list in which the potential applications areas are placed in 
increasing order of their $\Jms. The higher an application is on this 
list, the higher the assessment priority it should be given. 

2.3 Establish Priorities 

All system improvements and modifications for both automated and manual 
systems should be assessed with respect to the following elements. Priorities can 
be assigned according to the number and degree of appropriateness of the 
elements. 

• Complexity 

• Cost/Benefit 

• A vail ability of data 

• Probability of success 

• A vail ability of new personnel 

., Importance of new information availability 

• Extent of interdependency on other systems 

2.4 Review Information Reqllirements 

An effective information requirements review is a complex process. The 
emphasis is normally upon matching stated requirements with the "baseline" 
capabilities of a system in order to assess the changes required. Under these 
circumstances, the higher the level of interview or the more preliminary the 
study, the more condensed will be the categorization of information. As a study 
becomes more detailed, attention will be directed to individual elements of 
data/information. When this happens, each element should be reviewed and 
documented. 

The most difficult aspect of such a review is the examination of stated 
requirements without reference to a "baseline" system. While the project team is 
not always in a position to distinquish between "stated" needs and "actual" needs, 
it should work closely with the user's to jointly explore how particular kinds of 
information would be used. 
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2.5 Doctment Analysis 

Document Analysis can be undertaken from two points of view - that of the user 
and that of the contents. 

The primary intent of the Document Analysis from the user's point of view is to 
determine the manner in which the document is received and how it is used. It is 
also important to note the way in which a document's utility is viewed by the user. 
The sample Document Analysis (User) form identifies some of the most important 
as pects of this anal ysis. 

Document Analysis (Content) elements are shown in the sample form. While the 
elements are not all-inclusive, they do provide some direction. Actual samples of 
completed documents should be gathered and assembled as part of the documenta
tion wherever possible during the data collection process. 

The Document Analysis is a convenient point at which to review Input/Output 
charts to identify document flows that appear unnecessary. It is also the point at 
which to analyze any data matrices to identify areas where duplicate data 
elements may be involved. 

The document analysis is used as an input to the system design or evaluation 
process. Considerable care, however, must be exercised in interpreting the data 
obtained. Information that seems to suggest the elimination of a document, or a 
potential change in document format, must be reviewed in terms of the degree of 
control that the document provides and the impact on the system's operation. 

Instead, the analysis may indicate the need in which specific individuals receive 
their information. If the degree of data redundancy is a factor in potential 
document elimination, special consideration must be given to the underlying 
reasons for the redundancy. Adequate controls may suggest the desirability of 
such redundancy; adequate backup, should part of the system break-down, may 
require it. 

3. FILE ANALYSIS 

3.1 Estimate Information Volume 

Criminal justice files represent an important resource. The objectives of a 
project, the time, and the manpower resources available will determine the scope 
of their examination. However, a comprehensive file. analysis includes an 
evaluation of contents, format, physical storage, utilization, and economic 
factors. The following items may be included in specific file analyses. 

Content 

• 

... " 

Data Elements - definitions, value ranges, and units 

Amount of Information - average and maximum number of characters 
per record 
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FREQUENCY AVERAGE NO. NO. OF COPIES 
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HOW IS DOCUMENT USED? 
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-
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DOCUMENT FILING SEQUENCE 

MEDIA: NO. OF CHARACTERS 
OF INFORMATION MAX AVG --- ---

i 
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• N um ber of recor ds 

• Duplication of data elements wi th other files 

• Identification of data elements that serve as retrieval keys or linkages 
with other files and records 

Formats 

• File structure and organizational characteristics (in the case of 
automated records) 

• Storage media (in the case of manual records) 

Physical Storage 

• Space occupied by a file 

• Physical layout - for manual records this would include file drawers, 
shelf storage, etc. 

Utilization 

• Sources of updating information 

• Users 

• Frequency and number of accesses for purpose of retrieval and/or 
update 

• File growth rate 

• Historical changes in access frequency and volume 

•. Reliability of file data 

• Access times 

• Purging characteristics 

• Access amtrols 

• Efficiency measures such as recall/relevance ratio and scanning ratio. 

Economics 

• Cost of personnel and equipment associated with file maintenance 
including access and quality control 

• Cost of space 

• Incremental access casts 
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• C9st of file reorganizagion and/or periodic purging 

• Coot of access control 

• Coot of file analysis 

• Data cl)nversion costs 

• File consolidation costs 

When looking at manual files, the easiest procedure for estimating volLnne of 
information is simply to calculate: 

Vohme = 

/I records in file 1 x average Ikharacters of information in a file 1 record 

Plus 

1/ records in file 2 x average Ikharacters of informaticn in a file 2 record 

Plus 

1/ records in file N x average Ikharacters of inform ation in a file N record 

The resulting figure must 15ually be reduced by some fraction representing the 
anticipated reduction in file sizes resulting from a purging of the files. When 
analyzing automated files, a similar computation may be carried out. The 
resulting figure may also have to be increased by a fractioo which represents 
"overhead" - information which is stored for the purpooe of linking records to one 
another or for the purp:>se of indexing the computerized records. 

3.2 Estimate Space Reqtirements 

Space reqJirement estimates srould always incorp:>rate anticipated growth rates. 
Generally: 

• One may asSLnne that space requirements will increase at a rate at 
least equal to that experienced up to the time of the file analysis. 

• 

• 

• 

, " 

Space reqJirements soould be calculated over an interval of time equal 
to the Value Period of the Cost/Benefit anal ysis (see Section 6). 

In the case of manual files, an ample growth rate can be extrapolated 
based upon current file volumes, past growth rates, and, for example, 
current crime rate and population trends. 

In the case of autol'nated files, because of (a) the likelirood that 
additional data elements may be added at a later time, and (b) the 
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effect of file "overhead", a compound growth rate should be used. The 
resulting figures may then be adjusted downwards to reflect purging 
and reorganization of files. The computation could be shown as: 

Volume in N years = 
N Current Volume x (1 + overhead factor) x (1 + growth rate) 

e.g. current volume ::- 600 
overhead = 5% 
annual growth rate = 5% 

Estimated Volume in 3 years desired 

= 600 x (1 + .05) x (1 + .05)3 
= 600 x 1.05 x 1.22 
= 769 

Physical space requirements for manual files also needs to be estimated. 

3.3 Estimate File Accuracy 

It is always a sound idea to reestimate the accu'racy of your files as a part of a 
system redesign or improvement effort. It is not difficult, but should be done 
carefully. Generally the procedures involve: 

1. 

2. 

3. 

4. 

Establishing criteria for determining that a particular record is 
accurate. For example, what reference will be used? How will 
missing data be treated? Will all data elements be considered or only 
selected elements? 

Decide how many records will be examined. This usually depends upon 
staff and time available. 

Establish a procedure for selecting records to be examined. If, for 
example, the records are numbered sequentially, you may want to 
select records randomly, using a random number table. 

When the record examination is completed, calculate the estimated 
accuracy. For example, 

P A - No. of Records Found Accurate 100 
ercent ccuracy - No. of Records Examined x 

The chart on the following page provides a method for estimating the number of 
shifts required for record correction. 

4. SYSTEM FLOW ANALYSIS 

4.1 Diagrams 

System flow diagrams are useful in a number of ways. They can be used to isolate 
particular system problems, to explore potential changes to the CJIS, and they 
can be used as the basis for a variety of system calculations. 
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Record Correction. Chart 
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No. a! &-HoUl' 

Slifts 

139 

100 

10 

0.1 

To estimate the minimum number of shifts required for one person 
to correct errors in file records: 

Connect the number of records in the first column with the 
estimated error rate in the third coh.mn with a straight edge. Read 
number of shifts on the second column. 
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In attempting to isolate system problems, be especially alert to: 

• 

• 

• 

• 

Response times that appear lU1reasonably large. These may indicate 
areas of unnecessary flow or excessive processing delays 

The same data moving back and forth between the same flU1ctioos or 
de partm ents 

Information that appears to pass through more than one "nonpro
cessing" acti vity before reaching the intended users 

Redundant flows of information that do not exist for control or backup 
purposes 

When using the flow diagrams to consider potential system changes: 

• 

• 
• 

Clearly identify trose inform ation flows as procedures that are 
mandatory 

Identify necessary control fll1ctions 

Be sensitive to managerial and political amsideratioos which might 
affect the acceptibility of alternate flows. Some of these considera
tions include responsibility for accuracy of data, control of files, 
effect of changes in elected positions on acceptability of activities, 
sharing of costs, and effect of system changes on systems external 10 
that under study 

4.2 Response Time 

In analyzing system flow data, we are always particularly concerned with response 
times - the intervals of time measured from data input or availability to actual 
user receipt of information. Defined in this way, response time incorporates 
components of time attributable to: 

• Data collection and recording 

• Decisi 00/ control poi nts 

• Data transmission 

• Data con version 

• Data processing 

• Report delivery 

• Quality control 

and other system activities. 
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If we are concerned with specific information reflected on the flow diagram and 
we have recorded the number of, transactions per unit time and the average time 
for each of those transactions, we can calculate a useful measure of response 
time for the system or portion of the system under study. 

We calculate the average time per transaction as: 

Number 
of 

Samples 

1 
2 
3 
4 
5 
6 

N= 

Elapsed Time 
for 

Transaction 

22 
20 
19 
16 
15 
14 
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Total Time 
Average Time per Transaction = -N~u-m"":'b';;"e;;;;;r-:i:"'""n~S="a";;"m-p"!"'"'le 

5. RELIABll..ITY ANAL YSIS 

5.1 Information 

= 106 = 17.67 
6 

In the context of an information system, reliability can be thought of as the 
probability that information generated by the system is 'accurate. In fact, 
information can be presumed to be generated by each step in the operation of the 
system. This process can occur in any direction. For example, the following is 
one possible path for information flowing into the system, destined for the 
appropriate files. 

incident--~)-~ communications---.~ investigations---l.~ DP--..... ~Files 

The overall reliability, as measured by the accuracy of the files, is a function of 
the reliability of each of the steps. These component reliabilities, in turn, are a 
fun~tion of the inputs to and outputs from the components. 

. 5.2 Configtration 

Reliability of hardware within a criminal justice system can be considered as the 
probability that the hardware is actually available for use when needed. Reli
ability analysis can be applied to any hardware - reproduction equipment, 
microfilming equipment, and computer systems. In the present analysis we are 
assuming that the system of interest is a computer system. 
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In technical terms, hardware reliability may be expressed in terms of expected 
failure rates. A simpler approach may be used, however, that also reflects 
availability for use when needed. It requires that a careful operating log be kept. 
This log should indicate, for all of the equipment components: 

T = the total shift time 

ts = the scheduled shift maintenance or test time, and 

ta = the actual time available per shift. 

Taking into account scheduled maintenance or test time, unscheduled 
maintenance or test time, ,and unscheduled down time for each piece of 
equipment, w~ can calculate reliability as: 

For example, on a given eight hour shift a printer underwent ten minutes of 
scheduled maintenance. Later in the shift a malfunction led to its being 
unavailable for another twenty minutes. In this case: 

T = 8 hr.; 

ts = 0.167 hr.; 

t = 8 - 0.167 - .333 = 7.5 a 

.957 =8 ::f67 

Then, RpRINTER = .957 

To find the overall reliability of a series of components, such as the data 
communications device, the computer, and the printer, we multiply the com
ponent reliabilities together. Thus, 

ROVERALL = R1 x R2 x R3 

Acceptable reliability factors will vary depending on the importance of the 
system. For example, an on-line Computer Assisted Dispatch system should have 
a factor of at least .990 to be considered reliable, while an off-line batch 
reporting system could go as low as .950 before being considered unreliable • 

6. COST /BENEFIT ANALYSIS 

A criminal justice information system requires a substantial commitment of resources 
over time. Approval of such a system should depend, in part, upon sufficient evidence 
that the benefits justify the expenditure. For an agency with a limited budget, any 
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information system project should compete with other potential needs for funding. A 
cost/benefit analysis provides the basis for making such a comparison. Closely related 
to project objectives, benefit/cost data also serve as yardsticks for measuring the 
extent to which a system achieves the original expectations. The following guidelines 
should assist you in developing the necessary cost/benefit data: 

6.1 Establish Cost and Value Periods 

Reasonable cost and value periods must be established to assure that a realistic 
Cost/Benefit Ratio is obtained. Where there Is more than one agency involved in 
the project, mutual agreement should be reached on both the "alue and cost 
periods. 

The Value Period is equivalent to an assumed Life Cycle interval - the period of 
time over which the developed system is expected to function. This period is 
frequently set equal to the time cycle of the organization's long range planning 
cycle. 

The Cost Period can be set equal to the Value Period in the case of manual 
systems. When dealing with computer systems, the cost period is usually set equal 
to the period over which the equipment costs can be amortized. 

6.2 Identify Benefits 

Benefits generally fall into three categories: 

• Benefits related to program achievements 

• Benefits related to process or operational improvements 

• Benefits related to informational capabilities 

Typical examples would be: 

Program achievements 

• Improved use of resources - personnel, supplies, space, data processing 

• Improved scope - number and type of user agencies 

• Effect of changes in organizational structure 

Operational improvements 

• Increased efficiency 

• Improved response 

• Increased accuracy and reliability of outputs 
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• Effect of better, more timely information 

• Elimination of redundancies in processing steps 

• Improved service levels 

• Effect of new information capabilities 

• Increased confidence in systems 

o Report flexibility 

Informational capabilities 

• Effect of better data standards 

• More efficient file structuring 

• Elimination of redundant information 

• Better protection of da~a 

6.3 Translate Benefits Into Equivalent Dollars 

M~st Cost/Benefit analyses will involve a consideration of both quantitative and 
qualitative benefits. For example, the former might include reduced cost of 
generating reports; the latter might include improved service. 

In order to incorporate qualitative benefits into the analysis, they must be 
converted into equivalent dollars by relating them to other factors that are more 
easily considered on a quantitative basis. For example, suppose improved service 
in a particular agency ref¥rs to the ability of Records to provide Modus Operandi 
data more quickly than was possibJ.e previously by manual files within CID. 
Specific assumptions might be made relating this improved service to a percent
age increase in personnel efficiency which, in turn, could be translated into 
equivalent labor dollars saved, into an assumed increase in the number of cases 
cleared, and finally, into equivalent dollars of stolen property recovered, etc. 

It is most important that all such assumptions be carefully documented. Sample 
summary sheets are shown on the following pages. 

6.4 Identify Costs 

For purposes of Cost/Benefit analysis, costs are generally identified as: 

• 

, .' 

Recurring vs. Nonrecurring - where recurring costs are a function 
of the number of cycles of occurence within the selected cost 
period, and the nonrecurring costs are considered as being 
amortized over the cost peri<l.d. 
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• Replaceable vs. Nonreplaceable - where replaceable costs are 
those completely eliminated as a result of the new system or 
system modifications. Nonreplaceable costs are trose that 
continue into the new or revised system. 

One significant conversion or improvement mst that deserves special con
sideration is that cost assodated with correcting file records that are found 
to be in error. In many CC!.ses, correction involves comparing a given record 
with other data sources and altering a piece of data or filling in a missing 
data element. The amount of time required to scan the file records that are 
in error and take corrective action (and hence the related costs) is a function 
of the size of the file (number of records) and the estimated error rate. 

6.5 Calcliate Cost/Brmefit Ratios 

The ratio of Total Benefit, expressed as the sum of quantitative benefit 
dollars and qualitative equivalent dollars, to Total Cost, over their respective 
Value and Cost Periods, is a useful measure of worth. Where there is more 
than one application component to a system, a Cost/Benefit Ratio (C/B) can 
be calculated for eacr application and used as an input to priority setting and 
relative assessment. 

Since a Cost-Benefit ratio is interpretable in much the same way as a "return 
on investment" figure; it may be used as a basis for assignment of resources 
or for recommending that an application nct be included in a particular 
project. Unless other mitigating factors exist, applications for which the 
Cost-Benefit Ratio is greater than one srould be avoided. 

7. PROCUREMENT REQUEST PREPARATION 

The Req..Iest for Proposal (RFP) or Invitation for Bid (lFB) is the document used to 
describe the computer system requi.rements of the agency to the vendors. It is also the 
solicitation document for bids or proposals from the vendors for systems that will meet 
the agency's requirements. A sample RFP and a sample IFB are presented in the 
Appendix 3 and 4. 

7.1 Uniform Response 

The key flJ1ction of the req..Iest document is instruction 1;0 the vendors on how to 
respond to the request. This is important in public agendes since each vendor wi.H 
respond differently unless instructed to respond in a uniform manner. It mqkes It 
difficult, if not impossible, to compare responses if each vendor is permitted free 
form in his response, and considerable time and effort are wasted in attempting to 
develop com parisons. 
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7.2 Pricing Instructions 

A critical part of the instructions to vendors is how to respond to the pricing 
instructions. Pricing information contained in the proposals serves several 
purposes. Unit prices are required for every component, software, and support 
items. The monthly, yearly, and total costs for the system under each of the 
various procurement plans are also required. Unit prices are neces~ary for 
contract administration and accounting purposes. Total costs are reqUIred for 
evaluation purposes. Pricing instructions must specify whic:h pric~s are sou~ht 
when and where. For instance, if residual value is to be conSIdered 10 compar1Og 
the expenditures associated with a lease or rented system to those for a purchased 
system, the formula for determining residual value must be given. If other than 
monthly pricing is required, such as quarterly or yearly, the vendo~ must be so 
instructed to comply. Any special formats (charts, tables, etc.) reqUIred for cost 
must be provided along with samples for the vendor to respond properly. 

7.3 Uniform Contractual Terms and Conditions 

One of the most important functions of the request is to establish the contractual 
terms and conditions to which the vendors must agree in order to respond to the 
request. A more detailed discussion of terms and conditicns ,i~ contained in 
Chapter 4 of Part 1 and in Part 2, Contract Ter~s. and ConditIOn~. No two 
vendors' prices are based on the same terms and condItIOns. l!nless. unIform terr~s 
and conditions are required, it is meaningless to compare pnces smce there wIll 
be no uniform basis for comparison. 

7.4 Specifications 

The essential part of any Request for Proposal or, Invitation for Bid is th,e, sec~ion 
on the agency's system specifications and reqUIrements. These specIfIcatIOns 
delineate what the agency is asking in terms of a computer system. 

An essential part of the specifications is the designation of a~y !im~tation which 
will be imposed on any proposed computer system. These lImItatIOns must be 
classified as either mandatory requirements or desirable features. Mandatory 
requirements are used to define those conditions which must be met by the vendor 
and must be provided exactly as defined. If a vendor system ca~not meet any of 
these mandatory requirements, then the system cannot be conSIdered for selec
tion. It is always better to set mandatory requirements in the broadest terms 
rather than in many levels of detail. Functional requifements for: the new system 
should be expressed in terms of application systems, representatIve programs? or 
job mixes rather than a specification for a particular type of hardware devI,c~. 
Often vendors can meet the functional requirements but not the speCIfIc 
requirements indicated by hardware limitations or capabilities. 

Desirable features are those items which the vendor could provide but which can 
be done without or which can be obtained in some other way. If a given vendor 
proposal does not include some desirable feature, ~he agency ~ould contin.ue to 
consider that vendor's proposal even though the faIlure to prOVIde t~at deSIrable 
feature would invoke some penalty on the proposal. In most cases, If the vendor 
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can meet the desirable features he will provide them, u~less his cost ~o provide 
them exceeds the assessment to be imposed on him for fallure to so provIde. 

7.5 Detailed Support Information 

The Request for Proposal or Invitation for Bid should also specify response 
sections where the veri,ior makes presentations on his system. The vendor should 
also be instructed to si~bmit detailed technical descriptions of the hardware and 
software of his bid system, environmental specifications, and detailed resu~ts of 
any benchmark demonstrations. A dictio~ary of terms and complete detaIls on 
how requirements will be met must be furmshed. 

7.6 Turnaround Document 

The solicitation document should serve as a turnaround document. In other words, 
the document should be incorporated into the vendor's proposal and should become 
a part of the contract. 

7.7 Evaluation Criteria 

The overall weighted evaluation criteria should be:: delineated in the:: RFP. This 
will allow the vendors an opportunity to assess WhICh areas are conSIdered to be 
most important in responding with their proposals. 

7.8 Summary 

The RFP or IFB, if properly prepared, should serve many varied functio~s •. It 
should be developed in such a way that it serves as a turnaround documen~ WIth Its 
sections suited for enclosure in the vendor's proposal and .contract. It. wIll.ensure 
a standard formatted response from all vendors with partIcul~r atte~tlOn glv~n. to 
pricing instructions. It must contain the system specif!catlOrls. WIth a posIt~ve 
statement of the mandatory and desired features. Fm~lly, It mus~ p~ovide 
response sections in which the vendor is to provide detalled supportmg mfor
mation. 

8. PROPOSAL EVALUA nON METHODOLOGY 

==-:~·"-:'-t· I 

\. 

8.1 Introduction 

An effective evaluation methodology m'ust have the following criteria: 

• Consider those items or features desirable, but not mandatory 

• Cover all of the items or features desired 
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• Facilitate the establishment of meaningful and understandable valle 
between the desired items 

Require establishment of the desired items and their relative valles 
before the solicitation document is completed 

• P(;'~rmit disclosure of the desired items and their overall relative valles 
to the vendors by including the evaluation criteria in the RFP 

• Incorporate the least total expected cost for the system life cycle 

The evaluation technique should be consistent with the needs assessment as 
defined by the procuring agency, as well as the terms and conditions of the 
request. The criteria should be reviewed by an independent party such as an 
advisory committee. The individuals who will make the evaluation should be 
defined at least as to position within the procuring agency or as to their positions 
within an outside organization. 

There are two basic evaluation metlndologies, with several variations of each 
which permit the evaluator to consider desirable features and establish th~ 
rela~ive value of the desirable items. The approaches fall under either "weighted
scoring" schemes or "cost-value" based approaches. Brief descriptions of each of 
these approaches follow •. 

8.2 Utility Assessment Technique 

Under this system, the prospective user preassigns varying quantities of points (or 
percentages) to all items considered important and then selects the system 
earning the most points. The technique is applied in three stages. First, criteria 
are selected and weighted in a way which takes into account trade-offs and 
priorities. Then a systematic procedure is developed which calculates raw scores 
wi~h r.espec:t to each of the criteria. Finally, the raw scores are multiplied by the 
cn ten a weIghts and the products summed to arrive at a weighted senre for each 
proposal. 

Utility Assessment 

Goal: 

To analyze proposals in a consistent, orderly fashion and to determine the 
extent to' which each proposal meets a set of predetermined and weighted 
criteria. 

Overview: 

This metlnd provides a framework for analysis which effectively measures 
both the qualitative and quantitative aspects of a proposal. Criteria with 
quantitative values or limits will be rated similarly by every member of the 
review team, thus providing a high degree of uniformity independent of 
personal preference or experience. Qualitative criteria will be evaluated 
subjectively against an established scale. 
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Process: 

1. CaloJlatioo of Raw Srore for all QtBntitative Criteria 

A. Upper Limit Constraints 

• Dollars ("not to exceed dollars") ----
• Numerical (llno more than days") ----

1. Divide proposal value by constraint value 

2. Multiply by 100 

3. Subtract product from 100 

4. Result is raw so:>re 

B. No Upper Limit Given 

• Dollars 

• Numerical ("A minimum of transa:::tions") ----
1. Divide proposal value by constraint value 

2. Multiply by 100 

3. Product is raw score 

Process: 

2. CalOJiation of Raw Srore for All Qualitative Criteria 

Criteria such as company reputation, prior experience in a related 
field, etc., may be important in the evaluation process but must be 
rated on a subjective scale. For each qualitative criterion, establish a 
scale of a to 100 and rate each proposal accordingly. It would be 
helpful to provide each member with a scoring guide in order to 
maintain some degree of tniformity. 

For example: 
a - 25 poor 

26 - 50 average 
51 - 75 above average 
76 -100 outstanding 

The resul ting value is raw so:>re for that criterion. 
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Process: 

3. CalOJlation of Final Weighted Srore for All Criteria: Proposal Ranking 

A. Multiply raw srore by the weighting factor for each criterioo. 

B. 

The product is the weighted score or "utility' for every criterion. 

Total all weighted values to determire the final so:>re for every 
proposal. 

C. Rank the proposals from high to low so:>re. The highest so:>re 
satisfies the criteria to the greatest extent. 

A sample worksheet to summarize this process is on the following page. 

8.3 Criteria Weighting Technique 

Mettnd of Successive Approximatims 

Goal: 

To ensure that the relative importance of all evaluation criteria is accurate
ly reflected in their assigned weights. 

Overview: 

This method of assigning weight values to a list of criteria is a useful 
preparatory step which. must be completed prior to the opening of the 
proposals. By sys.tef!l~tIcally comparing the criteria against one another, 
trad~offs and pr~onti~ become apparent which might not have been 
conSIdered otherWIse. ~ee Tables 1-5 on the following pages for sample 
Criteria Weighting. 

Process: 

1. Assignment of Initial Criterion Values 

A. Rank criteria in order of importance. 

B. Assign an arbitrary value to each criteria (the total need not add 
up to 100). 

Consi der ati ons 

• Compare the value of Criterion 111 to the SlDTI of all the other 
criteria. 

1. Is it greater in im portan<.."e than all the rest? EquaU y 
important? Not as important? 

2. Adjust the value of III to reflect its perceived impor
tance. 
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PROPOSAL EVALUATION CRITERIA 

Worksheet 

CRITERIA PROPOSALS 
CRITERIA CONSTRAINTS WEIGHTS 1 2 

Raw Wht Raw Wht 

SUM OF 
WEIGHTED SCORES 
(UTILITY) 

PROPOSAL RANKING II 

National Clearinghouse 
for Criminal Justice Information Systems 
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Process: 

• Drop, successively, the last criterion from consideration, the next 
to the last, etc. and make compclrisons until the first criterion is 
compared to only two others. 

1. If criterion 111 could not be satisfied, but the (decreas
ing group of) others could, would that be satisfactory? 

2. Adjust 111 to reflect its importance. 

• Compare criterion 112 to the sum of the remaining criteria 
(excluding 111). 

1. Is 112 more important, of equal importance, or less 
importance than the remaining group of criteria? 

2. Adjust 112 to reflect its importance. 

• Continue the descending comparisoh of every criteria against the 
sum of the remaining criteria. Make value adjustments 
accordingly; do not attempt to make the values add up to 100 or 
1000. 

2. Normalizing Final Criteria Values: Percentage Calculation 

• Add the values for all the criteria. 

• Divide each individual value by the sum produced in step III 
above. 

• Multiply each by 100. 

• Resulting values are the percentage weight for each criterion. 

TABLE 1 

CRITERIA WEIGHTING 

INITIAL VALUE ASSIGNMENT 

CRITERIA 

A. COST 
B. DELIVER Y DATE 
C. QUERY CAPABILITY 
D. STORAGE 
E. MAINTENANCE 
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TABLE 2 

CONSIDERATION If! 

FUNDING FIXED; MUST TAKE PRECEDENCE 

OVER ALL OTHER CRITERIA COMBINED 

A. COST 
B. DELIVE RY DATE 
C. QUERY CAPABILITY 
D. STORAGE 
E. MAINTENANCE 

TABLE 3 

ADJUSTMENT 

70 
25 
20 
15 
5 

CONSIDERATION 112 

DELIVERY DATE COULD BE SLIPPED IF QUERY 

CAP ABILITY, STORAGE, AND RELIABILITY 

CRITERIA ARE SATISFIED 

WEIGHTS REMAIN THE SAME, SINCE THE SUM OF C, 0, & E ARE 
GREATER THANB. 

A. COST 
B. DELIVERY DATE 
C. QUERY CAP ABILITY 
D. STORAGE 
E. MAINTENANCE 
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TABLE f/. 

CONS IDE RATION 113 

IF FACED WITH ALTERNATIVE OF MEETING BOTH QUERY CAPABILITY 

(C) AND STORAGE (D) OR MAINTENANCE (E), THE GROUP FEELS THE 

LATTER MUST BE AT LEAST EQUAL TO THE OTHER TWO 

FINAL ADJUSTMENT 

A. COST 100 
B. DELIVERY DATE 25 
C. QUERY CAPABILITY 20 
D. STORAGE 15 
E. MAINTENANCE 35 

TOTAL 195 -

TABLE 5 

FINAL WEIGHT CALCULATION 

• DIVIDE EACH VALUE BY THE SUM OF THE VALUES (195) 

• MULTIPLY BY 100 TO DETERMINE FINAL WEIGHTED 
PERCENT 

A. COST 
B. DELIVERY DATE 
C. QUERY CAPABILITY 
D. STORAGE 
E. MAINTENANCE 
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8.4 Cost-Based Techniques 

8.4.1 Cost-Efft;!Ctiveness Ratiq 

This evaltiation rnetrodology is really only a sulx:ategory of the Criteria 
Weighting Technique, except that here, by dividing the total system cost by 
the sum of the points scored in the other desirable categories (collectively 
called the effectiveness category), the prospective user can slleiect the 
system with the lowest ratio of cost to effectiveness. But, such a division 
of points is not sufficient to establish a meaningful relationship between 
cost and eff ecti veness. ~ .... 

8.4.2 Cost-Value Technique 

None of the previolUS evaluation techniques proves very satisfactory under 
intensive investigatilon. Therefore, a more advanced evaluation method, the 
Cost-Value Technique, has been developed. This technique combines the 
simplicity of a Cost-Only Technique (lowest proposal cost is selected) with 
the realism of the Criteria Weighting Technique. The result is a technique 
superior to both. It is better than the Cost-Only Technique because it 
considers some items in a computer system to be of value in addition to the 
system's cost and its compliance with the mandatory requirements. It is 
superior to the Criteria Weighting Technique in that it establishes a 
meaningful relationship between the items of value and the system's cost, 
while at the same time incorporating system's life costing. 

Under this procedure, a dollar value to the procuring agency is established 
for every desirable feature sought. If a vendor offers that item, the 
difference between the vendor's charge for the item and its preestablished 
dollar value is deducted from the cost of the proposal. If the desired item is 
not offered, or if its costs exceed its value, no value is deducted from the 
vendor'S cost. The evaluation consists of nothing more than summing all 
costs associated with each system and deducting any values earned. The 
system having the lowest overall total cost (cost minus values) is the system 
:selected. 

8.4.3 Least Total Cost 

This technigue is conceptually the same as the Cost-Value Technique, only 
under this approach a vendor is assessed a preestablished dollar value or 
worth for any desirable feature not offered (or offered at a cost that 
exceeds its worth) by the vendor in his proposal, or if the vendor offers the 
featll"e, but at some charge, the vendor is assessed that charge. The system 
is the one having the lowest overall total cost, induding not only the cost of 
the vendOl"s ilardware, software, and services, but also other costs for items 
such as staffing, power and air conditioning, etc., and assessments for 
featll"es not offered. An e2mp!e of Least Total Cost is srown on the 
following page. 0':" 
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AN EVALUA nON USING LEAST TOTAL COST 

Evaluation Items 

Mandatory Costs: 

Hardware 
Software 
Training 

Other Costs: 

Site Preparation 
Systems Analysis 
Conversion --

User Personnel 
(200 Programs) 

Parallel Option and 
Preinstallation 
Testing 

Applications 
Development 

Operations 

Other* 

TOT AL SYSTEM 
LIFE COST 

A 

$ 1,328,100 
62,400 
7,500 

148,000 
147,800 

-0-

16,827 

-0-

435,000 

17 2 300 

$ 2,161,927 

Vendor Cost 
B 

$ 1.,048,180 
28,800 
24,000 

161,000 
56,000 

200,800 

107,200 

310,000 

513,000 

15,000 

$ 2,463,980 

C 

$ 1,234,034 
-0-
27,000 

193,000 
78,000 

312,000 

194,600 

420,000 

487,000 

17,800 

$ 2,963,434 

*Examples of additional "other costs" are: 

Backup Estimated Communications (Nonvendor Equipment) 

Terms and Conditions Maintenance Environmental Software 
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The Cost-Value TeChnique and the Least Total Cost Technique are es
sentially identical and they prove exceptionally satisfactory once the dollar 
values of the desirable featLres are established. Both of these techniques 
meet all the criteria listed as essential for a superior evaluation metho
d?logy and both have been used with great success and vendor acceptance. 
Smce the Least Total Cost Technique is a revision of the Cost-Value 
Technique, and is today more widely used, it will be disOJssed in detail 
below. 

With the Least Total Cost Technique the items listed as essential to the 
completion of the agency's mission, called "mandatory requirements" or 
"vendor re~irements", are not evaluated. The vendors' abilities to satisfy 
those reqlnrements are validated and if any vendor fails to satisfy those 
"mcu:'datory require~ents", his proposal is removed from any further 
consIderation. The Items evaluated are those items called desired items, 
featll":s, or "other system requirements", which are items sought by the 
procurmg agency unless they are too costly. These "other system require
ments" are normally items required for the user's system, but are items 
:-v hich could be,obtained from other sources, or which could be accomplished 
In-house or which could be done witrout, at some sacrifice to the procuring 
agency. In all cases, the failure of a vendor to supply the "other system 
l'equirements" indicates additional expenditll"es to the procuring agency to 
compensate for the absence of the feature(s). The predetermination of the 
"additional expendittres" represents the worth or value of the items to the 
procuring acti vity. 

The ,necessit~ f~r establishing a dollar worth or value for all "other system 
reqlnrements' gIves the Least Total Cost Technique the advantage that 
dollars become the common denominator between all the evaluated items 
and the system's life: cost. While it is easy to say that a "115 nanosecond 
add ,ti'!le" would be desirable, it may be totally impossible to determine a 
realIstic do~ar w?rt~ for that same feature. The inability to place a dollar 
value on an Item lllchcates that the wrong feature is being considered. 

~or example! the "115 nanosecond add time" is not the important considera
tIon: The Important consideration is more likely to be the total time 
reqlnred to run a, representative program (consisting of a large number of 
a?ds), together WIth a number of other representative programs, since that 
tlme, extended by an appropriate preestablished factor, results in the 
num~r of Il::>~rs per month required by each bid system. However, even 
~hat tIme, ~y Itself, is not appropriate in determining a dollar value. The 
Important tIme, and the one to which a dollar value can be assigned is the 
time remaining (per month) after all the known and represented wo;k load 
has been processed. The time remaining is the time available for expansim. 
The value of the expansion capability can be determined by considering the 
natl!E~ of the wor~ load, the prooobilityof the work load exceeding the time 
available to do It, the probable cost of equipment or rented service 
necessary to do the additional work load, etc. 

Similarly, the value of a software program offered· by the vendor can be 
determined by considering the cost that can be avoided if the using agency 
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does not have to write the program, buy it elsewhere, or operate without it. 
It is important to note that the value of an item should be the lowest cost 
alternative available to the using activity. Thus, if the cost of manually 
flow charting is $45,000, and the cost of writing a flow charting program 
would be $32,000, but a flow charting program could be bought for $15,000, 
the value of the item is $15,000. 

Not only is it necessary to predetermine the dollar value for every "other 
system requirement" to be used in the evaluation, it is also necessary to 
understand how the established dollar value(s) vary with time. Is it $X per 
month or a one-time expenditure of $Y and, if so, when is that expenditure 
made? With the capability offer:ed (if the flow charting program offered by 
a vendor is not as powerful as the one desired) would you: not consider it; or 
use it and do some conventional flow charting on Y +% of your programs; or 
etc.? The preestablishment of these variables is contained in a value or 
assessment matrix. A matrix srould be established for every "other system 
requirement" used in the selection. These matrices, showing the time value 
of all desired items, srould be disdosed to the vendors to help them bid. 

The most important and most difficult item to be considered in the 
evaluation is the cost. Cost, for evaluation purposes, must inclL'CIe all 
differentiating cost between vendors over the full system's life. This means 
that not only are lease, purchase, and I ease-wi th-pur chase option costs of all 
equipment considered for the stated life of the system (normally from five 
to seven years), but all other vendor costs such as mandatory maintenance, 
software, support, etc., are also considered. Further, several additional 
r:fJfferentiating "other costs", such as staffing, power, air conditioning, 
space, supplies, etc., are also considered over the full life of the system. 
And, since the dollar expendittres for the system are being made over time, 
appropriate co~t-of-money factors may be used to adjust payments made in 
the later years. This may require some detailed financial analysis. 

The Least Total Cost Technique considers not only the cost of the 
mandatory items, but also the cost of all requirements sought by the using 
agency. First, full system life co~ting is done on all the mandatory 
equipment, software, support, etc •. Tlien the "other costs" for expenses like 
power, staffing, etc., are calculated. Finally, assessments are made for the 
"other system requirements." For" example, if a vendor does not offer a 
desired item (or offers it at too high a cost), the value of that item is 
assessed against the vendor's proposal as a cost item. Or if he does provide 
an item, but at some cost which is less than its computed value, that lesser 
cost -- the price at which it is offered -- is assessed against his proposal. 

In this manner all costs of meet\ng all the requirements over the entire 
stated system life are considered in the evaluation. The system having the 
Least Total (expected) Cost over the entire system life is the system that is 
selected. 

8...5 Stmmary 

The selection plan is a preestablished ~ad map. Like any plan it should be 
approved bE-lore it is implement'ed. The selection plan should set forth the 
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proposed methods of validating the claims contained in the vendors' proposals and 
the procedure to be used in evaluating those validated claims to select the 
winning proposal. The selection plan must also state the system life to be used 
for evaluation purposes wi thin the selection. 

The examples presented here are based on the procurement of a complete system 
for a given system life cycle. The same technique would apply for aCqJisi tion of 
indi vidual system elements such as plug-compatible direct access devices or for 
the aCqJisition of software packages. Even with individual system oomponents, 
there are considerations in addition to the component price. Power requirements 
may differ and site prerequisites oould cause expenditures over and above the 
amounts required for just the hardware. Software or operating system changes 
could prove to be costly and thus reduce the cost advantage. These costs slnuld 
be evaluated over the system life cycle of the individual component or software 
package. 

9. CONTRACT TERMS AND CONDITIONS 

9~1 Introduction 

This section of the Manual deals with the contract document itself. It assumes 
that the needs assessment has been completed, and the bid document is being 
developed. In order for the required and desired clauses to be included in the final 
contract, it is suggested that the agency include a copy of the contract document 
in the bid package. The purpose of this section is to identify tlnse clauses which 
shOuld be included in each contract to ensure that the agency will be adequately 
protected and its rights clearly defired. However, each agency slnuld use legal 
counsel to have the wording of each clause written to reflect its requirements 
before the document Is finally included in the bid package and to ensure that all 
wording of the clauses meets the legal constraints of the specific buying agency. 
An explanation of the purpose of each clause is included in this section. 

Part of the decision as to what type of contract to be executed is dependent upon 
the result of the needs assessment process and the decisions reached when the 
Request for Proposal was constructed. The basic decision as to whether the 
equipment is to be rented, leased, or plrchased will have a long-term effect on 
the agency obtaining the equipment. All of the benefits and drawbacks of each 
type of oontract must be weighed and considered with respect to the objoctives 
which have been established in the needs assessment. 

Hardware contracts are typically available from tlYee different types of vendors. 
These include the original equipment manufacturer, third party suppliers, and 
financial institutions engaged in leasing activities. Contracttal obligatioos, 
terms, and payment amounts will vary considerably depending upon whether the 
procurement is lease or purchase, as well as the duratim of the contract. Special 
discounts are available from some vendors to public agencies. Combinations of 

:i purchase and lease may prove to be practical. Also, multiple vendors, each 
providing a component of the total system, may also provide the best total 
system. See Part 1, Chapter 4, for a disOJssioo of the various types of oontracts. 
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9.2 Model Contract 

An agency should be aware that the vendor will probably have a standard contract 
on which they would like agreement; however, i't will be designed to favor the 
vendor and limit his responsibilities. For this reason, it is suggested that the 
agency draft its own contract which will provide the necessary protection desired 
and identify all responsibilities of both parties. 

It is not possible to draft a model contract which would fit every situation ~nd 
serve every kind of potential buyer of hardware. A sam plecont ract,however , which 
was actually used in the procLn"ement of a complex computer system may be found 
in Appendix 7. 

9.3 Statement of Work 

This subsectioo need only make reference to the technical requirements in the 
Request for Proposal (bid) or the techilical description ~n the vendor's pro~osal. 
By inoorporating these req...Iirements by reference, the SIze of the contrac~ Itself 
can be kept to a minimum. This will bind the vendor to those requirements Just as 
if they were a part of the oontract itself. A sample reference clause is as 
follows: 

''The technical description of the hardware capabilities detailed in the vendor's 
proposal are incorporated herein by reference with the same effect as if they had 
been repro/duced in their entirety." 

9.4 Contract Clauses 

These individual oontract clauses are defired in detail in the subsoctions which 
follow, and are listed in Part 1, Chapter 4. 

9.4.1 Cost Section 

This subsection contains a description of each of the clauses which relate to 
cost, i.e., the who, what, when., where, and how. It provides the clauses 
which define both the vendor's and contractor's obUgatioos for payment of 
various kinds of costs and is essential to limit the agency's obligation. The 
clauses ar~ listed below followed by a brief explanation. 

• Contract Terms 

This clause defines the type of oontract, (i.e. fixed price or 
rental) and the period of time (if a lease). If the contract is a 
rental oontract, the cancellation notice period will be stated. 
This clause is required for the contract to be complete since it 
also states when and how i(woicing will be accomplished. 
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Payment 

The payment clause in a contract will vary slightly according to 
whether or not the contract is for the purchase or lease of 
hardware. However, the payment clause for either should be 
specific as to what events are to take place before payment 
becomes an obligation on the part of the agency. DiSCOU1ts, late 
payment charges, due dates, and method of payment (check, 
cash, services), should be well defined in the clause. The 
payment plan is generally negotiable since without an agreement 
on it no contract can take place. A key factor to keep in mind in 
the payment clause is the passing of title in the case of a 
purchase or lease with option to purchase. This clause is a 
requirement in any contract. 

Price Protection/Price Changes 

The buyer should protect himself to ensure that he gets the best 
price offered by the vendor in the time frame in which the 
hardware is being procured and installed. This would limit the 
cost in the case of a price increase after the time of order and 
allow the agency to benefit from a price reduction which might 
occur between the order date and installation date. This clause 
is highly recommended. 

Termination or Cancellation (Lease) 

The rights of the agency to terminat t a contract for leased 
hardware due to nonperformance of the vendor or the vendor's 
hardware or software should be spelled out in the contract. Both 
parties desire that the clause will never be invoked, however, it 
should clearly define for both parties under what circumstances 
it can be invoked. It is primarily a clause to protect the agency. 
It generally addresses hardware performance in accordance with 
predetermined standards. It should also address the failure of 
the vendor k· act in a prescribed time and manner to satisfy his 
obligations. This is a required clause. 

Nonfunding Termination 

Governmental agencies are. dependent upon funds which are 
budgeted and approved annually; therefore, they are restricted 
from making obligations which exceed one year's funding. Any (, 
contract commitment for more than a year must' include a clause 
which clearly states this limitation. This is a require-d clause. 

Purchase Option (Lease Onl y) 

If during the needs assessment it is determined that a lease 
arrangement is desired but the agency would also like to provide 
a way to apply all or some of the lease payments toward the 
purchase of the leased hardware, the details to accomplish this 
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must be spelled out in this clause. The formula used to 
determine the amount of lease payments which can be credited 
asa reduction in the purchase price should be clearly stated. In 
addition, the procedure to be followed to terminate the lease 
payments should be spelled out. Include in this clause the 
purchase price, the date of pUrchase or the date when the option 
must be exercised, how payment will be made, when title will 
pass, and any references to other clauses which are in the lease 
contract and apply under the purchase option. This clause is 
required only in a lease with option to purchase contract. 

Taxes 

The liability for the payment of all taxes must clearly be 
defined. These taxes should include state and local, property, 
excise, use, and any other taxes which might be applied to the 
hardware. Any possibility of a tax credit pass through should be 
thoroughly investigated and terms should spell out who will 
receive the credit. This is a required clause. 

Overtime Usage (Leased Hardware) 

The vendor may charge extra if the leased equipment is used 
beyond a specific number of hours in a given billing period 
(usually a month). If this is the case, the extra charge amount 
should be defined along with how it is to be calculated. This 
clause is only required where there is an overtime charge. 

M?intenance 
o 

Keeping the leased or purchased hardware up and running is a 
must; therefore, the obligations of both parties regarding main
tenance should clearly be defined. The agency must agree to 
setting up a schedule for allowing the vendor to perform 
preventative maintenance. In addition, the buyer's rights to have 
the latest changes in engineering incorporated in the hardware, 
drawings, parts lists, and maintenance documents should be 
clearly defined. Additional items which should be considered in 
this clause are the vendor's responsibility for maintenance if the 
agency suhsequently sells the purchased equipment. In addition 
to spelling out obligations for maintenance of hardware, the 
vendor's obligations for maintenance of any system software 
which is provided should be spelled out. This is a required 
clause. 

Insurance 

Responsibility for insuring the hardware against loss or damage 
must, be clearly defined. This will relate to loss during delivery 
as well as after installation. Who holds title to the equIpment 
and when title passes from vendor to buyer is an important 

'factor which must be addressed in this clause. There are other 
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types of insurance, such as liability and performance, which 
should be considered in drafting this clause. The extent of 
inslrance to be included in this clause will depend upon the need 
for protection. This is a required clause. 

Supplies 

A clause soould be included which defines who is responsible for 
providing any supplies, particularly those of a nonstandard 
natlre. Provision for access to all sources of supply soould also 
be reserved by the agency. This is a highly desirable clause. 

• Hold Back 

Hold back of specific payments lJ1til certain deliveries are merle, 
or until cert.ain milestones are satisfactorily completed, such as 
acceptance testing, is added aSSLrance to the procuring agency 
that the vendor will perform his obligations in a timely manner. 

9.4.2 Delivery and Installation 

This subsection deals with the q.Jestion of who is responsible for what 
regarding the d.elivery and installation of the hardware. It includes dates, 
site preparation, acceptance, etc. 

'" .. I 

• Delivery 

To be sure there is no mismderstanding, there soould be a clear 
distinction made between delivery and installation. The delivery 
date soould be agreed upon at the time the contract is signed and 
not later on. This may not be possible, however, if the buyer is 
doing a conversion or installing a large configuraticn of hard
ware. If a delivery date cannot be esfablished, the contract 
clause must make provision for the royer to set the date and the 
contractor to deliver within a specified time after the date has 
been set. The metood of delivery and the consequences of late 
or early delivery must be spelled out. The responsibility for 
payment of delivery charges, if not defined in the cost or 
payment clause, soould also be included in this clause. This is a 
req.Jired clause. 

• Site Preparation 

The agency needs to know specifically what it,Js required to 
provide in the way of power, air conditioning, and physical plant; 
therefore, this clause sh::>uld include a complete set of specifi
cations for site preparation. 

• Installation 

The installation of hardware is a crucial time for the agency. 
This·· is true whether or not the hardware is in addition to or 
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replacement of existing hardware or a new installation. All of 
the buyer's plans for use of the hardware depend upon the 
installation being successfully completed by a specific date. 
This date plus the time allowed for a testing period should be 
dearly stated in this clause. If time is of the essence, any 
liquidated damages, penalties, or rights to cancel the contract 
should also be addressed in the clause. When the delivery date is 
not included in the contract, the installation date should be made 
to read a certain number of days or weeks after the delivery. 
This is a required clause. 

• Relocation 

If hardware is leased, it is important to the agency that it have 
the right to relocate the hardware at its discretion. The 
responsibility of both the vendor and agency regarding liability 
for loss or damage to property should also be included in this 
clause. In addition the details of who pays for transportation, 
packing and unpacking, and any requirements for giving notice to 
the vendor should also be included. 

• Freight 

If in the delivery clause or relccation clause you do not address 
the responsibility for payment of freight on hardware delivery, 
this clause is required. 

• Acceptance 

The agency should make r::ertain that the hardware is operating 
and performing as it is contracted to perform. To do this, 
standards of performance should be agreed to and formula 
developed to measure the acceptability of the hardware. The 
obligation of the vendor to have the hardware accepted by a 
specific date might be desirable if time is of the essence. 
Penal ties for not performing in the prescribed acceptable man
ner should be a part of this required clause. 

9.4.3 Terms and Conditions 

This. subsection contains various clauses which further define and limit the 
responsibilities of each party to the contract. They are clauses which all 
relate to the hardware but do not fall into the cost or delivery category. 
Some of these clauses are not absolutely necessary but are highly recom
mended to handle potentialsi tuations which can arise and cause a great deal 
of trouble in trying to arrive at a solution. 

o Assignable Rights 

The provision for the agency to assign its rights to another party 
should be made in case the agency should decide to sell the 

if 
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equipment or discontinue using it. In this manner, the vendor is 
tied to the equipment and not to the agency. This clause, while 
not required, is highly recommended. 

Patent Protection 

To protect the buyer from being sued by an inventor or patent 
holder for patent infringement, this clause should be included to 
limit the liability to the vendor. This is a required clause. 

Standards of Performance 

The standards of performance addressed in the clause "Ac
ceptance" is not sufficient to cover the ongoing operation of the 
hardware after it has been installed and accepted. The agency 
has a right to expect the hardware to perform in accordance 
with minimum standards which need to be clearly defined in this 
clause. The formula for monitoring performance should be' 
described and the obligation of the vendor to keep the hardware 
operating above the minimum requirements must be agreed to. 
Any right to cancel the agreement due to nonperformance of the 
hardware plus any damages, costs of freight, or any other costs 
associated with the removal and replacement of the hardware 
should be spelled out. This is a required clause. 

• Equipment Modification 

Any alterations to equipment not covered in the maintenance 
clause should be covered in this clause. There are basically 
three types of alterations which should be covered: safety, 
design, and improvement. Safety alterations should be made by 
the vendor regardless of whether the equipment was purchased 
or leased and they should be made as soon as possible at the 
vendor's expense. Design alternatives are made to correct errors 
in the original design .and should be treated much the same as a 
safety al teration. Alterations which improve performance re
quire an agreement on who pays to have them incorporated and 
whether or not the buyer must incorporate the change into the 
hardware. This is a required clause. 

• Component Cancellation/Substitution 

In this day of rapid advancement in technology, it IS quite' likely 
that new, cheaper, and better components of computer systems 
will be marketed after your hardware is installed. To provide a 
way for you to take advantage of the chan'ges, this clause is 

/Nghly recommended. The procedure to cancel a portion of the 
\\3:1ntract hardware and the right to replace the hardware with 
other hardware should be reserved by the agency. 
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• Attachments 

• 

All attachments to the contract should be identified, and if 
considered a part of the agreement, should be so specified. 
Those which are attached for reference only also should be 
identified as reference clauses. 

Upgrading of Hardware/Software 

Any guarantees or claims made by the vendor regarding up
grading of the hardware or software should be included in this 
clause. The penalty for not being able to comply with the terms 
of this clause should also be included. 

• Manufacturer Interface 

If another manufacturer's hardware is attached to the original 
vendor's hardware, the original vendor may disclaim any obliga
tions agreed to elsewhere in the contract unless a clause is 
included which allows the buyer to attach "foreign" hardware. 
This clause is highly desirable to allow flexibility to take 
advantage of price. 

• Education and Training 

The vendor's responsibility for maintaining generalized and 
specialized training programs for the agency's benefit should be 
clearly stated. Training materials, and frequency of training all 
should be addressed in this highly desirable clause. 

• Key Personnel 

If certain of the vendor'S key personnel are considered essential 
to the successful operation of the installed system, the names of 
these key personnel should be listed as those the vendor will 
assign to do these specific tasks. 

• Latent Defects/Warranty 

After satisfa.ctory acceptance testing, there may be certain 
latent defects which will surface downstream. As part of the 
warranty, a spedflc'time period should be stipulated to make the 
vendor liable for those latent defects. 

9.4.4 Miscellaneous Claus~ _ 

This subsection contains clauses which may not be directly applicable to the 
,hardware being procured but relate to the contract itself as a legal 
document. They define more the rights of the parties in connection with the 
qmtract Itself. 'C, 
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Conversion 

If ~ardware is .being installed to replace existing hardware, the 
entire converSlon process should be included to require the 
vendor .to research t~e procedures necessary to complete the 
converSion. Any reqUlrements for "backup" equipment should be 
a.greed to alc.mg with the period when payment is to begin. Many 
tim.es the vendor will provide the hardware for a free rental 
penod to allow for adequate testing and data conversion to be 
completed. 

Notices 

To preclude any ~rguments, a clause should be included which 
states t.h~t all notices must be made in writing. The addresses 
and positions of the persons to be notified should be included in 
the clause. 

Progress Reports 

~o assure that the vendor is performing his responsibilities in a 
tImely manner, he should prepare and submit periodic (weekly or 
mont~y). progress. reports. This is desirable to preclude any 
confl1.ct ~n commltme!1t dates required as part of the total 
coordmation of the entire system. 

9.4.5 Egual Employment Opportunity 

All. contracts awarded by grantees and their contractors or subgrantees 
havln& a valu.e of more than $10,000 shall contain a provision requirin 
compll.an~7 with Executive Order 11246, entitled "Equal Employment 0; 
porturuty, as amended by Executive Order 11375 and as supplemented in 
Department of Labor Regulations (41 CFR Chapter' 60). 

9.4.6 Examination of Records 

All negotiated contracts (except those of $10~.oO.o or less) awarded by 
grantees shall include a provision to the effect that the grantee, the Federal 
gra~tor agency, t~e Comptroller General of the United States or any of 
their duly authorized representatives, shall have access to ~y books 
do~ments, papers,. ~nd records of the. contractor which are directl1~ 
perti~ent. to a specifiC grant program for the purpose of makin5" audit' 
exam mati on, excerpts,'and transcriptions. ' 

9.4.7 Cleary Air Act 
Ii , 

Con~r~cts a9d subg~ants of amounts in excess of $100,000 shall contain a 
provislon wtlich reqUlres the recipient to agree to comply with all applicable 
standards, orders, or regulations issued pursuant to the Clean Air Act of 
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1970. Violatioos shall be reported to the grantor agency and the Regional 
Office of the Environmental Protection Agency. 

9.4.8 Disputes 

Contracts lI1der Federal grants or subgrants will normally include provisions 
addressing disputes). appeals, and remedies. Unless the funcfing agency is to 
be involved tIYough existing Federal Law or Executive Order, the grantee is 
the responsible authority without recourse to the grantor agency on all 
contractlBl and administrative questions arising out of these minimum 
standards as well as requirements such as, but not limited to, disputes, 
claims, and such other matters of a contractual natLre as may otherwise be 
within the applicable legal and contracting authority of the grantee. 
However, matters concerning violation of law or regulatioo are to be 
referred to such local, state, or Federal authority as may have legal or 
administrati ve responsibility. 

9 • .5 Noncompetitive Procurements 

Requests for approval of sole source procurements should be sent to the 
appropriate Federal fund source. 

9.5.1 Factors to Consider in Preparing Requests for Approval 

Each request should reflect the degree of consideration given to other 
sources in the field, and the reasons. why such sources lack the capability, 
which the proposed contractor evidences. The following illustrations 
represent factors that should be considered, as appro{X"iate, in prepa.ring the 
request: 

• What capability does the proposed contractor have that is 
important to the specific effort and makes him clearly unique in 
comparison to another contractor in the same general field? 

• 

• 

• 

• 

What prior experience of a highly specialized natLre does he 
have that is vital to the proposed effort? 

What facilities and equipment does he have that a're specialized 
and vital to the effort? ! 

Does he have a substantial investment of some kind that would 
have to be dupll'cated at the grantee's expense by another source 
entering the field? 

If schedules 'are involved 7 why are they critical and why can the 
proposed contractor best meet them? 

If lack of drawings or specificatioos is a guiding factor, why is 
the proposed contractor best able to perform under these con 
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eli tionS? Why are drawings and specifications lacking? What is 
the leadtime required to get drawings and specifications suitable 
for competition? 

Is the effort to be a continuati~\of a previous effort performed 
by the proposed contractor? . 

Is competition precluded because of the existence of patent 
rights, copyrights, or secret processes? " 

Are Pfrts or components being procured ,~~ replacement parts in 
support of equipment specially designed by a manufacturer? Are 
the data available adequate to assll"e that ariother contractor's 
components will perform the same function in the equipment as 
trose components being replaced? 

9.5.2 Avoiding Future Noncompetitive Procurements 

When a proposed proOlrement appears to be noncompetitive (i.e., sole 
source), the grantee (or subgrantee) is responsible not only for assuring that 
competitive pr~culement is not feasible but also for acting whenever 
posSlble to aVOid the ne~,Q for subsequent noncompetitive procurements. 
This action srould inc1ude"both examination of the reasons for the procure
ment being noncompetitive and steps to foster competitive conditions for 
subseqJent procurements, partirularly as to the availability of complete and 
accurate data, reasonableness of delivery requirements, and possible break
out of components for competitive procurement. 

10.. REQUIREMENTS 

r,,' 

10.1 Operating System 

Batch processing involves handling groups of records, e.g., updating the existing 
master file with corrections, new entries, and deletions, or generating a monthly 
report :that necessitates a ('.Omplete s.equential pass through the file. On-lire 
processmg refers to processes under the direction of the Central Processing Unit 
(CPU). This contrasts with batch processing which involves off-lire procedures 
and is usually less expensive per transaction. ' 

A real-tim'e system usually i1;wolves on-line processing where the system Si;~nses 
the beginnihg Qf the action, monitors the action, determines what corrections are 
needed for successful conclusioo of the action, and executes the correctl,;ons. This 
Is. all accomplished within the continuous real-time period. 'CI 

Times~ing simulates dedicated service from a Central Processor, when in 
reality each user is receiving a piece of processing time on a shared basis from 
the ~PU. ,The c~st of a timesharing machine is high but generally, in terms of 
multiple transactions by several USers, the 'cost is loW. The CPU Supervisor, 
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which controls the polling of the network among other things, can set higher 
priority for terminal users that necessitate immediate feedback versus those users 
tolerating longer delays, etc. Most users of timeshared operations are in remote 
locations requiring network development. 

CI"K>osing the most beneficial type of operating system can be a elifficul t task for 
the layman. One alternative is to otilline the tasks the computer will perform and 
then reI yon the vendors to present '-yau with an operating system that meets your 
needs. Most computer firms have different operating systems to better serve the 
dem ands of thei r custom ers • 

10.2 Compilers and Languages 

If you are receiving a package from a vendor or agency and you plan to make 
Changes in the future to the. programs, you must have operational copies of the 
source progr:,ams. Object code will "lock" you into an undesirable position of 
having to deal exclusively with a specific vendor's equipment in the future. 

The different higher level languages are adaptive to varying disdpUres: 
FORTRAN (FORmula TRANslation) was written to be used in the solution of 
mathematical problems. The majority of plotting and special fmction routines 
are also written in FORTRAN. Its usefulness as a file manipulator or powerful
ness for formatting output is weak in comparison to COBOL (COmmon &1siness 
Oriented Language). COBOL excels in tape and disc file control, character 
manipulation~and outp.1t formatting. COBOL is the most U1iversal and transfer
rable language available and is recommended for applications which do' not involve 
complex mathematical calculations and equations. 

As the use of minicomputers and microcomputers continues to expand, BASIC has 
gained widespread popularity ih small agencies asa tool for developing in-house 
software in the least amount of time. Although it does not have the file 
manipulation abilities of COBOL and ~ORTRAN, BASIC is easily learned and the 
programming effort required to accomplish immediate results is typically mini
mal. In Appendix 12 of this Manual FIPS PUB 21-1 gives the Federal requirements 
for the COBOL programming languag~s. 

10.3 Data ,Commlllicatims 

This sectioo will generally impact agencies where terminals will be more than 
I,OOOdeet from the central processor. Communications imply some type of 
message transmittal from one source, via a medium, to another source. 

Communication theory has defined "information" as any organized signal. This 
can mean numet·ous characters, a group of tones, a series of pictures, or the sound 
of a Siren; these all comprise the message. In order for these messages to be 
understood, they must be spelled correctly, punctuated properly, and pronounced 
with meticulous enunciation. The same level of detail is necessary for computer 
systems, but utilizing machines helps control' the variability~or tile commmieation 
process •. 
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In communications, any signal that interferes with the message being sent is 
called "noise." This noise is undesirable in a message medium, such as a telephone 
Hne or microwave transmission. Noise can occur from many sources and can have 
serious effects on network transmissions. Sometimes after the common carrier 
has set up your lines, noise drifts in and out, resulting in a subsequent search 
process to find a clearer channel for your network. Half-duplex channels are 
sometimes prone to noise as both units try to transmit at the same time; the 
signal can only go one way at a time. 

-' ',~; 

Line speed is a function of the number of binary digits (bits) that can be sent in 
one second. This is referred to as the "baud" rate. If the baud rate is 300bps (300 
bits per second), the transmission of characters across the communication line is 
30 cps (30 characters per second) on an asynchronous line. This ca~ be 
generalized to a specific application. For example, if the city had a cOf9-f'uter 
center and wanted to install a terminal and printer remote from the center, it 
would be important to know how fast a line would be required to maintain a 
desirable speed to and from the CRT and printer. In addition, the terminal and 
printer must be able to perform at the required speed. 

In asynchronous situations like these, the data bJ.t stream for each character 
contains a start and stop bit to transfer 8 bits of data. This is where the bits per 
second is divided by 10 to get the characters per second; i.e., 1200 bps f 10 =.120 
cps. Not all facilities are the same, however, and each network analysis demands 
;gpecific attention. 

Some telegraph channels perform at speeds up to 75 baud. In certain instances, a 
DC current modulation techryigue is used to transmit data. Utilizing this type of 
channel, but adding a MODEM (MOdulator-DEModulator) can increase the data 
rate to 300 baud. A modem is a piece of hardware that converts digital 
information to analog transmissions and vice versa. Since the nationwid~ 
telephone network was developed with voice comm'unication in mind, there needs' 
to be a conversion of impulses by modems to get information from a computer, 
across a telephone line, into a terminal, and back again. 

Voice-grade channel.; are available for data transmission ranging from 300-9600 
baud. Proper conditioning of the line is necessary for the higher speeds. 
Performing at maximum, a full screen on a CRT can be filled in two seconds, a 
very fast rate for a remote site. As the line speed increases, the costs will rise 
significantly as special conditioning of the line, high speed modems, and a private 
leased line, among other factors, influence the price. 

Wide-Band channels are facilities that provide data transfer speed!) ranging from 
19,200 to the one million baud region. Availability of these facilities are limited 
to specific geographical areas depending on the common carrier's equjpment. 

The absence of a full duplex situation (a half-duplex:) on a data communication 
line could impact the response time for data retrieval, etc. With half-duplex 
situations when Terminal A is sending an inquiry to the computer, the line is 
closed to all terminal traffic from the computer, etc., utilizing that line. In a full 
duplex situation, simultaneous transmissions in both Qirections are possible. When 
configuring more than one terminal or printer, etc., on the same line, consider the 
restrictions of half duplex transmission and the impact on the specific application. 
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When considering network analysis for your department, five general areas of 
concern should be addressed: 

• Throughput 

• Response Time 
'---

• System Sensi ti vi ty 

• System Reliability 

• Cost 

~~!t~e~~~'t;:,:~i~~~a;~:~ 5it":p~::e~~:; ~t;:~i:;~"!P~~~~~~~f~~~.;~ 
dispatching, emergency services, or strike force teams should not vary sigm i
cantly from, the original tolerances. 

System sensitivity to variations within projected ~urly! dai~, and m;nth1ra~:f~~ 
volumes should be low. For example, a bad deSign eXists a sma var 
the traffic produces high degradation in system performance. 

As more redundant units are provided for backups, system reliability te~ds t~O 
increase. Specific reliabiliftes can be specified under performance c~~~~~ ~ 
however, and if they are not met, the contractor must subsequently P 
workable system. 

Given that the first four requirements are configured to specifications, sys~em 
costs need to be fTlinimized. If the planned, network crosse~ any cO~~:~r~.rl~~ 

h line a modem is a necessary piece of commumca~l~s , 

~~~~e~ ;~eViO~~~~~~:~v~~~avb~~tSt~~~~~ :~:n~:~sis!~~ ;~ f~O~~~~~i~at~~~ 
~~~ed::,s~ioselY examine the difference between leasing (,',n? pur~asin~lm~d~s~' 
considering speed of replacement procedure, the length of time t ey Wi , 
and maintenance contracts. 

, lexors are used to save line and modem costs for mul tiple terminal usage at 
~~~fe sites. A multiplexor will effect the baud rate by the n,u~ber ~ils~a~pa{i~ 

',.,.1- al pat.hs utilized. For example, a 9600 baud transmiSSion pen.r ler .' , d li 
respectively into 2-4800, 4-2400, or 8-;:l200 bau, nes. 

\' f terminals in a network is the computer's method of ~etermining 
~~c~~~~~in°al information it will ask for next. Usually a co~put7r ~11l hav~ an 
internal pollinglist of device addresses to interrogate'

h 
Cer~a:n p~~~;Ye~~~!~ 

can have their addresses on ,the,l~st more
h 

than t onc~ t I': i~I~~;arent that polling 

~~;o~; l=~e~: d~~~~~~r1~a~~j: ~~:~~~e~~~ ;:'~~g ~~~e~~~ !~~: 
tim'es. 
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10.!" Data Base Management 

Raw data elements entered into a Data Base Management System consist of a 
specified number of characters called a record. Numerous records constitute a 
data file; as records are added, the file size increases. This file size can expand 
from a factor of 2:1 to 10:1 or more depending on the complexity of relationships 
and the overhead of the DBMS itself~ One way around tpls storage problem is the 
usage of a data compression algorithm. These techniques are very complex and 
can only be developed by an experienced programmer; they are included in 
relatively expensive DBMS Packages. 

Data elements, files, individual bases, and cross-referencing descriptions are 
handled by a data dictionary module. Nearly all DBMS Packages have a dictionary 
option available that describes qualities such as: alphanumeric, alpha, or numeric 
status; length of field; decimal point locations; data base description; purpose of 
base; and, what files are contained therein. 

In a multiuser setting utilizing a DBMS, specific security controls must be 
implemented to ins,IJre that an "unauthorized" person or program does not access, 
modify, or damage restricted data. These controls vary from very low security 
such as a password, to extremely complex procedures for high security utilizing a 
combination of (1) an application routine, (2) a DBMS routine, and (3) privacy 
locks found on some operating systems. The extent to which this level of security 
is applied varies with the risk of damage and the result of a security breach. The 
privacy procedures can be specific to a data item, record, section of related, 
records, entire file, or access to a total data base. 

The costs of a DBMS range from a few thousand dollars to over a hundred 
thousand. It is highly recommended that any agency contemplating the purchase 
or usage of a DBMS view and discuss with police personnel the advantages, 
restrictions, and secllrity areas of the package used. 

10.5 File Size at"ld Access 

Preparing for a new computer system or application entails determining the size 
of the file. This can be ascertained by the following: 

• Determine what items are absolutely necessary for the desired output 

• Count the characters needed for those items, comprising a record 

• Determine the number of incoming records by historical experience 

• Determine the quantity of the backlog data you desire to be entered 

• Estimat~ any ,suspected Increase due to automation I':' 

• Count the length of ite:ms that will be used as keys to the file 

After the above data are collected, an analysis of the file length can be 
estimated: 
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INODENT RECORD 158 Characters 

16,000 
+ 320 
+ 1,330 

17,650 
x 158 
2,788,700 

17,650 
x 7 

123,550 

2,912,250 

Incident reports yearly 
Increase due to autom ation 
Backlog entered 
Total incidents, increase &: backlog 
Character length 
Characters of Incident file storage 

Incidents, increase &: backlog 
Character key 
Characters forK ey 

Total Characters far Incident File C\:Key 

The f!gur~ woul~ t~ke i~to account the incident file only. All space must be 
e.xammed In d~taJ.I Incl.udI~g: permanent files, working files, temporary scratch 
files, output files, applI.cation programs, systems utilities, and operating system 
over~ad. S?m~ of this allocated space will be explalred by the vendor. In 
addition to fIgurIng current levels of need for disc space, try to envision the 
~uture and allow for comp..lter expansion corresponding with the pro;ected 
Increase in departmental activity. J 

When the estimated disk storage is mmp..lted, a decisioo is required regarding tre 
nec~ssity of one large disc drive or several sm aller drives. If on-line files, 
applIcat~on prograr;ts, and the operating system all reside on the same disk unit, 
substantial contention f~r space can occur .. It is better, in most designs, to utilize 
a .nu~ber of smaller unIts rather than a SIngle large unit. This design technique 
WI~ I~7rease th~ throughput of the system and, if one unit f ails, boost the 
relIabIlIty by havmg whole or partial responsibility taken over by another mit. 

10.6 Data Access 
II 
'f 

S ~ peed of data access, :ele~nt to software development, is an in91cator of 
systems performance .which IS directly related to system design. TI)!e type of 
a7cess metlnd used wIll refl~t the ~peed of response to on-line inqu!des. Three 
~fferent acc~ss methods WIll be discussed: Sequential, Index-s~qUential, and 
dIrect addressIng.::'~ " 

Secpential!'access implies "one right after the other" or "in sequence." This access 
m.ethod c_~!n be demons~ra!ed in a manual setting. For example, a Master Name 
Fil~ has 40,000. cards m Its drawers, filed alphabetically. Given that the card 
deSIred was SmIth, James R., instead of going to the ''5'' drawer a sequential 
p.rocess ,:"ould start at t~ begir:ming of the "A" crawer and read ever'y card until it 
finds S.mIth, James. R. USIng this type of access method for on-line applications is 
very tIme cons tITlIng and soould be avoided. Sequential access is appropriate 
where a monthly or weekly report is generated or where an entire pass through 
the file is necessitated. ' 
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Index-se<pential files search an index rather than a file. It is similar to the 
practice in a library, where a person uses the card file to locate a book's 
catalogue number, which srows generally the location by shelf where a book will 
be found. Once t~e shelf is located, a sequential.search is initiated. On larger 
files, however, it is beneficial to utilize several indexes which index the indexes. 
This procedure consumes some storage space but saves time in processing on-line 
requests, as it points to the general location where the desired information will be 
found. 

Direct addressing schemes provide the fastest means of addressing available. 
With this procedure, there is no need for file searches or index preparations; the 
inquiry itself contains the machine address. Almost as fast as direct address 
inquiring, and used quite often, is an algorithm to convert the key to the machine 
address. This technique is used where the inp.1t item is not compatible with the 
machine address initially or, as an alternative entry procedure when the address is 
not known. 

10.7 In-house vs. Ttrnl<ey 

With an in-house effort there exists continuing staff costs, personnel problems 
such as sick time, time off, turn-over, and personal factors, all possibly 
interferring with initial timing of milestone accomplishments. However, if you 
treat your in-house personnel as you would a contractor with reasonable due 
dates, expectations of high quality work, competitive salaries, and dismissal of 
personnel not performing up to standards, the resulting product will reflect your 
efforts. 

In-house developments generally reflect an ,ao.mdance of personnel at the 
beginning of a project, increasing in the middle, and stabilizing too high at the 
end. This observed phenomena exists because of changes in direction of the 
project midstream and maintenance of usually poor documented systems by "key" 
individuals who wrote the system. These problems can be overcome by insisting 
that once the "final plan" is agreed upon and signed off by administrators, that 
you proceed with blinders to the completion of the project. Once a system is up 
and running, changes or modification plans for the future can be discussed. 
Document each module completely before proceeding on to the next module. The 
person that says "don't worry about documentation, rll be here forever" will I ea. ve , 
or just as bad, his memory will fade. 

Turnkey system development can be accomplished faster, with less bother, is 
inexpensive by comparison, and lower in risk factors. Expanding on th~e items, a 
development by trained professiooals woo work with informatioo systems on a 
day-to-day basis is hard to compete with. Very little guesswork is involved with 
the successful software vendor. He knows row long it will take to accomplish an 
end goal because the life blood of his business depends on that estim ate being 
close to reality. 

With a turnkey development the user is not plagued with the day-to-day troubles 
of maintaining a large staff. Staff requirements necessary for a turnkey system 
generally reflect the amoll1t of maintenance and modification required in the 
software. Once a basic system is working correctly, adding bells and whistles to 
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it can. be d~ne at as~ower pace by limited in-house staff. Expense factors must 
be weIghed m comparison to what an "identical" development would cost if an in
ho~se effort was ~ttempted. So~~ of thes~ items include: extra personnel 
asslgne~ to the proJect; loss of effICIency whIle those personnel are involved in 
the proJect; loss. of efficiency by field .p~rsonnel if a lag exists in development of 
tools that would mcrease theIr productIVIty; and, ongoing costs of data processing 
staff. 

Ri~~ factors of recei.ving a product that does not meet your needs relies on your 
abIlIty to select and ~nform a software contractor in writing what it is you want 
fro~ a system. MOnItor the progress continuously in order to make sure you are 
gettml? what you asked for: from the vendor. Within the RFP, write in monetary 
penaltIes fo: delayed delIvery of an operational and fullydocumented system. 
Keep penaltIes . low enough so as not to exclude otherwise potentially good 
p!,oposals, but hIgh enough to show the vendor you are very serious about delivery 
tunes. 

~robably a ~ood pr~cedure for a c:iminal justice agency to foll.ow, where its staff 
IS not. exp7rI~nced m data pr~ce~smg, would be to contract out the basic system 
and hIre lImIted staff to mruntam and enhance it. One other alternative exists: 
transfer an existing operational system or part of a system into your agency. 

11. APPLICA nON MODULES 

11.1 Incident Module 

(\~ previously discussed. in Part 1 of this Manual, the incident report captures the 
mltI~1 data from the fIeld. Manage~ent reports showing changes in calls for 
servI<?e levels b~ month. of year, day of week, time of day, type of incident, and 
locatIOn of the CIty are Impor.tant to higher levels of administration. 

Field command personnel require more' detailed information from this file not 
only whet.her the~e is an increas~ in criminal activity but specifically type, ;ime, 
and 10~atIOn. ThIS l~ve~ of detaIl enables analyses of shift loads, response times, 
case tI!lle by type of mCIdent, and many other management combinations. Besides 
the ?aIly reports. rec~ived for routine information purposes, field personnel will 
reqUIre very detaIled mformation concerning their parti'cular area. . 

11.2 Plotting 

The plotting of crime incidents by police departments has been in existence for 
many. years •. !n m6st jurisdictions, however, pin mapping is the most common 
technIque utIlized. Computer routines for plotting or mapping are available 
~ur~ently fro.m many vend drs and some are transferable from other criminal 
JustIce agen~Ies. The pse of ~omputers to plot crime locations or produce density 
maps can aSSIst both fIeld offIcers and supervisors. 

Field personnel can utilize maps that are restricted to specific time frames area 
of coverage, and type of offense activity. For example, a District 5 offi~er is 
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given four maps that are divided into two-hour ,segments; showing only Dis~rict 5 
burglaries. During an eight-hour shift, that off~c~r can :focus s?me ~ttentlOn to 
directed burglary patrol activity. As the a~tIvIt~ changes wIth !ime, (~ hour 
segments) during the shift, the officer can adjust hIS I?atrol ~n:tphasis wIthin ~he 
district. This concept can be expanded upon, contrastI~g ,actIvIty maps, all0v.:I~g 
the officer to decide which area of preventive emphasIs IS needed at a specIfIc 
time in the shift. 

Supervisors can utilize specific maps to assign patrol emphasis tea~s or to 
oversee crime trends across the city. Plotting programs vary in compleXity, some 
generating .3-Dimensional representations while others produce simple gray shaded 
area density maps. When creating crime mappings; via offense report data, an 
essential element to consider is the coordinate system used by the department to 
represent areas. Each incident must be coded for location. Th: detail allowed by 
the department geocoding system and comput~c:::r program wIll reflect on the 
degree of exactness or generalization of the mappings. 

11.3 Uniform',~rjme Reporting 

UCR modules gather statistics on crime, arrest, and property. An ove:view is 
presented in Part 1 of this Manual. Preferred output for a UCR module m~ludes 
duplicating the exact format of the Federal forms. ,In some states, generatIon of 
a magnetic tape to be processed by state UCR staff IS acceptable ~rom automated 
agencies. Your state agency will give you the specifics of formattmg, etc. 

Pitfalls to watch out for during programming include a clearance designator for 
past and present offenses, and a special condition flag showing whether the 
incident 'Was entirely composed of juveniles or influenced by an, adult. T~ese 
conditions will be necessary to produce accurate reports reflectmg approprIate 
clearances in the month they occur with the corresponding offense category. 
Flags must be set for property recovered on a previous month's case in order to 
show proper recovered dollar amounts and categories. In larger agencies, 
however UCR work files would probably be desirable so complete passes through 
the mas;er file are not necessary. A considerable computer time savings would be 
noticed utilizing this method. 

11.11 Alpha File 

As previously mentioned in Part 1 of this Manual, purging and entry criteria are 
very im~~ft..~nt to the integrity of this ~ile. On:=tn information system, the n~me 
entries usuall\y "point" to other files so mformatIo~ can be ,stor:ed mor~ ~ffect1ve
lye Similar: to a manual system, just the necessary InformatIon IS held m the alpha 
file. 

Field interview (FI) card information should be matched with existing master 
name entries to see if previous contact has been made. If a positive match .is 
found then the master name (;ard should be updated to reflect that contact has 
indeed been made and a list of these updates' should be generated so a human 
verification of the entry can be made. If nQ.pf-evious contact has been made, the 
card entry should be given a FI purge status;iG.,hich> should be short in durati~n. 
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Specifically, these files, would be accessed in times where an officer requests a 
name search from t~e fIeld, e.g., ~h:n a car stop is made, or suspicious person is 
e~countered. ,InvestIg~tors use this fIle when researChing cases for leads based on 
WItnesses nammg pOSSIble suspects to obtain more background information on the person. 

11.5 Field Investigatim Analysis 

One method ~f FI analysis involves analyzing the current FI data for time and 
place, extrac"!:ing those FI'~ conducted in a specified area at a particular time. 
The area p~rameters e~m1l1ed should not be limited to the immediate area of a 
reported cn~e; rather, It should reflect an expanded area. The time zones should 
~S? be fleXible ~s ,t~ assume nonaccurate reporting times by citizens, although 
ngid enough to mInImIze the amount of irrelevant data retrieved. 

One data eleme~t ,desirable for automation includes some process of geocoding so 
a,s to reflect pOSItive and negative values as positions vary up or down and left to 
nght. Another element i~ a 24-hour: cl?ck procedure so as to easily identify time 
measure an? the c0n:tputing of vaned amounts of time tolerance for different 
types of CrImes or times of day. For example, a burglary was known to have 
occur,red be~ween, 1300 and 1500 hours and was in Grid 0321. The FI times 
examIned ~TI1ght I~clude 1100 to 1700 hours and the grids would include an 
expanded SIzed radius, around 0321; the number would depend on the size of the 
gn~. If, th~re is traf~ic ci~~t~on information available, this is also a good source 
of InVestigative material utIlIZIng the same process as FI's. 

Time and place are just two variables to utilize, and depending on volume FI 
con~~ct area is p:obably a good index parameter by which to store information. In 
addItion, sequentIal access will also be desirable in some situations and file entry 
procedures wO';lld have to accommodate this. All items, except the narrative, 
must be acce~sIble by s~rch parameters such as: an inquiry of the system for all 
~ales, over SIX fee~ With black hair would respond back with all correct Frs 
mcluding the narrati ve portion entered. 
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This part of the Manual presents a series of technical re.ferenc:e~ which may be use,ful 
during various phases of the system development effort. In addltIOn to the presentatIon 
of technical guidelines, such as security and privacy standards, this part also provIdes 
sample d()cuments that may be used as a model or guide in the contract process. 
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The ci tations that follow are references that were used in the process of developing this 
Manual. They represent either materials from which concepts were taken while 
developing portions of the Manual, or reference,s from which forms and examples were 
taken. The reader is directed to these general sources for futher information about the 
process of developing information systems. 
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Data Management, May 1974. 
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International Business\Machines, IBM Data Processing Glossary, 
Sh.'th Edition, Oct. 1977. 

Internaticnal Business Machines, "The Consideration of Physical Security 
in a Computer Environment," Oct. 1972. 

International City Management ASSOciation, "Computers at,d Small Local Governments: 
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Report, Vol. /ti; No. 2A, Feb. 1978. 

International City Management ASSOciation, "Information, Computers and Local 
Government: An Administrator's Guide," in Management Information Service 
Report, Vol. la, No. 2B, Feb. 1978 • 

International City Management ASSOciation, "Developing an EDP Capacity," 
in Management Information Service Report, Vol. 10, No.5, May 1978. 

International Standards Organi7.ation, ISO Vocabllary of Data Processing • 

King, John Leslie, a.nd Edward L. Schrems, "Cost-Benefit Analysis in 
Information Systems and Operations," in Computing Surveys, Vol. 1, 1978. 
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by permission of the author. 
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Englewood Cliffs, N.J., 1973. 
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Access: The manner in which files or data sets are referred to by the computer. 
Examples could be serial, random, or index-sequential access methods. 

Access Time: The time interval between the instant at which an instruction initiates a 
call for data and the instant at which delivery of the data is completed. 

H\ 

Add Time: The time required for ~ne' addition, not including the time required to get 
the quantities from storage and return them to storage. 

'0\ 
Algorithm: A set of well-defined rules for the solution of a problem in a finite number 
of steps. 

Alphanumeric: A character set that contains both letters and digits and may contain 
control characters, special characters, and the space character. 

Analyst: A person who defines problems and develops methods and procedures for their 
solution. Systems Analyst - The architect of the system of procedures which will 
accomplish. a given task. 

Application Program: A program written for or by a user that applies to a particular 
application. In data communication, a program used to connect and communicate with 
terminals in a network, enabling users to perform application-oriented activities. 

Assembler Language: A source language that includes symbolic machine language 
statements in which there is a one-to-one correspondence with the instruction formats 
and data formats of the computer. 

Asynchronous: Without regular time relationships; unexpected or unpredictable with 
respect to the execution of a program's instructions. 

Background Processing: The execution of lower priority computer programs when 
higher priority programs are not using the system resources. 

BASIC (Beginner's All-purpose Symbolic Instruction Code): A programming language 
with a small repertoire of commands and a simple syntax, primarily designed for 
numerical applications. 

Batch Processing: Data processing in which a number of similar input data items are 
grouped together and processed during a single machine run within the same program 
for operating convenience and efficiency. 

Baud: A unit of signaling speed equal to the number of discrete conditions or signal 
events per second. In asynchronous transmission, the unit of modulation rate cor
responding to one unit interval per second.) 

Binary Code: A code that makes use of exactly two distinct characters, usually 0 and 1. 

Bit: Synonymous with binary digit; in the pure binary numeration system, either of the 
digits 0 and 1. Also used to refer to the doughnut:':'shaped pieces of iron comprising the 
core of the central pro~essing unit. 

Block: A string of I(€icords, a string of words, or a charact'er string formed for technical 
or logic reasons to be treated as an entity. 

(j 
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Buffer: A routine or storage used to compensate for a difference in rate of flow of 
data, or time of occurrence of events, when transferring data from one device to 
another. 

Bundling: Degree to which a computer manufacturer supports its customers with 
hardware engineers, software packages, programs, system conversion advice, and 
training. I) 

> 

Bus: A conductor, or group of conductors, serving as a common connection for two or 
more circuits. 

Byte: A binary character operated upon as a unit and us~JJy shorter than a computer 
word. Generally, eight bits equal a byte. 5 

CalaIlator: A data processor, especially suitable for performing arithmetical 
operations, that requires frequent intervention by a human operator. 

Cat rode Ray Tube (CRT): An electronic vacuum(tube, such as a television picture tube, 
that can be used to display graphic images. . 

Central Processing Unit (CPU): A unit of a computer that includes circuits controlling 
the interpretation and execution of all computations and instructions. 

Chip: A minute piece of semiconductive material used in the manufacture of electronic 
components. An integrated circuit on a piece of semiconductive material. 

COBOL (COmmm Business-Oriented Language): An English-like programming language 
designed for business data processing applications. 

Code: A set of unambiguous rules specifying the manner in which data may be 
represented in a discrete form. A set of items, such as abbreviations, representing the 
members of another set. Loosely, one or more computer programs, or part of a 
computer program. To write a routine. 

Compile To translate a computer program expressed in a problem-oriented language 
into a computer-oriented language. . 

Computer: A data processor that can perform substantial computation r including 
numerous arithmetic or logic operations, without intervention by a humCi)n operator 
during the run. This device usually consists of input and output devices, storage, 
arithmetic and logic units, and a control unit. Usually an automatic, stored-program 
machine is implied. 

Core: The configuration of magnetic material within the Central Processing Unit on 
which data are stored and through which electronic pulses are-carried to perform 
computations and execute instructions. 

Ctrsor: In video terminals, a moveable indicator which denotes where the next 
character entered (frpm keyboard or computer) will be positioned on the screen. The 
cursor may be a blinking character, a r~verse video image, underline, or even be 
unobservable 'on somedterminals. lJ 

i' 
Data: The basic elernents of facts, concepts, or instructions represented by numeric, 
alphabetic, or sped,al characters which are for communication, interpretation, or 
processing by humans or automatic means. 
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Data Base: A set of data, part of the whole of another set of data, and consisting Of. at 
least one file, that is sufficient for a given purpose or for a given data proc~ssmg 
system. A collection of interrelated data stored together controlling redundancy to 
serve one or more applications. 

Data Base Management: The collection of software required for using a data base. 

DataProcessing: The execution of a systematic sequence of operations performed upon 
data, e.g., handling, merging, sorting, computing. 

Debug: To detect, to trace, and to eliminate mistakes in computer programs or in other 
software. 

Decollate: To separate the plies of a mul tipart form or paper stock. 

Digital Computer: A computer in which discrete representation of data is mainly used, 
e.g., using numbers rather than physical quantities. 

DIP: Acronym for ''Dual In-line Package", the most common form for an integrated 
circuit which has two rows of pins for connectors. 

Direct Access: The facility to obtain data from a storage device, or to enter data into 
a storage device in such a way that the process depends only on the location of those 
data and not on a reference to data preViously accessed. 

Disc (Disk): A flat, circular plate with a magnetic surface on which data can be stored 
and retrieved in a random manner. 

Diskette: A thin, flexible magnetic disk and a semirigid protective jacket, in which the 
disk is permanently enclosed. 

Downtime: The time interval during which a functional unit is inoperable due to a fault. 

DlI1lp: To write the contents of a storage, or of part of a storage, usually from an 
internal storage to an external medium, for a specific purpose such as to allow other 
use of the storage, as a safeguard against faults or errors, or in connection with 
debugging. 

Edit: To prepare data for a later operation. May include the rearrangemen~ or the 
addition of data, the deletion of unwanted data, format control, code converSiOn, and 
the appI1cation of standard processes such as zero suppression. 

EDP: Electronic data processing. 

Fault: A physical state or condition that may caust:'"a failure of a functional unit. 

Field: In a record, a specified area used for a particular cateejrY of data, e.g., a group 
of card columns in which a wage rate is recor(ied. ' 

".1 

File: A set of related records treated as a unit. 

File Layout: The arrangement and structure of data or words in a file, including the 
order and size of-the components of the file. 
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. f ams from read-only memory, or pro-Firmware: Refers to the ~.xecution 0 p~~r t programs seem as much a fll1ction of grammable forms of read-only memory, so a 
hardware as of software. 

Fixed-length Record: A record ~aving the same length as all other records with which 
it is logically or physically assoCiated. 

Flowchart: A graphical re~resentation for the 
solution of a problem in WhICh symbols are used 
equipment, etc. 

definition, analysis, or method of 
to represent operations, data, flow, 

. . . ment in which high-priority programs are 
Foregrollld: In multiprogramr~l1ng., thhe envIr~~on of a computer program that pre~mpts executed. Foreground processmg IS t e exec ., 
the use of computer faciiities. 

Formatted Display: On a display device, a display in which the attriootes of one or 
more display fields have been defined by the user. 

. language useful for scientific, 
FORTRAN {FO~mul~ TRANblslatimr. A ~~~~~a;::;~~~atical formulas are utilized. engineering, or finanCial pro em-so vmg \\ 

FlIlctimal Design: The specification of the working relationships among the parts of a 
data processing system. 

. ed f chine output in a vislBlly readable form; e.g., printed Hard Copy: A pn nt co py 0 ' rna . 
reports, listings, documents, and summaries. 

d Oing as opposed to computer Hardware: Physical equipment used. in ata pr ces~ , 
programs, procedures, rules, and assoCiated documentation. 

High-level Language: A programming language that does not reflect the structure of 
anyone given computer or that of any given class of computers. 

. d· A access method used in one form to directly 
Indexed Seqrential A~ss Metro. t a data set on a direct access device, u~ng an 
retrieve or update particular ~oc~sdo . to red in direct access storage along WIth the 
index to locate the data set: he Ihn dex IS ~e used to store or retrieve, in a continuous data set. Other forms of thIS met 0 can 
sequence, blocks of the same data set. 

Information: Data that have been processed t~ ~btain resul ts of relationships are called 
information. It increases knowledge of the reCipIent. 

. . h com ter--the data to be processed. 
Inplt: Information. or Instructlon~ to I: ~Olved in an input process, or to the data or Pertaining to a deVIce process, or c anne m 
states involved in an input process. 

.. data processi ng system that controls Inp.1t/Outplt Cmtroller: A functi?J1al unl t In a 
one or more units of peripheral eqUipment. 

Inquiry: A request for information from storage. 

. gful expression that specifies one Instruction: In a programming langu.age, a meanm 
operation and identifies its operands, If any. 

ed C· ·t (Ie): A combination of interco~nected circuit elements inseparably Integrat Iran .•. ~ 
associated on or within a continuous substl ate. 
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Interactive: Pertaining to an application in which each entry calls forth a response 
from a system or program, as in an inquiry system. An interactive system may also be 
conversational, implying a continuous dialogue between the user and the system. 

Interface: An interface might be a hardware component to link two devices or it might 
be a portion of storage or regiSters accessed by two or more computer programs. 

Interp-eter: A program that executes each source language expression before tran
slating and executing into the next one, without first translating the source program 
into machine language. Interpreters are slower in execution, but provide greater interaction. 

I/O: Input/Output. Input or Output, or both. The process of moving information into a 
computer from external devices, such as tapes, disks, printers, terminals, etc. 

Line Printer: A device that prints a line of characters as a unit. Contrast with 
character printer, page printer. 

List: An ordered set of items of data. To print or otherwise display items of data that meet specified criteria. 

Load: In computer programming, to enter data into storage or Working registers. 

Local Terminal: A terminal connected by a caple rather than by a data link. 

Magnetic Core: A piece of magnetic material, usually doughnut shaped, used for storage. 

Magnetic Disk Storage: A magnetic storage in which data are stored by magnetic 
recording on the flat surface of one or more disks that rotate. ' 

'! 

Magnetic Tape: A tape with a magnetizable surface layer on which data can be stored by magnetic recording. . 

Magnetic Tape Cassette: A container holding magnetic tape that can be processed 
without separating it from the container. (, 

Maintenance: Any activity, such as tests, measurements, replacements, adjustments, 
and repairs intended to eliminate faults or to keep a functional unit in a specified state. 

Management Information System (MIS):. The specific type of data processing system 
that is designed to furnish management with information designed to aId in the 
performance of management functions and decision-making. \) 

Mask: A pattern of characters that is used to control the retention or elimination of 
portions ofanother pattern of characters. 

Mass Storage: Storage having a very large storage capacity. The storage of a large 
amount of data which is also readily accessible to the processing unit of a computer. 

Master File: A file that is lIsed as an authority in a given job and that is relatively 
permanent, even though its contents may change. 

Matrix Printer: A printer in which each character is represented by a pattern of oots. 
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Merge: To combine the items of two or more sets that are each in the same given order 
into one set in that order. 

Message Switching: The pr'ocess of routing messages by recei~ing! storin?, ~nd 
forwarding complete messages within a data network. A telecom~umc~tion apphcatlon 
in which a message received by a central system from one termmal IS sent to one or 
more other terminals. 

Microfiche: ifvUcroform whose medium 1s film, in the form of sheets that contain 
microimagd arranged in a grid pattern. 

i' 
'\ 

Micr~:'Ulm: Microform whose medium is film, in the form of rolls, that contains 
micrGimages arrangecfEeq\\entially. 

Modem (MOdulator-DEMJlwatorh A functional unit that modulates and demodulates 
signals. One of the functioh$of a modem is to ena.ble digital data to be transmitted 
OVf!r analog transmission facilities. 

ModJIe: A program unit that is discrete and identifiable with respect to compiling, 
combining with other units, and loading, e.g., the input to, or output from., an 
assembler, compiler, linkage editor, or executive routine. A packaged functIonal 
hardware unit designed for use with other components. 

Monitor Program: A computer program that o1;?serves, regulates, controls, or verifies 
the operations of a data pmcessing system. 

Multiplexer: A device ca~ble of interleaving the events of two or more activities. or 
capable of distributing the events of an interleaved sequence to the respective 
acti vi ti es • 

Multiprocessing: A mode o~ operation that .p~ovides for parallel processing.by two or 
more processors of a multiprocessor. Pertammg to the SImultaneous execution of two 
or more computer programs or sequences of instructions by a computer or computer 
network. 

Multitasking: Multiprogramming that provides for the concurrent performance, or 
interleaved execution, of two or more tasks. 

Object Code: Output from a compiler or assembler which is. itself executable machine 
code or is suitable for processing to produce executable machine code. 

! 

Offline: Pertaining to equipment or devices not under direct control of the central 
processing unit. Sometimes used to indicate batch processing. 

Online: Pertaining to equipment or devices under direct control of the central 
processing unit. The term "online" is also used to describe a user's access to a computer 
via a terminal. 

Operating System: Software that controls the execution of computer J?fograms a~d ~hat 
may provide scheduling, debugging, input/output control, accounting, compIlation, 
storage assignment, data management, and related services. 

Output: Pertaining to a device, process, or channel involved in an output process, or to 
the data or states involved in an output process. 

168 

, 

;' 
.' 

Peripheral Equipment: In a data processing system!1 any ~quipment, distinct from the 
central processing unit, that may provide the system with outside communication or 
additional facilities. 

Physical Record: A record whose characteristics depend on the manner or form in 
which it is stored, retrieved, or moved. A physical record may consist of all or part of 
a logical record, or several logical records. 

Polling: Interrogation of devices for purposes such as to avoid contention, to determine 
operational status, or to determine readiness to send or receive data. 

Process: A systematic sequence of operations to produce a specified result. 

Program: A series of actions designed to achieve a certain result. A set of instructions 
to the computer to tell it what to do and how to do it. Also known as "software". 

1\ 

Programmer: A person who designs, writes, and"tests computer programs. 

Prompting: A function that helps a terminal user by requesting him to supply operands 
necessary to continue processing. 

. Query: In data communication, the process by which a master station asks a slave 
station to identify itself and to give its status. In interactive systUms r an operation at a 
terminal that elicits a response from the system. 

Random Access: An access mode in which specific logical records are obtained from or 
placed into a mass storage file in a nonsequential manner. 

Read: To acquire or interpret data from a storage device, medium, or other source. 

Read-Only-Memory (Read-Only Storage): A storage device that stores data no;!: 
alterable by computer instructions; for example, magnetic core storage with a lockout 
feature and certain kinds of semiconductor (integrated circuit) memory on which the 
contents are created at the time of manufacture. (Synonymous with "nonerasable 
storage", "permanent storage", and "fixed storage".) 

Realtime: Pertaining to the processing of data by a computer in connection with 
another process outside the computer according to time requirements imposed by the 
outside" process. The term "real time" is also used to describe sYf3tems operating in 
conversational mode and processes that can be influenced by human intervention while 
they are in progress. 

Record: A collection of related data or words, treated as a unit, e.g., all the data 
elements in a single crime/incident report. 

Record layout: The arrangement and structure of data or fields in a record, including 
the order and size of the components of the record. 

Reentrant: The attribute of a program or routine that allows the same copy of the 
program or routine to be used concurrently by two or more tasks. 

Relative address: An address expressed as a difference with respect to a base address. 

Reliability: The ability of ~l functional unit to perform its intended function under 
stated conditions, for a stated period of time. 
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Rel.dbite: To move a computer program or part of a computer program, and to adjust 
the necessary address references so that the computer program can be executed after 
being moved. 

Remote: In data communication, pertaining to devices that are connected to a data 
processing system through a data link. 

Remote,Job Entry (RJE): Submission of a job through an input unit that has access to a 
computer through a data link. 

Report generation: A technique for producing complete machine reports from 
information that describes the input file and the format and content of the output 
report. 

Response time: Tr:e elapsed time between the end of an inquiry or dem~d on a data 
pmcessing syst@m and the beginning of the response, e.g., the le~gth of time between 
an indication of the end of an inquiry and the display of the fIrst character of the 
response at a user terminal. 

Routine: An ordered set of instructions that may have some general or frequent use. 

Satellite computer: A computer that is under the control of another computer and 
performs subsidiary operations. 

Scratch file: A file used as a work area. 

Seek time: The time that is needed to position the access mechanism of a direct access 
-sfOrage device at a specified position. 

I. 

Se<penti~, access: An access mode in which records ar~ obtained from, or placed into, 
a :r.;lle in rJuch a way that each sllccessive access to the file refers to the next subsequent 

--!:'(.kord/-¥n the file. The order of the records is established by the programmer when 
'(jr-eatlng the file. 

'Software: Computer programs, procedures, J:::ules, and possibly associated docu
mentation concerned with the operation of a data processing system. 

Sort: To segregate items into groups according to specified criteria. Sorting in~olves 
ordering, but need not involve, sequencing, for the groups may be arranged m an 
arbitrary order. 

Source program: A computer program expresskd in a language from which statements 
are translated. Contrast with object program. 

Storage: A device or portion of a device that is capable of receiving data, retaining it 
for an indefinite period of time, and supplying it on command. 

St£uctured Programming: A technique for organizing and-~oding progr~ms that ,reduces 
complexity, improves clarity, and makes them easier to de bug an? modify~ TY~ically, a 
structured program is a hierarchy of modules that each have a slngl~ entry pomt ~~d a 
single exit point; control is passed downward through the structure Without uncondition
al branches to higher levels of the structure. 

Subroutine: A sequenced set of stat~Rnents that may be used in one or more computer 
programs and at one or more points in\a computer program. 
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Syntax: The relationship among characters or groups of characters, independent of 
their meanings or the manner of their interpretation and use. The structure of 
expressions in a language. The rules governing the structure of a language. 

System: An assembly of procedures, processes, methods, routines, techniques, or 
equipment united by some form of regulated interaction to form an organized whole. 

Table: A collection of data in which each item is uniquely identified by a label, by its 
position relative to other items, or by some other means. 

Task: A basic unit of work to be accomplished by a computer. The task is usually 
specified to a control program in a multiprogramming or multiprocessing environment. 

Telecommunication: Communication over a distance, as by telegraph or telephone. 
Data transmission between a computing system and remotely located devices via a unit 
that performs the necessary format conversion and controls the rate of transmission. 

Teleprocessing: A type of information processing wherein communication facilities are 
utilized. 

(( 

Terminal: A point in a system or communication network at which data can either 
enter or leave. A device, usually equipped with a keyboard and some kind of display, 
capable of sending and receiving information over a communication channel. 

Throughput: A measure of the amount of work performed by a computer system over a 
given period of time, e.g., jobs per day. 

Timesharing: The use of a central processor for two or more purposes during the same 
overall time interval. Timesharing is done by interspersing in time the actions of the 
peripher~{ units and the central processor. 

To~cbwn Programming: The design and . coding of computer programs using a 
hierarchical structure in which related functions are performed at each level of the 
structure. 

Track: The path or one of the set of paths, parallel to the reference edge on a data 
medium, associated with a single reading or writing component as the data medium 
moves past the component. The portion of a moving data medium, such as a drum, tape 
or disk, that is accessible to a given reading head position. 

Transaction: In batch or remote batch entry, a job or job step. In systems with time 
sharing, an exchange between a terminal and another device that accomplishes a 
particular action or result, e.g., the entry of a customer's deposit and the updating of 
the customer's balance. 

Transfer: To send data from one place and to receive the data at another place. 

Translator: A computer program that translates from one language into another 
langu~ge and in particular from one programming language into another programming 
language. 

Transparent: In data communication, pertaining to information that is not recognized 
by the receiving program or device as transmission control characters. 

Troublesooot: To detect, locate, and eliminate errors in computer programs or faults in 
hardware. 
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Undefined Record: A record having an' unspecified or unknown length. 

Utility Program: A computer program in general support of the processes of a 
computer; for instance, a diagnostic program, a trace program, a sort program. A 
program designed to perform an everyday task such as copying data from one storage 
device to another. 

Validation: The checking of dalta for correctness, or compliance with applicable 
standards, rules, and conventions. 

Variable-length Record: A record having a length independent of the length of other 
records with which it is logically (:)f physically associated. 

Verify: To determine whether a: transcription of data or other qperation has been 
accomplished accurately. Toepec;;' the results of keypunching. 

Virtual Storage: The storage space that may be regarded as addressable main storage 
by the user of a computer system in which virtual addresses are mapped into real 
addresses. The size of vltual storage is limited by the addressing scheme of the 
computing system and by the amount of auxiliary storage available, and not by the 
actual number of maln storage 10ca:Uons. 

J •••• ,I 

Word: A character st.ring or a binary element string that it is convenient for !Some 
purpose to consider as an entity. 

Work File: A file used to provide storage space for data that are needed only for the 
duration of a job. In sQ1rting, an intermediate file used for temporary storage of data 
between phases. 

Write: To make a permanent or transient recording of data in a storage device or on a 
date. medium. 

Zero Suppression: The elimination from a numeral of zeros that have no significance in 
the numeral. 
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3. SIMPLIFIED FLOWCHARTING 

1972 

GENERAL SERVICES ADMINISTRATION 
(,~ 

NATIONAL ARCHIVES and RECORDS SERVICe 

OFFICE OF RECORDS MANAGEMENT 

'I 

\\ 
\\ 

o 

~'Preceding page blank 
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WHO SHOULD .PREPARE FLOWCHARTS? 

• All employees who are involved in evaluating, analyzing, designing, or 
supervising paperwork operations should make systematic use of these 
techniques. 

• Every supervisor wishing to know work processing steps involved in his 
operations, particularly where systems improvements are desired or needed. 

• Any person responsible for " writing desk manuals or operating procedures. 
Flowcharts frequently are used to sl~Rplement written instructions. In some 
Cases, they are used in lieu of them. 

• Top echfJ .. ~;n personnel who are required to make presentations on work ac
complished by their organization. 

• Auditors for recording facts and in the analysis and development of proposed 
improvements. 

Management analysts engaged in systems studies. 

WHEN SHOULD FLOWCHARTS BE USED? 

.' When major changes are beIr)gconsidered, procedural flowcharting should be 
a part of the review and anal)rsis • 

• When making formal presentations where present and proposed procedures 
will be discussed. 

• Often, a flowchart will serve as a selling device for an idea to improve an 
operation.' . 

~\ . 

WHY USE A FLOWCHART? 

• 

• 

• 

It helps the analyst develop his plan and to determine where action should 
begin and end. It helps decide what should be done and who should do it. 

It provides an effective means of comparing existing and proposed systems 
and facilitates analyses leading to improvements. 

It enables management to ,see the entire plan, o(\,aQY part, at a glance. It 
puts specific operations into focus. It presents a f)lcirimore clearly and helps 
management make the necessary decisions. 

• It serves to identify bottlenecks and poor workflow. 
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What is a flowchart? 

It is a word-and-symbol picture of the major steps involved in a workflow procedurl.'!. 
Far example: 

PROCESSIN'G REQUIS.ITIONS FOR FORMS 
f--. 

2000 FIELD OFFICES 10 REGIONAL OFFICES 
WAREHOUSE 

WASHINGTON, D.C. 

Rough Kypew,;te. Requisition 
Add;ng} Work Requ isition 

Machine ~ 
Notes 

,..., .. 
Form X 

sheet Form Y 

.~ 

I ., 
'P.,.,u~ 

~- ./ 
Requisition 

Re qui siti on I- PackagCH/ 
Form Y 

Form X Forms 

From rough !,!otes O!'ll forms Simi! or items are grC/uped, Stocks of forms pulled, 
in short supply, a "Request totaled from worksheets. "Can- packaged and mailed to 
fDr forms" (Form X) is sol idated Requi sition" (Form Y) regional offices in 
typed. is typed and fl)rwarded. accordance with Form Y 

Typing and proofing requir.e Average time to complete opera- requi sition s. 

an average of 15 minutes. tion - 40 hours per month. Av<erage time to complete 

12 rectui sition s submitted 4,800 monhours per year. operation. 80 holurs per 

annually. 
month. 

6,000 manhourst'er year .. 
960 manhours petr yltar_ 

The flowchart shows whot jobs are being perfofme~, where, how, and by whom~ 

It identifies all d~cuments, forms, and reparts in a procedure. 

It identifies the equipment used and the output of the equipment. 

It records every action required to produce the final product. 

It provide.s statistical data such as 'volumes, monhour cash, and numbers of offices involved. 
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READ 
SYMBOL 

TABLE CARDS 

READ UPDATE 
CARD 

ZIP CODE 
&,STATE 

D 0 

J / J voucw. 
by moil 

6 
'-', 

6 

J / J VOUcn..,.1 

by meSMf!gel' 

OntER 
OFFICES 

D 7 

0 8 ~ 
&timaU 

Pr.por .. , 
J / J voucws 
J/J~, 

bY"!Jil 

Opens ond 
lime J1omp. 

YOUChws 
322 

J/J vouchw1 

4 

and a multitude of symbols 

0 0 D D 0 
D D 0 0 c=:J 
CJ 0 V CI 
~ < > V 0 A C') 

But for the sake of simplicity 
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We use these symbols 

This symbol is used for any manually prepared docum~nt such as on a standard or 
electric typewriter. It might represent OJ letter, p form ~ a report, etc. Identify its mean
ing in th" b9x, such as Form X, Annual Re:poli, Buildi~g Drawing, etc. 

--~ .. Action symbol indicating workflow or the movement of items. or operations frorri one picce 
to another. Draw the symbol with a dCJthtd line to show on olternate direction of flow. o Thh -symbol ' .. ,es.nts a ... eMn •• IdonHly It as a .",ew,lte,. keypunch. comp"e,. _.c. 

rI Tab card. If. it has a form number, identify it. If it is a special type ~'f card such as 
~ mark sen.se, dual purpose or port-a-punch, the type should be showni~~he nallative 

. explanation of the proc~ure. The symbol can a40 represent a magnetic card. 

kJ Punch6d paper tap·e. 

Q Magnetic tape. 

D 
" . , 

A.ny document automatically produced fram a machine, such as an automatic typewriter 
~r high spe~ printer. Identify whatever it represents. 

WHY IDENTIFY SYMBOLS? 

Because the same symbol may appear a number of times on your flowchart. For example: 

'---o_.F_Orm_lI_I_......l1 .< ~eypunch )J-_-',..~_P_I3_~1;_~_~ __ """'C2 a_rd_--J 

Verified 

Punched Card Computer 

USE A TEMPLATE TO DRAW THESE 
SYMBOLS ON THE CHART 
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How are flowcharts prepared? 

Only a few basic rules .are involved in preparing flowcharts: 

TITLE 
The chart should be headed with a title that dearly states the name of th';'unit being 
surveyed and the process under investigation. The columnar headings of the chart 
should show the office or work unit involved. 

SYMBOlIDENTlF.lCATION Don't .for~e the reader to guess at the meaning,s of any symbol. 
Show InSide of them whClt they represent. " 

ACCURACY A flowchart should show exadl y how a job is do,.e or how it is ,praf'osed to b 
done. It i:s the analyst's duty to picture the work exactly as h,~ sees it. or e 
proposes It - based· on careful observation and analysis. .' 

BREVITY 
Don't worry about r~les of grammar. Just make certain that explanations are brief, 
cI ear, and to the pOint. U Set the e~lanations to make understandable the pracedu~d 
step S covered by the symbols. 

ELIMINA TE BACKTRACKING Have continllloU5 flow. If a document flows h4ck to an office 

later in th .. procedure, make a new col umn on the chart for 
that step. 

ELIMINATE MINUTIAE 
Don't go into e/aboralle details unless they are vital j~ your 
explanations. : 

Copy 4 
- . 

. .... To Office A 

Copy 3 r--

Copy 2 t-

r7 
Copy 1 [; 

Form 00 
t--

Receipt 

_ .. .,. 

r 

, 

To Office B 

To Office C 

Items 1 through 5 
entered in log.----+I 
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E:lCo'!'pl e: If a form is prepared 
in five parts, but only one part 
is processed by the office being 
surveyed, show distribution of 
aU parts, but give details only 
for the pertinent copy. 
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Consfrodion 
of form sets 

Number and 
distribution 
of copies 

Volume 
of papers 

Three
dimensional 
objects 

!o highlight 
Improved 
practices 

~ -;"r j 
-, 

r) 

r) 

,---

l~t,~QO pu. 

FOtft'lA 
l. ... " .. 
RoqU1IS f 

I-.: 

L /' 
I_FILE 

V 

-
Envelope 0 ------ ... --------
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Developing an idea 

for irnproving 

a paperwork system 

When you have located a target for improvement, get your idea s down on poper. The Rowchart 
provides a tool for organi zing information coli ected on present procedures $0 that thoy can be 

analyzed. 

Chall enge the entire system before examining the units that make up the system. Often entire 
systems can be completely elimi.nated. If the system cannot he eliminated, examine each 
segment carefully. Challenge the need, the volume, the timing, the placo, the effort 
involved, ~e sequence of work-steps in the existing system. 

Be sure to get all the facts. Check and recheck them. Ne-.,er recommend a change unless 
it will improve operations in terms of ser.vice, effort, costs, and-or other immediate or 

long-range efficiencies. 

e 
When i'OU are sure of your facts and proposed recommendations, talk them o'fer with 
others. Di scussion will reveal strength sand we<lknesses in your idea and sometimes 
the need for additi~nal information. It will give others the feeling that they are partici
pating, in improvement of the procedYres and their resistance to change will be minimized. 
Vol uobl e ideas for further i mprovemenh often result. 
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Where do you start ? 

STEP ONE 

GATHER THE FACTS 
First you must gath.r data for your flowchart. Write down, step by 'step, every operation 
involved in the procedures in question. Where possible, obtain statistical data such as time 
requirecl to process, number of transactions processed daily, weekly, etc., number of persons 
performing iaentical tasks, number of eaits, etc. 

Talk to people. By discussing 0 -~_ituotion with others you win their confidence. They are more 
cooperative and they often contribute ideas for improvements. 

STEP TWO 

ANALYZE THE FACTS 

After you hove the procedures roughed out draft 0 preHminary flowchart. There will be some 
areas which can obviously be improved. Duplicated efforts, bottlenecks, too. Iflony reviews, 
ovllttlapping duties, unnecessary worksteps, etc., ar~ often revealed when you can visuali:te the 
procedures shown an the preliminary flowcharts. 

EXAMPL E OF PINPOINTING AREAS 
FOR 'IMPROVEMENT 

Ask yourself "WHY" to every operation shown. (See next page for chadd i st of questions which 
wi \I help you.) 

SIMPLIFIED FLOWCHARTING PAGE Of ~.II:a 

!lllE 1S,.1Ifo ., s.c.",,,,,, 
PROCESSING RECEIPTS - XYZ OFFIc:E ~rElol 'Cllte> o..t 

PRESIliT O~£D 
,,-

OffiCE 0_ 'tIO~l UN'T 
TYI'IST I'ILE a.;-eRK RECOl(OER CEHTRAL FILE 

I F .... n I \ L t 
I 

F_II ~T. Fil. 
Fa .... II Fa"" II 

.R'ecei,e 
~ T. Fil. 

CAP72 La, -
C.'71 c."1 

Original r- -
t 

T. PuWle 

t ~ 

Me .... , ,oc,,;--a ""'" tho ,volle Ie, ,.rIli"9 Fin. c." ....... 
.fJ." ... r...;'IItfll typr... to ,,..,. .. F.". 11 'NftKri_ ".t ... I ... 
uRKe""-. 'Fe"" he. 3 POff ... rig ..... 1 c:.."liI.41 .. F_'~ ... _ .. I 

Co" HI .... 
~i" ... ,.:,ultUc.. • Hic. fil •• 

5,000 ,., ~ ......... 3 .. i,",t ..... ,.". 1 .inut. t. HI •• S •• ...,... ttl .- ."'rr. 1 mift ..... liI •• 

sr .. ~ Infl), § ILI/tUAlLT "£fum 00ClJ1IEIIT CJTiIIC.IftII AllAl.TlTI3I 

~~~~ ~ O'llCT'OIO Of now AIITOiIAIIC II.ICHf~E "£fum DOCIJIoIOIT c=;:J mOl TAIl{ I 
------~ .ll.T~TE I'tOIl now ~"r IUCHIM( 01 OEVIe! Q IIU: Tut OAI sul .. 'ml~' 6 -2-X'X 

WHY .\lAKE 2 COPIES?"" W Jot ,~ HY LOG E TRY. WHY OU LlCATE FILE?-p 
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WHY-The key to all good analysis 

To ge, the facts - ASK: 

HEED 
What offices and what pllapl" r"ceive 
the information? 

Wbat recipients use the information? 
What procedures describe the origin, 
dist,ibu!ian and use of tho informa
tion? 

PEOPLE 
Who requires this data? 
Who enters information on the 
bas ic document? 

Who extrects or manipulates data 
from Ih .. source document? 
Who analyzes Ihe data? 
Who makes the iiecisions? 

PLACE 
Whoro is the source document 
preparod? 

How many copies are mode? 

Where are completed docu!"> • .;l.nts sent? 
How are they transmitt~d? 
Where is Ihe informalion used? 
Where is th., infarmat:lon summarized 
and pub I ished? 

TIME 
What is Ihe lime schedule for 
obtaining Ih .. data? 
What or" tho deadlin9s for the 
final products-? 
How much time is allotted to 
eac:h pracG"s? 

METHOO 
How is the source documen t pre. 
pored? What machines or tools 
are used? 

How is ,h., information processed? 
Arc Ihere quality or production 
standards? 

Arc production and qu~lity controlled? 

ASK-WHYl 

WHY this need? 

WHY by these people? 

WHY here? 

..... ,,,c. , ... 
_1_""""" , ... I-!.. 

,.1:.UUI ..... ., .... 7 1: "A.-ttl".,. I ... I!.. . .. , ," 
1 J • • ~'-" •• 'I .... II 

nUilllWUlen ,!!.I-
K .... -: __ ~ .18"_. I 

WHY at this time? 

WHY this mefhod? 
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To maka improvem~n'ts • ASK: 

NEED 
How Is the information used? 
Is if absalutaly essential? 
How much doe. it cast? 
Is it warth the cast? 
Is there another source for all or a 
portion of this dat;a? 

PEOPLE 
Can the work be done by someone else? 
e.an soma or all of it be done by machine? 
Can any of it be done cooperatively? 
Do employees know their praceduros? 
Is work performed at the right grade 
level? 
Are duties related O~ yoried.? 
Are supervision and training adequate? 

PLAce 
Is this the bes' place 10 prGpo'G the 
sourco document,,? 

Is it closest to the sourCa of information? 

Is It bost equipp"d to do me job? 
Is- equipment utilized for a voriety of 
jabs, or just used for source data jobs? 
Could another office do It as ..,011 or 
better? 

Would anolh"r location speed transmis
sion and use? 

TIME 
Is th" tilT e factor critical? 
Can peokloads b. level"d by doing th" 
jab at a diff"rent time? 
Is the time factor realistic? 
Should frequancy b. altered? 
Can timing of r.loted e"",nls be 
changed? 

METHOD 
Is there a better 0' fost.r wey for en te,
ing data on the sOlolrce docliment? 

Can data an Ihe sou,c~ document be 
prepared in Q machine language? 
Ar. processing steps talcen in a logical 
order? 

Can any processing steps be Ijliminated? 
Can parallel proc:essing be substitUf.:!d 
for serial processing? 

, 



Watch for these conditions
they indicate a need for improvement 
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• Peaks and valleys in workloads 

• Logs 

• f.:1ultiple controls 

• Difficulties in filing and locating d,;)cuments 

• Overtime 

• Inadequate forms 

• Numerous copies of reports distributed 

• Errors 

• Bottlenecks 

• Numerous file cabinets 

• Numerous edits and retypi.lg operations 

~. 

"" • Backlogs 

• Costly com position -printin 9 and visuc Is 
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lIn[ lS""I'I IIIf Submit,"' 

OI11CI 01 WOII~ UN" 
C;'SHIER'$ lIRAHC" 

FROM APPliCANT 

IREMITTAo--' 
APPLICATION DEPOSITS' 

fORM I 

I, Receives application form 
and remlltance (rom 
apllllcant. 

2. Removes remittance and 
dClloslts wllh Trealiury 
In accordance wlU~ the Ir 
established procedures. 
NOTE: Do not attempl 
to chart U,ls procednre. 

3. Stamps application 
"ReceIved with 
remittance" In lower 
rlCht corner. 

•• Sends nllpllcllt\on to 
Technlcnl Division. 

.( clerk" OS-4, 
nsslgned to thIs 
branch. 

1I~ID\S UIIO, 
---.. OIAICIODIO 01 110'" 
------ .. AlIlI.AIl WO'Kllll'd 
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SIMPLIFIED FLOWCHARTING rACI I 01 I rACIS 

LICENSING PROCEDURE 
SISIIU It .. ,. 0 .. , 
I'Q rol\lNI orAGroSlO 

TECHHIC~L OIVISIOH c~SHIER'S OR;'HCH IHDEX L SERVICE SECTIOH C~$HIER'S UR~HCH 
m 
>< 
Q.) 

3 
\j 

I "~"" IAPPlICATIONI [APPIlDVED 

1 fORM I r -I APPlICATlD1\! FILE 
: LICENSE I 2 o§ fORM I 

r 
I 
I 

B ~ ~[ 
I 

~IOISAPPR~ ~ TYPE' - <t L ______ 
~ APPLICATION WRITER E-~ 

FORM I 
~ z 

r TREASURV I <l 

IDE~IOUEN~ I :lh ~ u 
CHt:CK :J HDELIOUENCV 2 : iL IL 

IL -, RECORD I RECORD I '" ~ 
<t 

r:~- .~~ 0 l1 
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ro 
0 ........ 
11 -0 
:E 
n 
:l"" 
ru 

+ 10. Assigns· license no. (Log record maintained o( 18. Files dellnquency 
TYPE, license no. and name o( lIcensoe.) (orm by dale. 

5. AI'I'J'OVC5 or disapproves WRITER 
application and invest{. lL Types license In dupilcale. 19. Consults file 15th o( 
gates dclinql1l'nt5. 

8. Typcs envelope. each month (or 
12. Signs IIcenso wllh Director's (acslmUe stamp. dellnquent·ltcenses G. U disapproved, returns 

application to Cashler'S 9. Enclosll9 disapproved 13, Types envelope and inserts license. NOTE: See 
Branch. appilcntloll and re- o dcllllquency procedure, 

mlttance In envelope 
. 

7. If approved, sends and returns 10 14. Files duplicate license by date which Is used 
applicant. II)!: !".~Jlcwal purposes. 

application to Index 
and Service section. 15. Types delinquency (orm In dupllcato. 
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ro ', ..... 
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16. Sends orIginal and dUllllcllto o( delinquency form M- \ .... 
to Ca9hler,~::-Ernnch. 

17. Files npl'lIcllt\on alphabetically. 
t.n \:..::0 

'< 
12 clerks, OS-4, assigned to this lecUon. 

(Typlnlf, mlltohlng lind InurUn" roqulroll 
nbout 30 mlnutos a cnsI!. ) 
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ro 
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SIMPLIFIED FLOWCHARTING 

mUll,.""''' Swt."II,trlJ lICEtlSIHG PROCEDURE 
OIllct Ot hORK U~II TECIINICAL CASHIER'S UR.\HCII TECHHIC"" 

CASHIER'S DR.\NCII DIVISION DIVISION 

APPLICANT r-------- --------, 

t 
: DISAPPROVALS : APPROVALS 
I I 

!Rt:MITTA~1 
I I 
I I 

DEPOSITS 
APPLlCATIOr IAPPlICATIONI APPlICAflO _IAPPllCATION~ 

FORM I, FORI.! I -- FORM I FORM I I 

I-

IOEMITTANet-
Z 

" U 
~ 
0.. 
0.. 

'" r'- '" ,,- 0 
l-e:::> 

1. Rece I ves 311pUcatlon, Sa. Approves or 8a. Sends disapproved 5. Approves appllca-
Form No. 1 with d1s.~provcs aplllicalion plus tlon, Form No. 1 
romlttance. aprl cation, rl.lllllttance 10 nnd returns to /IRa inves tillutes applicant In window Cashier's Dranch. 

2. R"moves remlltance 
as necessary. envdope. 

nnd dllPOSltS with 6a. U disapproved, Treasury according to returns nppllca-estllhllshed procedures. 
tlon to Cashier's 

3. Checks box on IIppllca- Dranch. 

tlon lorm, "Ilemlttance 
received ... 

4. Sends apl;'lIcatioll, 
Form I to' Technical 
Dlvlslun. 

S,"VOU USIO, o lolIJIumr rII'UIO OOCUIol[~1 
---.> DlUClION 01 flOW D A~IOUAIIC "ACHINC '1[,AlIO OOCUUCNI 
------~ ~III.A" "CIl/lOW o MY "ACHlNt 01 OlYlcr 

" 

'~r;( I 01/ '_CIS 

SIII[II ICIII,. O.d 
o ,.nIH! b!I 'RO'O$[O 

C.\SHIER·S BRANCli INDEX , S~RVICE 
SECTION 

PPLICATIONI ,IAPPUCATIONI 
!'ORM I File l fORM I -

r;-:r b.-Utb WRIT€II' IDWOUENCY 
/ r RENEWAL 

1RENEWAL r~ r LICENSE 
FORM 2 I!f 

1/1 
oZ 

r-- '']- I-~ 
-'- ::i 

c:::> 

6. TyPfIJ Form 2, unit cet In 4 parts. 11. Files appllcatlon 
Form. 

7. Sends IIcenso, Form No.2. Part 
I, to appUcant In window envelope. 12. Files Uenewal 

form by explra-
8. Sends renewal (arm, part 2 to tlon dnte. 

Index and Service Section. 

9. FUes delinquency lorms, parts 3 
and 4 In pelldlng lIle. 

10. Sends application, Form No. I to 
Index and Service sectlon. 

(Forms are consecutively numbered 
In process ol printing. Those 
numbers serve as lIcenso numbers 
and a\'e controllod nccordlnllly.) 
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APPENDIX 4 

4. PROCURCMENT STANDARDS 

September 12, 1977 OMB Circular A-102, Attachment 0 

A. 

B. 

C. 

This attachment provides standards for use by grantees in establishing procedures 
for the procurement of supplies, equipment, construction, and other services with 
Federal grant funds. These standards are furnished to ensure that such materials 
and services are' obtained in an effective manner and in compliance with the 
provisions of applicable Federal law and Executive orders. No additional 
requirements shall be imposed by the Federal agencies upon the grantees unless 
specifically required by Federal law or Executive orders. 

The standards in this attachment do not relieve the grantee of the contractual 
responsibilities arising under its contracts. The grantee is the responsible 
authority, without recourse to the grantor agency regarding the settlement and 
satisfaction of all contractual and administrative issues arising out of procure
ments entered into, in support of a grant. This includes, but is not limited to: 
disputes, claims, protests of award, source evaluation, or other matters of a 
contractual nature. Matters concerning violation of law are to be referred to 
such local, state, or Federal authority as may have proper jurisdiction. 

Grantees may use their own procurement regulations which reflect applicable 
state and local law, rules, and regulations provided that procurements made with 
Federal grant funds adhere to the standards set forth as follows: 

1. The grantee shall maintain a code or standards of conduct which shall 
govern the performance of its officers, employees, or agents in contracting 
with and expending Federal grant funds. Grantee's officers, employees, or 
agents shall neither solicit or accept gratuities, favors, or anything of 
monetary value from contractors or potential contractors. To the extent 
permissible by state or local law, rules, or regulations, such standards shall 
provide for penalties, sanctions, or other disciplinary actions to be applied 
for violations of such standards by either the grantee's officers, employees, 
or agents, or by contractors or their agents. 

2. All procurement transactions, regardless of whether negotiated or adver
tised and without regard to dollar value, shall be conducted in a manner that 
provides maximum open and free competition. The grantee should be alert 
to organizational conflicts of interest or noncompetitive practices among 
contractors which may restrict or eliminate competition or otherwise 
restrain trade. 

3. The grantee shall establish procurement procedures which provide for, as a 
minimum, the following procedural requirements: 

(a) Proposed procurement actions shall be reviewed by grantee officials to 
avoid purchasing unnecessary or duplicative items. Where appropriate, 
an analysis shall be made of lease and purchase alternatives to 
determine which would be the most economical, practical procure
ment. 
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(b) 

(c) 

(d) 

(e) 

(f) 

. " 

---.,'''--------~.,.,-.. - .- -

Invitatgons for bids or requests for proposals shall be based upon a 
clear and accurate description of the technical requirements for the 
material, product, or service to be procured. Such description shall 
not, In competitive procurements, contain features which unduly 
restr.1ct competition. "Brand name or equal" descriptions may be used 
to define the performance or other salient requirements of a procure-

> ment, ana when so used the specific features of the named brand 
whlch must be met by offerors should be clearly specified. 

~ 

Positive efforts shall be made by the grantees to utilize small business 
and minority-owned business sources of supplies and services. Such 
efforts soould allow these sourcer, the maximum feasible opportunity 
to compete for contracts to be performed utilizing Federal grant 
funds. 

The type of procuring instruments used; i.e., fixed-price contracts, 
cost-reimbursement contracts, purchase orders, incentive contracts, 
etc., shall be appropriate for the particular proc:;urement and for 
promoting the best interest of the grant program involved. The "cost
plus-a-percentage-of-cost" method of contracting shall not be used. 

',I 

Formal ad~~rtising, with adequate purchase description, sealed bids, 
and public '\)!?,enings shall be the required method of procurement 
unless negotiati01); prusuant to paragraph (f) is necessary to accomplish 
sound procurement. However, procurements of $10,000 or less need 
not be so advertised unless otherwise requi red by state or local law or 
regulations. Where such advertised bids are obtained, the award shall 
be made to the responsible bidder whose bid is responsive to the 
invitation and is most advantageous to the grantee, price, and other 
factors considered. (Factors such as discounts, transportation costs, 
and taxes may be considered in determining the lowest bid) Invitations 
for bids shall clearly set forth all requirements which the bidder must 
fulfill in order for his bid to be evaluated by the grantee. Any or all 
bids may be rejected when it is in the grantee's interest to do so and 
such rejections are in accordance with applicable state and local laws, 
rules, and regulations. 

Procurements may be negotiated if ~t is impracticable and unfeasible 
to use formal advertising. Generally, procurements may be negotiated 
by the grantee if: 

(1) The public exigency will not permit the delay incident to 
advertising; 

(2) The material or service to be procured is available from only one 
person or firm (All contemplated sole source procurements 
where the aggregate expenditure is expected to exceed $5,000 
shall be referred to the grantor agency for prior approval); 

(3) The aggregate amount involved does not exceed $10,000; 

(4) The contract is for personal or professional services or for any 
service to be rendered by a university, college, or other edu
cational instItution; 
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(5) 

(6) 

(7) 

The material or services are to be procured and used outside the 
limits of the United States and its possessions; 

No acceptable bids have been received after formal advertising; 

The purchases are for highly perishable materials or medical 
supplies, for material or services where the prices are establish
~d ~y l&w, i,or technical i~7ms or equipment requiring standard
lZation 'a~d InterchangeabIlIty of parts with existing equipment, 
for experimental, developmental, or research work, for supplies 
purchased for authorized resale, or for technical or specialized" 
supplies requiring substantial initial investment for manufacture; 
or, 

(8) The procurements are otherwise autl'x:>rized by law, rules, or 
regulations. 

Notwit~~anding;the exis~ence of circumstances justifying negotiation, 
competItion shall be obtamed to the maximum extent practicable. 

(g) Contracts shall be made only with responsible contractors who possess 
the potential ability to perform successfully under the terms and 
conditions of a proposed procurement. Consideration shall be given to 
s~ch f!latters as contractor integrity, record of past performance, 
finanClal arid technical resources, or accessibility to other necessary 
resources. 

(h) Procurement records or files for purchases in amounts in excess of 
~10~0?0 ~hall provide at least the following pertinent information: 
JustifIcatIon for the use of negotiation in lieu of advertising, con
tractor selection, and the basis for the cost or price negotiated. 

(i) A system for contract administration shall be maintained to ensure 
contractor conformance with terms, conditions, and specifications of 
the contract or order and to ensure adequate and timely followup of 
all purchases. 

The grantee shall include, in addition to provisions to define a sound and complete 
agreement, the following provisions in all contracts and subgrants: 

1. Contracts shall contain such contractual proviSions or conditions which will 
allow for administrative, contractual, or legal remedies in instances in 
which contractors violate or breach contract terms and provide for such 
sanctions and penalties as may be appropriate. 

2. All contracts, amounts for which are in excess of $10,000, shall contain 
sui~abl~ pr~visions for termination by the grantee, including the manner by 
which It Wlll be eifE:!Cted and the basis for settlement. In addition, such 
cont~acts shall describe conditions under which the contract may be 
terrmnated for defaul t as well as conditions by which the contract may be 
terminated because of circumstances beyond the control of the contractor. 
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medlaru.c and lab;)~f Qt\ th~ 'N~~l~ \\t t\ ~t\\\\\~\\\\t \\\'W~\tW \\t {\\M\\\ \!\ \\\\\\ \\ 
standard \\>ork"\\~~ ~t lft) h\),¥ts~ \\\)t'k In \'\\'''lt~ \\( 't~\ M\\\\'\iW,\ \\\\l.\~\\\W \\\ 
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standards promulgated by tho S~(~p~tnpy of Lt\I)(w. Th~UHl rtHllllnlllwHt,1t t~\ 
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Contracts or agreoments, the prinrlptll PI.WIlOlw nf will'" 111111 I /llrltn, 
develop, or lmprove produ('rttJ, prOCm6!)('IfJ, 01' IIltrtllll/l~J liP fIJI' fHtVltllHllulI lUIH 

I 

8. 

9. 

fields which directly concern public health, safety, or welfare; or contr~cts 
in the field of science or technology in which there h~ been lIttle 
significant experience outside of work funded by ~eder?l assIst~nce, s.hall 
contain a notice to the effect that matters regarding rights to .mventions 
and materials generated under the contract or agreement are subJ ect to the 
reg!Ji&tions issued by the Federal grantor agency and .t~e gra.ntee. -r:he 
contractor shall be advised as to the source of addItional mformation 
regarding these matters. 

All negotiated contracts (except toose of $10,000 or less) awarded by 
gr'antees shall include a provision to the effect that the grantee, the Federal 
grantor agency, the Comptroller General of the United States, or any of 
their duly authorized representatives, shall have acces~ to any .. books, 
documents, papers, and records of the contractor which ar~ aIrec~IY 
pertinent to a specific grant pro~r~m for the purposes of makmg audit, 
examination, excerpts, and transcr1ptIOns. 

Ccntracts and subgrants of amounts in excess of $100,00~ shall con~ain a 
provision which requires the recipient to agree to comply WIth all appl1cable 
stalndards, orders, or regulations iSSLed pursuant to the Clean All' A~ of 
19?0. Violations shall be reported to the grantor agency and the Regtonal 
Office of the Environmental Protection Agency. 
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~------- ------------------------

The Sample Invitation For Bid is included herewith as an example of how one particular 
agency documented their bid requirements, terms, and conditions. 

It should be noted that the IFB's are for the procurement of standardized products 
where the final selection is based on the lowest bid, provided all requirements are met. 
This methods does not allow for negotiations. 
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5. SAMPLE INVIT A nON FOR BID (IFB) 

May 26, 1977 

Gentlemen: 

Agency A invites you to submit a bid for a small scale minicomputer system that 
meets the following specifications: 

1. CPU with a minimum of 32K bytes usable memory (available for application 
programs). 

2. Two disk drives, at least one of which must be removable. The minimum 
total capacity must be 2.5 megabyte usable storage available for applica
tion programs and data files. 

3. 

4. 

5. 

6. 

Hardcopy printer with a minimum speed of 165 cps, pin feed platen, 132 
character width capable of handling multipart forms. 

One CRT with keyboard, upper case ASCII character set and display of 
at least 24 lines of 80 characters each. 

An operating system having the capability to support multiterminal appli
cations. 

ANS COBOL and FORTRAN IV shall be provided, and the system shall 
be capable of supporting BASIC. Sort and copy utilities must be included 
also. 

7. System installation cannot require special environmental considerations. 

8. Delivery schedule cannot exceed 120 days from date of ordE:r acceptance. 

9. Total system price must not exceed $35,000. 

10. In submitting a bid, the offerors agree that all bids shall have full factory 
approval and that the prices quoted shall remain valid for a period of 30 
days following the closing date for submission of bids. 

In addition to the minimum specifications as presented, information should be included 
explaining the capability of the proposed configuration to support or be expanded 
to support simultaneous foreground/background operations; simultaneous operation 
of application programs in COBOL and FORTRAN using mUltiple terminals; develop
ment (compiling) of COBOL programs with simultaneous operations on FORTRAN 
application programs; and development (compiling) of FORTRAN programs with simul-
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taneous operations on COBOL application programs. The cost factors involved with 
meeting these desirables should be included. 

The quoted price srould be itemized to reflect the cost of each item or subsystem 
in the quoted system. Agency A reserves the right to accept other than the lowest 
bid, as well as the right to purchase only portions of the quoted system. 

In support of your bid, please provide .full technical documentation of system hardware 
and software, including user's manuals where appropriate. Please include a description 
of your service capabilities in the Northern California area as well as your national 
service capabilities. 

Bids and supporting documentation must be received by Agency A no later than 4:00 
p.m. PDT June 24, 1981. Bids should be addressed to: 

Agency A 
1234 Main Street 
Any town, CA 99091 

Attention: IFB 1181-01 

Agency A believes that this project is an important demonstration of small comput
ing systems in the area of criminal justice. There is a considerable potential market 
fur this category of system and it is with this in mind that we welcome your interest 
in participating in this project. If you are not interested, please feel free to forward 
this request to a systems house that incorporates your equipment in their products. 

Sincerely, 

s/Executi ve Director 
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The Sample RFP is included to demonstrate how one agency documented their 
requirements, in an RFP, for a switching system. 

It is offered as a guide for the preparation of an RFP that is intended to procure any 
type of computer system. Needless to say, your particular RFP should be tailored to fit 
your specific needs, and your legal counsel should be consulted in determining the 
fitting language, conditions, and terms which would most protect your interests. Unlike 
the IFB method, the RFP allows you to negotiate the best requirements commensurate 
with the best price. 
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Interested Proponents: 

The County Sheriff's Department is planning to install a message switching 
computer to serve the needs of law enforcement agencies within the County. 
Specifications for this system are outlined in the attached Request for Proposal. 
Funding for the project is available under a grant by LEAA and by matching funds 
of this County. Due to time limitations on funding, the time schedule within the 
Request for Posposal will have to be strictly adhered to. 

We are hereby inviting you to submit a proposal for consideration by the Sheriff's 
Department. Please notice that a Letter of Intent to Submit a Proposal is required 
by August 15, 19XX, and failure to submit this letter can disqualify your firm from 
further consideration. Any procedural questions can be answered at any time by 
the period I'}amed within the Request for Proposal. 
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I. ADMINISTRA TIVE AND CONTRACTUAL INFORMATION 

PURPOSE OF DOCUMENT 

The COlD1ty Sheriff's Department is planning to provide a law enforcement data 
communication system. This system will service the teleprocessing needs between 
various law enforcement agencies within the COlD1ty and the California Law Enforce
ment Teletype Service (CLETS), the Police Information Network System (PIN) in 
Alameda County and the COlD1ty Sheriff's Information System. Interface with National 
Crime Information Center (NCIC), Criminal Justice Information System (CJIS), and 
A~tomated Management Information System (AMIS, DMV) is made through CLETS. 

The concept being pursued, and what this Request For Proposal (RFP) is concerned 
with, is the utilization of a data communicati.on system, herein referred to as message 
switcher, to provide the common communications interface between the law enforce
ment users within the County and the National, State and County crime information 
files and State vehicle registration and driver information files. Further, the message 
switcher must provide the facility for storing criminal information of interest to law 
enforcement users within the County. 

Part II and Part III of this Request For Proposal describes the hardware and software 
specifications for the System. 

Interested vendors may respond with a proposal that covers the total system as 
described including both hardware and software. However, proposals to supply only the 
hardware or only the software will be accepted and considered. 

1. Standard T~rminolo~ 

The terms mnsultant, consulting firm, contractor, or bidder are all referred to as 
vendor for the purpose of this document. 

The term message switcher refers to that flD1ction that provides for data communica
tion processing and includes stand alone, store, and forward capability and message 
ref orm atti ng. 

2. Issuing Agensr 

This Request For Proposal is issued by the Sheriff's Department. The issuing agency is 
the sole point of contact in the County for this selection process. 

3. Intent to File a Prop?sal 

Vendors who plan to submit a proposal as a result of this RFP must reply with a letter 
of intent indicating that a proposal will be submitted. The letter of intent must be in 
the hands of the person and address listed in Part 6 below by the close of business 
8/15/XX. 
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4. Clarification of Specifications and Questioos 

If additional information is necessary to enable the vendor to make an interpretation of 
specifications in this RFP, written questioos of this type will be accepted until the 
close of business 8/22/XX. Questions of this type from all vendors and responses will be 
consolidated and mailed on or about 8/31/XX to all vendors who submitted a letter of 
intent to respond. 

Peocedural questions will be answered at anytime. 

All questions must be submitted to: 

Name 
Department 
Address 
Phone Number 

5. Response Preparation and Proposal Format 

Each proposal must be in the same format and sequence as the details presented in Part 
II and Part III of RFP. The requirements stated herein are mandatory unless otherwise 
stated. It should be understood that failure to respond to a specific requirement may be 
the basis for a vendor being eliminated from consideration during comparative 
evaluation. The County reserves the right to accept or reject any or all proposals. 

When a complete package proposal is made for a package price only those services or 
items included in the price can be referenced in the proposal. Optional equipment or 
services can only be described in an addendum. 

6. Res pons e Su bm issi on 

To facilitate the evaluation process, eight (8) copies of each proposal are required. All 
proposals must be sealed in a package showing the following information on the outside: 

1. County Sheriff's Department 

2. Vendor's name and address 

3. Pro pos al due dat e 

The proposal package m!:.lSt be delivered or sent by certified mail to: 

Name 
Department 
Address 
~f.lephone Number 

.K1l proposals must be received by the issuing agency no later than the close of business 
9/14/XX. Vendors mailing their proposals must allow sufficient mail delivery time to 
ensure timely receipt of their proposals by the time specified. Late proposals will not 
be accepted. 
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7. Incurring Costs 

The COt.D1ty is not liable for any cost incurred by a vendor replying to this RFP. 

8. Multiple Proposals 

Multiple proposals involving the various methods of meeting the objectives may be 
submitted by ~ach vendor. However, if more than one proposal is submitted, each must 
be complete In every respect and marked as Proposal No.1, Proposal No.2 on the 
co ver page. ' 

9. Oral Presentations 

yen?ors shall make oral presentations to supplement proposals if requested by the 
issumg agency. . These presentations will be held subsequent to the receipt of the 
proposals ,to prOVide the ~endor with a~ opportmity to clarify his proposal. The iSSuing 
agency. Will schedule a time and location for each oral presentation which it requests. 
Recording may be made of all oral presentations for further study and analysis. Should 
a vendor refuse to honor the request for oral presentation it may result in the rejection 
of the proposal by the iSSuing agency. ' 

10. Proprietary Information 

I\ny restructi~s on the use. of da~a contai!1ed withi;n a proposal must be clearly stated 
In the pro P?S al itself. Pr~pnetary inform~tion submitted in response to this request for 
proposal WIll. be handled In accordance With applicable County and/or Federal procure
ment regulations. 

11. News R el eas es 

News r7leases ~rtaining to this procurement or any part of the project shall not be 
made Without pnor approval of the issuing agency. 

12. Bid Bond 

E~ch proposal m~t be accompanied by a deposi t in the amount of 10% of the total bid. 
Bid bond must be In the form of a cashier's check, certified check, or bid bond payable 
to the County. 

13. Annual Report of Company 

If a proposal is s,ubmitted, vendor will include one copy of the latest published Annual 
Repo~t or submit satisfactory written evidence of the financial stability of the 
orgamzatron. 
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14,. SelectiOn Process 

All propoc;als submitted as a result of this RFP will be, evaluated by a,technical 
committee composed of employees of County Data Processmg, and the Shenff's staff. 
The evaluation will cover: 

a. Whether a proposal meets all mandatory requirements. If it does not, no further 
consideration will be given to the proposal. 

b. The extent and effectiveness to which a proposal meets desirable and mandatory 
features. 

If a proposal meets all mandatory requirements, it will be evaluated on ,the basis of a 
uniform selection and weighting technique. Point values have been assIgned to each 
category gf this RFP. At the completion of the evaluatioo, a total point value will be 
compiled for each proposal. 

rost will be evaluated according to benefits and comparable price for each system 
proposed. 

15. Price 

All proposals must include a pricing section which srould contain the following price 
elements: 

1. Total purchase price of the system. 

2. Unit purchase price of each hardware component. 

3. Price for each software task such as design, programming, documentation, 
and installation. 

4. Additional charges such as shipping or installatioo. 

5. Price of monthly ser vice contract for total system maintenance based on 
each type of service when the vendor can perform. 

6. Price of maintaining each individual component. 

If lease of the hardware or software is available the price of the lease must be broken 
down in the same way as the purchase price. Lease rates srould be srown based on 1 
year, 3 year, 5 year lease periods. Services such as maintenance that are included in 
monthly lease rates must be defined in a statement to that effect. 

If the lease plan provides for a conversion to purchase based on lease payments the 
exact terms of conversion must be explained. 

16. No proposal will be considered with a contract delivery date later than 5/l/XX. 
Delivery of the total system is desired as soon as possible. The vendor must state 
earliest possible delivery date. 
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.17. Acceptance of Proposal Content 

The contents of the proposal of the successful vendor will become contractual 
obl~gat~ons ~f acquisition action ensues. Failure of ~uccessful vendor to accept these 
oblIgatIOns 111 the contractual agreement may resul tIll cancellation of the award. The 
County reserves the right to accept any part of a proposal and not be oblioated in any 

, b 
way t,o accept those parts that do not meet WIth the approval of the selection 
commIttee. 

18. Standard Contract 

The County reserves the right to incorporate standard State or County contractual 
provisions into any contract negotiated as a result of any proposal su~mitted in response 
to this Request for Proposal. 

19. . Prime Contractor Responsibilities 

The selected vendor(s) will be required to aSSLnne responsibility for delivery, installa
tion, and maintenance of all equipment and contracted services whether or not he is the 
original supplier. Further, the County will consider the selected vendor(s) to be the sole 
poin~ of contact with regard to contractual matters, including the performance of 
serVIces and th~ p~ym~nt of any and all char ges resulting frm rontract obligatioos, 
except commurucation hnes, modems, and terminal equipment which will be obtained 
from a common carrier and/or from other vendors mless the selected vendor also 
supplies these services. 

The selected vendor(s) must commit to tt.2s project a professiooal staff assigned on-site 
for a reasonable period of time during installation and implementation. The selected 
vendor(s) must provide an on-site project manager who will be responsible to the 
Project Coordinator of the issuing agency. 

20. Standard of Acceptance 

The selected vendor(s) shall certify in writing to the issuing agency when the system is 
installed and, therefore, ready for use. The acceptance period of ninety (90) 
consecutive days shall commence on the first day following receipt of notification of 
installation to the issuing agency, at which time operational control becomes the 
responsibility of the issuing agency. The acceptance period for hardware will not begin 
prior to the deli very of the software unless the County contracts for the purchase of 
hardware separate from the software. The County reserves the right to mca,ke the final 
acceptance. In the event that equipment is procured on a monthly rental agreement the 
rental period will begin on date of acceptance by the County. It is not required that 
one ninety-day (90) period expire in order for another performance period to begin. To 
meet the issuing agency standard of acceptance, the system must operate at an average 
level of effectiveness of not less than 96% for a period of ninety (90) consec.utive days. 
The average effectiveness level shall be determined by: 
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Eff t" - Total Prodl!ctive Operational Use Time 
ec lveness - Total Scheduled Operational Use Time 

Total productive operational use is defined as the total that the system is capable of 
operating without failure. Failure of redundant components or components not 
scheduled 'for use at the time of failure will not effect the productive operational use 
time" Total scheduled operational use time will be 24 hours per day, 7 days per week. 
This tUne will be reduced only by failure of external systems which are not caused by 
the system. Examples of external systems failures which will eff,"" ::t this are: 

Power failures, Telephone line failures, PIN, CLETS, or other computer failures. 

All associated down time during the acceptance period must be documented and 
submitted to the agency Project Coordinator. 

21. Warranty 

The vendor shall provide a copy of any warranty - guarantee provisions he offers for the 
Communications System Hardware. The vendor shall warrant and guarantee that all 
work and materials furnished under this specification shall be fr~~e from defects of 
material and workmanship for a period of one year from the date of acceptance. The 
vendor further agrees to repair or replace, at his own expense, all such defective work 
which becomes defective during the term of this warranty. 

It is also noted that a One year guarantee shall be required for all vendor supplied 
software and this guarantee will begin on the date of acceptance. 

In addition to the warranty the vendor shall state the availability of personnel to 
service this warranty and the maximum response time which will be provided when this 
service is requested. 

22. Progress Reports 

The selected vendor(s) must submit progress reports as requested by the agency Project 
Coordinator. A progress report will be submitted in writing at least once per month. 

Z3. Permits and Licenses 

The vendor{s) shal.l be responsible for obtaining any necessary construction and 
installation permits and licenses ,and shall comply with all local codes and ordinances 
wi thout cost to the County. 

24. Liabili ty 

Vendor(s) shall be responsible 'for all proper insurances (including workmen's compensa
tlQn) on personnel and equipment provided by them. 

25. Bid Prices 

All bid prices shall hold firm for at least ninety (90) days from date of bid opening. 
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26. Payment 

Payment schedule will be negotiated with vendor(s) at. time of award. 

27. Schedule of Activities* 

Date Activity 

7/31/XX 

8/15/XX 

8/22/XX 

8/31/XX 

9/14/XX 

10/15/XX 

1O/26/XX 

5/l/XX 

RFP mailed. 

Closing date for filing letter of intention to submit a proposal. 

Due date for written questions on specifications. 

Mailing of all questions and responses. 

Closing date and time for receipt of proposals. 

Selection to be made on or before this date. 

Contract awarded on or before this date. 

Delivery made 011 or before this date. 

II. 

*Vendors who have filed letters of intent will be informed in writing of any data 
change. 

MESSAGE SWITCHER HARDWARE SPECIFICATION 

PURPOSE OF HARDWARE 

The County law enforcement communications network will be controlled by a program
mable communications processor. The primary function of this system is message 
switching. Basically there are three types of message traffic to be processed. They are 
1) point to point administrative text both within this system and to points outside of the 
system, 2) inquiry to a data base which requires a response to complete the transaction, 
and 3) data input to update these data bases. 

The data base systems which this message switcher will be communicating with are: 

a. The Criminal Justice Information System (CJIS) provided by the State of 
California Department of Justice (~"OJ), accessed via CLETS. 

b. The Automated Management Information System (AMIS) provided by the 
State of California Department qf Motor Vehicles (DMV), accessed via 
CLETS. 

c. The National Crime Information Center (NCIC) provided by the Federal 
Bureau of Investigation (FBI), accessed via CLETS. 

"' 
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d. 

e. 

The Police Information Network (PIN), provided by the County of Alameda. 

The County Sheriff's Information System provided by the County dat~ 
processing division. 

In addition to providing message switching for the users of these dat.a base systems the 
hardware must provide the ability to store messages for delayed deHvp.ry in d store and 
forward mode. A desired feature of this system will be to reduce the difference in 
input :nrmats for similar transactions to different data bases. 

Therefore, the vendor must propose a system to support these functions for the network 
as defined in this document. Only that equipment which the vendor has available for 
general sale and is fully operational at the time of proposal should be submitted for bid. 
In addition to the narrative portion of the proposal all questions in Attachment 1 
(Hardware Questionnaire) must. be answered. Some questions require a yes or no 
answer. When possible and practical, "no" answers should be explained by a brief 
narrative statement. 

The message switcher proposed must handle all messages at line speed. On a single 
transmission a message may be sent to one terminal, multiple terminals, a pre
determined group of terminals, or all terminals. Terminals will be polled prior to 
sending and will be addressed prior to receiving a message. Each terminal will send and 
receive but not simultaneously. 

The message switcher will receive, edit, log, and retransmit each message. The 
message traffic must not be degraded on the remainder of the system, if any line or 
data base becomes inoperative. 

1. Performance Requirements 

Daily activity 

650 data entry transaction to the County system. 

3500 inquiry and response transaction with County system. Average input 100 bytes 
output 500 bytes. 

900 original entry and inquiry to CLETS. 

300 original entry and inquiry to PIN. 

The peak loading in anyone hour would be 30% of the total daily estimate. 
\\ 

The processing and switching capability of the system must be able to support double 
the initial traffic loading. 

2. Configuration 

The message switcher should be configured to include a magnetic tape unit for message 
logging .. ~he s~stem must have sufficient auxilliary storage (disk or drum) to queue up 
the admm{Jtratlve messages for all terminals during a 24 hour period. In addition, there 
should be enough storage to que.,l,le all messages for 50% of the terminals for 72 hours. 
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The system should include a paper tape reader and punch capable of reading and 
punching both 5 level and 8 level teletype paper tape. A high speed printer will be 
required for use in the system. Any other periph~ral required to perform system 
generation or software assembly within a reasonable time frame should be included with 
the system. The line interface requirements will be: 

a. 3 1200 baud asynchronous private leased lines to the County computer. 

b. 

c. 

d. 

e. 

1 1200 baud asynchronous private leased line to CLETS in Sacramento, 
California. 

1 1200 baud asynchronous private leased line to PIN System in Oakland, 
California. 

8 1200 baud asynchronous private leased line in multidrop configuration 
with 5 terminals per each line. 

6 1200 baud dial access 202C type ports. 

All the above lines will operate using a poll and select mode. The interface to these 
lines should have program controlled speed selection. 

3. Redundancy Requirement 

The system that is proposed must contain duplicate modules or subsystems to insure 
reliable service. The tape unit that is used for logging of messages should be 
duplicated. The mass storage should be configured so that the total storage is divided 
into two independent subsystems. Any redundancy in the system will be limited to the 
swi tcher and not extend to the telephone lines or line interfaces. Part of the 
acceptance test will be run on the redundant modules to insure that the capability to 
switch over can in fact handle the service. It is most desirable to make use of the 
duplicate components during normal operation so that the availability to switch over is 
always apparent. The vendor must describe in detail the procedure used to accomplish 
manual switchover, describe operation involvement, and state the minimum and 
maximum switchover times. 

4. System Expandability 

We anticipate that the communications network will experience an increase in the 
number of terminals and volume of messages. Therefore, the message switcher must be 
modular in design. The vendor must list in detail additional hardware components 
required to support a configuration double the size of the initial requirements stated 
above, excluding the CLETS, PINS, and County circuits. The processing power in the 
initial units should be capable of handling twice the initial workload. Include a 
statement describing the impact on the system while changes are being made. Each 
proposal will be evaluated on how well this requirement is met. 

It is also important that this system be able to respond to the new and changing 
communication needs of initial and future users of the system. One of the future needs 
will be to communicate using synchronous transmission technique. The ease with which 
the proposed system components can accommodate these changing needs will be an 
important factor in proposal evaluation. The vendor must indicate what line speeds and 
terminals are presently supported by their hardware and how these characteristics are 
supported. 
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5. Service Requirements 

This message switcher is required to be operational 24 hours per day 365 days per year. 
In order to insure rellable up time the system should have the ability to self test 
through both hardware and software upon request. In addition, the data communication 
interface should have the ability to detect modem and/or line failures. 

The system should be configured in such a manner as to allow maintenance on the 
duplicate components while the network is operating. Further, no line, computer 
system, or terminal being inoperative, should impare the service to the remainder of 
the system. 

With the exception of entering the time and date each day there should be no 
requirement for a computer operator to attend the message switcher system. 

6. Site Assistance 

The vendor should specify the vendor's policy and cost for site assistance by systems 
engineers. This statement should include, but need not be limited to the following: 

• 
• 
• 

• 

Site Preparation Requirements 

Installation and maintenance of vendor supplied applications software 

Minimum number of vendor personnel to be made available; the earliest date 
that these personnel will be available; and the length of time that these 
personnel will remain on the installation site. The names and brief resume 
of each person who will be assigned to this project should be provided. Also 
indicate the current project the person is working on and the precise duty 
that he would fill in this project. 

The personnel who will be responsible to assist us after installation is 
completed and accepted. . 

The vendor should specify vendor's policy and transportation costs of equipment 
delivery if any, cost incurred for installation if any, and the total installation time for 
the proposed configuration. 

7. Training 

Specify the vendor's training policy for County erdployees or the location of the,nearest 
training facility if on-site training is not provided. The vendor should also specify the 
duration of training and related costs. An abstract of each course should be included as 
well as a recommendation of those courses which the County should consider. 

8. Maintenance Policy 

The vendors are requested to include vendor's policy and costs in providing the following 
types of maintenance service: 

• On-call maintenance personnel where the maximum elapsed time between 
notification of hardware malfunction and arrival of competent maintenance 
personnel may not exceed two (2) hours. 
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On-call maintenance personnel where the maximum elapsed time between 
notification of hardware malfunction and arrival of competent maintenance 
personnEl may not exceed eight (8) hours. 

Specify any other maximum elapsed time that the vendor is capable of 
supporting and the related costs. 

• On-site maintenance personnel on prime shift basis, plus on-call 24 hours per 
day, 7 days per week. 

The vendor should also specify for the proposed system the required number of hours 
per day and/or week needed for scheduled preventive maintenance. In addition, the 
vendor should specify the location of the spare parts depot which would service this 
installation. Explain the vendor's policy concerning backup support for service 
personnel including time limits and chain of contact for additional assistance. 

The, ven?or s~ould i~clude a statement on policy concerning maintenance support in 
COnjunctIon WIth maintenance personnel of other vendors while working on joint or 
common problems. 

9. Documentation Policy 

Specify the vendors policy and costs for distribution and updating of the system's 
documentation. Include as a minimum, hardware and software manuals, operating 
manuals, and other available user aids. Detailed fault isolation procedures must be 
included in the system documentation. 

10. Related Systems Experience 

The vendor should describe any similar message switChing applications in which the 
proposed hardware has been used. Vendors should also provide the name, title, address, 
and telephone number of a person to contact in each installation. The County will 
contact each installation listed in the proposal. 

III. MESSAGE SWITCHER SOFTWARE REQUIREMENTS 

The objective of the County in soliciting and evaluating proposals is to insure that the 
selection of software is adequate in all respects to process the System workload. The 
vendor should be certain to state all costs and clearly describe how he intends to meet' 
all software requirements. The proposal must be written in the sequence of this RFP. 

We anticipate that the communications network will experience a steady increase in the 
number of terminals and volume of messages. Therefore, this software must be 
modular in design and easily modifiable. To meet this criteria it is desirable to use a 
table driven system rather than hard coded formats and configuration decriptions. 

The vendor's proposal should include a general flow chart of the three basic types of 
transactions the system will process. Total core requirements must be included and 
indicate overlays required. 
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Any experience by the vendor in data commlDlications should be described. Include any 
references that can be contacted. The vendor must indicate what percentage of the 
proposed software is operational elsewhere. State when installed and where. 

All proposals received will be evaluated first to insure that mandatory requirements are 
met. Next they will be evaluated on how effectively the requirements are met. 

Message Switcher software will include the message handling code and an operating 
system to control the message switcher specified in Part II of this Request for Proposal. 

If the proposal is being made only on the software then the vendor must specify the 
exact equipment and configuration that he intends to develop the software to operate 
on. The vendor may specify more than one type of system that he will provide the 
software for. 

The software proposed must be fully tested and in an operational status by the start of 
the acceptance period. Refer to Part II of this Request for Proposal for start of 
acceptance date and for the standards of acceptance. 

In addition to the narrative portions of the proposal, all questions in Attachment 2 _ 
Software Questionnaire, must be answered. Most questions have been prepared to 
require a "Yes" or "No" answer. For a "No" answer the vendor must supply a brief 
narrative clarifying the negative response. Where questions appear not-applicable or 
information is unavailable, enter "N/A" or "U/A" respectively. The narrative must 
contain the same question number and appear in the same sequence as the questioo
naire. All questions must be answered on the questionnaire form and submitted with 
your narrative proposal. If alternate methods are proposed, submit data for each 
proposal separately. 

The System must handle three types of messages: Criminal information file update, 
administrative messages, and data base inquiry. Criminal information file messages are 
those messages that create, update, or clear records from any of the data bases that 
this system interfaces with. Administrative messages are those messages transmitted 
between terminals, or remote computers. Inquiries are those messages that tradi
tionally have both an input and response of data. The software must provide a level of 
service consistent with the message switcher performance requirements as outlined in 
the hardware specifications. 

Following is a description of the System software requirements which are divided into 
four parts: The operating system, the data communications software, interface 
requirement, and vendor support. Proposals will be evaluated on the degree and 
effectiveness with which these software requirements are met. The vendor must 
describe in detail how the proposal will meet each requirement. 

1. Operating System Software 

The system must have a complete operating system that is fully tested and operational. 
The vendor must also supply an assembler whet-eby coding is performed at the 
instruction level and a higher level language compiler such as FORTRAN, COBOL, or 
BASIC. The vendor must provide a complete description of the assembler and other 
system support programs • 

The operating system must include but need not be limited to the following capabilities: 
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~esi~ent monit~ring of in~errupt~ to provide completely automatic opera
tion in the multiprogramrrung enVIronment. Operator intervention must be 
held to an absolute minimum. 

Ability to detect. and record equipment malfunctions, effect recovery 
procedures, and notIfy the operator of the nature of the malfunction. 

Pro~isi~ for systematic classifying, identifying, storing, cataloging, and 
retrieving of all data and programs which are processed by the operation system. 

Prio:ity processing providing scheduling among several levels of interrupt 
routines. 

Ability.to allocate storage space in aUxiliary storage under user request and 
proteCtion of areas already allocated to existing files. 

The ability to support multiprogramming in at least a fixed partition 
.for7ground/background mode. Variable size reC'Jtime multiprogramming is 
deSIrable. 

The ability to load or dump data between the disk and magnetic tape 
without disturbing the communication program. 

2. Data Communication Software 

A complete sof't:ware syste~ must be fully tested and operational when delivered for 
accept~n~e te~ting. To gIve the vendor as much latitude in software desi nand 
creatablhty this softwa~e specification will list very few mandatory requireme~ts. In 
place Of. m~n~atory reqUIrements many desired features and functions are listed and the 
vendor IS inVIted to address himself to each of these items. The proposal will be 
~valu~ted on h~w many and h~w well these desired features are proposed. It is not the 
Intentl.Oi1 of this r~quest to dIctate the software design technique except in the area 
that WIll affect maintenance and expandability. 

A. GENERAL CONCEPT OF TERMINAL OPERA nON 

All terminals are in idle mode being polled by the system. 

1. Operator requests an inquiry screen by use of a flDlction key or single 
character transmission. 

a. 

b. 

c. 

The system displays a standard fill-ln-the-blanks inquiry screen. 

Actual inquiry information is transmitted to the switcher system. 

The switcher software edits the inquiry according to the type and 
destination of the inquiry. 
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d. 

e. 

f. 

g. 

h. 

i. 

The message is formatted for the destination, written on the log tape, 
and placed in the output queue for the destination. 

The message is taken from the output queue when polled by the 
destination and sent to the destination computer. Transmission is also 
noted on the log tape at this time. 

Reply is received, written on log tape, and stored in outIXIt queue for 
original inquiry station. 

When norm2.1 sequence of poll/select for the original terminal occurs 
the first page of the reply will be displayed on the terminal. 

Delivery of response is noted on the log tape. 

The terminal operator may elect to print the reply under local control. 

The operator has several options available when using the inquiry screen. 
b 

a. 

b. 

c. 

Operator can request altern&te terminal delivery for the reply. 

Operator can request that the response be automatically printed. 

Operator can request that this inquiry is batch mode. 

If the terminal is operating in inquiry batch mode as requested by the operator 
then several stepi in the inquiry operation will change. When the response is 
received by the message switcher it will not be sent to the original terminal. 
Instead a message indicating that a response is waiting will be sent to the 
terminal. The terminal operator will then have to request the reply be displayed 
before the message can be transmitted. 

2. 

3. 

. -' 

Operator requests administrati ve message screen. 

a. Screen for administrative message is displayed. 

b. 

c. 

Message is entered and transmitted to switcher. 

Switcher logs message on tape and places message in output queue for 
destination. 

cit Message is sent to destination and transmission is logged. 

Operator req.Iests data entry screen for Sheriff's system. 

a. 

b. 

c. 

Terminal will be placed in a hold mode for all output except replies 
from the data base which are requested. 

System will display initial screen to be filled in according to the type 
of request. 

Additional screens and replies will rome from the data base. All 
entries go to data base as destination assumed. 
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4. 

5. 

6. 

7. 

8. 

d. 

e. 

f. 

Terminal operator can request new screen to start over. 

Terminal operator will ask for idle mode. 

Any messages being held will cause notification to terminal at this 
time. 

Operator can request "Out of Service." 

a. Terminal is consIdered out of service. All messages will queue up and 
sender is advised of out of service condition. 

b. Terminal continues to be polled every 5 minutes to determine if a 
request for ''In ServIce" is present. 

Operator requests unattended service. 

a. 

b. 

c. 

All output messages are printed by the system after transmitting. No 
notification is sent of message waiting. 

Termiml is placed in slow poll sequence. 

Terminal remains in unattended mode until request for attended 
operation is received. 

Operator requests permanent inquiry batch mode. 

a. All responses will be held until, the operator requests delivery of the 
message. The operator will not have to indicate batch inquiry with 
each transmission. 

Operator requests print mode. 

a. If this terminal is equipped with a printer all output messages will be 
autom atically printed after transmission. 

Operator enters an inquiry unformatted. 

a. 

b. 

c. 

d. 

The terminal operator fqrmats an inquiry according to the specifica.~ 
tions of the destination. . 

The message is transmitted to the message switcher. 

The switcher writes the message on the log tape and places the 
message in the output queue for the destination. 

The handling of this inquiry then proceeds as if the inquiry was 
generated by a fill-in screen. 

FEATURES AND FUNCTIONS 

1. Th~ softv:ar:e must assemble all messages in entirety either in core memory 
or In auxllhary memory before altering the message or initiating retrans-
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2. 

3. 

4. 

5. 

6. 

7. 

8. 

9.. 

. . ' 

. mission to the destination. This technique will make it easier to add new 
features to the software system. 

The previous message sent to ,the term,i~l will be r~ta~ned, by the software 
so that it can be recalled for display, prInting, or redIstribution. 

Any message on the terminal screen can be tran<;mitted to another termi~ 
within this system as an administrative message. The soft~ar~ m~y permIt 
the terminal operator to Insert a comment before the redIstnrutlon takes 
place. 

The terminal operator srould have the capability to request multiple 
terminal distribution for a response to an inquiry. This feature would 
provide a method to operate mobile printing equipment in the future. 

The input formats srould be table driven to provide fl,exibility and an 
unlimited variety. It is desirable to have a few well deSIgned screens to 
serve many purposes, however, the possibility of many formats must be 
provided. The table of formats should be loaded on command of the system 
control console while the system is operating. 

A desirable adjt..nct to use of fill-in scree~s is a capability to request 
prompting instructions on how to enter the major fields. 

The system control console should be capable of performing the following 
tasks: 

a. Take any terminal out of poll sequence or place one in a poll sequence. 

b. Place a given line out of service or p.!t the line back in service. 

c. Change the time and date. 

d. Start a trace on any line. 

e. Direct a message log tape switchover or closeout. 

f. Request a desL1uctive or nondestructive printout of all queued 
messages for a given terminal. 

g. Request a listing on the printer that srows complete system status. 

The software srould date and time stamp all messages. 

The software must maintain a log of all transactions that pass through the 
system. This log will be maintained on magnetic tape attho~gh th~ log 
records may be ruilt on disk to simplify blocking. All transactIons wntten 
on the log tape must contain time and date. Those messages or events 
which must be logged are: 

a. All input messages or inquiries accepted from a terminal for retrans
mission. 
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b. All output messages to a terminal. . 
c. All actions of the system control console. 

The software srould allow for several types of message addressing. 

a. Point to Point 

b. P<:'int to mul tiple Points (up to 6) 

c. Point to designated groups (up to 10 in a group, group ID used in place 
of terminalI,D) 

The software should contain the capability to direct a single inquiry to 
several data base systems. When an inquiry for vehicle registration is made 
using a license number, that same vehicle should be checked versus NCIC 
and PIN without the need for separate inquiries by the terminal operator. 
Likewise an inquiry for criminal history should trigger an inquiry to the 
warrant files. The software can generate the extra records to make these 
automatic inquiries. The extra inquiries would be indicated by extra fields 
within the inquiring or by defining the level of the inquiry. 

The software srould provide a trace flB1ction which can be initiated by the 
system control console. This function will cause everya.ction on a specified 
line to be noted on the line printer. With each action such as poll, select, 
transmit, etc., a status word and time will be noted. This function is 
intended to provide a tool for line problem analysis. 

The system software should log all line and modem' errors and report to the 
system control console those which exceed a preset error limit. 

14. There will be three basic levels of priority associated with the terminals. 
Priority A, the highest priority, will be assigned to those terminals that are 
iocated in radio dispatch areas and are used to support officers in the field. 
Priority B, the mid-level priority, will be assigned to those terminals that 
are located in other operational sections of law enforcement departments. 
The lowest level priority C, is for those terminals used by other justice 
administration :services. 

15. The software must allow the system control console to restrict specified 
terminals from using some transaction and accessing specified data bases. 

16. The software must provide the capability of attaching terminals through dial 
access modems. This type of line will have orily 1 terminal on the line and 
will use the poll discipline. Special security procedures will apply to 
granting access to this type of terminal. 

17. The software must verify the hardware terminal address versus the use 
agency table for security purposes. 

18. The software must provide a restart and recovery flB1ction that will insure 
that no message is lost without notifying the sender of that loss. This means 
that a transmitted message that is not complete when power fails will be 
lost. However when the system is restarted the originating terminal will be 
notified that the message must be retransmitted. 
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19. The software must provide the ability to direct inquiries to a specified data 
base to be punched on paper tape in a format readable on a model 33 ASR. 
In addition, the software should attempt to read the paper tape reader at 
least once per minute. Replies received via TTY will be punched on paper 
tape and entered to the message Switcher for retransmission. 

C. INTERFACE REQUIREMENTS 

The software must provide the interface to be compatible with CLETS service through 
one line initially and up to four lines eventually. The main requirements of interfacing 
to this service are: 

a. We must be able to accept messages when CLETS is ready to send. 

b. We must be able to accept messages of unlimited length. 

c. Access will be made via 1200 baud asynchronous private leased line. 

The software must provide the interface to PIN system in Alameda County. This data 
base is essentially a warrant system and is limited in the type of transactions possible. 
Basic requirements for this interface include: 

a. This system must be able to accept messages before sending warrant 
inquiries. 

b. PIN can be. used as an alternate communication route to CLETS by affixing 
a code to the message. 

c. The line discipline is a poll and select method over 1200 baud asynchronous 
private leased lines. 

The software must provide an interface "for 3 lines to the County Sheriff's Information 
System. This system is expected to handle as much if not more than all others 
combined. Theref'Ore~ the message load should be balanced across the 3 lines. Some of 
the interface requirements for this system are: 

a. The communication lines will be 1800 Baud asynchronous leased lines. 

b. Omy one message can be sent to the County system over a single line 
without receiving a reply. 

c. The line diScipline will be a contention method. 

D., VENDOR SUPPORT 

1. Documentation 

The communication software must be documented by the vendor when presented (~/ 
for acceptance by the County. This documentation must include but is not limited 
to the following: 
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a. 

b. 

c. 

d. 

e. 

f. 

g. 

h. 

General flowchart 

Detailed flowchart 

Narrative description of all major subroutines 

Complete program assembly listings including a cross reference of 
data, names, and tables 

Instruction on system generation 

Instruction manual for the system controls console 

Instruction manual for the terminal user 

Fault isolation instruction manual. 

2. Software Maintenance 

Describe your software maintenance policy in detail. This should cover vendor 
enhancements, user defined improvements, and problem correction. Any addi
tional charges over the basic software cost should be spelled out in detail. 

3. Training 

Training on the communication software programs should be provided by the 
vendor to persons in the County Data Processing and Sheriff's Department. 
Please state the time and cost considerations of this type of training. 
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A TT ACHMENT 1 - HARDWARE QUESTIONNAIRE 

1. Processor Features: 

a. Model Number 

b. Date of announcement 

c. Date of first instM!ation 

d. Total number installed to date 

e. Normal delivery time (in days) 

f. Does the proposed configuration have the following 
built-in features: 

g. 

h. 

i. 

j. 

k. 

1. 

m. 

o Index Registers - how many, in core or inte
grated circuitry? 

• Character (byte) addressing capability? 

List all memory addressing modes and indicate what 
combinations, if any, may be used (i.e., base, rela
tive, indirect) 

Number of general purpose registers 

Are hardware main memory protect features 
available? 

What is the basic machine cycle time? 

Total number of hardware registers 

Number of hardware interrupt levels 

Total number of instructions 

n. Number and type of direct memory access channels 
which can be attached per processor 

o. Total number of services per channel 

p. Describe the operator's console included in proposed 
configuration 

q. Does processor have byte instructions vs. word in
structions? 

r. Hardware multiply and divide included or available 
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2. Main Memory - Provide the following information separ
ately for each processor proposed. 

3. 
~, 

~I' 
,.:: 

a. Capacity of proposed system 

b. Maximum Memory size 

d. Number of bits per character 

e. Size of Memory banks 

f. Memory bank references overlapped? 

g. Is parity checking performed? 

h. Number of bits per basic instruction 

i. Memory Access: 

• How many bits accessed? 

e Memory cycle time 

• A verage instruction execution time 

• Level of addressing byte/word 

• Range of address entire memory or module and 
base 

Mass Storage Device - For each variety of mass storage 
device proposed, provide the following: 

a. Type of device (i.e., fixed head, moving head) 

b. Model number of device 

c. Date of announcement of device 
(J 

d. Date of first installation and number installed 

e. Model number of device controller 

f. Date of announcement of device controller 

g. Total capacity in alphanumeric characters per con
troller 

h. If the proposed device Is of the replacable type 
(changeable cartridge, removable packs, etc.) provide 
the total character capacity per unit 
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i. Does the proposed device have Write Check 
capability? 

j. Does the proposed device have cyclic redundancy 
check capability? 

k. Wh~t is the maximum/minimum access times? 

1. What is the average access time? 

m. Provide the maximum number of alphanumeric 
characters available per mechanical movement 

n.· What is the maximum latency time of this device? 

o. What is the data transfer rate of this device 
expressed in alphanumeric characters per second? 

p. Does this device require a fixed record size? 

q. What is maximum record size in alphanumeric char
acters? 

r. What is the maximum number of individually address
able records per unit? 

s. What is the maximum;r::!:Jmber of individually address
able records per controller? 

t. Wha t is the length of the address word in alpha
numeric characters? 

4. Communications Interface - For each variety of commun
ica~ions interface proposed, provide the following: 

a. Model number of device 

b. Date of announcement of device 

c. Date of first installation and number of installations 

d. Type of adapter 

e. Number of lines per unit 

f. Number of control1ers per channel 

g. Is there a hardware buffer associated with. this 
device? If so, how many characters per buffer?" 

h. Does each character generate an interrupt which 
must be serviced by software? 
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5. 

6. 

i. What line mix, if any, is available on this device? 

j. Is a channel connection to other computers available? 

k. Does line interface provide full RS232C or RS232B 
compatibili ty? 

Line Printer 

a. Model number of the printer 

b. Date of announcement of device 

c. Date of first installation 

d. Number of lines per minute 

e. Number of characters per line 

f. Number of graphics printable 

g. Input code, I i.e., ASCII, EBCDIC, BCD 

h. Fully buffered 

i. .0ut of forms detect 

j. Vertical format control available 

Expansion Capabilities 

Core 

a. 

b. 

c. 

d. 

e. 

What is the maximum core offered? 

How many increments are there between the mini
mum and maximum core size? 

Does any increment addition necessitate hardware 
replacement? 

What is the estimated downtime' necessary to effect 
expansion? 

What is the price per increment? 

Peripherals 

,f. What is the maximum number of devices of each type 
supportable? 
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g. What is the maximum mass storage device capacity 
tha t can be supported? 

Communication~ 

h. What is the maximum number of lines which can be 
attached to the system? 

7. Physical Environmental Requirements - Specify range of 
environmental requirements for proper operation of the 
proposed system. These questions summarize the accom
panying chart of individual system components which 
must also be completed. 

a. 

b. 

Electrical 

(1) KVA 

(2) Line Voltage 

(3) AC or DC 

(4-) Phase 

(5) Cycle 

(6) Voltage Fluctuations Tolerances 

(7) Ground 

Space and Weight 

(1) Floor area required in square feet, including 
service requirements 

(2) Floor loading weight 

(3) Indicate preference for raised floor or dropped 
ceiling for cable sums 

c. Supply auxiliary power supply requirements 

d. Air conditioning at 100% use 

(1) BT'U dissipation per hour 

(2) Temperature range and recommended level for 
r~liable and safe operation 

.(3) Humidity at minimum and maximum percent 

(I 
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A TT ACHMENT 2 - SOFTWARE QUESTIONNAIRE 

1. Identification 

a. Name the Operating System proposed and its current 
update level. 

b. When was this system first released? 

c. How many times has the system been updated? 

2. Systems Preparation, Maintenance, and Operation 

a. Is a systems generation run required to prepare the 
system for use after it is received? 

b. Does the reference manual for the operating system 
contain a complete list of system generation options? 

c. Is a complete systems generation required when: 

• the Operating System is updated? 

• the remote terminal configuration is permanently 
changed? 

d. Do all or part of the user libraries have to be recreated 
when the system is regenerated? 

e. 

f. 

g. 

h. 

i. 

j. 

Are special techniques necessary to avoid recreating 
the user libraries? 

Can the operator inform the system that a specific 
I/O unit or channel cannot be used? 

Can the operator inform the system that a specific 
area of memory cannot be used? 

Can the system operate if the operator's console 
is inoperable? 

Does the system require a printer? 

Name the peripheral equipment necessary to perform 
a timely systems generatiOn. 
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3. Multiprogramming 

a. Indicate the number of on-line programs allowed 
to operate simultaneously in a multiprogramming 
environment. 

b. Does the system have a Real-Time Executive? 

c. Does the system have a Scheduler? 

d. Does the system have a dynamic memory allocation 
scheme? 

4. Operations Log 

5. 

a. 

b. 

c. 

Is a file kept of the system's activity? 

What occurrences or conditions cause an entry 
to be made on the file? 

List and briefly define the data fields that appear 
in each record. 

d. On what device is the file kept? 

e. 

f. 

g. 

What action does the operating system take when 
the file becomes full? Describe briefly. 

Is any warning provided that the file is nearing 
its capacity? 

Are there provisions to allow user-written routines 
to be added to the standard logging routines? 

Space Requirements 

Show all space requirements in the unit~ ordinar~ly u~ed 
to describe the machine's storage capaCIty and IdentIfy 
the units used. Include any unused space that may be 
necessary to provide full memory protection for the 
system. 

a. Show the operating system basic memory requirements 
for each 6f the following categories: 

• Fixed portion (reserved storage for registers, 
interrupt, etc., used by the operating system 
and primary control program ~emory always 
occupied regardless of the functIons performed 
by the operating system)? 
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Variable portion (control program options 
including job and task management, interrupt, 
handling, task supervision and time supervision)? 

Transitory portion (dynamic storage used 
by many routines)? 

I/o supervision fixed (resident portion always 
in memory and not dependent upon the number 
and types of devices)? 

b. What is the total operating system memory require
ment:? 

c. Show the mass storage device space requirements 
for ea(,:h of the following functions. In addition 
to the word or character sizes, show the requirements 
in device terms, i.e., tracks, cylinders, etc. Also, 
show any requirements for the residence of any 
of these areas on the same or on different devices. 

Storage of the basic operating system itself 

Storage of the language compilers or assemblers 
(list by language) 

• Storage of utility programs 

• Working storage for program compilations 
(list by language) 

d. Specify the memory requirements for the assembler 

System Support Programs 

List all system programs currently operating that pedorm 
the following functions: 

a. Operating system creation 

b. Opera ting system maintenance 

c. User program library creation and maintenance 
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d. Mass storage device file maintenance 

• generation 

• copy 

• dump (specify data representation used) 

• reor ganiza tion 

e. Complete system memory dump (specify data repre
sentation used) 

f. Program memory dump (specify data representation 
used) 

g. List or reference any other utilities 

h. Link Edit 

i. Loaders 
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The Sample Computer Contract is included herewith as' an example of how one 
particular agency documented their contractural requirements, terms, and conditions. 
It is offered as a guide for the preparation of a contract that is intended to procure a 
rather large, complex computer system. Needless to say, your particular contract 
should be tailored to fit your specific needs, and your legal counsel should be consulted 
in determining the' fitting language and ~erms which would most protect your interests. 

Not all of the attachments to the contract have been included, as the total number of 
pages exceeds 400. Howev~I;"" the table of contents, in conjunction with the Articles of 
the Contract, list all of the ippendices and scr,edules attached to the original contract. 
The naf!les of the Procuring Agency (Purchaser) and contractor have been changed to 
protecf-flleir privacy. ,:' 
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7. SAMPLE COMPUTER CONTRACT 

COMPUTER CONTRACT 

between the Criminal Justice Agency 

and the ABC Corporation 
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TABLE OF CONTENTS 

Article 

I 

II 

III 

IV 

Parties and Contract Documents • 

Purpose 

Applicable Law • 

Performance and WarrantY • 

V Payment and Acceptance 

VI Taxes 

VII Termination for Convenience 

VIII Default by Failure to Perform 

IX Disputes 

X Title and Risk of Loss • 

Patent Indemnity XI 

XII 

XIII 
XIV 

XV 

XVI 

XVII 

XVIII 

XIX 
XX 
XXI 

XXII 

XXIII 
XXIV 

XXV 
XXVI 

XXVII 

Examination, Retention of Records 

Delivery and Installation 

Program Products Licence and Service Agreement 
Vendor Support 

Transportation 

Clean Air Act 

Equal Employment Opportunity 

Liability 

Right of Assignment 

Severability 

Effective Date a.nd Term 

Other Warranties 

Addition~l Equipment 

Covenant Against Contingent Fees 

General 

Maintenance Agreement 

Authorization Certificate 

Parties in Interest 

Qualification Certificate 

Government Contractor's List 

Security and Privacy Notification. 
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ARTICLE I 

Parties and Contract Documents 

A. Parties 

The parties to this contract are the Criminal Justice Agency (Purchaser) and the ABC Corporation (Vendor). 

B. Contract 

The contract consists of: 

1. This document (as defined in the Table of Contents). 

2. Specification: 

a. Solicitatioo for Bids and Request for Proposal of JlI1e 22, 1977, as 
amended ("RFP"), attached as Appendix D. 

b. Clarificatioo of Bids of September 26, 1976 ("Clarification"), attached 
as Appendix E. 

c. ABC Corporation Proposal of August 11, 1977, and all clarifications, 
appendices, addenda and supplements thereto (''Proposal") attached as 
Appendix F. 

d. 

e. 

Letter of November 17, 1977 (1111/17 Letter") attached as Appendix G. 

Statement of ABC Corporation concerning ANSI COBOL, attached as 
Appendix H. 

ARTICLE II 

Purpose 

This contract is entered into for the purchase, installation! ,and support of computi~r 
hardware and supporting systems and services as described in the Purchaser's "Solici:ta
tion for Bids" and "Request for Proposal" of June 22, 1977 as amended and its 
"Clarification of Bids" of September 26, 1977. 

ARTICLE III 

Applicable Law 

Funds for the purchase under this contract are available in part through grant or grants 
by the Law Enforcement Assistance Administration of the United States Department of 
Justice under provisions of the Omnibus Crime Control and Safe Streets Act of .1968, as 
amended. The parties accordingly agree that the terms of this contract and its 
execution shall conform to all applicable Federal laws, Executive Orders and Regula-

~recedi1lg page blank 
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tions with the effect of law including but not limited to Office of Management and 
Budget O"'~ular No. Al02, Attachment 0 (Appendix}) and Bureau of the Budget 
Circular No. A87, (Appendix J) May 9, 1968. The partles furt~r agree that as to ~l 
matters where Federal statutes;::::Executive Orders or Reg~a~ons do. n?t apply, this 
contract shall be governed by the laws of the State of the CnmlOal Justlce Agency. 

ARTICLE IV 

Performance and Warranty 

A. Defi ni ti ons: 
Central Site Hardware: 

Model &: Description Quantity 
Item No. 

1. ABC-123 Computer Sys. 2 

ABC-125 524KB Memory .. 2 

4KB Cache Memory - 2 

ABC-127 Console Display- 2 

ABC-128 Console Control 2 

2. ABC-l30 1100 LPM Printer - 2 

ABC-l32 Printer Control - 2 

3. ABC-l35 Tape Drive 2 (l20KB-9ch-Pe/NRZ) 

ABC-136 Tape Drive Control 2 

ABC-150 Master Electronics Exchange 2 

Dual Disk Drive and Controller 4 
4. ABC-152 2 

ABC-153 Disk Pack Control 10 
5. ABC-160 A/N Display 

ABC-16l Source Data Keyboard 

ABC-162 T DI Connector 
ABC-163 Data Set Cable 5 

6. ABC-170 
ABC-I7l 2500-9600BPS 
ABC-I73 Synchronous 
ABC-I75 Mul ti-Point 
ABC-176 256 Char. Buff er 
ABC-I77 Media Present Detector 

ABG·179 Cassette and Self Scan 
Cable Ctlr. 2 

7. ABC-I90 Mul ti-Line Controller 

ABC-198 Mul ti-Line Extension 2 

8. ABC-I80 Sync Data Sets 20 

9. ABC-183 Disk Pack 
24 

~:~ 

Components Acceptance Test: The test procedure by which eaCh. of the. compone~ts 
of Hardware and System Software are tested to ensure compliance wlth th~r respective 
Specification. The Purchaser's requirements are attached hereto as AppendiX C. 

c: 
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Component.s Acceptance Date: For each component of Hardware or Systems Soft-
ware, the fIrst day after successful completion of the Components Acceptance Test. 

Systems Software: 

Ref. No. 

842 
639 
639 

949 

683 

421 

227 

763 

349 

528 

691 

Program Product/ 
Installation Support/ 
Training Identification 

ABC-I000-MCP 

ABC-IOOO-COBOL 

ABC-IOOO-GEMCOS 

ABC-lOOO-SORT 

ABC-lOOO-UTILITIES 

ABC-IOOO-NDL 

ABC-IOOO-OMS n 

ABC-lOOO-TEXT EDITOR 

ABC-IOOO-CANDE 

REPORTER 

ABC-IOOO-NETCOM 

GEMCOS 

Quantity 

1 

I 

I 

1 

1 

1 

1 

1 

1 

1 

1 

I 

~omputer System: The Hardware and Systems Software identified in Schedules A 
and B, as they may be expanded within the scope of the Specification. 

Installation Date: . The date on which the Central Site Hardware and Systems 
Software are installed in place and are certified in writing by the Vendor to be ready to 
comm~nce the performance period. ' 

~evised ,Installation Date: The date on which the replaced, supplemented or upgraded 
Item or Items of Hardware or Systems Software is installed in place and certified by the 
Vendor to be ready to commence the performance period. 

Replacement Option: Purchaser's right to direct Vendor to (at Vendor's option) replace 
supplement or upgrade any item of Hardw)are or System Software which failed or caused 
the failure of the Components Acceptance Test (Article IV B5) at no additional cost to 
the Purchaser. 
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C. 

Acceptance Testing 

1. 

2. 

3. 

4. 

5. 

6. 

The Components Acceptance Test establishes a standard of performance 
which must be met before the Purchaser shall accept the Hardware and 
System Software. 

Prior to installation, the Vendor shall certify in writing to the Purchaser 
that the sites meet all the Vendor's installation requirements and are ready 
to receive the equipment. 

The test period shall commence on the Installation Date and shall end when 
the requirements of the Components Acceptance Test ['lave been met for a 
period of thirty (30) consecutive days. The Purchaser may delay thE: start of 
the performance period for up to thirty (30) days after the Installation Date 
should such a delay be necessary for any reason. 

In the event any component does not meet the Components Acceptance Test 
during the initial thirty (30) consecutive days, the performance period shall 
continue on a day to day basis tntil the Components Acceptance Test has 
been met for a total of thirty (130) consecutive days. 

(i) If the equipment fails to meet the standard of performance after one 
hundred twenty (120) calendar days from the Installation Date or start .of 
the performance period, whichever is later, the Purchas~ may" at Its 
option, terminate this contract or elect the Replacement Option. (u) If the 
Purchaser elects the Replacement Option, such replacement"supple~ent or 
upgrade shall be installed in place within 30 days of Purchaser's election. If 
the Components Acceptance Test is not passed within sixty (60) c~lendar 
days of the Revised Installation date, the Purchaser shall have the rrght to 
terminate this contract. 

If the Vendor does not install the Hardware and Systems Software in 
accordance with the- Specificaticn and as set forth in the delivery schedule 
in Article XIII then liquidated damages 'for each day of noninstallation shall 
be paid by the Vendor to the Purchaser at the rate of the greater Of. (i) $500 
per day or (iO 1/30th of the monthly equi:;pment charge of the unm~talled 
items. The monthly equipment charge shall be calculated as 1£ the 
eqJipment had been leased on a 360-day year. Liquidated damages shall also 
be paid with respect to aiTyitem delivered_or. installed' ~ut re~dered 
unuseable due to nondeli"Jrry or noni.nstallation of apother· It~m or Items. 
Liquidatecf~~-!:Tlages for l&te installatIoo shall not accne Jor ~ore than ~80 
days from the\ scheduled Installation Date pursuant to Art~c1e xm WIth 
respect to any ftem. Installation of substitute equipment, acceptable t~ the 
Purchaser, shall terminate the accrual of liquidated damages as to any Item 
for which the substitute equipment was accep~~. In the. event that. t~e 
Central Site Hardware and the Systems Software are notmstalled WIthin 
180 days f.rom the scheduled Installatioo Date pursuant to Article XIll, this 
paragraph, Article IV B6,shall not apply. 

Performance Bond: 

1. Upon execution of this agreem,~nt the Vendor sg~l furnish to the Purchaser 
a performance bond in the amount of $10,000 plus 50% of the amount by 
which the contract pr~ce exceeds $10,000. 
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Vendor shall not remove items to' be replaced under the Replacement Option until 
the replacement item or items are installed. 

Warranty of Performance 

The Vendor expressly warrants that thf~ Computer System will perform according to the 
specifications as set forth in Article, Ib above for a period of five years from the 
effective date of this agreement, provided the system is continuously maintained by 
Vendor pursuant to a written agreement. 

ARTICLE V 

Payment and Acceptance 

Upon acceptance by the purchaser of any or all of the items in Schedules A and B, and 
subject to appropriation and receipt of appropriate' Federal and state fmds, the 
Purchaser agrees to pay the Vendor the sums identified for such items in Schedules A 
and B. Acceptance by the Purchaser, which shall not be unreasonably withheld, shall be 
made after successful Components Acceptance Testing provided for in Appendix C. 

ARTICLE VI 

Taxes 

Federal, State, and Local Taxes 

A. 

B. 

Except as may be otherwise provided in this contract the contract price includes 
all applicable Federal, state, and local taxes and duties. 

Nevertheless, with respect to any Federal exciSe tax or duty on the transactions 
or property covered by this contract, if a statute, court decision, written ruling, 
or regulation takes effect after the contract date, and 

1. Results in the Vendor being required to payor bear the rurden of any such 
Federal excise tax or duty or increase in the rate thereof which would not 
otherwise have been payable on such transactioos or property, the contract 
price shall be increased by the amount of such tax or duty or rate increase: 
Provided, that the Vendor if requested by the Purchaser, warrants in writing 
that no amount for such newly imposed Federal excise tax or duty or rate 
increase was included in the contract price as a contingency reserve or 
otherwise; or 

2. Results in the Vendor not being required to payor bear the rurden of, or in 
his obtaining a refund or drawback of, any such Federal excise tax or duty 
which would otherwise have been payable on such transactions or property 
or which was the basis of an increase in the contract price, the contract 
price shall be decreased by the amomt of the relief, refund, or drawback, or 
that amount shall be paid to the Government, as directed by the Purchaser. 

3. The Vendor shall prom ptly notify the Purchaser of matters which will result 
in either-an increase or decrease in the contract price, and shall cooperate 
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. ch matter including permitting the 
with Purchaser w~th respect tO

f 
Vany dS~ as ren'ested by the Purchaser. 

filing of a protest In the name 0 en 0 , "1~ 

State and Local Taxes 

A. 

B. 

. . the rovisioos of paragraphs a through f above, the 
4. NOtWl thstandmg P 11 t d local taxes levied on or measured by 

contract price excludes ~ stt :~~ervices or completed supplies furnished 
the contract or sales pnce 0 cl d d from the contract price pursuant to 
under this ~ontract. Tax~aflo;: s~ ~atelY stated on the Vendor's !nvoices 
the precedmg sentence s . h t g:y to the Vendor amounts covermg such 
and the Purchas~r agr~es elt er 0 to sustain an exemptioo therefrom. 
taxes or to proVlde eVIdence necessary 

. h shall have the sole responsibility of 
5. After payment adS pro~ldedti." PuOrfctasheertaxing authority which requires pay-

testi·ng any etermma on ·th Pu h ser' ·In con V d agrees to cooperate WI rc a 
ment of taxes by Purch~e:. en or umentation within its control for the 
any such contest by provlding

d ~y ~~~ agrees to refund to Purchaser any 
purpose of such contesbt,p an h en hich are recovered as a result of such 
amounts paid to Vendor y urc aser w 
protest. 

ARTICLE vn 

Termination for Convenience of the Purchaser 
t.) 

. t may be terminat~' by the Purchaser 
The performance of work under .this ~ntrac from time to time in part, whenever 
in accordance with this Ar~cle ~ who ~'t':rminatioo 'is in the best interest of the 
the Purchaser shall detern:'lne. t a\s~c be effected by delivery to the Vendor of a 
Purchaser. Any.suc~ termll~a~on s a extent to which performance of work under 
Notice of T ermlnatlClI1 specIfYIng the d :t on which such termination becomes 
the contract is terminated, and tlh e tte urlO) working days after receipt by the 
effective, which date shall be at ,eas en 
Vendor of such Notice. 

After receipt of a Notice of Terminatioo, and except as otherwise directed by the 
Purchaser, the Vendor shall: 

1. 

2. 

3. 

4. 

5. 

~\=f'''\\ t the, date and to the extent specified in the 
Stop work unde.r t~i)contrac on 
Notice of Termmation. 

f terials services or facilities; 
Place no further orders or subcfontra~sple~O~aof such portion' of the work 
except as may be necessary or co 

"--"under the contract as is not terminated; " '" 
~\ " Ii 

Terminate all orders and subcontracts to t~ e~~t t~a:t ~)~ relate to the 
performance of work terminated by the Noti~e 0 ermma " 

,:::p "the manner at the times, aI1d'to the extent 
Assign to the Pur chaser, Inll f th right title and interest of the Vendor. 
directed by the Purchaser, a 0 e , , 

Complete performanc7 Of. su~h part of the work as has'~!.)t been,! terminated 
by the Notice of Termmation; and, 
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6. Take!lsuch actiOn as may be necessary, or as the Purchaser may reasonably" 
direct, for the protection and preservati(;>n of the property related to this 
contract which is in the possessioo of the Vendor and in which the Purchaser 
has or may acquire an interest. 

After' receipt of a N otic:~ of T ermi natioo , the Vendor shall submit to the 
Purchaser his termination claim. Such claim shall be submitted promptly but in 
no event later than 1 year from the effective date of terminaticn, unless one or 
more exter~sions in writing are granted by the Purchaser upon request of the 
Vendor made in writing wi thin such 1 year period or authorized extensicn thereof. 
However, the Purchaser may receive and act upon any such termination claim at 
any time after such 1 year period 0r any extensioo thereof. 

&1bj ect to the provisions of paragraph "e" and subject to any review required by 
the Purchaser's procedures in effect as of the date of execution of this contract, 
the Vendor and the Purchaser may agree upon the whole or any part of the amount 
or amounts to be paid to the Vendor by reason of the total or partial termination 
of work pursuant to this Article; Providea, for. Hardware or Software herein, that 
such agreed amount or amounts exclusive of settlement costs, shall not exceed 
the total contract price as reduced by the amotnt of payments otherwise made 
and as further reduced by the contract price of work not terminated. 

Costs claimed, agreed to, or determined pursuant to paragraphs "c" and lid", of 
this Article shall be in accordance with the standardized cost allocation and 
allowability principles prescribed fol;" all contracts mder Federal grant-in-aid 
programs in Bureau of the Budget Circular No. A87 if required by law in effect on 
the date of this contract. 

In arriving at the amount due the Vendor under this Article there shall be 
deducted any claim which the Purchaser may have against the Vendor in 
connectioo with this contract, and the agreed price for, or the proceeds of sale of, 
any materials, supplies, or other things acquired by the Vendor or sold, pursuant to 
this contract and not otherwise recovered by or creditE~d to the Purchaser. 

If the termination hereunder be partial, prior to the settlement of the terminated 
portion of this contract, the Vendor may file with the Purchaser a request in 
writing for an equitable adjustment of the, pric~ or prices specified in the contract 
relating 'to the continued portion of the conttlkt (the portion not terminated by 
the Notice of Terminatioo), and such equitable adjustment as may be agreed upon 
shall be made in such price or prices. 

) , 

The Purchaser may from time to time, under such terms and conditioos as it may 
prescribe, make partial payments ,and payments on account against costs incurred 
by the Vendor in connection with the terminated pqrticn of this contract 
whenever in the opinion of the Purchaser the aggregate of such payments shall be 
within the amornt to which the Vendor will be .. entitled hereunder. 

I 
=_/~ 

Unless otherwise provided for in this contract, or by' applicabl~ laws and 
regulations, the Vendor from the effective date of termination and for a period of 
three years after final settlement tnder this contract, shall preserve and make 
available to the Purchaser at all reasonable times at the office of the Vendqr but 
wi thout direct charge to the Purchaser, alt his books, records, documents'; and 
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other evidence bearing on the costs and expenses of the Vendor under this 
contract and relating to the work terminated hereunder, or to the extent approved 
by the Purchaser, photographs, microIilotographs, or other authentic repro
ductions thereof. 

This Termination for Convenience Clause shall not be applied to any item which 
has been delivered and passed the Components Acceptal')ce Test. 

1\RTJCLE VITI 

Default b;iFailure to Perform 

A. The Purchaser may, subject to the provisioos of paragraph "b" below, by written 
notice of default to the Vendor, terminate the whole or any part of this contract 
in anyone of the following circumstances: 

B. 

1. 

2. 

If the Vendor fails to make delivery of the supplies or to perform the 
services within the time specified herein or any extension thereof; or, 

If the Vendor fails to perform any of the other provisioos of this o::mtract, or 
so fails to make progress as to endanger performance of this contract in 
accordance with its terms, and in either of these two circumstances does 
not cure such failure within a period of 30 days (or such longer period as the 
Purchaser may authorize in writing) after receIpt of notice from the 
Purchaser specifying such failure. 

Except with respect to defaul ts of subcontractors, the Vendor shall not be liable 
for any excess costs if the failure to perform the contract arises out of causes 
beyond the control and without the fault or negligence of the Vendor. Such causes 
may include, but are not restricted to, acts of God or of the public enemy, acts of 
the Purchaser, acts of the Government in its sovereign capacity, lawsuits, 
protests, fires, floods, epidemics, quarantine restrictions, strikes, freight em
bar goes, and usually severe weather; but in every case the failure to perform must 
be beyond the control and without the fault or negligence of the Vendor. If the 
failure to perform is caused by the default of a subcontractor, and if such default 
arises out of cause beyond the control of both the Vendor and subcontractor, and 
witl"put the fault or negligence of either of them, the Vendor shall ~(jt be liable 
for any excess costs for failure to perform, unless the supplies or services to be 
furnished by the subcontractor were obtainable from other sources in sufficient 
time to perimit the Vendor to meet the required delivery schedule. 

As used ill paragraph "B" of this clause, the terms "sulx:ontractor" and "su!x:Qn-
tractors" mean subcontractor(s) at any tier. . . 

,C) 

In the event of t~rmination for default, the remedies available to the party not in 
default shall be those available under the Uniform Commercial Code in effect in 
the Purchaser's State unless remedies are specifically provided for under this 
Agreement. 
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ARTICLE IX 

Disputes 

In the event of any dispute hereunder, the parties shall negotiate in good fai th to 
resolve such a dispute. If after such negotiation a dispute remains unresolved, the 
dispute shall be resubmitted to the Crimina! Justice Agency's state legal counse-l 
or its duly authorized agent or representative, which shall issue its written opinion 
with respect to such matters. Such opinion shall be final and conclusive unless, 
within 90 days, either party brings an action at law or in equity before a court of 
competent jurisdiction. Either party shaH be entitled to be heard and to submit 
evidence in any matter submitted to the Criminal Justice Agency's state legal 
counsel. ' 

Any matter submitted to a court of competent jurisdiction shall be tried de novo. 
Admission against interest in any evidence or testimonx made by eithE:r party 
during a prior hearing or negotiation of such a,\dispute"~hall not be admissable 
unless such evidence or testimony is admissable unaer the rules of evidence of the 
court of competent jurisdiction hearing the case de novo. 

C. Pending final decision of a dispute hereunder, both parties shall proceed diligently 
with the performance of their obligations under this contract to the extent not 

'~ made impossible by the fclilure to resolve the dispute. 

A. 

B. 

A. , 

a. 

ARTICLE X 

Title and Risk of Loss 

Title to supplies and equipment covered by this contract shall pq~s to the 
Purchaser upon formal acceptance as provided in Article V, above, regardless of 
when or where the Purchaser takes physical possession. 

Risk of loss or damage to supplies and equipment covered by this contract shall 
remain with the Vendor until delivered to Purchaser's site. Site is defined as the 
room or portion of room in whic~ the equipment is to be installed. 

ARTICLE XI 

Patent Indemnity 

Vendor shall defend or settle any suit or proceeding brought against Purchaser 
based on a claim that any equipment or software made to Vendor's design, 
constitutes an infringem1ent of any existing United States patent! copyright or 
trade secret, provided Vendor is notified promptly in writing and is giV~';1 
complete authority and fmormation required for the def~nse, and Vendor shall pay 
all damages and costs awarded therein against Purchaser, but shall not be 
responsible for any cost, expense or comWQmise incurred or made by Purchaser 
without Vendor's prior written consent whicfl\shall not b~ unreasonably withheld. 

, \! 

If any equipment or software is, in Vendor's opinion, likely to ordC}es become the 
subject of a claim for infringement, of any existing United States pstent 

r 
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A. 

B. 

A. 

copyright or trade secret Vendor may at its optioo and expense procure for 
Purchaser the right to continue using the equipment, or modify it to become non
infringing, but if Vendor is not reasonably able to modify or otherwise ,Procure for 
P~Jrchaser the right to continue using it, Vendor will remove the eqUipment and 
refund to Purchaser the amOlJit paid in excess of a reasonable rental for past uc:;e. 

Vendor shall not be liable for an~dnfr1ngement or claim, thereof based upon use of 
the equipment in combination ith other equipment or with software not supplied 
by Vendor, or wi,th modification made by Purchaser. 

When the activities conducted by the Criminal Justice Agency under a grant from 
La w Enforcement Asistance Administration ("LEAN') and supported by the efforts 
of Vendor'S technical and programming personnel produce original, innovative 
reports,records, graphs, charts, cotnputer programs, and works of a ,similar nature 
which works are first produced by the Purchaser and/or Vendor In response to 
specifications from the Purchaser, as long as such works including computer 
p~ograms cb not include Vendor's Program Products or further do not ~nclude the 
output of Vendor's generative Program Products, the Purchaser, and In turn the 
Federal Government, shall have the right to use, duplicate, disclose to others, and 
license in any manner for governmental purposes to any law enforcemen~ agency. 
which is able to qualify under 42 USC 3701 et~. If the work is coPYrightable, 
Vendor. may copyright such material, but the Purchaser and the Federal Govern
ment shall have and do hereby have a royalty-free, nonexclusive and irrevocable 
license to reproduce, publish and use such works, and to authorize others to do ~o. 
Vendor shall not have any right or title to programs produced by Purchaser which 
programs do not incorporate Vendor's specifications, programs, or the output of 
Vendor's generative program products. 

The foregoing states the entire liability of Vendor to Pur'chaser arising from 
patent infringement. 

ARTICLE XII ' 

Examination and Retention of Records 

The vendor agrees that the Purchaser or any of Hs duly authorlzed rerr:esentatives 
shall, until expiration of 3 (three) years after final payment under this:. contract, 
have access. to and the right to examine any directly peritnent books 1 documents, 
papers, and records of the Vendor requi.red for compliance with state and Federal 
laws." 

The Vendor agrees that the Purchaser's right lJider this provision wi~l extend to 
the authorized representativ~s of the Comptroller General of the Uruted States, 
and the Law Enforcement Assistance .Administration. 

ARTICLE XIII 

Delivery and Installatioo 

Items 1, 2l! 3,' 4, 7 and 9 of Schedule A; all items of Schedule B; and 10 of the 
componente' of Item 5, 5 of item 6, and 10 of item 8 of Schedule A shall be 

,-; 
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B. 

C. 

I 

D. 

E. 

A. 

delivered to the Purchaser, installed by the Vendor in the space designated by the 
Purchaser and made ready for testing of operating programs no latfY) than 45 days 
after the effective date of this contract. -

The remaining components of items 5, 6, and 8 of Schedule A will be delivered and 
installed by the Vendor as directed by the Purchaser's RFP. 

The Vendor will perform the irlStallation during its normal working hours at no 
COS~\to the Purchaser above the total payment to be made under this contract as 
set forth in Article V above; except that should the Vendor be precluded from 
performance of this pro vision by local law, union agreem ent or otherwise, the 
Vendor will supervise installation insofar as allowed by such local law, union 
agreement, or other restriction, and the Purchaser will bear any additional costs 
caused thereby. 

The Purchaser agrees to prepare the sites for installation according to the 
Vendor'S specifications and have them ready to receive equipment not less than 30 
days prior to the date set for acceptance testing. The Purchaser further agrees to 
provide adequate working space within a reasonable distance of the site for 
installation of equipment for the use of the Vendor's personnel. 

The Purchaser shall assume responsibility for the qualification of its personnel 
who operate the equipment. 

ARTICLE XIV 

Program Products License and Servic,e Agreement 

DEFINITIONS 

1~ Prograrn Products shall collectively mean tl'~ Licensed Program(s), System 
Software, and Related Materials which Program Products are identified in 
Schedule B and those ordered from time to time by Purchaser subject to 
written.acceptance by Vendor. 

2. 

3. 

4. 

Licensed Program shall mean the program material in machine-readable or 
interpreted form, and shall include, where appropriate, listings of either 
machine code or source code. 

SysterrfC'Software shall mean the current Vendor rel'ease of programs and 
routines which enable Purchaser to operate a leased or purchased hardware 
system including, for example, a control program or operating system 
including, for example, a control program or oper-ating system, and if 
provided, appropriate utility routines, conversion programs, and language 
processors including compilers, assemblers and translators for the Desig-
nated Com puter System. " 

Related Materials shall mean ,all material other than the Licensed Program 
or System Software fumisned by Vendor in conjuriction with such Licensed 
Program and System Software andlncluding, for example, operating instruc
tions, input information or forma.t speCifications, instructional and other 
documentation including all gG~;des and manuals, and further shall include all 
permitted copies of Program Product material made by Purchaser. 

o . . 
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B. 

C. 

D. 

5. Designated Computer System shall mean the system configuration including 
processing unit§, Qesignated by type and serial number and those associated 
units which Jlave the capacity to utilize or call into use the Licensed 
prograrowiiether or not processing takes place on the designated processing 
units. ' All of the Hardware initially provided under this contract shall be 
considered one Designated Computer System, including Replacement Hard
ware redesignated pursuant to paragraph HI. 

6. Installation Support shall include hardwarecorientation services and applica
tion Program Product services defined by Vendor specification for such 
services, and further shall include consultation and guidance support re
quested by Purchaser and agreed to be slIPplied by Vendor .at its then current 
rates. 

7. Training shall include Vendor's current published training courses for hard
ware, software, programming languages, and system management at the 
then current rates. 

LICENSE 

1. Vendor grants to Purchaser and Purchaser hereby accepts, subject to the 
limitations in Paragraphs 9 and 10 of this License, a personal, nonexclusive, 
nontransferable, right and license to use the Program product(s) on the 
Designated Computer System and to use the Related Materials in conjunc
tion therewith. 

2. A separate license is reqJired for each Designated Computer System into 
which the Licensed Program or any portion thereof is read in machine
readable form for operation on such System; PROVIDED t HOWEVER, this 
License may be temporarily transferred to a back-up system if the Desig
nated Computer System is inoperative because of conditions beyond Pur
chaser's control. 

DELIVERY OF PROGRAMS 

1. Vendor shall furnish Purchaser on the estimated delivery date specified in 
Article XIII the then current version of the Program product{s) in a medium 
suitable for l1Se on the Designated Computer System. 

2. Application Program product{s~ licensed hereUider and classified in Cate
gory irA" or '18" shall be made available throughout the implementation 
period. 

.. / 

3.' The implementati&l period .shalJ begin ",upon delivery of the Licensed 
Program. by Vendor and will end upon thE,! ~9mponents Ac;:ceptance Date CiS 
defined in Article IV. Monthly license fees specified on Schedule B hereof 
shall begin upgn the el)d of the implementation period, or as otherwise 
agreed for a staged installation. 

TE~'M I, ~/..I 

1. E~h ~license shall commence upon receipt by Purchaser of any Program 
Product material and shall remain in effect for each respective Program 
Pro,duct,.as follows: 
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3. 

If a monthly liCense fee is applicable, until termhated by Purchaser upon 
one month's prior written notice or cancelled by Vendor as provided in 
Paragraph L or P. 

If no monthly license fee is applicable, until Purchaser ceases using the 
Program Product on the Designated Computer System or on a Redesignated 
Com puter System. "----

CHARGES 

1. Purchaser agrees to pay Vendor within thirty (3D) days of receipt of an 
invoice for the Program Product(s), Installation Support, Training and for all 
other charges listed on the face thereof in accordance with the charges in 
Schedule B. 

2. Purchaser agrees to pay a nonrefundable initial charge upon acceptance for 
all Program Products having an initial charge specified in the Schedule. An 
initial charge, when applicable, shall be due for each license of the same 
Program Product. 

,I 

3. Ven90~ maY\be ninety (9D) days prior written notice to Pyrchaser increase or 
decrease the»rnonthly license fees, and Vendor shall de,:;i'g\1ate in such notice 
the date on which the new license fee shall become effj!ctive, except that 
the monthly fee shall not be increased until after Dece.;;{ber 31, 1979. If the 
monthly fee is increased, Purchaser may terminate thr~License as to any or 
all Program Products upon thirty (3D) days prior writt~h notice to Vendor. 
All additional licenses and services shall be .invoiced at ~he charges in effect 
at the time of acceptance of an order thereof. ) 

f--'L., 
4. PurchasE,j~grees to pay Vendor a media and/or processing charge for 

preparing such media with the code requested by the Purchaser, and if such 
media are shipped, to pay destimtion area shipping charges for such 
shipment. If Purchaser furnishes the media upon qrder for its preparation, 
only processing and shipping charges will be invoiced. 

CLASSIFICA nON OF PROGRAMMING SERVICES 

1. Each Program Product and each release of a Licensed Program will be 
classified by Vendor in Category "A", "B", "C", as defined below. Vendor 
reserves the right to al ter, modify or change the design specificati<;ns and 
category (except'that System Software shall not be changed from category 
nAn for a period of five (5) years), of each release of a Licensed Program or 
Program Product upon the notice as set forth in Paragraph 7.2. 

a. Category A (System Software and Supported License Program). Ven
dor will maintain and support the then current version of System 
Software and all Category A Programs for the Designated Computer 
System and will make available to Purchaser' all revisions thereof 

'released by Vendor .during the term of this License as long as such 
Licens~~ .Rrogr?-m .rem~ns classified by Vendor in Category "An. 
Vendor"'Wlll mamtam all Category A Program product{s) to be com
patible with the then current unaltered released System Software used 

/i 

257 
, 



I 
" , .' i 

, 'i\ 
(I 

""> 

E. 

.r. 

2. If a monthly license fee is applicable, until terminated by Purchaser upon 
one month's prior written notice or cancelled by Vendor as provided in 
Paragraph L or P. 

3. If no monthly license fee is applicable, until Purchaser ceases using the 
Program Product on the Designated Computer System or on a Redesignated 
Com puter System. 

CHARGES '-v 

1. Purchaser agrees to pay Vendor within thirty (30) days of receipt of an 
invoice for the Program Product(s), Installation Support, Training and for all 
other charges listed on the face thereof in accordance with the charges in 
Schedule B. 

2. Purchaser agrees to pay a nonrefundable initial charge upon acceptance for 
all Program Products having,an initial charge specified in the Schedule. An 
initial charge, when applica,ble, shall be due for each license of the same 
Program Product. 

3. Vendor may be ninety (90) days prior written notice to Purchaser increase or 
decrease the monthly license fees, and Vendor shall designate in such notice 
the date on which the new license fee shall become effective, except that 
the monthly fee shall not be increased until after December 31, 1979. If the 
monthly fee is increased, Purchaser may terminate this Lk.ense as to any or 
all Program Products upop thirty (30) days prior written notice to. Vendor. 
All additional licenses and! services shall be invoiced at the charges In effect 
at the time of acceptance of an order thereof. 

4. Purch'aser agrees to pay Vendor a media and/or processing Charge for 
preparing such media with the code requested by the Purchaser, and if such 
media are shipped t to pay destinatic:n area>,shipping charges for such 
shipment. If Purchaser furnishes the media upon order for its preparation, 
only processing and shipping charges will be invoiced~ 

CLASSIFICATION OF PROGRAMMING SERVICES 

1. Each Program Product and each release of a Licensed Program \)will be 
classified by Vendor in Category "A", ''8'', "C", a!l defined below. Vendor 
re~erves the right to aliter, modify or change the design ~pecincations and 
category (except that System Software shall not be changed from category' 
"A" for a period of five (5) years), of each release of a Licens~ Program or 
Program Pro'ductupon the notice as set forth in Paragraph 7.2. 

, a. Category A (System Software and Supported License Progra~). Ven
dor will maintain and support the' then current version of'" System, 
Software and all Category A Programs" for the Designated CompJter 
System and will make available to Purchaser .all revisions thereof 
releas~ by Vendor during the term of this License as long as SUch, 
Licensed Program remains classified by Vendor in Category "A". 
¥endor will maintain all Category A Program product(s) to be com"
patible with the then current unaltered released System, Software use(i 
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b. 

on the Designated Computer System. Upon request, Vendor wlll 
provide programming services to make a prompt and reasonable 
attempt to provide Purchaser with a program patch to correct or 
program around any error or malfunction. Vendor may make available 
to Purchaser a revised program to correct such error or malfunction. 

Category B (Limited Support Licensed Program). Vendor will maintain 
all Category B Program Product(s) to be compatible with the then 
current unaltered released System Software used on Designated Com
puter System. Upon request, Vendor will provide programming ser
vices to make a prompt and reasonable attempt to provide Purchaser 
with a progrm patch to correct or program around any error or 
malfunction. Vendor may make available to Purchaser a revised 
program to correct such error or malfunction. 

c. Category C (Nonsupported Licensed Program). Vendor delivers Cate
gory "C" programs on an "as is" basis' and therefore does not provide 
programming services for Category "C" programs other than for 
programs originally issued in Categories "A" or ''8'' and where a notice 
of error or malfunction has been given by Purchaser tlJ Vendor prior to 
the effective date of reclassification to Category "C". 

d. Any programming service or assistance requested by Purchaser not set 
forth in Paragraphs 6.1.1 through 6.1.3 or in Article XV, or which go 
beyond the srope of Vendor's rommitments lIlder this rontract will be 
provided at Vendor's standard rates then in effect. 

Purchaser agrees to advise Vendor in writing (if so requested by Vendor and 
to the extent poss~ble) of the precise nature of any suspected error or 
malfunction. Vendor does not represent or warrant that all specific errors 
or malfunctions will be corrected. 

Purchaser agrees to assist Vendor in remedying any suspected error or 
malfunction or making any changes requested by Purchaser and agreed to by 
Vendor. &ibject to Purchaser's security and other reasonable restrictioos, 
Purchaser shall. provide Vendor with al~ information and documentation 
available to attempt to perform such remedy or change. 

If it is determined that the error or malfunction was directly caused by 
factors wtthin Purchaser's control, Purchaser agrees to pay for all time and 
material expended by Vendor in attempting to correct ltiuch suspect~d error 
or ':m alf un cti on. 

To the extent that Vendor requires the lise of Purchaser'S Computer System 
in order to reproduce the environment in which the Program Products 
operate, Purchaser shall provide Vendor with reasonable access to Pur
chaser's Computer System at mutually agreed times. 

Vendor has no obligatic:n to maintain, support, or provide programming 
services for any Licensed Program beyond the specification of the current 
version of the Program Product, as such may be enhanced by subsequent 
re visi ons. c 
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G. CHANGE IN CA TEGOR Y 

H. 

I. 

o 

1. Vendor may at its sole discretion change the category of any Program 
product(s) and/or release of a License Program (except System Software) for 
a period of five (5) years) hereafter witrout liability to Purchaser. The 
5ervices to be provided after such change shall be as set forth in the newly 
designated category. 

2. Any change in category from either Category "A" or "B" to Category "C" 
shall be made only upon at least ninety (90) days p~ior to notice to the then 
licensed users of such Program Product(s). In the event of such change to 
Category ''B'' or "C", Purchaser shall have the right to terminate the license 
witrout further payment obligation hereunder upon one (1) month's prior 
written notice. 

3. Subject to the termination prOVISIonS of paragraph E3 in the event the 
Category of a Program Product is chal'lged with ninety (90) days prior 
notice, the Monthly License Fee thereafter for such Program Product shall 
be the then current standard price for such Program product. 

LICENSE REDESIGNA TION 

1. Purchaser by written notice to Vendor may redesignate the Designated 
Computer System on which the Program Products are licensed for use 
hereunder. The redesignation will be effective in accordance with an 
Addendum to this License to be furnished to Purchaser by Vendor subject to 
the terms, conditions and charges then in effect. 

2. The right ·of Purchaser to redesignate such Designated Computer System 
does not apply to System Software outside the ABC-123 line or to Computer 
Systems other than trose initially ordered hereunder. 

. , 
PERMISSION TO COPY, MODIFY AND USE 

1. Any Program Product furnished by Vendor in machine-readable form may be 
copied in whole qr in part by Purchaser for use with the Designated 
Computer System, . PROVIDED, I-!OWEVER, that only the number of.copi~s 
required to servicrl Purchaser's actual need for the DeSignated Computer 
System shall be made. Purchaser agrees that the original copy of all 
Program Products furnished by Vendor and all copies thereof made by 
Purc~aser are and shall remain the sole prOperty of Vendor. 

2. An originai or a copy of the Program Product(s) may be kept in storage at a 
location separate from that of the Designated Computer System. Purchaser 
agrees to notify Vendor irnm~iately in writing of the location of such 
backup and safekeeping originals or copy, upon request by Vendor. 

3. Purchaser shall have the right to modify any Application Program Products 
supplied by Vendor for Purchaser's USe under this License, and may combine 
such wi th other programs or material to form an updated work, PROVIDED, 
HOWEVER, upon discontinuance or termination of rights granted under this 
License, the Licensed Program suppUed by Vendor shall be completely 
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removed from the updated work and all of such Licensed progra~s, copies 
thereof On whole or in part) and Related Materials shall, be returned to 
Vendor or disposed of in accordance with written instructions from Vendor. 

Purchaser expressly agrees to includ~ Vendor's coprright notice ,and pro
prietary notice on all copies, in wh~le or in part, ~n any f~rm mcluding 
machine language made by Purchaser In accordance WIth this LIcense. 

PROTECTION AND SECURITY 

Purch~ser agrees not to disclooe, publish, release, transfer or otherwise make 
available any program Product(s), in any form, to any person other than 
Purchaser's or Vendor's employees witrout prior writte~ cons:nt from Vendor 
except during the period any such person is on Purchaser s premIses for purposes 
specifically related to Purchaser's use of the Program Product(s): Purchaser also 
agrees that the Program Product(s) are the property of and proprIetary to Vendor 
and further agrees to use its best efforts to protect the Program Product(s) or any 
part thereof from unauthroized disclosure by its agents, employees or customers. 

WARRANTY 

1. 

2. 

3. 

4. 

Each licensed Program Product classified in Category "A" or "B" is 
warranted to conform to the design specification for that rele~e as 
designated in the Program product specification or similar applIcable 
release issued by Vendor. EACH RELEASE OF A PROGRAM PRODUCT 
INITIALL Y CLASSIFIED IN CATEGORY "C" IS LICENSED ON AN "AS IS" 
BASIS WITHOUT ANY WARRANTY. 

This warranty is applicable for each unaltered release of the Licensed 
Program commencing on the date of its delivery, to the Purchaser and 
terminating one year from the date of such delIvery. Ther~after the 
warranty shall continue until ninety (90) ~ays ,after the d~te on whi~ Vend~r 
releases a revision thereof or upon terminatioo of the lIcense, whichever IS 
earlier • 

Purchaser agrees that its sole and exclusive remedy ,and Vendor sole 
obligation, if a Licensed program warranted hereunder ,fails to conform to 
the applicable design specifications and Purchaser adVised Vendor of s~c}1 
failure in writing during the term of the warranty, is for Vendor to prOVIde 
programming services to attempt to corr~ct any ~e,fec~. For PJrposes of 
this Agreement, nonconformance to deSIgn specIfIcation Cl;nd the, t~rm 
"defect" shall meat} only significant deviations from the deSIgn, Spe~IfI~
tions for such current release of the Licensed Program. ~ot~ng In this 
paragraph (K) shall relieve Vendor from its performance obhgatioos as set 
forth in Article IV. 

EXCEPT AS SPECIFICALL Y PROVIDED IN THIS CONTRACT THERE ARE 
NO OTHER WARRANTIES, EXPRESS O,R IMPLIED, INCLUDING, BUT NOT 
LIMITED TO, ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR 
FITNESS FOR A PARTICULAR PURPOSE. 

() 
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PATENT AND COPYRIGHT INDEMNITY 

1. In the. event any suit or proceeding is brought or in Vendor's opinioo is likely 
to be- brought against Vendor or Purchaser based on a claim that any 
Program Product(s) constitutef;)an infringement of a patent, trade secret, or 
copyright, the provisions of Article XI shell apply. 

RESPONSIBIT. . .ITY OF THE PURCHASER 

Vendor shall not be responsible fof the supervision, management and control of 
Purchaser's use of the Licensed Programs, including but not limited to: . (1) assuring 
proper machine configuration, program installation, audit controls and operating 
methods, (2) establishing adequate backup plans, including, for example, alternate 
procedures and access to qualified technical personnel to aid in diagnosis and to assist 
in repair of Licensed Program defects in the event of error, defect or malfuncticn and, 
(3) implementing sufficient procedures to satisfy its requirements for security and 
accuracy of input and output as well as restart and recovery in the event of a 
malfunction. 

N. RISK OF LOSS 

Vendor agrees to replace, witmut additiooal charge to Purchaser, any Licensed 
Program or Related Material lost or damaged in shipment to Purchaser" If Purchaser 
through no fault of Vendor loses _or damages any Licensed Program or Related Material, 
Vendor will replace them, if available, at a reasonable additional charge. 

O. CPU SERIAL NUMBER 

In the event the serial Numbers of the CPUs are not known at the time this License is 
executed, the serial numbers will be inserted by Vendor in its copy of this License and 
such serial number shall be the CPU serial numbers of the Designated Computer System 
when Purchaser receives notification of any such insertion. If no serial number is 
designated in this License at the time of execution, or as otherwise provided herein, 
then the serial numbers of the CPUs on which the Program Product is first used shall be 
deemed to be the CPU serial numbers of the Designated Computer System. 

P. CANCELLATION ON DEFAULT 

This License Agreement may be cancelled by either party upon default by the other 
party of any covenant of this License if such default is not corrected within two (12) 
months after receipt of written notice thereof. Said notice must set forth particulars 
of the alleged fault. The remedies provided in this License Agreement (Article XIV) 
shall not be deemed exclusive but shall be cumulative and shall be in addition to and 
shall not be limited to other remedies provided in thL$ contract (Articles I-XXX) and in 
law and equity. No delay Ot' omission in the exercise of any reme<.iY herein provided or 
otherwide available to other party shall impair or affect either party's right to exercise 
th'e same. Any written extension or indulgence shall not otherwise alter or affect 
either party's rights or obligations or be deemed a"wai ver thereof. 

',' 
Q. RETURN ON TERMINA nON 

Within one hundred twenty (120) days after the revisicn of a Licensed Program 
terminated' by Purchaser under Paragraph G2 hereof or nlnety (90) days after the 
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termination or cancellation for any other reason, of a license granted hereunder, 
Purchaser shall deliver to Vendor the Licensed Program and Related Materials related 

. to such Licensed Program and all copies thereof in whichever form, induding partial 
copies which may have been modified by Purchaser or Vendor or a Certificate of 
DismntinuanC'~ so certifying. 

Upon prior written authorization from Vendor, Purchaser may be permitted for a 
specific period thereafter to retain one copy of -each Program Product for record 
purposes. 

A,. 

ARTICLE XV 

Vendor Support 

Concurrent with the execution of this Agreement Vendor agrees to assign a 
member of its staff as technical engineer to devote substantially all of his/her 
normal full-time working hours to assist in equipment installation, implementation 
of application software,- and operation of the system from the effective date of 
this mntract for a period of fifteen (15) calendar months, or one (1) calendar yea.r 
from the Components Acceptance Date"whichever is later. 

With respect to such technical engireer, Purchaser may request that Vendor 
remove ~H\ch technical engineer for cause (including but not limited to incom
petenceor breach of fiduciary obligations) and Vendor will not U1reasonably deny 
such request. In the ewnt of a lapse in the continuous availability of such 
technical engineer, the l.;.trne for such support shall be extended by the length of 
the lapse. 

B. The assignment in paragrapfi "A" above, shall be at no additional mst to the 
Purchaser. 

C. In addition to the support provided for in paragra{ils "A" and "B" above, the 
Vendor agrees to provide support as described in its proposal, including training, 
at the rates of payment, where payment is required, as set forth in its proposal. 

D. Further, the Vendor agrees to assign its local Commercial Branch Manager to 
serve as agent representative of the Vendor in matters related to performance of 
this contract. 

ARTICLE XVI 

Transportation 

The Vendor will arrange for transportation and draya~e to the sites of the Purchaser at 
which the equipment under this mntract is to be installed. Transportatioo costs shall 
be billed directly to and paid by the Purchaser, but the Purchaser shall not be liable for 
any charges for packing, boxing, crating, or storage in excess of the contrac't price. 
The risk of loss under this Article is governed by the provisions of Article X above. 
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0' ARTICLE XVII 

Clean Air Act 

The Vendor and all subcontractors under this contract shall be subject to the provisions 
of the Clean Air Act, 42 U.S.C. 1857, et seq., as amended by P.L. 19604; and Executive 
Order 11602. 

ARTICLE XVllI 

Equal Employment Opportunity 

During performance of this contract the Vendor will comply with all provisions set forth 
in Appendix A, which is incorporated herein by reference. 

The Vendor will comply with the provisions of the State's Code of Fair Practices, 
Executive Order No. 23, dated July 20, 1970, and of Chapter 151 B, as amended of the 
nondiscrimination laws of the State which are herein incorporated by reference and 
made a part of this Contract. 

The Vendor has filed the Equal Employment Opportll1ity Employer Information Report 
EEO-l with the Joint Reporting Committee of the Equal Employment Commission, 
Office of Federal Contract Compliance, in June, 1977 and hereby permits the foregoing 
agencies to inspect said filed report. u 

ARTICLE XIX 

Liability 

The Vendor shaH indemnify the Purchaser for damages arising out of any personal injury 
(including death) or damage to tangible property which is caused by the negligence of 
Vendor, its employees, subcontractors or agenct, while acting in the scope of their 
employment in the performance of this a:mtract, provided the Purchaser shall give 
timel}' notice of the facts and circumstances of any occurrence of any claim hereunder 
and authority to control the defense of any claim or action; provided, however, that 
Vendor shall not be liable for any cost, expense or compromise incurred or made by 
Purchaser without Vendor's prior written concent. 

ARTICLE XX 

Right of Assignment 

Neither party shall assign, subcontract or in any way transfer any interest in this 
contract without prior written consent of the other, which consent shall not be 
unreasonably withheld. Such assignment prohibition shall also include any equipment 
maintenance contract(s) reqJired for this equipment •. 

The Purchaser reserves the right of assignment of this_contract in its entirety to an 
individual or office designated by the Justices of the Supreme Judicial Court of the 
state, provided said Indi vidual or office is a legal entity of the state. 
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ARTICLE XXI 

Severability 

The provisions of this contract are severable, and if any provision shall be held invalid 
by any cQurt of competent jurisdiction, the decision of such court shall not affect or 
impair any of the reamining provisions. 

ARTICLE XXII 

Effective Date and Term of Contract 

This contract shall be effective on the date when written notice is received by the 
Vendor after prior execution by the authorized representatives of the parties including 
all approvals provided for on the signature page hereof and shall continue in effect until 
terminated according to its terms. 

ARTICLE XXIII 

Other Warranties 

Vendor further warrants that: (a) no applicable statute, regulation or ordinance of the 
United States or an/state has been violated in the manufactjJre and sale of the 
equipment; (b) Vendor has title to the equipment and the right to sell-H; and (c) for a 
period of one (1) year from installation, the equipment delivered under this contract 
shall be free from defects in material and workmanship under normal use and service. 

Written notice and an explanation of ci~cumstances concerning any claim that the 
equipment has proved defective in material or workmanship shall be given promptly by 
Purchaser to Vendor. Purchaser's sole and exclusive remedy in the event of such a 
defect is expressly limited to the correction of the defect by adjustment, repair or 
replacement, at Vendor's election and sole expense, except that there shall be no 
obligation to replace or repair items which by their nature are expendable such as light 
bulbs, print ribbons and the like. ' 

No representation or other affirmation of fact, including but not limited to statements 
regarding capacity, suitability for use, or performance of the eq!,lipment shall be or be 
deemed to be a warranty by Vendor for any purpose, nor give rise'to any liability or' 
obligation of Vendor whatsoever, other than that under the Warrany of Performance 
granted to Purchaser in Article IV. 

Vendor warrants that replacement parts for each item of equipment will be available 
seven (V) years following the Acceptance Date of the Central Site Hardware. 

Vendor represents and warrants that the Hardware shall be of new and original 
manufacture, unless Vendor notifies Purchaser otherwise, in which event such Hardware 
shall be warranted the same as new equipment. 

EXCEPT AS SPECIFICALLY PROVIDED IN THIS CONTRACT, THERE ARE NO, 
OTHER WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED.TO, 
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ANY IMPLIED WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTI
CULAR PURPOSE. 

In the event of employment by Purchaser of any non-Vendor attachment, feature, or 
device on the equipment, or any part thereof, furnished by Vendor hereunder, which has 
not been approved in writing by Vendor, Vendor shall not be liable tnder this warranty 
for such non-Vendor supplied equipment to the extent such non-Vendor attachment 
feature, or device adversely affects the performance of Vendor's equipment. Th~ 
approval of the use of any non-Vendor attachment, feature, or device shall not be 
deemed to be a representation, warranty or understanding by Vendor regarding that 
non:-Vendor equipment including its performance in conjunction with the Vendor's 
equl pm ent. 

IN NO EVENT SHALL VENDOR BE LIABLE FOR LOSS OF PROFITS, INDIRECT, 
SPECIAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF ANY BREACH OF THE 
CONTRACT OR OBLIGA nONS UNDER THE CONTRACT, EXCEPT AS MAYBE 
INCLUDED IN LIQUIDATED DAMAGES EXPRESSLY PROVIDED FOR IN THIS CON
TRACT. 

EXCEPT AS OTHERWISE PROVIDED HEREIN, VENDOR SHALL NOT BE LIABLE FOR 
ANY DAMAGES CAUSED BY DELAY IN DELIVERY, DELAY IN INSTALLATION OR 
DELAY IN FURNISHING OF THE EQUIPMENT OR SERVICES UNDER THE AGREE
MENT. 

The performance required does not extend to equipment not listed on Schedules A and 
B. 

Purchaser shall maintain the operating environment of the equipment to the standards 
set forth in the Specificatiom. 

ARTICLE XXIV 

Additional Equipment 

A. PurchaseI' may order additional component(s) for its system(s) as initially listed in 
Schedule A or order additional system(s). These additions may be effected by the 
issuance of a written order by Purchaser subject to acceptance by Vendor. Prices 
shall be those in effect when the order is placed (except those items listed in 
Article XXVU B), and the order shall refer to and be subj ect to the terms and 
conditions of this contract. 

B. The Vendor agrees to hold the following prices firm to the Purchaser until 
12/31/79 (although the following items are not purchased under this contracth 
ABC-1002 Primary Storage Module high-speed disk drive $34,000 purchase, ABC-
10005 Add-on Storage Module $28,000 purchase, and the ABC-223 System, Com
mrnications Processor and option as described in the New Product Announcement 
Price List Att~chment A of 2/28/77 signed by Group Executive Vice President of 
ABC CorporatIon., (Appendix K). -
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ARTICLfXXV:: -

Convenant. Ag~nst Sqhtingent Fees 
'. ,-' " 

Th~ yendor warrant~ thp.t no person or selling agency has been employed or retained to 
SOhClt or secure this cQotr'act upon an agreement or understanding for a commission, 
perce~tage, brok:erage, or contingent fee, excepting bona fide employees or bona fide 
e$ta.bl,1shed tommercial or selling agencies maintained by the Vendor for the purpose of 
securing business. For breach or violation of this warranty the Purchaser shall have the 
right to terminate this contract without liability or in its discretion to deduct from the 
contr act price or consideration, or otherwise recover, the full amount of such 
commission, percentage, brokerage, or contingent fee. 

ARTICLE XXVI 

General 

A.· This Contr~ct ~nstitues the entire agreement, understanding and representations 
express o.r Implled, between Vendor and Purchaser with respect to the equipment 
and serVlces ordered hereunder, and supersedes all prior communications not 
expressly incorporated herein. No modi[ication or amendment to this Contract 
and no waiver of any provision shall be valid unless in writing and signed by duly 
authorized represent.a~ive~ of the parties. For the purpose of executing this 
Contract or any modIfIcatlons thereto by Vendor, the authorized representati ve is 
a Vice-President-Marketing, or a supervisor thereof. 

B. Neither party shall publicly disclose by news release or other means any 
information pertaining to this contract without prior approval of the other party. 

C. A waiver of a breach or default under this contract shall not be a waiver of any 
other or subsequent default. " 

ARTICLE xxvn 

Maintenance Agreement 

A. The Vendor agrees to maintain the equipment in good operating condition by 
performing equipment maintenance service, and the Purchaser agrees to pay the 
Vendor the amounts designated as monthly maintenance charges, as set forth in 
Appendix F. The parties agree to be bound by the following terms. 

B. The "basic period" of service coverage shall be twenty-four (24) hours per day 
from I a.m. Monday to 12 midnight Saturday. Equipment maintenance service 
her~und~r covers p:cr.ic;x:tic preventive maintenance (including testing, cleaning, 
.lubrIcatmg and adJusting), and the replacement of unserviceable parts (the 
re~laced parts becoming the property of Vendor). In addition to preventive 
maintenance, emergency call service shall be provided during the "basic perlod':'. 

Preventive maintenance needs will be determined by and provided to the extent 
possible during Vendor's regular business hours (excluding V~ndor's recognized 
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local holidays) or at a time mutually agreeable to both parties. Equipment 
included in this agreement will be designated by the maintenance agreement 
addendum showing applicable current rates. Such addendum will become part of 
this agreement. If additional machines or components are added to the equipment 
listed on the addendum and are to be maintained hereunder such additions will be 
accepted by Vendor at the current maintenance agreement rates. Billing will be 
prorated and payable within 30 days of receipt of invoice. Whenever equipment is 
regularly used outside of the "basic period", the Purchaser may elect to f.'Urchase 
coverage for such "extended use period" at rates and policies then in effect. 
Emergency call service will be prOVided at no additional cost during agreed upon 
"extended use period" coverage. Once established, an "extended use period" shall 
continue for a minimum of three (3) months. Service requests outside of coverage 
purchased will be rendered subject to the availability of field engineers at the 
then current man-hour rate com puted to' the nearest one half (1/2) ho ur with a 
minimum of one hour per call per person during Vendor's regular business hours or 
two (2) hours minimum outside of such hours. Travel time to and from the 
Purchaser's premises will be included in this computation. Equipment main
tenance charges do not include the furnishing of supplies (such as ribbons, cards, 
paper tape, paper forms or magnetic tape). Only those supplies are to be used 
which meet Vendor's specifications in all cases where the performance of the 
equipment may be .affected. Vendor's specifications shall be supplied to Purchaser 
upon request and vendor approval of supplies shall not be unreasonably withheld. 

c. In the event Purchaser employs additional attachments, features or devices not 
sold or manufactured by the Vendor, Vendor shall not be liable under it 
maintenance obligations and warranties to the extent the addition of such non
Vendor attachmen~, features, or devices adversely affect the Vendor's ability to 
maintain the equipment or to the extent such attachments, features, or devices 
adversely affects the performance of the equipment. 

D. Vendor shall furnish maintenance services to the Purchaser without charge until 
30 days before the equipment is accepted by the Purchaser under the provisions of 
Article V. Thereafter, such services shall be billed to the Purchaser at the rates 
listed i~ the Vendor's Proposal (Appendix F). 

E. In consideration of Purchaser's execution of the maintenance agreement, Vendor 
agrees that the rates for maintenance services that are charged to Purchaser shall 
not be increased until after December 31, 1979. Thereafter maintenance rates 

F. 

G. 

ft I 

. shall not exceed Vendor'S published maintenance rates then in effect. 

For a period of five (5) years the Vendor shall not terminate its obligations under 
this maintenance agreement except for the failure of the Purchaser to perform its 
obligations hereunder, and in al1Y event, not before the end of the calendar month 
which is three months from the date notice of termination with reasons therefore 
is received by the Purchaser. 

The following is the standard of performance under this maintenance agreement. 
Failure of the Vendor to maintain tnt?equipment covered hereunder according to 
such standard shall result in the payment of liquidated damages by the Vendor to 
the Purchaser or at Purchaser's option, credited towards the current monthly 
maintenance charges. Liquidated damages shall be the monthly lease purchase 
charges including maintenance. had the equipment been leased, as such charges are 
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specified in Appendix B to Vendor's clarified proposal of October 14, 1977 
(Appendix F to this contract) divided by six hundred (600) for each weighted hour 
during a calendar month that the standard of performance is not met. Liquidated 
damages shall not accrue for downtime other than: (1) Central Site: 9 a.m. to 9 
p.m. Mondays through Fridays and 9 a.m. to 1 p.m. Saturdays; (2) Remote Sites~ 9 
a.m. to 6 p.m. Mondays through Fridays. The standard of performance shall be 
met when the equipment "downtime" is less than or equal to seven (7) weighted 
hours during the calendar month. "Downtime" shall mean that time in which an 
item of equipment is not operating according to specifications, but shall not 
include: (1) scheduled preventive maintenance, (2) equipment or service unavail
ability which is directly related to "External Causes", (3) maximum travel times 
of two (2) hours to remote sites and Central Site terminals and one (1) hour to 
Central Site Hardware other than terminalis. "External Causes" are defined as: 

1. Telephone and electric service nuctuations or failures; 

2. Floods, wind-storms or other acts of God; 

3. Accident, negligence, improper equipment operation or abuse by the 
Purchaser, including failure to maintain the Vendor's specified en
vironmental conditions; 

4. Acts of third parties which prevent the Vendor's performance of its 
obligations hereunder; 

5. Errors or malfunctions in software other than in software provided by 
the Vendor under Article XIV; 

6. Any other reason not within control of Vendor. 

Actual "Downtime" shall be calculated d.c:~:ordlng to the weighting table below: 

Central Site 

CPU 
Disk 
Tape 
Printer 

Remote and 
Central Site 

Terminals 

WEIGHTING TABLE 
Both 

1.0 
1.0 
.5 
.5 

For each terminal: 
1 .;. No. of Terminals 

One 

.3 

.3 

.1 

.1 

For example: If both CPU's are down for four (4) hours, the weighted Downtime is 
four (4) hours. If one CPU if down for four (4) hours, the weighted Downtime is 
1.20 hours (.3 x 4). If one terminal is down for 5 hours, and there are 100 terminals 
in the Computer System the weighted Downtime is .01 x 5 or .05 hours. Downtime 
shall be cumulative up to a weighting factor of 1.0. 
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The Purchaser will provide adequate working space, if required, within reasonable 
distance of the equipment for use of Vendor's field ~ngin~ering personnel., ,~he 
Purchaser shall also provide, upon request and at Veneor's risk, adequate facIlItIes 
and equipment for storage of test equipment and spare p,arts: Vendor~s personnel 
are to have full access to the equIpment to be maintained, subject to the 
Purchaser's security rules and other reasonable restrictions. Environmental 
conditions electrical requirements and site facilities shall be maintained in 
accordanc~ with the Vendor's installation specifications. The equipment must be 
in good operating condition on ~he e~fective d~te of this agr~e,ment., The 
Purchaser is not to make alteratIons In the eqwpment nor partICIpate In the 
maintenance of the equipment without the consent of the Vt;}ndor, which shall not 
be unreasonably withheld. 

Vendor's furnishing of equipment maintenance do~s not include the assumpt~on by 
the Vendor of liability for: (1) any damage or physIcal loss caused by delays In, the 
rendering of equipment maintenance hereunder for any reason, except as prOVIded 
in Article XXX (G) and Article IV, or (2) for damage or physical IOSS9IJe to 
nuclear radiation or radioactive material, (3) labor, expense o_,and i-:<;'iterial 
necessary to repair damage to the equipm"mt directly caused by (i) t • .:;cident, 
negligence or abuse by Purchaser including failure ,~o maintain environmental 
conditions or arising from acts of third perso~s, (ll) caus~s exter~~l to the 
equipment, such as electrical power fluctuatIOns and fallures, (u~) floods, 
windstorms and other acts of God, or (iv} attachment of non-Vendor eqwpment or 
alteration of the equipment by the Purchaser. Such repair or alteration will be 
rendered only upon special order by Purchaser, and after approval by Purchaser of 
the estimated additional charge therefore. 

IN WITNESS WHEREOF, the Purchaser and the Vendor have executed this Contract as 
of the date indicated below. 

THE CRIMINAL JUSTICE 
AGENCY 

By: 
--~J~o'hn~D~o-e--------------

Executive Secretary 
Purchaser 

THE ABC CORPORATION 

By:,_=----=::--_______ _ 
Jane Doe 
Vice President -Marketing 
Vendor 

(Clerk's Certificate Attached) 

APPROVED AS TO FORM: 

Office of the Attorney General Dated: __________________ _ 

Committee on Criminal Justice Dated: ___________________ _ 
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AUTHORIZATION CERTIFICATE 

I John Jones, do hereby certify that I am the duly qualified Assistant Secretary of the 
~orporatlon named herein as CONTRACTOR: that Jane Doe who signed this Contract 
on behalf of the CONTRACTOR, wa§ on that date Vice President - Marketing, 
Northeast Region of said corporation; that this Contract was duly signedi for and in 
behalf ojf said corporation by authority of its governing body, and is within the scope of 
its corporate powers. 

IN WITNESS WHEREOF, I have hereunto affixed my hand and seal of ABC 
Corporation, on the 28th day of June, 1978. 

Signature: 
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PARTIES IN INTEREST 

Gentlemen: 

I hereby certify under the penalties of perjury that the following sets forth the names 
and addresses of all persons having a financial interest in this Contract in accordance 
with the provisions of State General Laws, Chapter 7, Section 14A, as inserted' by 
Chapter 844 of the Acts of 1963. 

Names " Addresses \.'> 

Signature: ________________________________________________________ ___ 

Title: ______ ~,----------------------~---------------~--------
Firm 
Name:, __________________________________________________________ _ 

Date:, __________________________________________________________ __ 
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QUALIFICATION CERTIFICATE 

Gentlemen: 

I hereby certify under penalties of perjury that the following sets forth a resume of my 
qualifications as they relate to my ability to perform the work described .in this 
Contract, in accordance with the "Rules Governing Employment and Compensation for 
Consultants" promulgated by the State Commissioner of Administration and Finance, as 
amended 

Date: _________________ Signature: __________________ _ 

Contract No: Dated: ---------------- -----------------------------

(/ 

Ii 
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GOVERNMENT CONTRACTS LIST 

Gentlemen: \ 
)J 

d 

I hereby certify under penalties of perjury th~t the following sets forth a state.m.ent 
listing of all other contracts of income derived from the State or any polItlcal 
subdivision thereof in accordance with the "Rules Governing Employment and Com
pensation of Consultants" promulgated by the State Commissioner of Administration 
and Finance, as amended. 

Date: _________ _ Signattre: _________ _ 

Contract No:.:....-_____ _ Dated:_, ________ _ 
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SECURITY AND, PRIV ACY NOTIFICATION 

This will serve to notify the vendor that all v~ndor personnel are subject to the 
provisions of State General laws governing the storage and dissemination of criminal 
offender record information. Such l~ws include, but are not limited to, chapter 6 
sections 167 through 178 inclusive. The vendor will take note of the following language 
within section 178: 
- !,~ 

'\hy person who willfully requests, obtains or seeks to obtain criminal offender 
re~ord information under false pretenses, or who willfully communicates or seeks 
to communicate criminal offender record information to any agency or person 
except in accordance with the proVisions of sections one hundred and sixty-eight 
to one hundred and seventy-five, inclusive, or any member, officer, employee or ,. 
agency of the board, the advisory committee, the council or any participating 
agency, or any person connected with any authorized research progrart'l, who 
willfully falsifies criminal offender record information, or any records relating 
thereto, sha,ll for each offense be fined not mQre than five thousand dollars, or 
imprisoned in a jail or house of correction for not more than one year, or both. 
Added by St. 1972, c.805 section 1 

All vendor personnel including the systems engineers, field engineers, repair technicians 
and others who have access to central site or remOte computer equipment and/or 
applications programers will be required to pass a security clearance prior to their 
assignment by the vendor to maintain or work with'! equipment or software supplied 
under this contract. The purchaser wilI""provide security certification forms to vendor 
personnel who shall agree to complete such forms and pass a security clearance prior to 
assi gnm ent • 
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8. REGULATIONS FOR CRIMINAL HIST(1)RY RECORDS 
'\~ 

The Law Enforcement Asststance Administration, on March 19, 1976, adopted its 
regulations for the collec~F~" storage, and dissemination of criminal history records 
and information. Any crimInal justice agencies having in its possession this type of 
information must adhere to these regulations. A brief analysis of these procedures is 
provided herein. 

I. The regulations require states to develop procedures which will insure: 

A . 

B. 

The completeness and accuracy of criminal history records. 

1. Complete records should be maintained in a central state repository. 
The regulations do not require a state to establish such a resposi tory, 
but the Planning Instructions make it clear that LEAA considers a 
central repository to be a very desirable feature of any state program. 

To be complete, a central record, which shows that an individual has 
been arrested, must show what disposition occurred within 90 days 
after the disposition. Criminal justice agencies must be required to 
query the central repository prior to any dissemination to -assure use of 
the most up-to.idate disposition information. 

Procedures must be established to require an inquiry of the repository 
prior to any dissemination, unless time is of the essence and the 
repository is technically incapable of responding in time. 

2. To insure accuracy, criminal justice~gencies must institute pro
cedures of data collection, entry, storage, and audit which minimize 
the possibility of recording incorrect information. 

Upon discovering incorrect information, agencies must notify all 
criminal justice agencies known to have received incorrect infor
mation. 

That the .eissemination of nonconviction information be limited to: 

1. Criminal justice agencies -- for use in the administration of criminal 
justice and in criminal justice agencies. 

2. ,-·Individuals and agencies -- for any purpose authorized by statute, 
ordinance, executive order, court rule, decision, or order. 

3. Individyals and agencies -- for use pursuant to an agreement with a 
criminal justice agency to provide services required for the admin
istration of criminal justice. 

The agreement must specifically authorize access to data, limit their 
use to the purpose for which they have been made available, insure the 
security and confidentiality of these data, and provide sanctions for 
breach of the agreement. 
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E. 
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4. 
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Individuals and agencies -- for res.earch, .ev~lua~ion., and statistical 
analysis pursuant to an agreement wIth a crImmal Justice agency. 

-

The agreement must specifically authorize access to these data! limit 
their use to the purpo;;e for which they have been m~de availa~le, 
insure the security and confidentiality of these data, and provIde 
sanctions for breach of the agreement. 

5. These dissemination limits do not apply to conviction data. 

That certain general policies regar~i~g the use a~d diss:mination of 
information are implemented. Such pollCles should provIde that. 

1. 

2. 

'The use of information given to noncriminal justice agencies will lie 
limited to the purpose for which the information is, given. 

No agency or individual will confirm the ~xistence or n.onexistence of 
a record to any person or agency not entitled to receive the record 
itself. 

The ,state and local governments retai\~ the power to determine for what 
purposes criminal records will be dissemii~9:ted. 

That the dissemination of records, relatilhg to juvenile adjudications, to 
noncriminal justice agenciesr-be prohibi~ed unl~ss a ~tat.ute, court order, rule 
or court decision specifiddly authOrizes dissemmatlOn. However, such 
information can be dissemihated for the purposes covered by (B) (3) and (4). 

That an annyal audit of a l·epresentative sample of state ~nd local cr~minal 
justice agencies, chosen on a random basis, will be carned out to msure 
compliance with the LEAA regulations. 

As part of this audit, the records maintained s.hould. sh~w to whom the 
information was disseminated and the date of dissemmation. Reports to 
central repositories are not to be counted ,as dissemination. 

That certain security standards be established, whether by state legislation 
or by executive regulation. 

The regulations require the state standards to provide that: 

1. 

2. 

3. 

Where computerized data processing is employed, ~ardware and soft
ware designs ~re used which will prevent unauthorized access to the 
information. ' ;;:, 

Access to the informataon system facilities, operating environmen~, 
data file contents, and documentation be limited to authorized orgam
zation and personnel. 

:-...... Li 

Where computer systems are used,. they be operated in accordance 
wi~,r procedures which insulie that: 
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a. The . r~cords arel\ stored in sUc:h a manner that they cannot be 
modlfle~, destroired, accessed, changed, purged or overlaid in 
any fashion by an\y noncriminal justice terminal. ' 

b. 

c. 

d. 

e. 

f. 

g. 

~he programs will I?rohibit inquiry or record update or destruc
tion ~rom any termmalsother than designated criminal justice 
termmals. 

That the r~cords can only be destroyed by designated terminals 
under the dIrect control of the criminal justice agency responsi
ble for the records. 

The programs will detect ~l unauthorized attempts to gain 
access +!,?::-Jh~records and,wIlI preserve information concerning 
the~:,...(empts for output to designated criminal justice 
employees. 

The programs required by (2) and (4), supra, are known only to 
~g~n~y employees responsible for the record system or to 
mdI~I~uals and agencies granted ,knowledge of the programs by a 
sP~cIfiC agreell!ent and th:=tt the programs will be continuously 
kept under maXimum security conditions. 

Any i n.di vi dual or agency authorized direct access will be 
responsIble for (i) the physical security of the records in its 
control or custody, and (ii) for the protection of such information 
from unauthorized access, disclosure, or dissemination. 

The central repository will be protected from unauthorized 
a~cess, thef.$, sabotage, fire, flood, wind, or other natural or 
man-made dIsasters. 

The .criminal justice ag7ncy is required to retain the right to audit, monitor 
and mspect the procedures established. ' 

4. The criminal justice agency will: 

a. 

b. 

c. 

d. 

. Screen and have the right to reject from employment, for good 
c~use, all personnel to be authorized direct access to criminal 
hIstory records. !! 

Have the right to initiate, or cause to be initiated, the transfer 
or removal of personnel authorized to have direct access to the 
records who have violated the present regulations or other) 
security regulations instituted by the state. 

!nstitut~ procedu.res, whe~e computers~re not employed, to 
~ns~te (1) the phYSICal security of the recoras under its control or 
In ~ts custody, and (ii) the protection of such information from 
unauthorized access, disclosure, or dissemination. 

Institute procedures? where computers are not used, to protect 
any central repOSItory from unauthorized access theft 
s~botage, fire, flood, wind, or other natural or m'an-mad~ 
dIsasters. 
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II. 

,I; 
Ii 

III. 

;. 

.; 

G. 

5. 

e. Provide that direct access to the information will be available 
only to authorized officers or employees of a criminal justice 
agency and, as necessary, to other authorized personnel essential 
to the proper operation of the system. 

Each employee working with or having access to the records be made 
familiar with the substance and intent of the Federal regulations. 

Th;tt~e individual has the right to gain access to and review of his criminal 
histor~information for purposes of accuracy and completeness. 

The iates are required to institute procedures such that: 

1. Any individual, upon satisfactory proof of his identity, be entitled, 
without undue burden to himself or to the agency, to review any 
criminal history records concerning him and to obtain a copy thereof 
when necessary for a challenge or correction. 

2. Administrative review and correction are available where the 
individual claims inaccuracy or incompleten«js. 

3. Procedures for administrative appeal are available where the agency 
refuses to correct challenged information to the satisfaction of the 
individual. 

4. Upon request, an individual whose record has been corrected shall be 
given a list of all the noncriminal justice agencies to whom the data 
have been given. 

5. The correcting agency shall notify all criminal justice recipients of the
corrected information. 

'6. The individual's right of access shall not extend to data contained in 
intelligence, investigatory, or other related files and shall not be 
construed to embrace information other than criminal history record 
information. 

In 1976, the states to whom the regulations are applicable were required to submit 
a plan setting forth the procedures they had decided to adopt in order to comply 
with the regulations. The regulations require the plan to have been accompanied 
by a certification that, to the maximum extent feasible, a,l{:tionhad been taken to 
comply with the plan. The certification was required to include: (1) an outline of 
the action already taken, (2) a description of any legislation or executive order, or 
of attempt~\ to obtain such authority, that had b~en instituted to comply with the 
regulations,' (3) a description of the steps which had been taken to overcome any 

. fiscal, technical, or administrative hurdles, (4) a description of the existing 
system and of the steps being taken to upgrade it to the level required by the 
regulations, and (5) a list of the categoriesof noncriminal justice dissemination. 

Section 20.20 provides that the regulations are applicable to "all state and local 
agencies and individuals collecting, storing or disseminating criminal history 
record information processed by manual or automatic operations where such 
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~0~~~C~~~il!1~~a~~, ~~~~sem~nation has been funded in whole or in part" by funds 
Act." su sequent to July 1, 1973, pursuant to Title I of the 

The section also provides that the regulations ~o not apply to: 

A. 

B. 

C. 

D. 

E. 

Posters, announcements, or lists for identifying or 
persons. apprehending wanted 

~~;~~~ 1;~~:0~ 0;0 e~!rY~:~~hp~~lf~li~: ~~~~ters, required by law or long 
chronologIcally. ,records are only compiled 

Court records of public judicial proceedings. 

Published court or administrativ " . . . 
or legislative proceedings. e oplruons, or public JUdIcial, administration, 

~ecords of traffic offenses maintained f or the purpose of regulating the 
Issuance, suspension, revocation or renewal of driver's, pilot's, 'or other 
operators' licenses. 

F. Announcements of executive clemency. 

Subpart (2) raises the possibility of additio al 
C.urrently make police blotter informati ~ blexpense for an~ states which 
to continue to make this informatio - on ~val a e on a !"lame baSIS. If they wish 
system to insure that only chronologi~af:~I~:~!eis ~~!sil~'{~l ~~ve to ~odify their 
the records only be available chronologically' b d • e ~equlrement that 
blotter indexed by nam e ld . IS ase on the belief that a police 
which would not reflect th:~~spts7~~~to;~~:s:rrt~st~~ individual's criminal history 

The Planning Instructions provide some clarification of the regulations. 

Criminal Justice Agency is defined to be (1) - . , 
agency or subunit thereof performing the adm~~~::~tf~: (i) a?y. gOlv~rn~ent~1 
accordance with a statutor mandate . 0 cn~ma JustIce In 
substantial part of its budget ~o the admin~~tr:~~~~~;~~f~~~~i j~~~~~. allocates a 

The administration of justic~ is defined to . cl . 
detention, pretrial release, posttrial release m ude. dete~tlO.n, ~pprehension, 
rectional supervision or rehabilitation. I~ p~sec~tl~nd adJudlca~lOn, .a!"ld :or
collection, st~rage, and dissemination of crimin!? h~~~o~ e:nf~~e l~ent1flcatlOn, 
not, however, mclude preventive activities or the defense ~f the a~~~~~~: It does 
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9. PRlV ACY AND INTELLIGENCE INFORMA TION* 

INTRODUCTION 

In the last decade, much progress has been made in the area of privacy of criminal 
history records. SEARCH surveys indicate that virtually every state has passed 
legislation which deals with some aspect of security of those records and the privacy 
rights of record subjects, and many states have established comprehensive controls 
dealing with the security and privacy of criminal history records. 

However, few states have dealt specifically, let alone comprehensively, with the 
collection and use of intelligence information. This inactivity reflects a widespread 
reluctance to deal in specific statutory terms with the management and regulation of 
this highly sensitive information. Intelligence and investigative information generally 
has been excluded from the coverage of security and privacy legislation and Freedom of 
Information legislation. Instead, its management has been left to professional law 
enforcement officials who presumably are more familiar with investigative techniques 
and, therefore, the special needs of law enforcement agencies for investigative and 
intelligence data. 

This approach is not likely to be acceptable to the public during the coming decade. 
The Watergate scandal and other publicized examples of abusive and intrusive infor
mation gathering practices by Federal intelligence agencies have led Congress to 
consider legislation to control the record practices of the Federal intelligence com
munity. In addition, publicity surrounding covert police intelligence and surveillance 
activities against dissident groups has heightened public awareness of the potential 
threat to individual privacy associated with this kind of police activity. It seems likely 
that there will be increasing pressure in the states for regulations to balance legitimate 
law enforcement investigative and intelligence needs against the individual's interest in 
personal privacy, particularly in the sensitive areas of First Amendment rights, such as 
political, religious or social activities, associations and beliefs • 

This paper summarizes some of the main issues involved in the formulation of policy 
concerning police intelligence information management, and discusses two recent 
documents that are relevant to these issues: (1) the revised Criminal Intelligence 
Systems Operating Policies issued by the Office of Justice Assistance, Research and 
Statistics (formerly the Law Enforcement Assistance Administration), and (2) an 
ordinance enacted by the City of Seattle establishing policies governing the Seattle 
Police Department's investigative and intelligence a.ctivities. 

ISSUES 

In brief, the main issues that must be addressed in a policy on intelligence information 
management are: 

Collection 

Questions that must be resolved in connection with collection concern the types of 
information that may be collected, the circumstances that permit the collection of 

*Reprinted from Issue Brief No.2, Privacy and Intelligence Information. 
California: SEARCH Group, Inc., March 1981. 
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information about a particular individual, and police techniques that may be used in 
collecting the data. Perhaps the most important questions are those concerning the 
collection of information about political, religious or other constitutionally protected 
activities, since these are the activities where patterns of abuse have occurred most 
often. A related question is whether and for what purposes information may be 
collected about private sexual activities or tendencies. From the standpoint of privacy 
protection, rigid controls seem necessary to insure that police intelligence activities do 
not impinge on constitutionally protected rights. However, the controls must not be so 
rigid as to unduly hamper the police in dealing with criminal and terrorist activities 
which may attempt to hide behind the mantle of political, religious or community 
groups. 

Another major issue involves the circumstances which may permit the collection of 
intelligence data about particular persons. Must the data collection have a nexus to 
criminal activity and how direct must the connection be? Must there be actual or 
suspected criminal acts already consummated or about to be consummated, or may 
information be collected on criminal activities that mayor may not occur in the 
future? Must the individual about whom the information is collected be directly 
involved in the criminal activity or is it sufficient that the information be relevant to 
criminal activity by other persons, such as relatives or business or social associates? 

The greatest privacy protection would be ensured by a policy requiring the individual to 
be directly involved in completed or imminent criminal activity. However, from the 
standPvint of effective police operations, such a strict policy might unduly hamper 
investigations of organized criminal groups which include large numbers of participants 
in complex and diverse criminal activities over a broad geographical area and which 
continue over a long period of time. 

Other questions concern the use of particular police investigative techniques. For 
example, should there be limits on the use of paid informants or infiltrators? If 
infiltrators are used, should there be limits on the types of groups or organizations they 
may attempt to infiltrate and on the extent of their activities within these groups? 

Security 

For obvious reasons, intelligence and investigative information is extremely sensitive 
and deserves strict protection. Much of the information is unverified and may contain 
allegations or references to associations that can be extremely damaging to innocent 
persons. Most of the information will never be used or tested in court and many persons 
whose names are in intelligence files will never be arrested. Thus, it is critical to the 
privacy interests of these individuals that the security of intelligence information be 
protected against unauthorized access. 

Most police agencies appreciate the sensitivity of inte!ligence data and evidence 
suggests that they guard it carefully. However, the advent of computers and other 
automated data handling equipment raises new issues about the security of intelligence 
data. May such data be safely stored in computers? What access controls are 
necessary to protect against unauthorized penetration? Should remote terminal access 
be permitted? May raw intelligence information be transmitted over computer links or 
must computerized systems be limited to name index-pointer systems? 

Access 

Since much intelligence data is unverified and perhaps unreliable, the issue of access is 
critical from the standpoint of personal privacy. Within a police agency, which officers 

288 

- , 

o 

I 

I 
I .. ! -. 

c •• ~. __ <. ~ __ 

may have access t ' t ll' 
dissemi ,0 In e 1gence data and for what ? 

under w~:~e~af°uts1d~ ~he agency that collected ir':rictos~r M~y intelIigence data be 
agencies or ind~~i~al~' s Ma

h
y intelli?ence d~ta be dissemlnat:' to or whlat ~rp:>ses and 

, uc as credIt agenCles employe ,non- aw enforcement 
Retention ' rs or pn vate investigators? 

Retentioo is one of the t 
intelligence information. mes ,cnnt:oversial issles involved in the. 
reviewed periodically and May 1n~elhgence data be stored indefinitel manageme~t of 

Im°~~~~~ ~:~~~\n~~~~c!rdr~~:heJ :~erp~~~~nh~~/~ab~:~lH~~: ~~~S~{~~; 
valuable. However fro ,an t passage of time makes the ! _ Since much 

~n~xpensive ~nd ti~e C:nst~i~~:~~~~t ;~~~sol~ce, frequent review a~~t~:~~~a~~~ 
ens:~~~ of intellIgence files is desirable; the ~bl~o. ,Clearly, ~ome periodic review 

me degree of reI evancy and val idi ty of P t ' mdt,s to de ~lse an approach that 
re at ne 1 nf orm at1 en 

Sanctions • 

In o~der for any intelligence inform ' 
public confidence, there must be at10n management p:Jlicy to be effective and t 
Among the '1 - some means of nf ' 0 earn 
who violate a~~ a~~~lc~eto~ds, a~e ci viI or criminal

e 
pe~a~~~ a:~~r~~c~t) the policy. 

department 0 the ClV causes of action for d . Ice persoonel 
include whet~er p ~rent governmental entity. Questiens ~i~?es a~aJ.nst ,the police 
unintentiooal violat~:se i~e;~nnelshould be subject to pe~~gti: ~ro this a~ro~ch 
entity should be b' COurse of their duties a d hethe r goo fruth 
of their dut' su ~ect to·liability for violations by em J n w , r the governmental 

1es. p oyees acting outside the scope 

~ther enforcement approaches i dud ' 
files to insure th t 'I' n e Independent outside a d't f ' . 
an effective e fa Vlo ations have not occurred. While 0 t'~ 1 0, p?hce Intelligence 
intelli en~o f' n orcement approach, it raises serious iss u Sl e au~t IS un~estionably 

:~~~;i=~~~<:p~r~~'f:;P~~~~ .,"ft~hee,.;~:::~ ~:,;::~~:;.~~n: ~fll ~~t~~e~~~~! 
, eCla y if the audit is by non-law enf 0 WI an agency subject to 

, orcement personnel. 
FInally, enforcement m thad ' 
such as discharge, demo~ s may .~nc1ude traditi,:Tlal personnel diSciplinary sanct1'ons 

on, suspenslOn or transfer. , 

THE OJAI~ POLICY GUIDELINES 
The OJARS Policy Guidel' , 
and reissled in 1980 b In~J~ere ISSued by LEAA in 1978 and subse ue tl 
reorganization of LEAN y Th RS (the agency that resulted fro q n yamc::nded 
intelligence systems sup~orte~ ~~~:~:,.:fothe,~lHdeli!1es is to ensur~ t~atCO~gr~~~~~ 
are operated in conformance with the ' mru s Crime Control and Saf e Streets 
The guidelines apply to ooth discr t' privacy and constitutional rights of individ ~ct 
the states which are subgranted to :t~:a;:d1~acnalts by OJARS and to formula grant~ :; 

governments. 
While the guidelines are not irrtended to. , 
on the collection and dissemination o~ f~~rehens1 v~, they d? set important limits 

1gence Information by covered law 
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enforcement agencies and reqJire the agencies to adopt more comprehensive policies in 
some areas. 

Collectim 

The general rule set by the guidelines is that intelligence informatioo aoout a particular 
individual may be collected and maintained only if it is "reasonably suspected" that the 
individual is involved in crimina.l activity and that the informaticn is relevant to that 
criminal activity. Thus, it would not be permissible to collect information about 
business associates, relatives or friends of persons suspected of crimina.l activity unless 
there were reason to suspect that these persons were themselves involved in the 
crimina.l activity. If the information relates to political, religious or social views, 
associations or activities, the rule is more stringent. Such information may be 
coIl ect ed and m ai nt ai ned onl y if it" di rectI y reI at es to an i nvesti ga ti 00 of cr imi na.l 
activities and there are reasonable grounds to suspect the subject of the information is 
or may be involved in crimina.l a>nduct." Thus, there must be a crimina.l investigation 
in progress and there must be reasonable "grounds," rather than mere suspicion, that the 
subject of the information is involved in crimina.l activities directly related to the 
in vestigation. 

Dissemimtim 

The guidelines provide that intelligence data may be dissemina.ted only to law en
forcement officials, inside or outside of the agency collecting the information, "where 
there is a need to know/right to know the data in the performance of a law enforcement 
acti vity." The commentary to the original guidelines declined to offer a specific 
definition of "need to know/right to know," rut stated that the term is generally 
understood in the law enforcement community to require that a criminal justice official 
reqJesting access to an intelligence file must establish that he is. conduct~ng ~n 
investigation pursuant to his official duties and that he needs the information m 
connection with the investigatim. The guidelines recpire each covered agency to 
establish written standards defining need to know/right to know more specifically. 

If intelligence data is dissemina.ted outside the collecting agency, the recipient l:aw 
enforcement officials must agree to follow procedures regarding data entry, mrun
tenance, security and dissemina.tioo that are consistent with the guidelires. 

Security 

Agencies maintaining intelligence data are reqJir,e~ to establish administr~tive, physi
cal and technical safeguards to protect the data agrunst damage or unauthOrized access. 
These safeguards are to include an audit trail of dissemina.tioos outside of the agency. 

Review 

The guidelines reqJire each covered agency to establish procedures to assU"e that all 
information which is retained has continuing relevance and importance. The procedures 
must provide for "periodic review" of data and destructioo of any informaticn which is 
"misleading, obsolete or otherwise unreliable." . The original &ui~elines required 
agenci es to review intelligence files at least every two years and to indicate the reason 
for retaining any information longer than two years. However, the amended 1980 
guidelires deleted the two-year reqJi rement on the g~o~ds that it mif?ht be. tc:x> 
burdensome and expensive for some agencies. The gUidelmes now permit penodic 
review on time schedules developed by individual agencies, but require that any 
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information retained longer than two years must be reviewed and revalidated before it 
can be utilized or disseminated. 

Automated Equipment 

The guidelires provide that OJARS must approve system designs for the use of 
automated equipment for the storage and dissemination of intelligence information. 
They also prohibit direct remote terminal access to intelligence data stored in com
puters. 

Sanctioos 

The guidelines cb not provide sanctions, but reqJire each agency to adopt sanctions to 
control unauthorized access, utilization and disclosure of intelligence information. 
However, accountability to OJARS is asstred by a "funding guidelire" which stip.Jlates 
that intelligence systems will be funded onl y if control and super vision of information 
collecticn and dissemina.ticn will be retained by the head of a government agency or by 
an individual with general policymaking authority who has been expressly delegated 
control and supervisioo by the head of the agency. This supervising authority must 
certify in writing that he takes full responsibility and will be accountable for 
compliance with the guidelines. 

THE SEA TILE POLICE. INTELLIGENCE. ORDINANCE 

Seattle City Ordinance No. 108333, passed on July 2, 1979 an(l effective January 1, 
1980, is perhaps the first legislative attempt to deal comprehensively with all aspects 
of police intelligence and investigative operations. As such, it should be of interest to 
other jurisdictioos considering the adoptioo of legislatioo on this subject. 

Because the ordinance deals with all aspects of police work, it is lengthy and complex. 
Although no attempt will be made in this issue lxief to describe the ordina.nce in detail, 
its general approach will be described and a summary of its major provisions set out. 

Approach 

The approach of the ordina.nce is to deal with all aspects of the work of the Seattle 
Police Department related to criminal investigations and the collection and utilization 
of investigative and intelligence information. However, the main directioo of the 
ordinance is to provide protections of individual privacy in areas where patterns of 
aruse historically have occurred. Thus, special protectioos are included for consti
tutionally protected activities, including political, religious and social activities and 
pri vate sexual acti vi ties; and special attenti 00 is given to certain police techniques that 
have historically been overly intrusive in these areas, including the use of infiltrators, 
paid informants and the collection of informatioo for the protectioo of visiting 
dignitari es. 

The ordina.nce seeks to provide these protections trcough four mechanisms: 

(1) Internal controls, 
(2) Audit trails, 
(3) An independent auditor, 
(4) Civil liability. 
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Since the intent is to provide needed protections in ~pecially sensitive areas, the 
ordinance carves out exceptions to the main provisions of the bill in area:; of police 
work where patterns of abuse historically have not been experienced. Thus, a major 
exception exempts criminal investigations where criminal charges have been filed and 
the rules of discovery and other protections inherent in the criminal process are 
available for the protection of individuals. The bill also exempts confidential 
communications, materials open to public inspection, administrative records and 
"incidental references" to otherwise restricted informatim. This latter exempticn 
excludes incidental references to sensitive information obtained during the course of 
normal police work, whet-e the objective of the police activity was not to obtai.n the 
sensitive data. For example, passing references to sex or politic~ beliefs or activities 
contained in incident reports would not be covered by the ordinance. 

The effect of the exclusions is to carve out the great majority of work essential to the 
daily operatioo of the police department, thus relieving the administrative rurden on 
the department in areas where abuse is not likely and concentrating on the narrow 
srope of police techniqJes where aruse has most often occurred.L.I 

Restricted Information 

"Restricted information" is defined by the ordinance as information aoout political, 
religious, social or community associations, activities, beliefs or opinions. The 
definition covers most activities protected by the constituticn, including civil rights 
activities, community activities, and organizations or demonstrations for the fur
therance of such activities or beliefs. This type of information is the main area of 
concern of the ordinance. The controls, prohibitions and pmcedures set out in the 
ordinance are design'ed primarily to prevent IX>lice aruses in the political/relig
ious/sodal area. 

,l 

Collection 

Restricted information may & collected only upon the isstance of a written autooriza
tion obtained from a lieutenant or higher ranking officer. Authorizations may be 
granted only when there is a reasonable suspicicn that the subject of the informaticn is 
in vol ved in criminal activity or is a victim or wHness of criminal activity, and the 
information/~ought is I: devant to t~. criminal activity or the arrest of the subject of 
the information. Authorizations are good for 90 days and may be renewed if grounds, 
such as new information, can be srown. 

The autoorization =must be issued in writing and must set out detailed reasons for its 
issuance, including a description of tile information to be sought and a state ment of the 
facts and circumstances creating a reasonable suspicion of criminal involvement of the 
subject of the information. This authorization procedure is designed to create a 
detailed paper audit trail to facilitate oontrol and examination of the collection of 
information in this sensitive area. 

Dissemimtim 

The or:runance provides that restricted informatioo may not be transmitted to another 
criminal justic:e or governmental agency unless the agency has a need for the 
information that would be suffident to obtain an autoori zati on.. Dissemination logs 
must be kept of each such dissemination. 

'" 
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Informants o 

The ordinance contains limits on the use of informants or infiltrators to gather 
restricted information about political, religious, sodal, civil rights or community 
organizations. The use of these police techniqJes to gather information in other areas, 
such as organized criminal group;, is not limited by the ordinance. 

Where restricted information is to be gathered by an infiltrator, the Chief of the 
Seattle Police Department must approve an authorization stating the need for the use 
of the infiltrator, the matters about which information is to be collected and protective 
measures to insure minimum intrusion and to avoid unreasonable infringement of the 
rights of the organization to be infiltrated. 

The ordinance also limits the use of ~ informants to collect restricted information 
about political/religious group;. In such cases, the techniques of the informant and his 
partidpation in criminal activities are subject to specific limitatioos. If the informant 
is not paid or if the information to be collected is not restricted, the limitations do not 
apply. 

Protection of Dignitaries 

Since police agencies historically have used the pretense of dignitary protection to 
collect information on dissidentp6iitical group;, the ordinance contains specific 
controls applicable to this technique. A separate authorization procedure is established 
and files including restrlcted information collected for this purpose are required to be 
kept separate from other investigative files. Strict time limits for collection and 
purging of the information are set, access logs are required to be kept and limits are set 
on the dissemination of such information outside of the Seattle Police Department. 

Sexual Information 

Sexual information is the second major category of information principally coveted by 
the ordinance. It includes any information about a person's sexual practices or 
orientation. Private sexual information may be coHected only when there is a specUic 
connection to criminal activity involving sexual matters (such as rape, prostitution, 
pandering, procuring or pornography), and the informaticn appears reasonably relevant 
to the investigation of such criminal activity or the arrest of the subject of ~he 
information. Such information may be disseminated outside of the Sei:lttle PolIce 
Department only if the redpient criminal justice or governmental agency has a need for 
the information that would justify its rollectioo under the ordinance. 

No authorization is required for the collection of priyate sexual information in 
connection with the investigation of sex-related crimes, and no auttrirization may be 
issued to permit the collection of such information for any other purpose. 

Aooiting 

Perhaps the most innovative procedurein the ordinance is the use of an lndepende~t 
outside auditor to assure complianc8; l;>y the police department. The auditor IS 

appointed by the Mayor and confirmed by the City Council for a three-year term. He is 
granted access to all Police, Department files, except for certain internal personnel and 
confidential files and files relating to investigations of organized crime or government 
corruption that are certified by the Court Prosecuting Attorney for exemption from the 
auditor's review. This exception is included to permIt the prosecuting attorney to 
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withhold from the' auditor certain especially sensitive case files, provided that the 
prosecuting attorne'y certifies that he will discharge the powers and responsibilities of 
the auditor with respect to such files to.,assure that the terms oft.he ordinance are met. 

The auditor is requir,ed to review police department files at urujcheduled intervals (but 
at least once every 180 days) to asstre that the ordinance is sat!~~fied. He is required to 
make summary reports of his findings to the Mayor and other city officials, including 
descriptions Of any substantial violations of the ordinance dis(X)vered during the audit. 
He is also required to provide written notice to any person about whom restricted 
information has been cbllected if he has a reasonable belief 1that the information was 
collected, in violation of the ordinance and would create I,d vii liability under the 
ordinance. 

Thus, the principal enforcement mechanism is independent audit and notice to indi
viduals whose rights may have been violated, coupled with civil causes of action for 
damages. 

Liability' 

The ordinance creates a civil cause of action against the C;ity of Seattle for injuries 
proximately caused by willful violations of the ordinance by police department 
personnel in the scope and course of their duties. Liquidated damages are provided for 
in the amount of $500 for individuals and $1,000 for organizations. , 

The cause of action is against the city only and personal liability is expressly denied for 
any act or omission by a city employee made in good faith in the scope and course of 
official duties. However, city employees are subject to disciplinary sanctioos, such as 
reprimand, suspension, transfer or discharge. 

CON a.. us ION 

Although there has been little activity in receht years in the area of the regulation of 
investigative and intelligence information, this issue brief demonstrates that some 
attention has been given to the subject and at least one comprehensive legislative 
package has been produced. The Seattle ordinance is an excellent exam pIe of the kind 
of approach that might be taken to regulation of the full range of police investigative 
and intelligence activities. Altoough it remains to., be seen how well some of the 
innovations will work and whether or not the ordinance will hamper legitimate police 
activities, the Seattle approach is courageous. 

Whether other jurisdictions adopt this comprehensive approach or the more limited 
approach of the OJARS regulations, it seems clear that increased public attention 
recently focused on police intelligence activities will cause greatly increased legislative 
and regulatory activity in tills important area of criminal justice information law and 
policy. 
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Foreword 

. andards Publication Series of the National 
The Federal Information Proc~ssmg S.t. relating to standards adopted and 

But au of Standards is the official pub~lc~l~ 89-306 (Brooks Bill) and under Part 
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have given the Secretary of Commer~e Imand automatic data processing systems I~ 
utilization and management of com~~:;sSccretary's responsibilities, the ~BS, th~o~g I 
the Federal Government. To car.ry ou d Technology, provides leadership, tec n~cal 
its Institute for Computer SCiences an t efforts in the development of techmca 

'dance and coordination of govern men 
:~~deline~ and standards in these areas. 

f the United States in a report to the 
In October 1974, the Comptroller Ge~e~~lnO of computer programs is clearly an 

t d that "adequate documen a 10 t systems." Good documen-Congress no e mical use of compu er ADP 
essential element of efficient an~ econo t the effective management of re-
tation should provide infohrm~t:on ht:n;~P~o~nformation. The NBS is pleased
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Abstract 

RUTH M. DAVIS, Di~ector 
Institute for Computer SCiences 

and Technology 

. ermining the content and extent of docu-
These guidelines provide a baslsd for tde\ted 'data systems. Software developm:nt 

mentation for computer programS:.l:l a~;e:tified several examples of ,J.ocu~e~ta~~~ 
Phases and related document type~dalr.e for te~ document types are ?VI e . . d ontent gm e mes options are given, an c 
ten document types are: 

Functional Requirements Document 
Data Requirements Doc~men~ 
System/Subsystem SpeCification 
Program Specification 
Data Base Specification 
Users Manual 
Operations Manual 
Program Maintenance Manual 
Test Plan 
Test Analysis Report 

h kl ' t for general use . reference and a c ec IS . The guidelines are intended to be It bas\c d evaluate documentation practices. 
throughout the FedeJ;al Government to p an an 
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Federal Information Processing Publications are issued by the National BUl'eau of Standards pursuant to the 
Federal Property and Administrative Services Act of 1949 as amended, Public Law 89-306 (79 Stat. 1127), and as impl,ment,d by Ex"uti .. 0",,, 11717 (38 FR 12316, dal,d May 11, 1973), and p.,.t 6 of Titl, 16 CFR (Cod' of Federal Regulations). 

Name of Guideline. Guidelines for Documentation of Computer Programs and Automated Data Systems. 

Category of Guideline, Federal General Applications and Data Standard-Software, Documenta_ tion. 

Explanation, These guidelines provide a basis fOl' determining the content and extent of docu. 
mentation for computer programs and automated data systems. 

ApprOving Authority. Depa_ent of Commerce, National Bureau of Standards (Institute for Computer Sciences and Technology). 

Maintenance Agency. Department of Commerce, National Bureau of Standards (Institute for Computer Sciences and Technology). 

ApPlicability. These guidelines are intended to be a basic reference and a checklist for general 
use throughout the Federal Government to plan and evaluate documentation practices. 

Imple,nentation Schedule. Implementation is desirable.t the earliest possible date to achieve mol'. 
effective use of ADP resoUl"es and to facilitate interchange of information about computer programs and automated data systems. 

Where documentation standards are already in existence, it is recommended that they be re
viewed for conformance with the intent of this guideline and revised as needed to be consistent with the 'best use of available resources. 

Specifications. The following pages define software development phases and related document 
types, give several examples of documentation options, and provide content guidelines for ten document types. 
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a. Automated Data System Documentation Standards Manual, Department of Defense ManuaI4~20.17_M, December 1972. 

b. Computer Program Documentation GUideline, National Aeronautics and Space Administra_ tion, NHB-2411.1, J'uly 1971. 
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Federal Information Processing Standards Publication 30, U.S. Department of Commerce, June 
30,1974. 

Definitions. 

a. Computer program. A series of instructions or statements, in a form acceptable to a com
puter, prepared in order to achieve a certain result. 

b. Automated data system. A set of logically related computer programs designed to accom
plish specific objectives or functions. 

Where To Obtain Copies Qf the Guideline. 

a. Federal Government activities should obtain copies of this publication from the estab
lished sources ~ithin each agency. When there is no established source, purchase orders should 
be submitted to the National Bureau of Standards, Institute for Computer Sciences and Tech
nology, Office of ADP Standards Management, Technology Building, Washington, D.C. 20234. 
Refer to the Federal Information Processing Standard Number 38. 

b. Others may obtain copies of the FIPS PUB from the Superintendent of Documents, U.S. 
Government Printing Office, Washington, D.C. 20402 (SD Catalog Number C13.52 :38). There 
is a 25 percent discount on quantities of 100 or more. When ordering, specify document number, 
title, and SD Catalog Number. Payment may be made by check, money order, coupons, or de
posit account. 

c. Copies of this FIPS PUB are also available in Microfiche from the National Technical 
Information Service, 5285 Port Royal Road, Springfield, Virginia 22161 at 95 cents a copy. Re
fer to Report Number NBS-FIPS-PUB-38. 
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Introduction 

The planning, design, development, and implementation of computer programs and 
automated data systems 1 represent a considerable investment of human and automated 
resources. To maximize the return on this investment, and to provide for cost-effective 
operation, revision, and maintenance, sufficient documentation is needed at each stage 
of the software development life cycle. This pUblication has been prepared in response 
to that need. 

Documentation provides information to support the effective management of ADP 
resources and to facilitate the interchange of information. It serves to: 

-Provide managers with technical documents to review at the significant develop
ment milestones, to determine that requirements have been met and that resources 
should continue to be expended. 

-Record technical information to allow coordination of later development and use/ 
modification of the software. 

-Facilitate understanding among managers, developers, programmers, operators, 
and users by providing information about maintenance, training, changes, and 
operation of the software. 

-Inform other potential users of the functions and capabilities of the software, so 
that they can determine whether it will serve their needs. 

The quality and consistency of software documentation depend on management com
mitment and the technical environment. The criteria for evaluating the adequacy of 
documentation will vary directly with the perceived need for documentation. The utility, 
quality, and acceptability of the documents prepared will provide a measure of the man
ngement judgment exercised in implementing the documentation guidelines . 

This publication provides guidelines for the content of software documentation and 
examples of how management might determine when and how to utilize the ten docu
ment types described. Part 1 states the purpose of each document type and its relation
ship to the software life cycle. Part 2 discusses considerations in using these document
ation guidelines including examples of agency or organization level guidance criteria 
that can be applied to determine the extent of documentation required. Part 3 presents 
the -content guidelines for the ten document types.2 

1 Throughout this FIPS PUB 38 "software" Is used in lieu of "computer program and/or automated data ~ystem." 
• Note thnt the Software Summary for Describing Computer Programs nnd Automated Dnta Systems (FIPS PUB 30) is \·()ri~idpred a comroncnt of documentation. in tbis conlext. 
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PART 1. DOCUMENTATION WITHIN THE SOFTWARE LIFE CYCLE 

1.1. Scope. Computer programs and automated data systems evolve in phases from the time 
that an idea to create the software occurs through the time that that software produces the. re
quired output. It is recognized that there are in current usage many different terminologies to 
identify these phases and the stages within these phases. Three phases applicable to the software 
life cycle are: initiation, development, and operation. The development phase is further sub-

. divided into four stages. 

This pUbiication provides content guidelines for ten document types generally prepared 
during the development phase. Figure 1 relates the preparation of the ten document types to 
the stages in the development phase. The amount of documentation produced is flexible, and this 
flexibility is discussed in Part 2. Content guidelines for the ten document types is provided in 
Part 3. Each of these document types can stand alone or be combined with others to meet spe
cific documentation requirements. 

FIGURE 1. Documentation within the 80ftware life cl/cle 

INITIATION OPERATION 
PHASE DEVELOPMENT PHASE PHASE 

Definition Design Programming Test 
Stage Stage Stage Stage 

Functional System/ Users 
Requirements Subsystem Manual 
Document Specification 

Program Operations 
Specification Manual 

Data Data Base Program 
Requirements Specification Maintenance 
Document Manual 

TeSr Plan Test Analysis 
Report 

1.2. Phases. While the terminology used to describe the phases is arbitrary, it provides a con
venient framework within which the development of software may be discussed. 

1.2.1. Initiation. During the Initiation Phase, the objectives and general definition of the 
requirements for the software are established. Feasibility studies, cost-benefit analyses, and 
the documentation prepared within this phase are determined by agency procedures and 
practices. 

1.2.2. Development. During the Development Phase, the requirements for the software 
are determined and the software is then defined, specified, programmed, and tested. Docu
mentation is prepared within this phase to provide an adequate record of the technical in
formation developed. 

1.2.3. Operation. During the Operation Phase, the software is maintained, evaluated, 
and changed as additional requirements are identified. 

1.3. Stages. While the terminology used to describe the stages is arbitrary, it provides a con
venient framework within which the development of the ten document types may be discussed. 
It is recognized that not all of the document types are required to document software in every 
case and that in some cases the various document types may need to be combined. The flt1xible 
nature of these guidelines is discussed in Part 2. . 
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1.3.1. Definition. During the definition stage, the requirements for the software and docu
mentation are determined. The Functional Requirements Document and the Data Require
ments Document may be prepared. 

1.3.2. Design. During the design stage, the design alternatives, specific requirements and 
functions to be performed are analyzed and a design is specified. Documents which may be 
prepared in{;iude the System/Subsystem Specification, Program Specification Data Base 
Specification, and Test Plan. ' 

1.3.3. Programming. During the programming stage, the software is coded and debugged . 
Documents which may be prepal'ed during this stage include the Users Manual Operations 
Manual, Program Maintenance Manual, and Test Plan. ' 

1.3.4. Test. During the test stage, the software is tested and related documentation re
viewed. The software and documentation are evaluated in terms of readiness for implementa
tion. The Test Analysis Report may be prepared. 

1.4 Document Types. The purpose of each of the ten document types described in further detail 
in part 3, is defined in the following paragraphs. ' 

1.4.1. Functional ReqUirements Document. The purpose of the Functional Requirements 
Document is to provide a basis for the mutual understanding between users and designers 
of the initial definition of the software, including the requirements, operating environment, 
and development plan. 

1.4.2. Data Requirements Document. The purpose of the Data Requirements Document is 
to provide, during the definition stage of software development, a data description and tech
nical information about data collection requh·er.{~fmts, 

1.4:3. System/Subsystem Specification. The purpose of the System/Subsystem Specifica
tion is to specify for analysts and programmers the requirements, operating environment, 
design characteristics, and program specifications (if desired) for a system or subsystem. 

1.4.4. Program Specification .. The purpose of the Program Specification is to specify for 
programmers the requirements, operating environment, and design characteristics of a com
puter program. 

1.4.5. Data Base Specification. The purpose of the Data Base Specification is to specify 
the identification, logical characteristics, and physical characteristics of a particular data base. 

1.<1.6. Users Manual. The purpose of the Users Manual is to sufficiently describe the func
tions performed by the software in non-ADP terminology, such that the user organization can 
determine its applicability and when and how to use it. It should serve as a reference docu
ment for preparation of input data a:t}d parameters and for interpretation of results. 

1.4.7. Operations Manual. The purpose of the Operations Manual is to provide computer 
operation personnel with a description of the software and of the operational environment 
so that the software can be run. 

1.4.8. Program Maintenance Manual. The purpose of the Program Maintenance Manual is 
to provide the maintenance progl'ammer wi th the information necessary to understand the 
programs, their operating environment, and their maintenance procedures. 

1.4.9. Test Plan. The purpose of the Test Plan is to provide a p!fll1> for the testing of 
software; detailed specifications, descriptions, and procedures for all tests; and test data re
duction and evaluation criteria. 

1.4.10. Test Analysis Report. The purpose of the Test Analysis Report is to document the 
test analysis results and findings, present the demonstrated capabiliti/~s and deficiencies for 
review, and provide a basis for preparing a statement of software readiness for implementa
tion. 
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PART 2. DOCUMENTATION CONSIDERATIONS 

Documentation preparation should be treated as a continuing effort, evolving from prelimin
ary drafts, through changes and reviews, to the documentation and software delivered. The ex
tent of documentation to be prepared is a function of agency management practices and the size, 
complexity lind risk of the project. 

2.1. Responsibilities. Separable responsibilities which are inherent in the flexible nature of these 
guidelines are: 

a. Definition of agency guidance to project managers as to what documentation should be 
prepared under various conditions and, perhaps, to what levels of extent, detail, and formality. 
See Examples A and B in paragraph 2.5. 

b. Determination by a project manager of the documentation plan for a specific project, in-
cluding: 

(1) What docUJxlent types apply and should be prepared. 
(2) The formality, extent, and detail of the documentation. 
(3) Responsibilities and a schedule of preparation for the documentation. 
(4) Procedures and schedule of review, approval, and distribution and the distribution list. 
(5) Responsibilities for documentation maintenance and change control through the develop-

ment phase. 

The formality, extent, and level of detail, and other determinations by the project manager in 
specific cases will be more consistent if agency guidance and criteria are established. In general, 
as the size, complexity, and risk of a project increase, so does the need for formality, extent, and 
level of detail of the documentation. The Users, Operation~., and Program Maintenance Manuals 
should be formal since they support the use of the software;, particularly if the software will be 
used outside of the developing organization or if extensive cnanges are expected during the life 
of the software. 

2.2 Document Audience'>';i. Each document type is written for a particular "audience." The au
dience may be an individual or a grQup of individuals who are expected to use the document con
tents to perform a function, e.g., operation, maintenance, design, programming. The information 
should be presented using the terminology and level of detail appropriate to the audience. 

2.3. Redundancy. The ten document types in this guideline have some apparent redundancy. 
This apparent redundancy is of two types. Introductory material has been included in each docu
ment type to provide the reader with a frame of reference. This information has been included 
to provide the "stand alone" approach, and understanding of the document with a minimum need 
for cross-referencing to parts of other docnments that may have been produced. A second type 
of apparent redundancy is that most document types specify, for example, descriptions of inputs, 
outputs, and equipment to be included. The information that should be included in each of the 
document types, differs in context and, perhaps, in terminology and level of detail, since the in
formation is intended to be read by different audiences and at differe:nt points in the software 
life cycle. 

2.4. Flexibility. Flexibility in the use of the document content guidelines is provided by the ba
sic organization of contents. An attempt has been made to provide an internally consistent orga
nization scheme. The following paragraphs describe various options which should be considered. 

2.4.1. "Sizing" of Document Types. E:.ich document, type outline may be used to prepare 
documents that range from a few to sevt::.ial hundred pages in length. The size depends on 
the size and complexity of the project and the judgment of the project manager as to the 
level of detail necessary for the environment in which the software will be developed or run. 

2.4.2. Combining and Expanding Document Types. It is occasionally necessary to combine 
sever!1l document types unde:r one cover or to nroduce seve1'al volumes of the same document 
type. Document types that can be combined into one are, for example, the Users, Operations, 
and Program Maintenance Manuals. When this is done, the substance of the contents covered 
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by each document type should be presented using the outline of that document type, for exam
ple, Part" I-Users, Part II-Operations, and Part III-Program Maintenance. 

When a system is extremely large 01' is to be documented in a modular fashion, a docu
ment may be prepared for each module, In some cases, the size of a document mav necessi
tate that it be issued in multiple volumes to allow ease of user reference, In such cases, the 
document should be separated at a section division. The contents of the Test Plan document 
type, for example, may be separated between the sections of plan, specifications and evalua
tion, and specific test descriptions. 

2.4.3. Format. The content guidelines in Part 3 have been prepared using a generally con
sistent format. Use of this particular format is encouraged but is not essential. It is a tested 
and accepted format, 

2.4.4. Sequencing of Contents. In general, the order of the sections and paragraphs in a 
particular document type should be the same as shown in the contellt guidelines in Part 3, The 
order may be changed if it significantly enhances the presentatioll~ 

2.4.5. Documenting Multiple Programs or Multiple Files. Many of the document type con
tent outlines anticipate and are adaptable to documenting a system and its SUbsystems, multi
ple programs, or multiple files, AU of these outlines can? of course, be used for a single sys
tem, subsystem, program, data base, or file, 

2.4.6. Section/Paragraph Titles. In general, the titles of sections and parag'raphs should 
be the same as shown in the content guidelines. The titles may be modified to reflect ter
minology unique to the software being documented if the change significantly enhances the 
presentation. Sections or paragraphs may be added or deleted as local requirements dictate. 

2.4.7. Expansion of Paragraphs. Many of the document types have paragraphs with a gen
eral title and a list of factors that might be discussed within th!1t paragraph. The intent of 
the content guidelines is not to prescribe a discussion of each of these items, but to suggest 
that these items be consj,c!ered in writing that paragraph. These and all other paragraphs 
may be expanded and t~':1:lther subdivided to enhance the presentation. 

2.4.8. Flowcharts/Decision Tables. The graphic representations of some problem solutions 
are treated best in the form of flowcharts, others in the form of decision tables. Either may 
be included in or appended to the documents produced. 

2.4.9. Forms. The use of specific forms is dependent on practices in an agency, Some of the 
information specified in a paragraph in the content guidelines may be l'ecorded on such forms. 
If so, the form can be referenced from the appropriate paragraph. The use of standard forms 
is encouraged. 

2.5. Examples of Documentation Guidance and Criteria. The formality, extent, and level of de
tail of documentation to be prepared is a function of agency ADP management practices and the 
size, complexity, and risk of a project. The following examples were taken from two Federal 
agency directives, but are amended to conform to the naming of document types in this publica
tion. The examples illustrate how criteria could be established to aid project managers in deter
mining the extent and level of detail of documentation required. 

Example A presents a scheme using development cost and document audience as two criteria 
to establish thresholds for documentation requirements. See the fo11owing pages and Figure 
2. . " 

Example B presents a scheme using twelve criteria with weighting factors and a scale of the 
total weighted criteria to establish formal documEntation requirements. Figure 3 illustrates 
the application of the weighted criteria shown in Figure 4. The procedure to use these tables 
is: 

1. Weight the softwal'e by each of the twelve criteria in Figure 4, 
2. Sum the weights assigned. (Total weighted criteria.) 
3. Find the row in Figure 3 that lists the document types to be prepared. 
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FIGURE 2. EXAMPLE A. Cost and/01' usage threshold criteria f01' extont and formality 

Then DOCUMENTATION 
ELEMENTS 

And EXTENT OF EFFORT 

Level If PROJECT COST: Or USAGE 

t£.L.,,;§~m . 
" , . 

.~ ~'.-

1 Less than $1000 One Shot Software Summary plus any' No special effort, normal good prac-

Or (Single Use) incidentally produced docu- tice. 

One Man-month 
mentation. 

.~, 

2 $1000 to $5000 Special or Level 1 plus Use';~l Manual Minimal documentation effort, spent 

Limited and Operations Manual. 
on informal documentation. No for-
mal documentation effort. 

Purpose or 
Application 

3 Over $5000 Multipurposed, Level 2 plus Functional Re-
AlI basic elements of documentation 

or Multiuser quirements Document, Pro-
should be typewritten, but need not 

gram Specification, Pro-
be prepared in finished format for 

gram Maintenance Manual, 
publication or require external edit 

Test PIIiID, Test Analysis or review. 
Report; and System/Sub-
system Specification. 

Level 3 produced in a form 
At a minimum, all basic elements pre-

4 Over $5000 Publicly 
Announced, or suitable for publication. 

pared for formal publication, in-
eluding externlll review and edit. 

Critical to 

I 
Operations 

<.l"'" 

EXAMPLE A. LEVELS OF DOCUME;r,;TATION 

DEFINITIONS OF LEVELS 
To protect against both over and under documentation, computer program documentation 

has been divided into four levels. From lowest to highest these levels of documentation al'e: (1) 
minimal level, (2) internal level, (3) working document 3 level, and (4) formal publication level. 
The criteria determining these levels of documentation are described in the following 'paragraphs, 
and summarized in Figure 2. Additional criteria peculiar to a~ installation and/or judgment rela
tive to program sharing potential, life expectancy, and usage frequency are also appropriate fac-
tors to be considered in the determination of documentation levels. 

MINIMAL LEVEL (LEVEL l.) 
Levell documentation guidelines are app1i~able to single use programs, or one-shot jobs, of 

minimal complexity. Although no' significl'l.nt documentation cost should be added, there exists the 
requirement to show what type of work is being produced and what a given program really does, 
Hence, it is desirable to keep on file for a minimum period of time the documentation which re
sults fl'Q~ the development of the programs, i.e., program abstract, compile listing, test cases, etc. 

, The cflteria for categorizing a program as Levell can be its expected usage or the resource ex
pended in its generation, in man-hours or dollars, and may be modified for the peculiar require
ments of the installations. Suggested resource expenditure criteria are programs requiring less 
than one man-month effort 01' less than $1,000 (these are not assumed to be equal). 

INTERNAL LEVEl;. (LEVEL, 2) 
Level 2 documentation applies to special purpose programs which, aiter careful considera

tion of the possible interest of others, appear to have 1)0 sharing potential and to be designed 
for use only by the requesting scientist or manager in an environment over which he has cog
nizance. Large programs which have a short life expectancy also fall into this level. The docu
mentation required (othe~' than Level I} is that necessary for deckdetup and modifications. This 
requirement can be satisfied by the inclusion of detall input/output formats, setup instructions, 
and the liberal use of comment cards in the~;source deck to provide clarification in the compile 
listing. In summary, the effort spent toward formal documentation for Level 2 programs should 

be minimal. 
• The term "working document" 01' "working pap.ar" as used in this guidelin .. refer to typewritten doeument., !lot neeessarlly prepared 

iti finished (ormat SUitable for publieation nor subjeet to external editorial review, 
'I~ , '" 

II I 
() 

.'" 

10 

308 

~. 

, 

? " 

" 

FIPS PUB 38 

FORMAL PUBLICATION LEVEL (LEVEL 4) 

This le~el applies, t? programs which are of' . ounced o~tsIde the ol'lgmating installation This Isuffi{IeFtdgeneral m.terest and value to be an-
f!ogrtmthI.s to be referenced by a scientifid public:ti

e 
0 ocumentatlOn is also desirable if the 

IOn. a . IS level should comply with the uideli on or paper. The format of the documenta-
cldu.st~on m one of the scientific and tech:i.cal p~bii~~t'elemen~s of ~ocumentation suitable for in-
e 1 mg proced.ures. ,IOn SerIes WIth the attendant review and 

. Also co,nsIdereq to be within this level are th " ~Ied o~~he I~stallatIon. These programs should be d~ prog~a~~ whIch are critical to the activi-
m- ep . reVIew and special configuration control cumen e m a formal, rigorous manner, with 
t~phcatlOns, such .as payroll, should be considereSrfcequrfs .enf?rced: Recurring management 
am an accurate hIstory of conformation to cha . or 1 me USlOn m thIS category so as to mainngmg aws, rules, and regulations. 

FIGURE 3, EXAMPLE B, Total weighted documentation criteria vs 1"equi1"ed document types 

(See Figure 4 to determine total we' ht d ·te Ig, e crl ria.) 
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FIGURE 4. EXAMPLE B. An ex,ample of weighting fOl' twe/.ve documentation criteria (See Figure 9 for appli
cation of total ,weighted criteria to determination of "equired documentation types.) 

-----
Criteria 1 2 

1. Originality None-reprogrrm Minimum-more 
required on different' . stringent 

equipment requiremen ts 

2. Degree of Hil<hly restricted. :.<estricted-parameter-
I:enerality Single purpose ized for a range of 

capacities 

3. Span o[ operation Local or utility Component command 

4. Change in scope None Infrequent 
and objective 

6. Equipment Single machine. Single machine. Routine 
complexity Routine processing. E:ctended 

1l1'ocesRing peripheral syatem 

6. Personnel 1-2 3-5 
assigned 

7. Developmental I-10k 10-60k 
cost 

8. Criticality Data processing Routine operations 

n. A "erage response 2 or more weeks 1-2 weeks 
time to program 
change 

1 O. Average response 2 or more weeks 1-2 weeks 
time to data 
inputs 

11. Programming High level High level and limited 
languages language assembly lenguage 

12. Concurrent None Limited 
software 
development 

I 
• ,. 1-, ... 

WEI<lHTS 

3 

Limited-new 
interfaees 

Limited flexibility. 
Allows some r.hange 
in format' . 

Single command 

Occasionel 

Multi-computer. 
Standard peripheral 
system 

6-10 

60-200k 

Personnel safety 

3-7 days 

'1-7 days 

High level and ex-
tensive assembly 
language 

Moderate 
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Considerable- apply 
existing state of art 
to environment 

Multi-purpose. Flexible 
format. Range of 
subjects 

Multi-command 

Frequent 

MUlti-computer. Ad-
vanced programming. 
Complex peripheral 
system 

10-18 

200-500k 

Unit survival 

1-8 days 

1-24 hours 

Assembly language 

Extensive 

5 

Extensive-requires 
advance In state of 
the art 

Very flexible-able to 
handle a broad 
range of subject 
matter on different 
equipment 

Defense Department. 
World wide. 

Continuous. 

Ma~ter control system. 
Multi-computer auto 
input/output and 
display equipment. 

18 and over 

Over 500k 

National defense 
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PART 3. CONTENT GUIDELINES FOR DOCUMENT TYPES 

Part 3 provides content guidelines for the following ten document types discussed 
in Parts 1 and 2. 

3.1 
3.2 
3.3 
3.4 
3.5 
3.6 
3.7 
3.8 
3.9 
3.10 

Functional Requirements Document 
Data Requirements Document 
System/Subsystem Specification 
Program Specification 
Data Base Specification 
Users Manual 
Operations Manual 
Program Maintenance Manual 
Test Plan 
Test Analysis Report 

The document types are presented in the .order of development within the software 
life cycle. Included for each document type are a table of contents and a description of 
the contents of that document type. The page numbers given in the table of contents for 
each document type are those within the boxes .. 
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3.1 Functional Requirements Document FIPS PUB 38 

The purpose of the Functional Requirements Document is to provide a basis for the 
mutual understanding between users and designers of the initial definition of the soft
ware, including the requirements, operating environment, and development plan. 

Contents 

Page 

SECTION 1. GENERAL INFORMATION .............................................................................................. 2 

1.1. Summary ............................................................................................................................... 2 
1.2. Environment ......................................................................................................................... 2 
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SECTION 2. OVERVIEW ............................................................................................................................ 2 

2.1. Background ......................................................................................................................... .. 
2.2. Objectives ............................................................................................................................. . 
2.3. Existing Methods and Procedures .................................................................................. .. 
2.4. Proposed Methods and Procedures ................................................................................. . 
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2.6. Summary of Impacts ........................................................................................................ .. 
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2.6.2. Software Impacts ....................................................................................................... .. 
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Functional Requirements Document 

1. GENERAL INFORMATION 

1.1. Summary. Summarize the general naturQ of the software to be developed. 

1.2. Environment. Identify the project sponsor, developer, user, and computer cen
ter or network where the software is to be implemented. 

1.3. References. List applicable references, such as: 

a. Project request (authorizations). 
b. Previously published documents on the project. 
c. Documentation concerning related projects. 
d. FIPS publications and other reference documents. 

2. OVERVIEW 

2.1. Background. Present the purpose and scope of the software, and any back
ground information that would orient the reader. Explain relationships with 
other software. 

2.2. Objectives. State the major performance objectives of the software, includ
ing examples. Identify anticipated operational changes that will affect the 
software and its use. 

2.3. Existing Methods and Procedures. Describe the current methods and proce
dures that satisfy the existing objectives. Include information on: 

a. Organizational and personnel responsibilities. 
b. Equipment available and required. 
c. Volume and frequency of inputs and outputs. 
d. Deficiencies and limitations. 
e. Pertinent cost considerations. 

Illustrate the existing data flow from data acquisition through its processing 
and eventual output. Explain the sequence in which operational functions are 
performed by the user. 

2.4. Proposed Methods and Procedures. Describe the proposed software and its ca
pabilities. Identify techniques and procedures from other software that will be 
used or that will become part of the proposed software. Identify the require
ments that will be satisfied by the proposed software. Include information on: 

a. Organizational and personnel responsibilities. 
b. Equipment available and required. 
c. Volume and frequency of inputs and outputs. 
d. Deficiencies and limitations. 
e. Pertinent cost considerations (developmental as well as operational). 

Illustrate the proposed data flow to present an overall view of the planned ca
pabilities. Describe any capabilities in the existing software that may be 
changed by the proposed software. State the reasons for these changes. Ex
plain the sequence in which operational functions are to be performed by the 
user. 
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2.5. Summary of Improvements. Itemize improvements to be obtained from the 
proposed software, such as: 

a. New capabilities. 
b. Upgraded existing capabilities. 
c. Elimination of existing deficiencies. 
d. Improved timeliness, e.g., decreased response time or processing time. 
e. Elimination or reduction of exis ting capabilities that are no longer needed. 

2.6. Summary of Impacts. Summarize the anticipated impacts of the proposed soft
ware on the present system, in the following categories: 

2.7. 

2.6.1. Equipment Impacts. Summarize changes to currently available equip
ment, as well as new equipment requirements and building modifica
tions. 

2.6.2. Software Impacts. Summarize any additions or modifications needed 
to existing applications and support software in order to adapt them to 
the proposed software. 

2.6.3. Organizational Impacts. Summarize organizational impacts, such as: 

a., Functional reorganization. 
b. Increase/decrease in staff level. 
c. Upgrade/downgrade of staff skills. 

2.6.4. Operational Impacts. Summarize operational impacts, such as modifica
tions to: 

a. Staff and operational procedures. 
b. Relationships between the operating center and the users. 
c. Procedures of the operating center. 
d. Data (sources, volume, medium, timeliness). 
e. Data retention and retrieval procedures. 
f. Reporting methods. 
g. System failure consequences and recovery procedures. 
h. Data input procedures. 
i. Computer processing time requirements. 

2.6.5. Developmental Impacts. Summarize developmental impacts, such as: 

a. Specific activities to be performed by the user in support of develop
ment of the proposed software. 

b. Resources required to develop the data base. 
c. Computer processing resources required to develop and test the new 

software. 

Cost Considerations. Describe resource and cost factors that may influence the 
development, design, and continued operation of the proposed software. Discuss 
other factors which may determine requirements, such as interfaces with other 
automated systems and telecommunication facilities. 

2.8. Alternative Proposals. If alternative software has been proposed to satisfy; the 
requirements, describe each alternative. Compare and contrast the alternatives. 
Explain the selection reasoning. 
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3. REQUIREMENTS 

3.1. Functions. State the functions required of the software in quantitative and 
qualitative terms, and how these functions will satisfy the performance objec
tives. 

3.2. Performance. Specify the performance requirements. 

3.2.1. Accuracy. Describe the data accuracy requirements imposed on the 
software, such as: 

a. Mathematical. 
h. Logical. 
c. Legal. 
d. Transmission. 

3.2.2. Validation. Describe the data validation requirements imposed on the 
software. 

3.2.3. Timing. Describe the timing requirements imposed on the software, 
such as, under varying conditions: 

a. Response time. 
h. Update processing time. 
c. Data transfer and transmission time. 
d. Throughput time. 

3.2.4. Flexibility. Describe the capability for adapting to changes in require
ments, such as: 

a. Changes in modes of operation. 
h. Operating environment. 
c. Interfaces with other software. 
d. Accuracy and validation timing. 
e. Planned changes or improvements. 

Identify the software components which are specifically designed to pro
vide this flexibility. 

3.3. Inputs-Outputs. Explain and show examples of the various data inputs. Speci
fy the medium (disk, cards, magnetic tape), format, range of values, accuracy, 
etc. Provide examples and explanation of the data outputs required of the soft
ware, and any quality control outputs that have been identified. Include de
scriptions or examples of hard copy reports (routine, situational and excep
tion) as well as graphic or display reports. 

3.4. Data Characteristics. Describe individual and composite data elements by name, 
their related coded representations, as well as relevant dictionaries, tables, and 
reference files. Estimate total storage requirements. for the data and related 
components based on expected growth. 

3.5. Failure Contingencies. Specify the possible failures of the hardware or soft
ware, the consequences (in terms of performance), and the alternative courses 
of action that may be taken to satisfy the information requirements. Include: 
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a. Back-up. SP.ecify back-up techniques, i.e., the redundancy available in the 
e~ent the prI1!lary sy.stem element goes down. For example, a back-up tech
n~que for a dISk medIUm would be to record periodically the contents of the 
dISk to a tape. 

b. Fallback. Explain the fallback techniques, i.e., the use of another system 
or other means t~ accomplish some portion of requirements. For example, 
th~ fallback techI;uque for an automated system might be manual manipu
latIon and recordmg of data. 

c. Recov~~y and Restart. Dis~uss the recovery and restart techniques, i.e., the 
capabIlIty to r~sume executIOn of software from a point in the software sub
s~quent to whIch a hardware or software problem occurred, or the re-run
nmg of the software from the beginning. 

4. OPERATING ENVIRONMENT 

4.1. Eqt~il?ment. Identify .the equipm~nt required for the operation of the software. 
Id~nbfy any new eqUIpment reqUIred and relate it to specific functions and re
qUIrements to be supported. Include information such as: 

a. Processor an.d size of in.ternal s !Ol'age. 
b. Storage, onhne a!ld offlm.e, medIa, form, and devices. 
c. Input/output deVIces, onlme and offline. 
d. Data transmission devices. 

4.2. Support Software .. Identify the support software and describe any test soft
ware. ~f th~ operatIon of the software depends on changes to support soft
ware, IdentIfy the natul'e and planned date of these changes. 

4.3. Interfaces. Describe the interfaces with other software. 

4.4. ~ecurity and Privacy. Describe the overall security and privacy requirements 
Imposed on the software. If no specific requirements are imposed state this 
fact. ' 

4.5. Controls. Describe the operational controls imposed on the software. Identify 
the sources of these controls. 

5. DEVELOPMENT PLAN 

Discuss i~ this section the overall management approach to the development and im
plementatIon of the proposed software. Include a list of the documentation to be 
produced, time frames and milestones for the development of the software and 
necessary participation by other organizations to assure successful developme~t. 
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3.2 Data Requftrements Document FIPS PUB 38 

The purpose of the Data Requirements Document is to provide, during the defini
tion stage of software development, a data description and technical' information about 
data coIlection requirements. 

Contents 

PAKe 
SECTION 1. GENERAL INFORMATION ...................•........................................................................... 2 

1.1. Summary .................................................................................................................................................. . 2 
1.2. Environment ........................................................................................... _ .............................................. .. 2 
1.3. References ................................................................................................................................................ . 2 
1.4. Modification of Data Requirements .................................................................................................... . 2 

SECTION 2. DATA DESCRIPTION ......................................................................................................... . 2 

2.1. Static Data .............................................................................................................................................. . 2 
2.2. Dynamic Input Data .............................................................................................................................. . 2 
2.3. Dynamic Output Data ............................................................................................................................ . 2 
2.4. Internally Generated Data ................................................................................................................... . 2 
2.5. Data Constraints ..................................................................................................... _ ............................. . 2 

SECTIo~r 3. DATA COLLECTION ............. , ............................................................................................ .. 3 

a.l. Requirements and Scope ....................................................................................................................... . 3 
3.2. Input Responsibilities ............................................................................................................................ . 3 
3.3. Procedures .............................................................................................................................................. .. 3 
3.4. Impacts .................................................................................................................................................... .. 3 
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Data R.equirements Document 

1. GENERAL INFORMATION 

1.1. Summary. Summarize the general nature of the software £1)1' which these data 
requirements are being defined. 

1.2. Environment. Identify the project sponsor, develo
l
P
l 

edr, Suhser 0tlh·ganizlatt~on, la,npd 
computer center where the software is to be insta e, ow e re a IOns 11 s 
of these data requirements and those of other software. 

1.3. References. List applicable l'efel'ences, such as: 

a. Project request (authorization). , 
b. Previously published documents on the proJect. 
c. Documentation concerning related projects. 
d. FIPS publications and other reference documents. 

1.4. Modification of Data Requirements. Describe dortrefel'e~ce protcedures for Im
plementing and documenting changes to these a a reqUlremen s. 

2. DATA DESCRIPTION 

Separate the data description into two categories, static data and dyn~mic data. 
Static data is defined as that data which is used mainly for re~erence durl~g opera
tion and is usually generated or updated in widely sep~rat~d .tIme frames mdepend
ent of normal runs. Dynamic data includes all data whIch IS mtended to be updat~ 
and which is input during a normal run or is output. Arra.nge the data elemen~s In 
each category in logical groupings, such as functions, subJects, or other groupmgs 
which are most relevant to their use. 

2.1. Static Data. List the static data elements used for either control or refer
ence purposes. 

2.2. 

2.3. 

2.4. 

2.5. 

• i" '. 

Dynamic Input Data. List the dynamic input data eleme~ts wh~ch constit.ute 
the data intended to be changed by a normal run or durmg onlme operation. 

Dynamic Output Data. List the dynamic output dlllta elements which consti
tute the data intended to be changed by a normal run or during online op
eration. 

Internally Generated Data. List the internally gel1f!rated data of informational 
value to the user or developer. 

Data Contraints. State the constraints on the data requirem~nts. Ind~c!lte .the 
limits of the data requirements with regard to further expanSIOn or utilIzatIon, 
such as the maximum size and number of file.s,.re.cords! and dB;ta elements. Em
phasize the constraints that could prove crItIcal durmg desIgn B.nd develop
ment. 
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3. DATA COLLECTION 

3.1. Requirements and Scope. Describe the type of information required to docu
ment the characteristics of each data element. Specify information to be col
lected by the user and that to be collected by the developer. It should be log
ically grouped and presented. Incl ude: 

a. Source of Input. Identify the source from which the data will be entered, 
e.g., an operator, station, organizational unit, or its component group. 

h. Input Medium and Device. Identify the medium and hardware device in
tended for entering the data into the system. In those cases where only cer
tain special stations are to be legitimate entry points, they should be speci
fied. 

c. Recipients. Identify the intended recipients of the output data. 
d. Output Medium and Device. Identify the medium and hardware device in

tended for presenting output data to the recipient. Specify whether the re
cipient is to receive the data as part of a hard copy printout, a symbol in a 
CRT display, a line on a drawing, a colored light, an alarm bell, etc. If the 
output is to be passed to some other automated system, the medium should 
be described, such as magnetic tape, punched cards, or an electronic signal 
to a solenoid switch. 

e. Critical Value. One value from a range of values of data may have particu
lar significance to a recipient. 

f. Scales of Measurement. Specify for numeric scales, units of measurement, 
increments, scale zero-point, and range of values. For non-numeric scales, 
any relationships indicated by the legal values should be stated. 

g. Conversion Factors. Specify the conversion factors of measured quantities 
that must gO through analog or digital conversion processes. 

h. Frequency of Update and Processing. Specify the expected frequency of 
data change and the expected frequency of processing input data. If the in
put arrives in a random or in an "as occurred" manner, both the average 
frequency and some measure of the variance must be specified. 

3.2. Input Responsibilities. Provide recommendations as to responsibilities for pre
paring specific data inputs. Include any recommendations regarding the estab
lishment of a data input group. Specify by source those data inputs depend
ent on interfacing software or unrelated organizations. 

3.3. Procedures. Provide specific instructions for data collection procedures. In
clude detailed formats where applicable, and identify expected data communi
cations media and timing of inputs. 

3.4. Impacts. Describe the impacts of these data requirements on equipment, soft
ware and the user and developer organizations. 
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3.3 System/Subsystem Specification FIPS PUB 38 

The purpose of the System/Subsystem Specification is to specify. for Analysts and 
Programmers the requirements, operating environment, design characteristics, and pro
gram specifications (if .desired) for a system or sUbsystem . 

Contents 
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SECTION 1. GENERAL INFORMATION............................................................................................... 2 
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System/Subsystem Specification 

L GENERAL INFORMATION 

1.1. Summary. Summarize the specifications and functions of the system/subsys
tem to be developed. 

1.2. Environment. Identify the' project sponstor'b d~velol per, tusder, and computer 
center or network on which the system is 0 e Imp emen e . 

1.3. References. List applicable references, such as: 

a. Project request (authorizations).. .' 
b. Previously published d~cuments ~n th~ subJect. 
c. Documentation concernmg related proJects. 
d. FIPS publications and other reference documents. 

2. REQUIREMENTS 

2.1. Description. Provide a generalthdesc:tip?0.lln of fththe sYdstem/subtsYIsntcelmudeto" esstau~
lish a frame of reference for e remamwer .0 e ocu!Den.oM -
mary of functional requirements t[) be satisfied by thIS system/subsystem. 
Show the general interrelationship of the ,system/subsystem components. 

2 Functions. Specify the system/subsystem functions in qu~ntitative ~nd qual .. 
.2. ·tat· terms and how the functions, will satisfy the functIonal reqUIrements. ,lIve 

2.3. Performance. Specify the performance requirements. 

2.3.1. Accuracy. Describe th~ data accuracy requirements imposed on the sys
tem or subsystem, such as: 

2.3.2. 

2.3.3. 

a. Mathematical. 
b. Logical. 
Co Legal. 
d. Transmission. 

Validation. Describe the data validation requil'ement~ imp05sd on the 
system/subsystem. 

Timing. Describe the timing requirements imposed on the software, 
such as, under varying conditions: 

a. Response time. 
h. Upcate processing time. .. . 
c. Data transfer and transmIssIOn tIme. 
d. Throughput time. 

2.3.4. Flexibility. Describe the capability for adapting the program to changes 
in requirements, such as: 

The organization of the contents of Sections 2, 3, 4, and /; mny vnry according to the purpose of the documentation. See 
Example fellowlng this content guideline. page 28. 
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a. Changes in modes of operation. 
b. Operating environment. 
c. Interfaces with other software. 
d. Accuracy and validation and timing. 
e. Planned changes or improvements. 

Identify the system/sUbsystem components which are specifically de
signed to provide this flexibility. 

3. OPERATING ENVIRONMENT 

3.1. Equipment. Identify the equipment required for the operation of the system/ 
subsystem. Identify any new equipment required and relate it to specific func
tional requirements to be supported. Include information, such as: 

a. Processor and size of internal storage. 
b. Storage, online and offline, media, form, and devices. 
c. Input/output devices, online and offiine. 
d. Data transmission devices. 

3.2. Support Software. Identify the support software and descrihe any test soft
ware. If the operation of the system/sUbsystems depends on changes to sup
port software, identify the nature and planned date of these changes. 

3.3. Interfaces. Describe the interfaces with other software. 

3.4. Security and Privacy. Describe the overall security and privacy requirements 
imposed on the system/subsystem. If no specific requirements are imposed, 
state this fact. 

3.5. Controls. Describe the operational controls imposed on the system/subsystem. 
Identify the sources of these controls. 

4. DESIGN CHARACTERISTICS 

4.1. Operations. Describe the operating characteristics of the user and computer 
centers where the software will be operational. 

4.2. System/Subsystem Logic. Describe the logic flow of the entire system/sub
system in the form of a flowchart. The flow should provide an integrated pre
sentation of the system/subsystem dynamics, of entrances and exits, com
puter programs, SUPP9J:'t software, controls, and data flow. 

5. PROGRAM SPECIFICATIONS 

5.1. "Program (Identify) Specification. Specify the l"iystem/subsystem functions to 
"be satisfied by the computer program. 

a. Describe the program requirements. 
b. Describe the operating environment. 
c. Describe the design characteristics of the progrlilm including inputs, program 

logic, outputs, and data base. i{ 

5.N. Program (Identify) Specification. Describe the remaining computer programs 
in a manner similar to the paragraph above. 
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EXAMPLES OF ALTERNATIVE SECTION OUTLINES 

Sections 2, 3, and 4 of this specification may follow one of several alternative out
lines depending on the purpose to which the documentation is directed. Examples of 
alternative purposes and the corresponding outline are shown below. 

Example A: When this document is directed to the documentation of a given sys
tem and is not to specifically include the documentation of any subsys
tem, the appropriate title would be "System Specification." The outline 
for the specification would be: 

REQUIREMENTS 
Description 
Functions 
Performance 

OPERATING ENVIRONMENT 
Equipment 
Support Software 
Interfaces 
Security and Privacy 
Controls 

DESIGN CHARACTERISTICS 
Operations 
Logic 

Example B: When this documents is directed to the documentation of a given subsys
tem, the appropriate title would be "Subsystem Specification." The out
line for the specification would be the ~ame as Example A above. 

Example C: When this document is directed to th~ documentation of a system and 
its subsystems, the appropriate title would be "System and Subsystem 
Specifications." The outline, in brief, for the specification would be: 

System REQUIREMENTS 
System OPERATING ENVIRONMENT 
System DESIGN CHARACTERISTICS 
Subsystem 1 (Identify) 

B-EQUIREMENTS 
OPERATING ENVIRONMENT 
DESIGN CHARACTERISTICS 
PROGRAM SPECIFICA TrONS 

Subsystem 'n' (Identify) 

Example D: In any of the above examples, the program specifications may be docu
mented within as a separate section; as subsections to each subsystem 
section; or may be documented in a separate document, "Program 
Specification." 
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3.4 PriOgram Specification FIPS PUB 38 

The purp~se of ~he Program Specification is to specify for programmers the require
ments, operatmg envIronment, and design characteristics of a computer program. 

Contents 

SECTION 1. GENERAL INFORMATION ............................................................................................... . 

H: !;~;;~::~:~::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::: 
SECTION 2. REQUIREMENTS .................................................................................................................. . 

SECTION 3. OPERATING ENVIRONMENT ............ ., ........................................................................... . 

SECTION 4. DESIGN CHARACTERISTICS .....................•..................................................................... 

:t ~:~;!~:=L::;;.~.~.~·~~.~~·::::::::::::::::·::::::~~~~:::::::.::::::::::.::::~::::.::::.::::::::::::.::.::::::::::::::::::::::::::::::::::::::::::::::::::::: 
4.4. Outputs .................................•.................................................................................................................... 
4.5. Data Base ................................................................................................................................................ . 

4.5.1 Logical Characteristics ............................................................................. ,. ..................................... . 
4.5.2 Physical Characteristics .................................................................................................................. . 
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Program Specification 

1. GENERAL INFORMATION 

1.1. Summary. Summarize the specifications :md functions of the computer pro
gram to be developed. 

1.2. Environment. Identify the project sponsor, developer, user, and computer cen
ter where the computer . program is to be run. 

1.3. References. List applicable references, such as: 

a. Project request (authorization). 
b. Previously published documents on the subject ... 
c. Documentation concerning related projects. 
d. FIPS publications and other reference documents. 

2. REQUIREMENTS 

2.1. Program Description. Provide a general description of the program to estab
lish a frame of reference for the rremainder of the document. Include a sum
mary description of the system/ sUbsystem functions to be satisfied by this 
program. 

2.2. Functions. Specify the functions of the program to be developed. If the pro
gram in itself does not fully satisfy a system/subsystem function, show the 
relationship to other programs which in aggregate satisfy that function. 

2.3. Performance. Specify the performance requirements. 

2.3.1. Accuracy. Describe data accuracy requirements imposed on the pro,gram, 
such as: 

a. Mathematical. 
h. Logical. 
c. Legal. 
d. Transmission. 

2.3.2. Validation. Describe the data ;~alidation requirements imposed on the 
progr~m. 

2.3.3. Timing. Describe the timing requirements imposed on the program, 
such as, under varying con ditions: 

a. Response time. 
h. Update processing time. 
c. Data transfer and transmission time. 
d. Throughput and internal processiIW time. 

2.3.4. Flexibility. Describe the capability for adapting the program to changes 
in requirements, such as: 
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a. Modes of operation. 
h. Operating environment. 
c. Interfaces with other programs. 
d. Accuracy, validation, and timing. 
e. Planned changes or improvements. 

Identify the components of the program which are designed to provide 
this flexibility. 

3. OPERATING ENVIRONMENT 

3.1. Equipment. Identify the equipment required for the operation of the program. 
Include information on equipment required, such as: 

a. Processor and size of internal storage. 
b. Storage, online and offline, media, form, and devices. 
c. Input/Output devices, online and offline, and capacities. 
d. Data transmission devices. 

3.2. Support Software. Identify the support software and describe any test pro
grams. If the operation of the program depends on changes to support soft
ware, identify the nature and planned date of these changes. 

3.3. Interfaces. Describe all interactions with the operator. Describe all interac
tions with other software, including sequence or procedure relationships and 
data interfaces. 

3.4. Storage. Specify the storage requarfements and any constraints and conditions. 

a. Internal. Describe and illustra te the use of internal storage areas, includ
ing indexing and working areas. Briefly state the eqaipment constraints and 
design considerations that affect the use of intern!'.l storage. 

b. Device. List by device type all peripheral storage required. Briefly state 
any constraints imposed on storage requirements by each storage device. 
State requirements for permanent and temporary storage, including overlays. 

c. Offline. Describe the form, media and storage requirements of all offline 
storage. 

S.5. Security and Privacy. Describe the security and privacy requirements imposed 
on the program, the inputs, the outputs, and the data bases. If no specific re
quirements are imposed, state this fact. 

3.6. Controls. Describe the program controls such as record counts, accumulated 
counts, and batch controls. Identify the sources of these controls. 

4. DESIGN CHARACTERISTICS 

4.1. 

(i 
.,1 

Operating Procedures. Describe the operating procedures and any special pro
gram functions or requirements necessary for its implementation. Describe the 
load, start, stop, recovery, and restart procedures. Describe all other interac
tions of the program with the operator. 
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j I 

4.2. Inputs. Provide information about the characteristics of each input to the pro
gram, such as: 

a. Title and tag. 
b. Format and type of data, such as a record layout. 
c. Validation criteria. 
d. Volume and frequency. 
e. Means of entry. 
f. Source document and its disposition, or specific interface source. 
g. Security and privacy conditions. 

4.3. Program Logic. Describe the program logic. The logical flow should be pre
sented in graphic form (flowcharts, decision logic tables) supplemented by nar
rative explanations. 

4.4. Outputs. Provide information about the characteristics of each output from 
the program, such as : 

a. Title and tag. 
b. Format specifications, such as a report format. 
c. Selection criteria for display, output, or transfer. 
d. Volume and frequency. 
e. Output media. 
f. Description of graphic displays and symbols. 
g. Security and privacy conditions. 
h. Disposition of products. 
i. Description of sequence of displays, display contents, fixed and variable 

formats, and display of error conditions. 

4.5. Data Base. Describe the logical and physical characteristics of any data base 
used by the program. 

4.5.1. Logical Characteristics. Describe for each unique set, file, record, ele
ment, or item of data, its identification, definition, and relationships. 

4.5.2. Physical Characteristics. Describe in terms of this data base, the stor
age requirements for program data, specific access method, and physi
cal relationships of access (index, device, area), design considerations, 
and access security mechanisms. 
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3.5 Data Base Specification FIPS PUB 38 

The purpose of the Data Base Specific a tion is to specify the identiticl:.tiQn, logical 
characteristics, and physical characteristics of a particuiar data base. 

Contents 
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SECTION 1. GENERAL INFORMATION............................................................................................... 2 
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SECTION 2. DESCRIPTION........................................................................................................................ 2 
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2.4. Special Instructions ............................................................................................................................. .. 
2.5. Support Software ................................................................................................................................. .. 
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Data Base Specification 

1. GENERAL INFORMATION 

1.1. Summary. Summarize the purpose of the data base and general functions of 
the using software. 

1.2. Environment. Identify the project sponsor, developer, uSterbor~antizlaledtion, and 
computer cent~.i· where the software and data base are 0 e InS a . 

1.3. References. List applicable references, such as: 

a. Project request (authorization). . 
b. Previously published documents on the proJect. 
c. Documentation concerning related projects. 
d. FIPS public~tions and other reference documents. 

2. DESCRIPTION 

2.1. Identification. Specify the code name, tag, or label by which the data base is 
to be identified. If the data base is to be experimel,ltal, test, or t.ez:npora!y, s1?e
cify this characteristic and effective dates or perIod. Any addItIonal Identifi-
cation information shou11 also be given. .' 

2.2. Using Software. Ideutify all software intended to use or acces1s this data bB;se. 
Identify for each: the software name, code name, and any re ease or verSIOn 
number. 

2.3. 

2.4. 

2.5. 

Conventions. Describe "all labeling or tagging conventions essential for a pro
grammer or analyst to use this data base specification. 

Special Instructions. Provide any special instructions to pers.olmel wh? will 
contribute to the generation of the data base, or who may use It for testmg or 
operational purposes. Such instructions include critei'ia, procedures, and for
mats for: 

a. Submitting data for entry into the data base and identification of a data con-
trol organization. 

b. Entering data into the data base. 

Where these insh'uctions are extensive, reference appropriate sections of other 
documents. " 

Support Soft~are. Describe br~etly all suppor~ soft~a,re di~e~t1y 'rela~ed t~ th: 
data base. Descriptions should Include name, functIOn, maJO! operatmg Ch~I
a,cteristics and machine run instructions for using the support s~f~ware .. CIte 
'the suppo;-t .software documentation by title, number; and appro~)l'Iate {§~cbons . 

. Examples of support software are : 

a. Data base management systems. 
h. Storage allocation software. J! 
c. Data base loading software programs. .J 
d. File processing programs. . 

(I 

e. Other generating, modifying, or updating software. 
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3. LOGICAL CHARACTERISTICS 

A data base. is a logical arrangement of data. Sets (aggregates) files records ele
~ents, an~ It~ms of data may vary in. their .logical arrangement and 'relation~hips. 
TI~e orgamzab~n of the ~on~ent of thIS sectIOn should provide a meaningful present
atIon of the logIcal orgamt;~.tIOn of the data base. 

Define each unique set (aggregate), file, record, element, or item of data providing 
information, such as: 

a. Identification. Name and tag or label. 
h. Definition. Standard or unique; purpose in data base i using software' media' 

for!";. form~t .and. size; update. ~riteria and conditions; security and pri~acy re~ 
strlCtIOns~ h.mltatIons, ~r condItions (update. or access); integrity and validity 
char~cterI~tlCs; contr?l!mg da~a el~ments or Items; and graphic representation. 

c. Re~atlOnshlps. SuperIOr and mferwr relationships; update and access relation. ShIpS. 

4. PHYSICAL CHARACTERISTICS 

4.1. Stor!lge. Specif~ ~he storage requirements" for the data base and any con-
stramts and conditIons. , . 

a. Internal. . Desc~ibe .and i!lustrate the~se of internal storage areas set aside 
for dat!'\ Includmg !ndexmg. and workIng areas. Briefly state the eqUipment 
cons.tramts. and desl~ conSIderations that affect the use of internal storage. 

h. DeVIce. . LIst by deVIce type ~1I p~ripheral storage required for the data 
base. BrIefly state any contralnts Imposed on storage requirements by each 
storage device. State requirements for permanent data storage and tempora
rary data storage, including overlays. 

c. Offline. Describe the form, media and storage requirp.ments of all offline 
data storag~, 

4.2. Access .. Describe .the access meth?d and spec!fy tFr~ physical relationships of 
access (Index, deVIce, area). DescrIbe all phYSIcal access security mechanisms. 

4.S. Th:sign Considerations. State. the design considerations.for the handling of 
thIS data base, such as blockmg factors. Emphasize those physical relation
ships important to the efficient utilizatf~n of the data base. 

See Examples of Content Organization fer Section :1' on page 36. 
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EXAMPLES OF CONTENT ORGANIZATION FOR SECTION 3 

Example A: Simple structure in which the data base is composed only of data elements: 

Element 1 (Identification, Definition,Relationships) 
Element 2 (Identification, Definition, Relationships) 
Element N (Identification, Definition, Relationships) 

Example B: Simple hierarchial structure in which the data base is composed of files, rec-
ords, and data elements: . 

File 1 (Identification, Definition, Relationships) 
Record 1 (Identification, Definition, Relationships) 

Element 1 (Identification, Definition, Relationships) 
Element N (Identification, Definition, Relationships) 

Record N (Identification, Definition, Relationships) 
File N (Identification, Definition, Relationships) 

Example C: A structure in which a data base is composed of data elements and sets 
of data with an organization based on multiple or specific relationships be
tween elements and sets: 

Element 1 (Identification, Definition, Relationships) 
Element N (Identification, Definition, Relationships) 

Set 1 (Identification, Definition, Relationships) 
Set N (Identification, Definition, Relationships) 

Example D: Any of the above structures, but with a substantial number of sets, files, 
records, elements, or items of datR. Outline in graph or chart f0:::m th~ 
structure, levels, and relationships with each chart element denoting th(~ 
Identification of the set, etc., portrayed. Supplement the graph or chart 
with a suitably organized listing of all sets, etc., with the appropriate Def
inition and Relationships information. 
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3.6 Users Manual FIPS PUB 38 

The purpose of the Users Manual is to sufficiently describe the functions performed 
by the software in non-ADP terminology, such that the user organization can determine 
its applicability and when and how to use it. It should serve as a reference document for 
preparation of input data and parameter, ?nd interpretation of results. 
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2.6. Data Base ............................................................................................................................................... .. 
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Users Manual 

1. GENERAL INFORMATION 

1.1. Summat:y. Summarize the ap~lication and general functions of the software. 

1.2. Environment. Identify the user organization and computer center where the 
software is installed. . 

1.3. References. List applicable references, such as: 

a. Project request (authorization). 
b. Previously published documents on the project, 
c. Documentation concerning related projects and software. 
d. FIPS pUblications and other refe,rence documents. 

2. APPLICATION 
" ' .. .J 

2.1. Description. Describe when and how the software is used and the unique sup
port provided to the user organization. The description should include: 

a. Purpose of the software. 
b. Capabilities and operating improvements provided. 
c. Functions performed. 

2.2. Operation, Show the operating relationships of the functions performed to 
the organization that provides input to and receives output from the software. 
Describe security and privacy considerations. Include general charts and a de
scription of the inputs and outputs shown on the charts. 

2.3. Equipment. Describe the equipment on which the software can be run. 

2.4. Structure. Show the structure of the software and describe the role of each 
component in the operation of the software. 

2.5. Performance. Describe the performance capabilities of the software including 
where appropriate: 

a. Quantitative infol'mation on inputs, outputs, response time, processing times, 
and error rates. 

b. Qualitative information about flexibility and reliability. 

2.6. Data Base. Describe all data files in the data base that are l'eferenced, sup
ported, or kept current by the software. The description should include the pur
pose for which each data file is maintained. 

2.7. Inputs, Processing, and Outputs. Describe the inputs, the flow of data through 
the processing cycle, and the resultant outputs. Include any applicable relation
fihips among inputs or outputs. 
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3. PROCEDURES AND REQUIREMENTS 

This section should provide information about initiation procedures, and prepara
tion of data and parameter inputs for the software. The scope, quality, and logical 
arrangement of the information should enable the user to prepare required inputs 
and should explain in detail the characteristics and meaning of the outputs. It should 
also describe error, recovery, and file query procedures and )J.I'equirements. 

3.1. Initiation. Describe step-by-step procedures required to initiate processing. 

3.2. Input. Define the requirements of preparing input data and parameters. Typi-
cal considerations are: 

a. Conditions-e.g., personnel transfer, out of stock. 
b. Frequency-e.g., periodically, randomly, as a function of an operational sit-

uation. 
c. Origin-e.g., Personnel Section, Inventory Control. 
d. Medium-e.g., keyboard, punched card, magnetic or paper tape. 
e. Restrictions-e.g.,· priority and secuIity handling, limitations on what files 

may be accessed by this type of transaction. 
f. Quality control-e.g., instructions for checking reasonableness of input data, 

action to be taken when data appears to be in error, documentation of errors. 
g. Disposition-e.g., instructions necessary for retention or release of all data 

files received, other recipients of the inputs. 

3.2.1. Input Formats. Provide the layout forms used in the initial preparation 
program data and parameter inputs. Explain each entry, and reference 
it to the sample form. Include a description of the grammatical rules 
and conventions used to prepare input, such as: 

a. Length-e.g., characters/line, characters/item. 
h. Format-e.g., left justified. 
c. Labels-e.g., tags or identifiers. 
d. Sequence-e.g., the order and placement of items in the input. 
e. Punctuation-e.g., spaCing and use of symbols (virgule, asterisk, 

character combinations, etc.) to denote start and end of input, of lines, 
of data groups, etc. 

f. Combination-e.g., rules forbidding use of groups of partiCUlar char
acters, or combinations of parameters in an input. 

g. Vocabulary-e.g., an appendix which lists the allowable character 
combinations or codes that must be used to identify or compose in
put items. 

h. Omissions and Repeats-e.g., indicate those elements of input that 
that are optional or may be repeated. 

i. Controls-e.g., header or trailer control data. 

3.2.2. Sample Inputs. Provide specimens of each complete input form. In
clude: 

a. Control or header-e.g., entries that denote the input class or type, 
date/time, origin, and instruction codes to the software. 

h. Text-e.g., subsections of the input representing data for operation
al files, request parameters for an information retrieval program. 
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c. Trailer-e.g., control data denoting the end of input and any addi
. tional control data. 

d. Omissions-e.g., indicate those classes or types of input that may 
be omitted or are optional. 

e. Repeats-e.g., indicate those positions of the input that may be re
peated. 

S.3. Output. Describe the requirements l'elevant to each output. Typical considera-
tions are: /l 

a. Use-e.g., by whom and for what. 
b. Frequency-e.g., weekly, periodically, or on demand. 
c. Variations-e.g., modifications·that are available to the basic output. 
d. Destination-e.g., computel' area, remote terminal. 
e. Medium-e.g., printout, CRT, tape, cards. 
f. Quality control-e.g., instructions for identification, reasonableness checks, 

editing and error correction. . 
g. Disposition-e.g., instructions necessary for retention or release, distribution, 

transmission, priority, and security handling. 

3.3.1. Output Formats. Provide a layout of each output. Explanations should 
be keyed to particular parts of the format illustrated. Includ.e: 

a. Header-e.g., title, identification, date, number of output parts. 
h. Body-e.g., information that appears in the body 01' text of the out

put, columnar headings in tabular displays, and record layouts in ma
chine readable ouputs. Note which items may be omitted or repeated. 

c. Trailer-e.g., summary totals, trailer labels. 

3.3.2. Sample Outputs. Provide a sample of each type of output. For each 
item on a sample, include: 

a. Definition-e.g., the meaning and use of each information variable. 
h. Source-e.g., the item extracted from a specific input, from a data 

base file, or calculated by software. 
c. Characteristics-e.g., the presence or absence of the item under cer

tain conditions of the output generation, range of values, unit of 
measure. 

3.4. Error and Recovery. .List error codes or conditions generated by the soft
ware and corrective action to be taken by the user. Indicate procedures to be 
followed by the user to ensure that any restart and recovery capability can 
be used. D ' 

3.5. File Query. Prepare this paragraph for software with a file query retldeval ca
pability. Include detailed instructions necessary for initiation, preparation, and 
processing of a query applicable to the data base. Describe the query capabili
ties, for;ns, commands used, and control instructions required. 

If the software is queried through a terminal, provide instructions fell' termi
nal ope~ators. Describe terminal setup or connect procedures, data or param
eter input procedul'es, and control instructions. Reference related materials de
scrihing query capabilities, languages, installation conventions and prQlcedurcs, 
program aids, etc. 
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The purpose of the Operations Manual is to provide computer operations person
nel with a description of the software and of the operational environment so that the 
software can be run . 
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Operations Manual 

1. GENERAL INFORMATION 

1.1. Summary. Summarize the general functions of the software. 

1.2. Environments. Identify the software sponsor, developer, user organization, and 
the computer center where the software is to be installed. 

1.3. References. List applicable references, such as: 

a. Project request (authorization). 
b. Previously published documents on the project. "~' 
c. Documentation concerning related projects. 
d. FIPS publications and other reference documents. 

2. OVERVIEW 

2.1. Software Organization. Provide a diagram showing the inputs, outputs, data 
files, and sequence of operations of the software. Runs may be grouped by 
periods of time cycles, by organizational level -where they will be performed, 
or by other groupings. 

2.2. Program InventQry. Identify each program by title, number, and mnemonic 
reference. 

2.3. ~~Ie Inventory. Identify each p~rmanent file that is referenced, created, 0t: up
dated by the system. Include the title, mnemonic I'eference, storage medIUm, 
and required storage. 

3. DESCRIPTION OF RUNS 

3.1. Run Inventory, List the various runs possible and summarize the purpose 
each run. Show the programs that are executed during each run. 

3.2. Run Progression. Describe the manner in which progression adv;lnces from 
one run to another so that the entire run cycle is completed. j), 

3.3. Run Description (Identify). Organize the information on each run into the 
~~,rrf6~ useful presentation for the operating center and operations personnel in

volv~rd. 

3.3.1. Control Inputs. List the run stream control statements needed for the 
run. 

3.3.2. <;'iperating Information. Provide information for the operating center 
personnel and management, such as;, 

a. Run identification. J 

h. Operating requirements. ' 
c. Izill;iation method, such as on I'equest, at predetermined time, etc. 
d. Estimated run time and turnaround time. 
e. Operator commands and messages. 
f. Contacts for problems with the run. 

2 

42 

340 

\ 

I < 

" 

, • IB' 

•. 

, 
-"'-'--""'---'.'''~'----' --=="==~ r 

Operations Manual FIPS PUB 38 

3.3.3. Input-Output Files. Provide information for files created or updated 
by the run, such as: 

a. File name or label. 
h. Recording medium. 
c. Retention schedule. 
d. Disposition of file. 

3.3.4. Output Reports. For each output report or type of report, pl'ovide in
formation such as: 

a. Report identification. 
h. Medium. 
c. Volume of report. 
d. Number of copies. 
e. Distribution. 

3.3.5. Reproduced Output Reports. For those reports that are computer- gen
erated and then reproduced by other means, provide information such as: 

a. Report identification. 
h. Reproduction technique. 
c. Dimensions of paper or other medium. 
d. Binding method. 
e. Distribution. 

g,.3.6. Restart/Recovery Procedures. Describe procedures to restart the run or 
recover from a failure. 

3.4 Run Description (Identify). Present information about the subsequent runs in a 
manner similar to that used in paragraph 3.3. 

4. NON·ROUTINE PROCEDURES 

Provide any information necessary concerning emergency or non-routine operations, 
such as: 

a. Switch over to a back-up system. 
b. Procedures for turnover to main tenance programmers. 

5. REMOTE OPERATIONS 

Describe the procedures for running the programs through remote terminals. 
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3.8 Program Maintenance Manual FIPS PUB 38 

The purpose of the Program Maintenance Manual is to provide the maintenance pro
grammer with the information necessary to understand the programs, their operating 
environment, and their maintenance proced ures . 
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Program Maintenance Manual 

1. GENERAL INFORMATION 

1.1. 

1.2. 

Summary. Summarize the general nature of the software to be maintain.ed. 

Environment~ Identify the project sponsor; developer, user and computer cen- . 
tel' or network where the software is implemented. 

1.3. References. List applicable references, such as: 

a. Project request (authorizations). 
b. Previously published documents on the project. 
c. Documentation concerning related projects. 
d. FIPS pUblications and other reference documents. 

2. PROGRAM DESCRIPTIONS 

Describe the program and programs in the system/subsystem for the maintenance 
programmer. If a complex system is being described, provide a genel'al description 
of that system identifying each program and its functions. " 

2.1. Progr'am (Identify) Description. Identify the program"hy title, tag or label, 
and programming language. .,,< 

" .~ 

• .. ~f ,i 

2.1.1. Problem and Solution Method. Describe the problem to be solved or the 
program function and the solution method used. . '. 

2.1.2. Input. Describe the input to the program and provide a layout. Identi:ry 
the medium used. Include information, such as codes, units of measui'e
ment, format, range of values, or reference a data element directory. 

2.1.3. Processing. Describe processing features and purposes important toth~ 
maintenance programmer, such as: 

a.eo,Processing logic. 
b. Linkages. 
c. Variables and constants. r!" 
d. Formulas. \ 
e. Error handling provisions. 
f. Restrictions and limitations. 
g. Locations, settings, internal switches and ,!lags. 
h. Shared storagE;!.' 

2.1.4. Output. Ipescribe the output of the program and provide a layout. Iden
tify""tbe medium ,used. 

2.1.5. Int~rfaces. Describe the i'i1\erfaces with other. software,. such as data 
formats, messages, parameter,s, conversion reqUIrements, mterface pro
cedures, and media. 

2.1.6. Tables. Identify each table and its items. Describe the location, ,~truc-
hire, and purpose of each. if) 
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Run Descripti~n. D.escribe or refel'a~,ce the operating procedures to run 
th.e program, mcludmg loading, operating, terminating and error han-
dlIng. ' 

2.2. Program. (Identify) Description. Describe the second through nth computer 
program m a manner similar to tha t used in paragraph 2.1. 

3. OPERATING ENVIRONMENT 

3.1. Hard'Yare. Identify the equipment required for the operation of the system. 
Descrlb~ any un.usual features used. Relate the hardware to each program. 
Include mformatIon such as: 

a. Processor and size of internal storage. 
b. Storage online or offline, media, form, and devices. 
c. Input/output devices,online and offline. 
d. Data transmission devices. 

3.2. Support Software. Identify the support software needed for each computer 
program. 

3.2.1. 9perating S~stem. Identify and describe the operating system includ
Ing the verSIOn or release number and any unusual features used. 

3.2.2. 90mpi~er / Assembl~r. Identify and describe the compiler or assembler 
mcludmg the verSIon or release number and any special features 1,lsed. 

8.2.3. 9 ther Software. Identify and describe any other software used includ
mg data m8.nagement systems, report generators, etc. 

3.8. Data ~ase. D.escribe or reference. documentation on the data base used. In
clude mformabon such as codes, umts of measurement format range of values 
or reference a data element directory. I, I 

"4. MAINTENANCE PROCEDURES"> 

4.1. Programming Conventions. Identify and describe the programming conven
tions used. 

11.2. 

4.3. 

4.4. 

. '/ 
Verification Procedures. De~cribe the verification procedures to check the per
formance of the programs, eIther general or ,following modifications Include a 
reference to test data and testing procedures. . 

Error Correction Procedures. Describe all error conditions their sources, and 
procedures for their correction., ' 

Special.Maintenance Procedures. Describe any special procedures required for 
the mamtenance of the programs .. Include inforn'iation such as periodic purges 
of the data base, temporary modIfications needed for leap years or century 
changes, etc. 

4.5: Listings and Flowcharts.\) R.eference, append, or describe the method for ob
",,,- taining copies .of listings of the Pfo'g'l'amS, and flowcharts. 
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3.9 Test Plan FIPS PUB 38 

The purpose of the Test Plan is to provide a plan for the testing of software; detailed 
specifications, descriptions, and procedures for all tests; and test data reduction and evalu
ation criteria. 
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1. GENERAL INFORMATION 

1.1. Summary. Summarize the functions of the software and the tests to be per
formed. 

1.2. 

1.3. 

Environment and Pretest Background. Summarize the history of t?e pr?ject. 
Identify the user organization and computer center where the testmg wIll ~e 

,performed. Describe any prior tes ting and note results that may affect thIs 
testing. 0 

References. List applicable references, such as: 

a. Project I'e quest (authorization). . 
b. Previously published. documents on the proJect. 
c. Documentation concerning I'elated 'projects. JI 
d. FIPS publications an<;l other reference documents..ll",= 

2. PLAN 'l 

c 

2.1. 

2.2. 

2.3. 

Software Description. Provide a chart and briefly descrll);; the inputs,.out
puts, and functions of the software being tested as a fram~ of reference for 
the test descriptions. 

Milestones. List the locations, milest~nes events, and dates for the testing. 

Testing (I,dentify Location) •. Identify the participating organizations and the 
location wl:,fere the software wIll be test~d. 

2.3.1. Schedule. Show the detailed schedule of dates and events for the test
ing at this location. Such events may include familiarization, training, 
data, as well as the volume and frequency of the input. 

2.3.2. Requirements. State the resburce requirements, inCIudi~g: ~') 

a. Equipment. Show the expected period of use, types, and .quantities . 
of the equipment needed. 7' 

h. Software. List other software th~t :will be need~d to support the, 
testing that is not part of the software to be tested. '. 

c. Personnel, List the numbers andskilI types of personnel that are 
. expected to be available during thtl test from both the user and, d~

velopment groups., Include any speCial requii'ements such as multI
snift operation or key personnel. 

2.3.3. Testing-Materials. List the materials needeg for the test, such as: c' 

a. Documentation. ' 

2.3.4. 

h. Software'to be tested and its medium. 
c. Test inputs and sample outputs. 
d. Test control software and worksheets. I) 

'!:J \)'~ ". ,. .;' - (.) 

Test Training. Describe or reference the I?lan for providing ~~,~ini~g in 
the use of the software being tested. SpeCify the types of trammg, per" 
sonnel to be trained, and the training staff. 

o 
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2.4. Testing (Identify Location). Describe the, plan for the second and subsequent 
locations where the software will be t,ested in a manner similar to paragraph 
2.3. '.1 • 

3. SPECIFICATIONS AND EVALUATION 

3.1. Specifications. 

3.1.1. Requirements. List the functional requirements established by ear
lier documentation. 

3.1.2. Software Functions. List the detailed software functions to be exer
cised during the overaIJ test. 

3.1.3. Tej)t/Function Relationships. List the tests to be performed on the soft
ware and relate them to th~ functions in paragraph 3.1.2. 

3.1.4. Test Progression. Describe the manner in which . progression is made' 
from one test to another so that the entire test cycle is completed. 

3.2. Methods and Constraints. 

3.2.1. Methodology. Describe the general method or strategy of the testing. 

3\2.2. Conditions. Specify the type of input to be used,'~such as live or test 
data, as well as the volume and frequencY-'of the input. ' 

3.2.3. Extent. Indicate the extent of the testing, such as total or partial. In
clude any rationale for partial testing. 

3.2.4. Data Recording. Discuss the method to be used fol' recording the test 
results and other information about the testing. 

3.2.5~]":::Constraints. Indicate anticipated limitations on the test due to test con
ditions, such as intedaces, equipment, personnel, data bases. 

3.3. Evaluation! 

3.3.1. Criteria. Describe the rules to be used to evaluate test results, such 
as range of data values used, combination's of input types used, maxi
mum number of allowable interrupts or halts. ~ 

() . 

,3.3.2. Data Reduction. Describe the techniques to be used for manipulating 
the test data into a form suitable for evaluation,such as manual or 
automated methods, to illow comparison of the results that should. be 

':;' " . produced to those that are produced. " 

4:; TEST J)ESCRIPTIONS " 
(\ 

4.1. Test (Identify). Describe the test to be p~l'formed. 
c, 

(D 

4.1.1. Control. D~~cI'ibe the test control, such a~ manual,semi-automatic, or 
automatic insertion of inputs, ,sequencing of operations, and recording 
of results. 

3 
i i.,~ 

51 
,~ 

5' 
'c 

-i.\\ . .fj 

349 

'! 

I 

1/ 

II 'r 11 

II 
tl 
rl 
I' 

I , 

f 



. , , 

o 

FIPS PUB 38 Test Plan 

\I P 

4.1.2. Inputs. Describ~ the input data and input commands used during the 
test. 

4.1.3. O!ltputs. Describe the output data expec~ed as a .result of the test and 
any intermediate messages that may be produced. 

4.1.4. Pro~edures. Specify the step-by-step procedures to accomplish the test. 
Include test setup, initialization, steps, and termination. . 

4.2. Test (Identify). Describe th~ second and subsequent tests in a manner similar 
to that used in paragraph 4.1. 
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The purpose of the Test Analysis Report is t~ document the test analysis results .. and 
findings; present the demonstrated capabilities and deficiencies fOl:.reyiew; and provide a 
basis for preparing a statement of software readiness for implementation. 
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FIPS PUB 38 

Test Analysis Report 

1. GENERAL INFORMATION \\ 

1.1. Summary. Summarize both the general functions of the software tested and 
the test analysisdlerformed. 

~ 

1.2. Environment. Identify the software sponsor, developer, user organization, and 
the computer center where the software is to be installed. Assess the, manner 
in which the test environment may be different from the operational environ
ment and th~7effects of this difference on thetests. 

1.3. References. List applicable references; such as: 

a. Project request (authorization). (; 
b. Previously published documents.on the project, 
c. Documentation' concerning related projects. 
d. FIPS publications and other reference documents. 

2. TEST RESULTS AND FINDINGS 

Identify and present the results and findings of each test separately in paragraphs' 
2.1 through 2.N. " 

2.1. Test (Identify). 

. 2.1.1. Dynamic Data Performance. Compare the dynamic data input and out
put results, including the output of internally generated data, of this 
test with the dynamic data input and output requirl9ments. State the 
findings. 
~ 

.. 2.1.2. Static, Data Performance. Compare the static data input and output 
results, including the output of internally generated data, of this test 
with the static data input and ou:tput requirements. State the' findings. 

2.N. Test (Identify). Present the results and findings of the second and succeeding 
tests in a manner similar to that of paragraph 2.1. ,~) 

3. SOFTWARE FUNCTION FINDINGS 
'\ 

Id~ltify"and describe the findings on each function separately ,:In paragraphs 3.1 
through 3.N~ , 

'\, 

3.1. Funefion (Identify). 
-:; 

3.1.1. Performance. Describe briefly the function, Del$crfbe the software ca-" 
pahilities that were designed to satisfy this f!lnCtion. State the :findings 
as to the demonstrated capabilities from one or more tests. 0 

3.1.2. Limits. Describe the range of data values tested, including both dy
namic and static data. Identify the, deficiencies, limitations, and con
straints detected in the software during the testing with respect to this 
function. . 
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3.N. Function (Identify).Pl'esent the findin ~h 
tions in a manner similar to that of para~r:;h 3.!. second and succeeding func-

ANALYSIS SUMMARY 

4.1. 

4.2. 

4.3. 

Capabilities. Descl'ibe the capabilities of the "'of twa 
:::~ests. Where tests were" to demonstrate fulfill'" t ~e as demgnstrated. by the 
formance requirements prepare findin h I?en 0 one or more specIfic per
with these requirements. Assess the gff s t owmg ~}.le compari~Qn of the results 
ment as compared 'to the operational :nvi~.o~~~y t Ifferenhces m the test envir-
demonstration of capabilities: n may aye had on this test 

Deficiencies. Describe the deficien' f th 
tests. Descr~be the impact of each c~:fi~ienc e sof~are as demonstrated by the 
ware. DescrIbe the cumUlative or overall imY ont e pefrformance of the soft-
deficiencies. pac on per ormance of all detected 

Recommendations and Estimates F h d fi . 
time and effort required for its c~xrec~ro~aca de clency provide a?y estimates of 

n any recommendatIons as to: 
a. The !lrgency of each correction. 
b.,E.arbes responsible for corrections 
c. How the corrections should be rn~de. 

State the readiness for implementatI'on of th ft' ':) e so ware . 

/! 

/1 
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11. LEAA AMENDMENT TO FIPS PUB 38 

Law Enforcement Assistance Administration Addendum to FIPS PUB 38 

FIPS PUB 38, Guidelines for Documentation of Com{XLter Programs and Automated 
Data Systems, has been produced, by the National Bureau of Standards for use by 
government agencies in documentirlg computer systems. It is an excellent guideline 
document which can be as useful to state and local government agencies as it is to 
Federal government agencies. LEAA continues to recommend the use of FIPS PUB 38 
by criminal justice agencies as a standard or as a supplement to existing standards 
currently in use. In addition, LEAA recommends the use of this addendum. 

FIPS PUB 38 is oomprehensive in its ooverage of automated systems chcumentatlon 
requirements. However, because of its generalized nature, it does not provide specific 
coverage of security and privacy unique to the criminal justice community. The 
purpose of this addendum is to provide coverage of security and privacy procedures for 
criminal justice systems and to identify the minimum chcumentation requirements for 
criminal justice systems. 

1. SECURITY AND PRIVACY DOCUMENTAITON REQUIREMENT 

FIPS PUB 38 addresses security and privacy in the guidelines for preparing the 
,FlI1ctional ReqJirements Document, Systems/Subsystems Specification, and Pro
gram Specification; however, for criminal justice systems, a requirement exists 
for a more comprehensive treatment of the subject. Security and privacy 
procedures regarding the management, use, and operation of the system sho~d be 
described either in a selBrate document or incorp:>rated in other approp-iate 
docwnents. The description of security and privacy procedures should, as a 
minimwn, discuss such topics as: 

A. Accuracy and Completeness 

• Describe general policy for inslring accuracy of file information, 
completeness (disposition reporting), and dissemination limitations. 

B. Audits 

C. 

• Describe audit procedures to inslring accuracy, completeness, and 
adherence to regulations by users. 

Data Center Securi ty 

• Describe regulations developed for security of the data center, includ
ing physical access, protection against fire, theft, sabotage, other 
natlral or man-made disasters. Comprehensive coverage of this 
subject is oontained in FIPS PUB 31, Guidelines for Automatic Data 
Processing Physical Security and Risk Management. 

357 



<, , 

(~I 

0 . 
~ 

(I 

iI'· * 

0 
r;, 

....:;:: c· 

" 11 

0-

.... ". 

!~.:. 

Q' 
.) 

f 
'J, 

(\ / 

a --
, 0 

v· 

{) ~ -

, /J. 
~ 

" .' 
" ~, 

\ 

" 

.. f 

," 

<Ii 
'1; 

~. 

J " ", 
>~ 

~, ;~ . . 
\ . 

.~ 

o 

o 

(, ,. 

o 

c 

,p 

..,. J' • 

(/ 

z·m1 pm" 'm' ·M rrf"'''· '~'I . . . - ~. ," .. ':.., ~ ~., ,_ .. 
. 

• i. k 1 •• '7 nn '.PI.III_lID •• I.I~ 

. "I 

~, ; 
.\ 

o 



2. 
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D. Hardware and Software Design 

E. 

F. 

G. 

• Describe hardware and software designs employed to prevent un
authorized access. 

Management Cqritrol 

• Describe management authority relative to setting and enforcing 
policy for computer operations personnel selection, limitations of 
access to specified areas, files, etc. _; 

User Requirements 

• 
f) 

Describe user requirements for direct access, Use and Dissemination 
Agreements, and sanctions for viola\tions. 

Acces and Review if 

• Describe access and review rights provided to individuals. 

MINIMUM\) DOCUMENTATION REQUIREMENTS FOR CRIMINAL JUSTICE 
SYSTEMS 

Past expereince in the development of criminal ,justice computer systems has 
indicated that a minimum level of documentation is necessary in order to ensure 
the successful development and implementation of systems and to support the 
transfer of computer technology. The minimum documentation requirements for 
crtmiMl justice systems are set forth in the following documents described in 
Fi?S PUB 38: 

• Functional Requirements Document 

Data Requirements Documents 

• Users Manual 

• Operations Manual 

• Program Maintenance Manual 

It is further recommended that the Functional R~rquirements and Data Require:
ments Documents listed above be prepared and ap/i>roved by user, developer, and 
operator personnel prior tQ:~,arting the actual de1relopment process. These two 
~documents are extremely important during the developmental period as their 
primary purpose is to provide the basis for mutua;! understanding between users 
and designers concerning the system req~r~m~!lt5i, 9p-erating environment, data 
collection responsibilities, and development - plall •. It should be noted that a 
system, depending on its complexity, may,. requir~' the additional documentation 
discussedin FIPS PUB 38 and that the prbcedures recommended for determining 
documentation needs should be followed where applicable. (See Part 2, Docu
mentation Considerations, of FIPS PUB 38). 
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U. S. DEPARTMENT O}" COMIHERCE, Rogers C. B. :Morton, Secretary 

James A. Baker, III, Under Secretary 
Dr. Betsy Ancker-J ohnson, Assistant Secretary for Science and Technology 

NATIONAL BUREAU OF STANDARDS, Er.nest Ambler, Acting Director 

" . 
... I)~ 

ForeW01'd 
The Pederal Information Processing Standards Publication Series of the National 

Bureau oil Standards is the official publication relating to standards adopted and promul
gated un~~r the provisions of Public La~! 89-306, and Part 6 of Title 15 Code of Federal 
Regulatio!&s. The entire series constitutes, the FEDERAL INFORMATION PROCESS
ING STANDARDS IthGISTER. 

The series is used to announce Federal Infonnation Processing Standards, and to 
provide standards information of g'eneral interest and an index of relevant standards 
pUblications and specifications. Publications that announce adoption of standards provide 
the necessary policy, administrative, and guidance information for effective standards 
implementation and use. The technic~l specifications of the standard are usually attached 
to t.he publication, otherwise a reference source is cited. 

Comments covering Federal Information Processing Standards and Publications are 
we1cl1med and should be addressed to the Associate Director for ADP Standards, Insti
~te f.or Computer Sciences and Technology, National Bureau of Standards, Washington, 
D.C. l~0234. Such comments will be either considered by NBS or forwarded to the respon
,sible l\lctivity as appropriate. 

ERNEST AMBLER, Acting Director 

AbstI'act 

This!'FIPS PUB announces the adoption of the American National Standard COBOL 
(X3.23-1974)as the Federal Standard COBOL. This revision supersedes FIPS PUB 
21 and reflJts major changes and improvements to the COBOL specifications. The 
'American National Standard defines the elements of the COBOL Programming Language 
and the rules:'ior their use. The standard is used ·by implementors as the reference 
authority in developing compilers and by users for writing programs in COBOL. The 
primary purpose ,of the standard is to promote a high degree of interchangeability of 
programs for u~eon a variety of automatic data processing systems. The COBOL lan
guage is intended" for use in computer applications that emphasize,fthe manipulation of 
characters, records, and fils>,.>, 

Key words: COBOL: data processing; Federal Infonnation Processing Standard; infor
mation interchange: information processing: programming language; software: stand-
ards conformance. !? c, 

Nat. Bur. Stand. (U.S.), Fed. Info. Process.\~Stand, Pub!. (FIPSPUB) 21-1, 4 pages 

(197~ 

. " 

For .ale by the Superintendent of Document., G.S. Government I'rintinJ<" Otll~e 
Washington, D.C. 20402 • Price 30 cent. 

Stock Number 003-003-01538-5 
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FIPS PUB 21-1 
Supersedes 

FIPS PUB 21 
1972 March 15 

Ii 
I 

l' Federal Information 
Pl'ocessling St~ndal'ds Publication 21-1 

1975 December 1 

AN~'OUNCING THE STANDARD FOR 

COBOL 
\', . 

Fedel:al Information Processing Standards i, br t· . 
~ th',a Federal Property and Administrative S~!~i~~: ~~: O~r;9~~sued by the Natio~al Bureau of Standards pursuant 
Implemented by Exeeutive Order 11717 (38 Ii'R 12315 d ted M as amended, Public Law 89-306 (79 Stat. 1127), as 
Fed/eral Regulations). ' a ay 11, 1973), and Part 6 of Title 15 CFR (Code of 

i) .Name of Standard, COBOL (FIPS PUB 21-

2. Category {)f Standard. Software Standard 
Programming Language. ' 

3. Ex.planation. This publication announces the 
,adoptIOn of A1jllerican National Standard 
COBOL, X3.23-1~74, as amplified herein as a 
Federal Standara. This revision supersedes 
~IPS PUB 21 and reflect~ major changes and 
Impro.vements to the COBOL specifications. The 
AmerIcan National Standard de11nes the ele
ments of the COBOL Programming LanO'uage 
and the. rules for their use. The stand:rd is 
~s~ by Implementors as the reference author
Ity. I.n developing compilers and by users for 
wrItmg programs in COBOL. The primary 
purpo~e of. the standard is to promote a high 
degree of mterchangeability of programs for 
use on a wide variety of information processing 
s.;:ster;ts. Other languages, appropriate for ap
plIcatIOns that are not adequately serviced by 
COBOL, are being considered for adoption as 
Federal Standards. 

~. Approving Authority. Secretary of Com
merce. 

5, Maintenance Agency. Department of Com
merce, National Bureau of Standards (Insti

"tute for Computer Sciences and Technology). 

6. Cross Index. Azr..erican National Standard 
X3.23-1974, COBOL. 

1 
363 

7. Related Documents. 

\ .ii .. F~eral Information Processing Standards 
PlfblIcatIOn 29, Interpretation Procedures for 
Federal Standard COBOL. 

b. Federal Property Management Regulation 
101-32.1305-1, Implementation of Federal In 
formation Processing Standards PubIication~ 
(FIPS PUB) into Solicitation Documents, Soft
ware Standards. 

c. Federal Information Processing Standards 
PU,pl.ication 43, Aids for COBOL Program Con
V(1'~'SlOn (FIPS PUB 21 to FIPS PUB 21-1). 

8. Objectives. The basic objectives in applying 
Federal Standard COBOL are: (1) to achieve 
the lo~g-recognized advantages that are in
herent m the use of higher level languages and 
(2) to maximize and protect program in~est
ments by making it easier and less expensive to 
exchange. progr.ams among different computel: 
systems, mcludmg replacement systems. 

The attainment of these objectives from a 
govel,?ment-wide point of view, depe~ds upon 
the WIdespread lise of Federal Standard COBOL 
Thus, t~e general intent of this PUblication i~ 
to pr~vlde a standard language that can be 
used. m. Pl'ogrammi?g .information processing 
applIcatIOns except m CIrcumstances, discussed 
below, where such use would not be advantag _ 
ous. e 

I' 

, 
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9. Applicability. Federal Standard COBOL will 
be used in progr~mming computer applications 
and programs that emphasize the manipulation 
of characters, re<!ords, files and input/output 
(as contrasted with those concerned primarily 
with computational problem solving) which are 
developed or acquired for government use. 
Specifically, the standard will be used for such 
applications whenever: 

-the application is being designed and pro
grammed centrally for a decentralized sys
tem that employs computers of different 
makes, models and configurations 

-the program will or might possibly be run 
on equipment other than that for which the 
program is initially written 

-it is anticipated that the life of the pro
gram will be longer than the life of the 
presently installed equipment 

-the application or program is under con
stant review for updating of the specifica
tions, and changes may' result frequently 

-the advantages of the use of this higher 
level language can accrue locally irrespec
tive of interchange potential (e.g., ease of 
coding, ease of documentation, improved 
understanding, and ease of debugging). 

. / Exceptions to the use of Federal Standard 
COBOL may be- made when: 

a. A comparative analysis shows that the ad
vantages inherent i.n the use of Federal Stand
ard .COBOL are clearly offset by even greater 
advantages obtainable through use of an altern
ative I ang.u age. The language selection should 
be made in consideration of the government's 
overall objectives. Such exceptions to the use 
of Federal Standard COBOL shall be subject 
to a waiver procedure approved by the head of 
the agency. The special circumstances identi
fied in paragraphs b through e below are ex
empted from the requirement for a ,vaiver at 
the discretion of the head of an agency. See 
paragraph 12, Waivers. 

o 
b. The program requirements are more e<!0-

nomically' and efficiently satisfied through the 

2 

use of report generation, data base manage
ment, or text processing languages. 

c. The program is to be processed on systems 
for which COBOL compilers are normally not 
developed. If, however, a COBOL compiler is 
available on a system other than the target 
system and the compiler generates object code 
for the target sy~tem (cross-compiler), COBOL 
should be used to the extent practicable. This 
exception alone is not to be construed as allow
ing exemption to the requirement for the use 
of COBOL on small computer systems, such as 
mini-computers, where they are being used for 
applications covered above. 

d. The program is to be processed on systems 
tha,t are in the Federal inventory and for which 
a standard COBOL compiler is not available. 

e. The computer installation is oriented to
ward the use of scientific and engineering ap
plications in which case incidental information 
processing applications may be programmed in 
locally used languages. 

Federal agencies should give special attention 
to ensuring that programs for applications that 
will or are likely to be used by organizations 
outside the Federal Government (i.e., State and 
local governments and ~ithers) are written and 
made available in Federal Standard COBOL, in 
order to provide maximum interchangeability 
in their use . 

10. Specifications. Federal Standard COBOL 
specifications are the language specifications 
contained in American National Standard 
COBOL, X3.23-1974. For purposes of Federal 
Standard COBOL, the: modules defined in X3.23-
1974 are combined into four levels. The four 
levels of Federa.l Standard COBOL are identi
fied as: Low, Low-Intermediate, High-Inter
mediate, and High. Bach Federal Standard 
COBOL level is composed of either the high or 
low levels of the nucleus and ten of the eleven 
Functional Processing Modules (FPM's) de
fined in X3.23-1974. The four Federal Standard 
COBOL levels are reflected in the following 
table. The numbers in the table refer to the 
level within the FPM or nucleus as designated 
in X3.23-1974, and a dash in the table denotes 
the corresponding FPM is omitted. 
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Low Low High 
High Intennediate Intelmlediate Level 

Level J~evel Level 

Nucleus 1 1 2 2 
FPM's 

Table Handling 1 1 2 2 
Sequential 1-0 1 1 2 2 
Relative 1-0 i 2 2 
Indexed 1-0 -' 2 
Sort-Merge 1 2 
Report Writer 
Segmentation 1 1 2 
Library 1 1 2 
Debug 1 2 2 
Inter-Program Com'""unication l' 2 2 
Communicatilm ! ,\ 2 2 

~OT~: The "REPORT WRITER" morlule is not mandatory in any Federal level. However. the specifications 
contamed In X3.23-1974 should be use~_to th~ extent practical, consistent 'with the requirements. 

/ 

11. Implementation. Implementation of the 
Federal Standard COBOL is divided into five 
areas of consideration: acquisition of COBOL 
compilers, transition to FIPS PUB 21-1, con
formance to Federal Standard COBOL, interpre
tation of Federal Standard COBOL, and use of 
COBOL in application programs. 

11.1 Acquisition of COBOL Compilers. The 
provisions reflected in this publication are effec
tive upon the date of this document. All COBOL 
compilers specified for procurement on or after 
the effective date must be identified as imple
menting one of the levels of Federal Standard 
COBOL. The requirements set forth in this 
paragraph are applicable to compilers developed 
in-house, compilers acquired as part of an ADP 
system procurement, compilers acquired by 
separate procurement and compilers used under 
an ADP leasing arrangement. 

11.2 Transition to FIPS PUB 21-1. The 
adoption of American National Standard 
COBOL, X3.23-1974, as a revised Federal 
Standard requires that provisions be made for 
the orderly transition to the revised standard. 
The transition period will begin on the date of 
this publication and will continue for eighteen 
months thereafter. The policies for the acquisi
tion of COBOL compilers during the transition 
period are: . 

a. The provisions of FIPS PUB 21 will 
apply to orders placed before the date of this 
publication for. compilers which are to be de
livered subsequent to the date of this publica
tion. 

b. The provisions of FIPS PUB 21;"'1 will 
apply to orders placed after the date of this 
publication; however, a compiler conforming to 
FIPS PUB 21 may be acquired for interim use 
until the compiler conforming to the revised 
standard is available. Delivery of the compiler 
conforming to the revised .standard may be de
ferredto,but not to exceed, the close of the 
transition period (18 months from the date of 
this publication). 

11.3 Conformance to Federal Standard 
COBOL. A compiler implemented in conform
ance t!LFederal Standard COBOL must satisfy 
at least/the following requirements: 

a. The implementation must include all 
of the lang-uage elements of at least one of the 
levels of Federal Standard COBOL. 

b. The implementation must satisfy all 
of the requirements, defined in American Na
tional Standard COBOL, X3.23-1974, section 
I, paragraph 1.5, Definition of an Implementa
tion of American National Standard COBOL. 
Any requirement stated herein that may differ 
from the requirements for an implementation 
of American National Standard COBOL takes 
precedence over the requirements stated in 
X3.23-1974. 

c. The implementation must provide a 
facility for the user to optionally specify a level 
of Federal Standard COBOL for monitoring his 
source program at compile time. The monitor
ing may be specified for any level of Federal 
Standard COBOL at or below the highest level 

3 
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for \vhich the compiler is implemented. The 
monitoring wiII be an analysis of the syntax 
used in a source program against the syntax 
included in the specified level of Federal Stand
ard COBOL. Any syntax used in the source 
program that does not conform to that allowed 
by the user selected level of Federal Standard 
COBOL will be diagnosed. The syntax diagnosed 
as not conforming to the specified level will be 
identified to the user through a diagnostic mes
sage on the source program listing. The diag
nostic message wiII contain at least: (1) the 
identification of the source program line num
ber in which the non-conforming syntax occurs, 
and (2) the identification of the level of Fed
eral Standard COBOL that supports the syntax 
or that the syntax is non-standard COBOL. 

In ordt~r to confirm that an implementation 
satisfies the requirements of a designated level 
of Federal Standard COBOL, programs (which 
include the Report Writer module) have been 
developed for testing COBOL compilers. A Fed
eral COBOL Compiler Testing Service (FCCTS) 
also is available to provide testing services. 
Policies concerning required testing of COBOL 
compilers are currently being developed and wiII 
be published in the near future by the General 
Services Administration as an appropriate mod
ific~tion to FPMR 101-32.1305. For further in
foLhation regarding COBOL Compiler Testing 
Services contact: 

Director, Federal eOBOL Compiler 
Testing Service 

Department of the Navy 
ADPE Selection Office 
Washington, nc. 20376 

11.4 Interpretation of Federal Standard 
COnOL. During the use of Federal Standard 
COBOL, whether implementing compilers, test
ing compilers or writing source programs, ques
tions may arise from time to time as to the 
meaning of specific language specifications. It 
is desirable when this happens to apply a solu
tion to these que.stions that can be used uni
formly throughout the Federal Government and 
by all implementors of Federal Standar~ COBO~ 
and the Report Writer module. To achIeve thIS 
objective, a Federal COBOL Interpretations 
Committee has been organized. Procedures for 
processing. interpretation of Federal Standard 

COBOL are provided in FIPS PUB 29 (para
graph 7a). For further information contact: 

Chairman, Federal COBOL Interpreta-
tions Committee 

Computer Science Section 
Systems and Software Division 
Institute for Computer Sciences and 

Technology 
National Bureau of Standards 
Washington, D.C. 20234 

11.5 Use of COBOL. Federal Standard 
COBOL will be used as defined in paragraph 
9, Applicability, as soon as compilers that con
form to the standard are available and acquired. 
It is not intended that existing programs be re
written solely for the purpose of conforming to 
the standard. 

Pmgrams should, to the extent practicable: be 
m jted to the elements o,f one of the specIfied 
le(,Vels of Federal Standard COBOL. It should 
be recognized that the use of any non-standard 
language elements may compromise interchan
geability of programs between various systems 
or may complicate future conversion to a re
placement system. Extensions ~hould, ~here
fore be employed only when theu' use WIll· re
suIt' in efficiencies that clearly outweigh the 
difficulties they may cause. To the extent that 
specifications for the required extensions have 
already been included in the CODASYL COBOL 
Journal of Development, use of these specifica
tions should minimize future conversion ~,ffi
culties. 

12. Waivers. 

12.1 Policy. Heads of agencie~ are per
mitted to waive the requirements stated in 
this publication in the following cir~umstan7es. 
Each waiver will covel' only the specIfic reqUIre
ments of this publication related to the need 
for a waiver. 

a. A waiver may be granted for an ex
ception to any of the requirements stated in 
this publication provided it can be clearly dem
onstrated that there are appreciable and con
tinuing performance or cost advantages to be 
gained or that the extenuating circumstances 
are such that the overall interests of the Fed~ 
eral Government are served by gral\ting the 
requested waiver. 
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! h. Special capabilities may be required 

to a(icommodate the needs of a particular ap
plicfJ:tion that cannot be achieved through the. 
use of Federal Standard COBOL. A wah'er must 
be obtained before these special capabilities are 
specified for implementation or acquisition. Re
quests for waiver must clearly demonstrate an 
appreciable and continuing performance or cost 
advantage will be obtained through the use of 
these special capabilities. . 

1973, and changes that were made to the JOD 
in response to X3J4 requests. The COBOL 
language is under continual review by the 
CODASYL organization for modification and 
extension. These changes are then reviewed by 
AXSI for incorporation in revised editions of 
AXS COBOL. 

b. In the event that there is no prospect fot 
the development of a COBOL compiler con
forming to this standard for the machine used, 
serious consideration should be given to using 
the existing COBOL compiler, if available, for 
new or revised applications to ease the eventual 
conversion to a new system employing a stand
ard COBOL compiler. 

12.2 Reporting. Waivers granted in the ac
quisition 0f compilers will be reported to the 
National Bureau of Standards, with the follow
ing supporting documentation, within seven 
working days after approval by the head of the 
agency. 

a. Relevant documentation considered 
by the head of the agency in authorizing the 
waiver. 

b. Detailed technical specifications of the 
language deviations granted. IIi the case of 
deletions, exact reference to the items in X3.23-
1974 is all that is required. In case of additions 
that are already developed and approved by 
CODASYL, exact reference to the items in the 
CODASYL COBOL Journal of Development is 
all that is required. 

c. A recommendation for action by NBS 
concerning future development of COBOL, rela
tive to the waiver, should be included, as ap:" 
propriate. Correspondence should be addressed 
to the Associate Director for ADP Standards, 
Institute for Computer Sciences and Technol
ogy, National Bureau of Standards, Washing
ton, D.C. 20234. 

'13. Special Information. 

a. Development and maintenance of the 
COBOL language are the responsibilities of the 
Programming Languages Committee of the 
Conference on Data Systems Languages 
(CODASYL), a voluntary organization com
prised of interested organizations. Standardiza
tion of COBOL in the United States is in the 
purview of the American )I ational Standards 
Institute (AXSI), X3J4 Committee. The tech
nical specifications of American ),rational Stand
ard COBOL, herein adopted as a Federal Stand
ard, are based on the specifications contained 
in CODASYL COBOL Journal of Development, 

14. Where To Obtain Copies of COBOL Publi
cations. 

a. Federal Govel"llment activities should ob
tain copies of this publication from established 
sources within each agency. Wben there is no 
established source, purchase orders should be 
submitted to the Xational Bureau of Standards, 
Institute for Computer Sciences and Techn010-
gy, Office of ADP Standards Management, Tech
nology Building, Washington, D.C. 20234. Refer 
to Federal Information Processing Standard 
Publication 21-1 (FIPS PUB 21-1). Copies of 
the. American National Standard COBOL, 
X3.23-1974, accompany each copy of FIPS PUB 
21-1. 

h. Others may obtain copies of the FIPS PUB 
from the Superintendent of Documents, U.S. 
Govel"llment Printing Office, Washington, D.C. 
20402 (SD Catalog )lumber C13.52 :21-1). 
There is a 25 percent discount on quantities of 
100 or more. vV'hen ordering, specify.document 
number, title, and SD Catalog Number. Pay
ment may be made by check, money order, 
coupons, or deposit account. Copies of the 
AXSr standard may be obtained from the 
Am·2rican National Standards Institute, Inc., 
1430 Broachvay, New York, ),"ew York 10018. 
Refer to American )lational Standard X3.23-
1974, Standard Programming Language 
COBOL. . 

c. Copies of the CODASYL COBOL Journal 
of Development may be obtained from the 
Technical Sel'\'ices Branch. Department of 
Supply and Services, 5th Floor, 88 Metcalfe 
Street, Ottawa, Ontario, Canada KIA OS5. 
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