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Electronic Fund 
Transfer Fraud 
The rapid increase in the use of 
computer-based systems for financial 
transactions has heightened public and 
private concern over the potential for 
electronic fund transfer (EFT) crime or 
fraud. Two ~'rincipal types of crime 
highlighted by this report are incidents 
associated with automatic teller ma
chines (ATMs) and with wire transfer, 
that is, the tr8I'.sfcr of funds by 
electronic means between banks. 

Data from a survey of 16 American 
banks, all but one with deposits in 
excess of one billion dollars, and 
related industry data sources reveal the 
following estimates of level of activity 
in electronic transfers and the extent 
of crime: 
• In 1983, there were 2.7 billion 
transactions involving $262 billion 
processed through automatic teller 
machines (ATM). 
• Of a sample of 2,707 ATM-related 
incidents (transactions resulting in 
accountholder complaints), 45% of all 
incidents were found to be potentially 
fraudulent, involving, ftJr example, 
unauthorized use of lost or stolen cards, 
overdrafts, and "bad" deposits . 
• Nationwide ATM bank loss from fraud 
during 1983 i.& estimated in the range 
between $70 and *lOO million based on 
bank characteristics and a median bank 
los,,'l of approximlltely $84 million 
calculated on the basis of 2.7 billion 
transactions. 
• In 1980, roughly 60 million wire 
transfers were completed involving 117 
trillion dollurs. 
• The average exposure to loss (i.e., 
loss potential) in 139 problem wire 
tran')fer incidents report~d by 12 of the 
16 banks was $833,279; actual losses 
ot!clJrred in 56% of these incidents. 

-- - .... -

The need to assess potential levels 
of fraud in electronic fund transfer 
systems has been apparent for some 
tim e. This report presents findings 
of the first pilot effort to develop 
such estimates on the basis of data 
obtained directly from a sample of 
banks. 

It should be recognized that ob
taining fraud data directly from 
banks represents a major break
through. Banks have traditionally 
been reluctant to share any in
formation that might shake the 
consumer's confidence in tt.~ bank
ing system. Similarly, bank record 
systems have not been organized to 
permit easy identification of EFT
related loss incidents. Despite 
these difficulties, a selected sample 
of banks agreed to participate and 
to provide BJS with data for this 
study. Total anonymity was assured 
to all participants. 

Particular thanks should be 
expressed to the Association of 

• Anticipated losses from wire transfer 
fraud were estimated to increase 
approximately 70% over the next 5 
years by a cross-section of bank 
managers and wire transfer experts. 

BACKGROUND 

The study described in this report 
represents the first pilot effort to 
obtain consistent incident-based data 
on EFT fraud from a small panel of 
financial institutions; prior to this 
effort, no valid data existed on the 
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Reserve City Bankers for their 
support in the effort. 

In reviewing the report, it must 
be recognized that the pilot semple 
of 16 financial institutions cannot 
be considered as representative of 
the over 14,000 commercial banks 
in America. Subsequent contacts, 
however, indicate an interest by 
additional banks in participating in 
an expanded study. Date. from Duch 
a survey would more clearly illus
trate the nature of EFT fraud and 
more precisely define the scope of 
potential losses. 

Data on EFT fraud is relevant for 
both planning and legislative consi
deration. This study has demon
strated that consistellt Ijata can be 
obtained from a panel of banks. A 
larger panel is now required to pro
vide an ongoing source of inform9.
tion on EFT fraud and loss. 

Steven R. Schlesinger 
Director 

nature or extent of computer fraud 
associate1 with electronic fund 
transfers. The study focuses on 
h1cidents involving automatic teller 
machines (ATM) .rnd wire transfer 
se~·vices • 

At present, ATM represents the 
most established retail application of 
EFT technology. Other retail applica
tiQns also include telephone bill paying, 
home banking and "point of sale" fund 
transfers. It is estimated that in 1983, 
2.7 billion transactions (withdrawals 
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and deposits) worth $262 billion were 
proces~ed through 43,800 installed 
ATMs. 

At the corporate level, wire trans
fer, i.e., the transfer of funds by 
electronic means between financial 
institutions, represents the most 
established use of EFT technology. 
Approximately 60 million wire transfers 
were complete~ in 1980 involving 117 
trillion dollars. This was 45 times the 
value of the nation's 1980 gross national 
product. 

AUTOMATIC TELLER MACHINE 
FRAUD 

Causes of ATM-related 
incidents 

A sample of 2,707 ATM- related 
illci1ents were identified in the sur
vey. Table 1 describes the basic 
causes of the 2,707 ATM-related inci
dentJ, classified according to whether 
the cause was related to a withdrawal 
or deposit. 

As shown, almost three-fourths 
of all incidents were caused by 
withdrawal-related events. Almost a 
third of these involved unauthorized 
transactions with a stolen or lost card. 
Another 15% involved unauthorized 
transactions completed while the card 
was held by the accountholder. Almost 
a third of the incidents resulted from 
mechanical problems that caused inac
curate dispensing of funds or posting of 
withdrawals. 

ATM-related incidents resulting in 
apparent loss to an accountholder or 
bank may result from technical failure, 
human error or fraud. For purposes of 
this study, individual incidents were 
classified as "fraudulent" on the basis 
of the facts involved as indicated in 
bank records, including in some cases 
exist~ce of actual fiscal loss to the 
bank. Law enforcement investigation 
and judicial review might result in a 
reclassification of some of these 
incidents. 

As table 1 shows, 45% of all iden
tified incidents were found to be 
fraudulent. Almost all of these fraudu
lent incidents involved unauthorized use 
of lost or stolen cards or cards still held 
by the accountholder, I)verdrafts, and 
"bad!' deposits (for example, deposits of 
stoien or uncollectible checks and 
"empty envelope" deposits). 

Incidents involving lost 
01' stolen cards 

Reports of the 644 incidents in
volving lost or stolen cards (table 1) 
were further analyzed. 

Table 1. Cause of ATM incidents and number of fraudulent incidents 

Incid&nts in samEle Classified as 
Cause of incident Number Percent fraudUlent 

Withdrawal-re!ated 2,069 73.4% 
Unauthorized withdrawala 

ATM card lost or stolen 644 22.9 644 
A TM card in possession of accountholder 313 11.1 313 

OverdraftS 
Against insufficient/bad deposit 51 1.8 51 
Bank computer suspected to be off line 171 6.1 171 
Bank posting procedures known to be delayed 10 .3 10 

No fraudb 
Accountholder confused 235 8.3 0 
Inaccurate posting by bank due to mechanical 

579 20.6 0 failure 
Otherc 66 2.3 12 

Deposit-related 412 16.8% 
Bad deposit by accountholderc 

1.0 17 Empty envelope deposited 29 
Stolen/fraudulent check deposited 10 .3 10 
Uncollectible (not stolen/fraudulent) 
check deposited 25 .9 14 

Bad deposit by person other than 
accountholdera 76 2.7 76 

No fraudb 
ACCfluntholder confused 137 4.9 0 
Accountholder made deposit to wrong account 50 1.8 0 
Amount deposited different from amount 
in envelope or keyed in 43 1.5 0 

Inaccuracy in posting of deposit 
2.4 0 by bank 66 

OtherC 36 1.3 2 

Unreported and otberc 276 9.8% 19 

a All incidents classifien as fraudulent. 
b All incidents classified as not fraudulent. 
c Incidents classified as fraudulent only where bank l>ustRined loss. 
d Total incidents involving identified causes exceeds total number of 

incidents because individUal incident may have more than one cause. 

• Location of 10S$ or tb~ft. Cards were 
lost or sto]~~ in the home (25%), retail 
establishmeuts (20%), cars (l8%), 
places of employment (12%), streetsl 

(8%) or schools (7%); these proportions 
are based on 395 incident reports on 
location of loss. 

• Nature of theft. Where cards were 
stolen, approximately two-thirds (66%) 
were taken as the result of a theft of a 
purse or wallet (purse snatching). 
Cards were also the specific object of a 
theft (26%) and were taken as part of a 
more general theft of personal 
belongings (8%). These proportions are 
based on 379 incident reports describing 
the nature of the theft. 

II Number of unauthorized transactions 
per incident. The number of unauthor
ized transactions is relevant since 
maximum daily ATM withdrawal limits 
(generally $20u-300) are established by 
banks. Based on 535 incident reports, 
cards were generally used once (27%), 
twice (24%), or between 3 and 5 times 
(28%). In 13% of reported incidents, 
however, cards were used between 6 
and 10 times. In 8% of incidents, cards 
were used more than 10 times in 
connection with unauthorized 
transactions. 

• Date of last transaction. Once noti
fied of a loss or theft, ATM cards are 
lIhot-carded" to prevent further trans-
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actions with the card. Of 440 incident 
reports, the last unauthorized trans
action was made 1 or more days before 
notification in 48% of incidents, on the 
day of notification in 38% of incidents, 
and after the day of notification in 13% 
of incidents, suggesting some failure 
by banks to "hot-card" the card immed
iately • 

• Location of personal identification 
number (PIN). PINs were recorded and 
kept near the ATM card (typically in 
the p'lrse or wallet) in 72% of 437 
incidents. PINs were actually written 
on the card in 6% of the incidents and 
were written and kept separate from 
card or purse in 7%. In 15% of inci
dents, the accountholder claimed that 
PINs were not written down. 

Use of cameras 

A photograph of the alleged of
fender was available in only 24% of the 
fraudulent incidents. Even when one 
was available, however, the alleged 
offender was identified in only 38% of 
the cases. Equipping all ATM's with 
cameras may not be I' solution to ATM 
fraud because there appear to be many 
ways to "fool" the camera. Equipping 
some ATMs with cameras, on the other 
hand, may be cost-effective, because 
uncertainty regarding use of photo
graphic eqUipment may encourage care
lessness by potential offenders. 
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Extent of ATM loss 

Potentially fraudulent ATM 
incidents may result in loss to the 
• accountholder only (where claimed 6 
losses are denied in full by the bank); 
• bank only (where bank claims are not 
recovered in full or bank waive~ 
accountholder partial liability); 
• both accountholder and bank (where 
accountholder liability is limited or 
where bank claims against an account
holder are only partially recoveredl; 
• neither bank nor acc:ountholder 
(where, for example, recovery is made 
from a third party or stolen checks are 
deposited but no withdrawals are 
made). 

Table 2 describes the average loss 
to the bank, accountholder, or both, 
resulting from potentially fraudulent 
ATM incidents. Losses exceeded $2,500 
per incident in about 1% of the sample. 

Table 2 also describes the average 
number of transactions involved in each 
type of incident. The data show that 
multiple unauthorized transactions (3.6 
on average) often occur in an incident, 
resulting in losses in excess of the daily 
ATM withdr!l.wallimit. 

Federal Regulation E 

The vast majority of the 202 inci
dents in which both the ac~ountholder 
and the bank sustained a loss involved 
Federal Regulation E. Federal Regula
tion E provides that accountholder 
liability is limited to $50 (if card is 
reported missing within 2 days of dis
covery) or $500 (if card is reported 
missing more than 2 days aft.~r discov
ery). In such cases the remaining part 
of the claimed loss must be covered by 
the bank. The average accountholder 
loss in this sample of 202 incidents was 
$74, suggesting that missing cards 
were generally reported within 2 days 
of discovery. The data also indicate 
that.in several instances banks did not 
press Regulation E liabiW:y in order to 
maintain good customer ... elations. 

The 202 ir.cidents of joint bank and 
accountholder loss include 182 incidents 
of lost or stolen cards. In 65% of these 
incidents, the report indicated that the 
personal identification number (PIN) 
had been kept on or near the card. 
Thus, accountholders might have sus
tained greater losses if liability had 
been assessed to reflect a negligent 
failure to conceal adequately the PIN. 

Estimated nationwide ATM fraud loss 

To estimate nationwide bank losses 
attributable to ATM fraud, the ratio of 
1983 ATM fraUd losses to the volume of 
ATM transactions (withdrawals and 
deposits) and the dollar value of ATM 
transactions were calculated for each 

Table 2. Average loss per fraudulent ATM incidr.dlt 

Fraudulent inci1ents Average loss to Average 

Loss incurred by: Number 

Neither bank nor accountholder 46 
Accountholde~ only 369 
Bank only 446 
30th accountholder and bank 202 
Unreported 153 

panel bank.8 Nationwide A'I'M fraud 
loss estimates were then del ived by 
applying these ratios to 1983 national 
estimates of the total number of ATM 
transactions and the total c10llar volume 
of ATM transactions. 

Table 3 shows the high, low, and 
median loss ratios in each category. 
(Average values tor all panel banks 
combined are not shown' since they 
obscure the wide variation between 
banks and may be misleading.) 

Table 3 also describes the high, 
median and low estimates of to'tal1983 
bank losses from ATM fraud calculated 
on the basis of the high, median, and 
low loss ratios. By way of explanation, 
the "high" ratio estimation represent.s 
the estimated loss that might be 
expected if all banks shared the 
characteristics and anticipated losses 
of the panel bank with the highest ratio 
of ATM fraud losses to the number or 
value of ATM transactions. 

As :~!lnk5 vary widely in these char
acteristics, it is likely that total 
estimated fraud losses would be in a 
ra.nge close to median value estimates 
shown in table 3, or approximately $70-
$100 million. 

Comparison with credit 
card fraud loss 

Current data indicate that the level 
of credit card fraud loss per transaction 
and per dollar volume exceeds compar
able ATM losses. In 1983, for example, 
VISA reported a loss per transaction of 
$0.081 and a loss per $1,000 transaction 
volume of $1.59. One possible explana
tion for these differences is that 
organized fraud, ~sDecialiy card COUl1-
terfeiting opera,ms, does not appear 
to be a problem III the ATM industry at 
this time. Additionally, more lenient 
withdrawal limits and a greater inabil-

Account- number of 
Percent Bank holder transactions 

3.8 $ 0 ~ 0 2.2 
30.3 0 255 3.5 
36.7 330 0 3.3 
16.6 365 74 4.8 
12.6 - - -

ity to control "hot-carded" transactions 
may result in higher credit card los
ses. Overall, estimated nationwide 
losses for ATM fraud are considerably 
less than es~imated losses for credit 
card fraud. 

WIRE TRANSFER FRAUD 

Public concern over potential major 
EFT fraud loss is focused in the area of 
wire transfer. At this time, however, 
no formal i'ecording mechanisms exist 
for the ongoing do1'Omentation of wire 
transf er incidents. Findings in this 
section are based, therefore, on data 
submitted by the 16 panel banks in 
response to a data collection instru
ment requiring description of all 
incidents occurring within the preced
ing 5 years. A total of 139 incidents 
were described by 12 of the 16 banks; 4 
panel banks indicated that no incidents 
had occurred. 

In light of data collection difficul
ties and of the potential for underre
porting of undetected or embarrassing 
incidents, the data. collected must be 
viewed as only a sample of total wire 
transfer incidents and cannot be used to 
estimate total wire transfer losses. 
The sample does represent, however, 
the largest single and systematic col
lection of data describing wire transfer 
incidents and should serve as a base
level resource for analysis of wire 
transfer incidents. 

Type of incident 

Table 4 describes the nature of 
the potentially fraudulent incidents 
reported. Reported incidents included 
cases where losses were actually sus
tained (columns A and G) or where 
similar acts resulted in exposure with
out actual loss ('!cl.umns Band D)
where, for example, the bank success-

Table 3. ATM bank fraud loss ratios and nationwide fraud loss estimates for 1983 

Low Median High 

Fraud loss ratios: 
Loss per transaction (withdrawal OJ' deposit) $0.013 $0.031 $0.073 
Loss per $1000 of transaction volume 0.128 0.321 1.122 

Nationwide fraud loss estimates: 
Based on estimate of 2.7 billion 
transactions in 198311 $35.1 million $83.7 million $197.1 million 

Based on estimate of $262 billion 
in transaction volume in 1983a 33.5 84.1 294.0 

a Source: See footnote 2. 
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fully recovered an erroneously credited 
payment prior to its withdrawal. 

As shown, unintentional errors 
leading to loss or exposure occurred in 
94% of the incidents, which far ex
ceeded intentional fraudulent acts 
(6%). This confirms the hypothesis that 
intentionally fraudulent acts, although 
potentially costly, are quite rare. The 
nine intentionally fraudulent incidents 
clearly do not provide an adequate basis 
for meaningful analyses. 

As table 4 shows, errors lead!ng to 
potential fraud are generally clerical, 
committed by bank employees and 
related to the duplication or misrouting 
of messages and payments. Such inad
vertent errors (which may involve a 
"typo," a misplaced digit or an erro
neous currency conversion) may result 
in major loss (or, at the least, exposure 
to fraudulent loss) if recipients of 
erroneously credited payments abscond 
with the funds, claim that funds were 
legitimately "owed," or otherwise spend 
windfall receipts in alleged ignorance 
of the fund source. Recovery of such 
losses may be legally complex and 
costly. 

Extent of exposure to loss 

As l:Ihown in table 5, the average 
loss to which banks were exposed, per 
reported incident, was $883,279. The 
maximum reported exposure level was 
over $37 million. Although actual losses 
oc~urred in only about 56% of these 
incidents, the data confirm the high 
dollar value of potential wire transfer 
loss. 

Table 5 also shows that the average 
loss to which banks were exposed was 
more than 50 times higher in ((hose inci
dents in which no loss resulted. This is 
consistent with the view that, where 
exposure is large, all efforts are made 
by banks to recover funds and to thus 
eliminate the possibility of actual 
losses, This factor may also explain the 
seemingly low average level of net loss 
($18,861), which the data indicate oc
curred in incidents resulting in actual 
loss. 

The magnitude of the difference in 
exposure levels among banks having a 
1 .It '\ and those not having a loss, how
ever, may also indicate that some inci
dents in which exposure resulted in 
large actual losses may not have been 
reported i.n the study. 

ExposUre time 

As in the case of ATM loss, the 
longer the elapsed time between the 
incident leading to loss and the bank 
notification or discovery of the loss 
(exposure time) , the greater the actual 
expected loss. As shown in table 5, 

Table 4. Cause of wire transfer inc?OO'lts 

(A) 
Suuce.'lSful 
fraudulent 
transfer 

Incident (N=4) 

Cause of incident 100.0% 
Message duplicated 0.0 
Message misrouted 0.0 
Wrong amount 25.0 
Entry to wrong account 0.0 
Wrong currency 0.0 
External collusion 2!>.0 
Insufficient funds 0.0 
Test word not validated 0.0 
Misuse of ID/password 0.0 
Data line compromise 0.0 
Unreported 50.0 

Jncident caused by 100.0% 
Bank employee(s) 100.0 
Corporate customer 0.0 
ilund transfer network 0.0 
Bank computer system 0.0 
Individual customer 0.0 
Unreported 0.0 

Table 5. ExposIire to loss in wire transfer incident 

Wire transfer 
incidents 

Incidents Number Percent 

All incidents 134a 100.0% 
Incidents resulting in: 

Some bank loss 75 56.0 
No bank loss 59 44.0 

aData unavailable on 5 reported incidents. 

exposure time for incidents with some 
loss (158 days) was 5 times longer than 
that for incidents with no loss. This 
basically reflects the increased dif
ficulty of recovering (or preventing 
withdrawal of) funds after longer 
periods of time. 

SUrvey of attitudes toward 
wire-transfer fraud loss 

Although available data do not 
permit estimates of actual wire trans
fer fraud levels, data obtained in a 1983 
survey of bank officials describe cur
rent attitudes regarding the extent, 
cause and futurr1likelihood of such wire 
transfer losses. 

Estimates of the extent of current 
annual losses and the anticipated level 
of loss in 5 years are sho~n in table 6. 
As in the case of incidents reported by 
panel banks, it is reasonable to pzume 
that incidents are infrequent and that 
major losses may not be fully 
reported. It is relevant, however, that 
average anticipated losses ($39,548) 
exceed current net loss estimates 
($23,327) by 70%, reflecting a high 
level of concern among bank officials. 

Table 7 describes survey respond
ents' views regarding the current and 
anticipated causes of wire transfer 
frauds. As shown, respondents indicate 
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(B) (C) (D) 
Attemptlld Error leading Error leading 
fraudulent to fraudulent to exposure 
transfer loss wi thout loss 
(N=5) (N=71) (N=59) 

100.0% 100.0% 100.0% 
0.0 54.9 23.8 
0.0 5.7 30.4 
0.0 12.7 5.1 
0.0 8.4 13.6 
0.0 5.6 6.7 

60.0 0.0 0.0 
20.0 0.0 3.4 
0.0 1.4 1.7 

20.0 0.0 0.0 
0.0 0.0 1.7 
0.0 11,3 13.6 

100.0% 100.0% 100.0% 
20.0 94.3 79.6 
0.0 0.1l 8.5 
0.0 1.5 3.4 
0.11 0.0 3.4 

20.0 0.0 0.0 
60.0 4,2 5.1 

Average 
Bank e)!Eosure number 

of days of 
Minimum Average Maximum exposure 

$30 $ 883,279 $37,357,000 101 

30 34,729 315,000 158 
30 1,961,945 37,357,000 30 

that identified causes, and particularly 
those involving sophisticated technol
ogy, will have an increasing impact on 
wire trl,Ulsfer fraud. 

.-

The distinction between respondents 
whose institutions have and have not 
suffered prior wire transfer loss is 
shown in table 8. The data indicate 
that those tlStitutions with no loss 
experience are more than twice as 
concerned about the contributiolls that 
the stated causes would make to wire 
transfer fraud than those with loss 
experience, mo:;t probably because 
those with loss experience know that 
certain steps could be taken to mitigate 
these causes. 

Table 6. Wire transler survey findings: 
Estimated current and anticipated annual 
wire transfer f1'l'ud loss 

Loss Low Average High 

Loss estimates: 
Current annual 

net loss per 
bankll $100 $23,327 $215,000 

Anticipated loss 
perb~in 
5 years 100 39,548 500,000 

a Based on 35 banks that sustained a loss. 
b Based on 28 banks that responded to this 

question and assuming that no new fraud 
prevention measures are adopted. 

"' 
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Methodology~ A panel approach 

In collaboration with the Associa
tion of Reserve City Bank(;:rs (ARC B), 
data in this study were collected from 
a panel of 16 ARCB member banks. 
Because few small financial institutions 
can justify extensive EFT systems, the 
study panel banks were intentionally 
selected from among the ARCB mem
ber banks, as they inclUde some 200 of 
the largest commercial banks in the 
United States. Thus, whereas only 1 % 
to 2% of all commercial banks have 
deposits exceeding $1 billion, all but 
one of the panel banks have deposits 
greater than $1 billion. Geographically, 
all regions of the country are included 
in the panel: the Northeast, Southeast, 
Midwest, Southwest., Rocky Mountain 
States, and Far West. 

The panel banks themselves are not 
representative of all commercial banks, 
but their EFT operations can be 
considered to be somewhat represent
ative of established EFT systems. Tn 
the ATM area, panel banks have had 
ATM systems for an average of 9 
years. Additionally and on the average, 
each panel bank owns 146 ATM termi
nals and processes 4,300 transactions 
(i.e., withdrawals and deposits) a 
month, a figure close to the industry 
average. 'rwelve of the panel banks 
belong to a regional or nationwide ATM 
network; four do not. In the wire 
transfer area, the ~anel banks process 
from 400 to 28,000 transactions a day. 

Confidentiality of all data associ
ated with the survey is specifically 
protected under Department of Justice 
legislation and regulations. 

Data collectioll focused on ATM and 
wire transfer activity. In the ATM 
area, a relatively large sample of 
potentially fraudulent incidents was 
identified, thus allowing for a detailed 
understanding of the nature and extent 
of ATM fraud. (The sample includell 
every fifth reported incident.) In the 
aroa of wire transfer, the sample 
included all potentially fraudulent 
incidents identified by panel banks. 
Additionally, a questionnaire was used 
to surve1' wire transfer managers. 

Although these data permit a 
general review of the nature of wire 
transfer fraud, no consistent data are 
available to estimate the extent I')f such 
fraud. The overwhelming reason for 
th~ disparity in available fraud-related 
data in these two technologies is 
compliance with Federal Regulation E
Which, in addition to specifying limits 
on accountholder liability, requires that 
all ATM-related consumer complaints 
be formally processed. 

Table 7. Wire tran-ner survey findings: Current and anticipated I.'.auses of fraud 

Percent res"ondents indicating 
that the stated cause: 

Currently WIll in 5 year.; 
Number of contributes cOlltribute 

Cause respondents to fraud and loss to fraud and 10ssa 

All causes - 38.9% 50.8% 
Call-back failure 45 53.3 71.1 
Collusion (internal) 38 28.9 55.3 
Collusion (external) 37 37.8 59.5 
Data line compromise 39 25.6 43.6 
Entry posted to wron,; accoun~ 50 84.0 86.0 
Insufficient funds 45 53.3 53.3 
Message altered 42 26.2 4il.5 
Message duplicated 46 80.4 71.7 
Misuse of password 44 29.5 38.6 
Payment without proper 1.0. 41 41.5 48.8 
PiN compromised 36 25.0 36.1 
Test key compromised 41 17.1 39.0 
Unauthorized access to oDeration area 46 19.6 26.1 
Unauthorized alteration of data base 36 22.2 41.7 

a Assuming no new fraud prevention measures are adopted in the interim. 

Table 8. Wire transfer survey findings: Perceived causes relative to prior loss ~erience 

Banks rel20rting I2rior loss Banks rel20rting no I2rior loss 
Percent of respon-Percent of respon-
dents indicating Number dents indicating Number 
that stated cause of that stated cause of 
currently contributf's respon- currently contributes respoll-
to fraud and loss Cause dents to fraud and loss dents 

All causes -
Call-back failure 30 
Collusion (internal) 28 
Collusion (external) 29 
Data line compromise 28 
Entry passed to wrong 

32 account 
Insufficient funds 2!1 
Message altered 30 
Message duplicated 32 
Misuse of password 30 
Payment without proper 1.0. 29 
PIN compromised 27 
Test key compromised 30 
Unauthorized access to 
operations area 30 

Unauthorized alteration of 
data base 28 

Conclusion 

Although loss from an individual 
wire transfer fraud is considerably 
greater than that from an ATM fl'aud, 
it should be recognized that there are 
many more fraudulent acts in ATM than 
in wire transfei'. Consequently, the 
banking industry should have s!.bstantial 
concern with ATM fraud, especially as 
such acts affect a larger portion of the 
general public. 

The rapid growth of EFT systems
fueled by advances in computer and 
communications technology and by 
competition resulting from a continuing 
deregulation of the banking industry
makes it critical to assess their risk-to
fraud on an ongoing basis. This is 
especially important, as EFT systems 
tend to complement each other's 
growth. 
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tions and public agencies, revealed that high levels 
of loss were estimated for overall computer crime. 
Since only 16 of the ABA respondents represented 
the banking community however, the findings do not 
directly address the issue of EFT fraud. 

2To the extent possible, 1983 estimates are ba.sed 
on trend analyses. These figures are lower than 
thosc estimated by one industry expert, L. F. 
Zimmer-"ATMr 1983: A Critical Assessment," 
Bank Administrdtion, May 1984. However, the 
estimates are probably higher than those estimated 
by another industry expert, H. S. Nilson-as 
documented by R. M Garsson in ''Two Consultants' 
Totals Vary for Nation's Teller Machine," American 
Banker, August 10,1983. 

3See Association of Resel'\'e City Bankers (ARC B), 
Risks in the Electronic Payment.Systems: Report 
of the Risk Task Force, Washington, D.C.: 
December 1983. 

4For purposes of the survey. an "incident" is defined 
as an event resulting in a complaint by the account
holder. Accountholder complaints may be prompted 
by discovery of an apparent bank error or may arise 
in response to bank notification that some apparent
ly improper transaction has occurred (~.g., bad 
deposit, overdraft check). For purposes of loss 



estimation, a single "incident" includes all un
authorized transactions arising out of the initial 
event (e.g., multiple uses of a stolen ATM card). 

5lncidents where pottmtially irregular transactions 
(e.g., mechanical failures, empty envelope deposits) 
were corrected by the accountholder or bank to 
avert loss were classified as nonfraudulent; this may 
underestimate the level of fraudulent incidents. 

6 Actual accountholder losses (if any) are difficult to 
ascertaln where claims are denied (generally in cases 
of allegedly unauthorized transactions ms.de while 
the card is held by the accountholder). For purposes 
of the study, accountholder losses (as shown in table 
2) are based on the amount of unrecovered claims. 

7 Losses refer to direct payments to cover account
holder claims and do not inclUde administrative, 
legal, or interest costs associated with processing or 
preSSing A T!l1 claims. 

8Calculation of loss ratios was clJrnplicated by the 
fact that bank records frequently do not distinguish 
between ATM and other losses, between ATM fraud 
and other incidents, or between deyt>Sits/withdrawals 
and other nonfraud-related ATM transactions. Where 
panel banks were members of bank networks, efforts 
were also required to segregate transactions. 
Despite these difficulties, 12 of 16 panel banks 
provided relevant loss and transaction data with suf
ficient completeness to use for calculation of fraud 
loss ratios. ATM fraud loss tables could not be 
derived from a total of reported incidents because 
they constituted just a sample. 

9ln 1983, VISA reported $113 million fraud loss (VISA 
Turning the Cards on Fraud, VISA San Francisco, 
California, Feb. 1984); Master Card reported $65 
million fraud loss (conversb.tion with a rpokesperson 
for Master Card, N.Y., N.Y., Feb. 13,1985); fraud 
loss data from other credit cards (e.g., American 
Express, Diners, etc.) was not available to the 
study. However, the Nilson Report (Report No. 347, 
Los Angeles, Calif., Jan. 1985) estimates total credit 
card fraud loss at $561 million. 

10Errors or inquiries concerning wire transfer are 
usually kept on a log, while incidents requiring fur
ther investigation or legal action are described in 
note form and kept in folders that may be maintained 
by the bank's Wire transfer manager, security office 
or audit Md control office. 

llQuestionnaires were distributed to 155 wire trans
fer managers and bank officials (one per bank) at
tending the 1983 Bank Administration Institute's 
Money Transfer De"elopments Conference. The 
overall response rate was 4796, although all respond
ents did not reply to all questions; about three
fourths of the respondents were wire transfer 
managers. In general, respondents represent major 
financial institutions (the volume of wire transfers 
per day was 2,072 on average and ranged up to 
30,000; the average value of transfers was $7.6 
billion and ranged to $110 billion). Almost half of 
respondents indicated a willingness to provide 
additional incident-based data in the future. 
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