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CHAPTER 23. 

CENTRAL CRIMINAL RECORDS EXCHANGE. 

19.2-387. Exchange m operate as  a division of Department of 
State Police: authori ty  of Superintendent of State  
Police. 

19.2-388. Duties and au thor i ty  of Exchange. 
19.2-389. Dissemination of criminal his¢o O" record information. 
19.2-389.1. Dissemination of juvenile record information. 
19.2-390. Reports to be made by local law-enforcement ofllcers. 

conservators of the  peace, clerks of court. Secretary of 
the Commonwealth and  C o r r e c ~ n s  officials to State  
Police; material  submitted by other agencies. 

19.2-390.1. Sex Offender Regcscr~, maintenance; access. 
19.2-391. Records to be made avaLlable to Exchange by s ta te  

officials and  agencies; duplication of record& 
19.2-392. Fingerprints and photographs by police authorities. 
19.2-392.01. Judges m a y  requh-e taking of fmgerprmm and photo- 

graphs m certain misdemeanor  cases. 

§ 19.2-387. Exchange  to operate  as a division 
of Depar tment  of  Sta te  Police; au thor i ty  of  
Super in tenden t  of  Sta te  Police. -- A. The Cen- 
tral Criminal Records Exchange shall operate as a 
separate division within the Department of State 
Police and shall be the sole criminal record-keeping 
agency of the Commonwealth, except for (i) the 
Department of Corrections pursuant to Chapter 10 
(§ 16.1-222 et seq.) of Title 16.1, (ii) the Department 
of Motor Vehicles, (iii) for purposes of the DNA data 
bank, the Bureau of Forensic Science and (iv) for the 
purpose of making parole determinations pursuant 
to subdivisions L 2, 3 and 5 of § 53.1-136, the 
Vwginm Parole Board. 

B. The Superintendent of State Police is hereby 
authorized to employ such personnel, establish such 
offices, and acquire such equipment as shall be 
necessary to carry out the purposes of this chapter 
and is also authorized to enter into agreements with 
other state agencies for services to be performed for 
it by employees of such other agencies. (Code 1950, 
§ 19.1-19.1:1; 1970, c. 101; 1975, c. 495; 1988, c. 541; 
1990, c. 669; 1993, c. 313.) 

C r o s s  r e f e r e n c e s .  - As te civil remedies for violation of this 
chapter, see § 9.194. As m criminal penatty for disseminating 
information m violation of this chapter, see § 9-195. 

§ 19.2-388. Duties  and  au thor i ty  of Ex- 
change.  -- A. It shall be the duty of the Central 
Criminal Records Exchange .to receive, classify and 
file criminal historT record information as defined m 
§ 9-169 and other records required to be reported to 
it by §§ 16.2-299 and 19.2-390. The Exchange is 
authorized to prepare and furnish to all star~ and 
local law-enforcement officials and agencies: to 
clerks of circuit courts, general dismct courts, and 
juvenile and domestic relations dismct courts: and 
to corrections and penal officials, forms which shall 
be used for the making of such reports. 

B. Juvenile records received pursuant to § 16.1- 
299 shall be m.int~i-ed separately from adult 
records. (Code 1950, § 19.1-19.2; 1966, c. 669: 1968, 
c. 537; 1970, c. 118; 1975, c. 495; 1976, c. 771: 1982, 
c. 33; 1993, cc. 468, 926; 1996, co. 755, 914.) 
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§ 19.?-389. Dissemina t ion  of  c r iminal  h is tory  r ecord  information.  - -  
A. Criminal history record information shall be disseminated, whether di- 
rectly or through an intermediary, only to: 

1. Authorized officers or employees of criminal justice agencies, as defined 
by § 9-169, for purposes of the a ~ t r a t i o n  of criminal justice and the 
screening of an employment application or review of employment by a criminal 
justice agency with respect to its own employees or applicants, and dissemi- 
nation to the V'trginia Parole Board, pursuant to this subdivision, of such 
information on all state-responsible inmates for the purpose of making parole 
determinations pursuant to subdivisions 1, 2, 3, and 5 of § 53.1-136 shall 
include collective dissemination by electronic means every thirty days; 

2. Such other individuals and agencies which require criminal histom" 
record information to implement a state or federal statute or executive order of ~ 
the President of the United States or Governor that expressly refers to 
criminal conduct and contains requirements and/or exclusions expressly based : 
upon such conduct, except that information concerning the arrest of an 
md,~du~ may not be disseminated to a noncriminal justice agency or 
inctivmual it an interval of one year has elapsed from the date of the arrest and 
no disposition of the charge has been recorded and no active prosecution of the 
charge is pending;, 

3. Individuals:and agencies pursuant to a specific agreement with a crimi- 
nal justice agency to provide services required for the administration of 
criminal justice pursuant to that agreement which shall specifically authorize 
access to data, limit the use of data to purposes for which given, and ensure the 
security and confidentiality of the data; " 
4. Individuals and agencies for the express purpose of research, evaluative. 

or statistical activities.pursuant_ to an agreement with a criminal justice 
agency which shall " specifically authorize access to data, limit the use of data to 
research, evaluative, or statistical purposes, and ensure the confidentiality. 
and security of the data; 

5. Agencies of state or federal government which are authorized by state or 
federal statute or executive order of the President of the United States or 
Gove.na,.or to conduct investigations determining employment suitability or 

lgmmty tbr security clearances allowing access to classified information; 
6. Individuals and agencies where authorized by court order or court rule: 
7. Agencies of any political subdivision of the Commonwealth for the 

~ nduct of investigations of applicants for public employment, permit, or 
~cense .whenever, in the interest of public we[fare or safety, it is necessary, to 
eterrnme under a duly enacted ordinance if the past criminal conduct of a 

person with a conviction record would be compatible with the nature of the 
employment, permit, or license under consideration; 

8. Public or private agencies when and as required by federal or state law or 
t~rstate compact to investigate applicants for foster or adoptive parenthood 

ect to the restriction that the data shall not be further disseminated by the 
agency to any party other than a federal or state authority or court as mav be 
required to comply with an express requirement of law for such f~er 
dissemination; 

9. To the extent permi t ted  by federal law or regulation, public service 
companies as definedin § 56-1, for the conduct of investigations of applicants 
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for employment when such employment involv,~, personal ~nta. ct mwiutl2ti~ 
public or when past criminal conduct ox an appucan~ wouta De mcompu~, 
with the nature of the employment under consideration; 

16. The appropriate authority for purposes of granting citizenship and i 
purposes of international travel, including but not limited to, issuing visas ~ 
passports; 

11. A person requesting a copy of his own criminal history record inforlr 
tion as defined in § 9-169 at his cost, except that criminal history recc 
information shall be supplied at no charge to a person who has applied to bt 
volunteer (i) with a Xrn'gima affiliate of Big Brothers/Big Sisters of America, ~ 
with a volunteer fire company or volunteer rescue squad, (iii) as a cou 

• appointed special advocate, or (iv) with the Volunteer Emergency Families 
Children; 

12. Administrators and board presidents of and applicants for licensure 
registration as a child welfare agency as defined in § 63.1-195 for dissemil 
tion to the Commissioner of Social Services' representative pursuant 
§ 63.1-198 for the conduct of investigations with respect to employees of a 
volunteers at such facilities, caretakers, and other adults living in faro 
day-care homes or homes approved by family day-care systems, and foster a 
adoptive parent applicants of private child-placing agencies, pursuant 
§ 63.1-198.1, subject to the restriction that the data shall not be furz, ~ 
disseminated by the facility or agency _,to any party other than the data subj~ 
the Commissioner of Social Services representative or a federal or st. 
authority or court as may be required to comply with an express reqmrem. 
of law for such further dissemination; 

13. The school boards of the Commonwealth for the purpose of screen 
individuals who are offered or who accept public school employment, 

14. The State Lottery Department for the conduct of investigations as 
forth in the State Lottery Law (§ 58.1-4660 et seq.); 

15. Licensed nursing homes, hospitals and home care o, rganizationstfor 
conduct of investigations of applicants for compensates emp,oymen 
censed nursing homes pursuant to § 32.1-126.01, hospital pharmacies put 
ant to § 32.1-126.02, and home care organiza, tio_ns pursuant to § 32.1-162.'. 
subject to the limitations set out in subsection ]~; 

16. Licensed homes for adults, licensed district homes for adults. 
licensed adult day-care centers for the conduct of investigations of applicz 
for compensated employment in licensed homes for adults pursuant to § 6. 
173.2, in licensed district homes for adults pursuant to § 63.1-189.1, ant 
licensed adult day-care centers.pursuant to § 63.1-194.13, subject to 
limitations set out in subsection F; 

17. The Alcoholic Beverage Control Board for the conduct of investigati 
as set forth in § 4.1-103.1; 

18. The State Board of Elections and authorized officers and emplo.~ 
thereof in the course of conducting necessary investigations with respec 
registered voters, limited to any record of felony convictions; 

19. The Commissioner of the Department of Mental Health, Mental Re 
dation and Substance Abuse Services for those individuals who are cemmi 
to the custody of the Commissioner p u-ysy~ut to ~ 19.2"169;,2;on19~2~lrE 
19.2-176, 19.2-177.1, 19.2-182.2, 19.2-182.3, 19.2-1~2.~ .ana ~v. ,~-xo~.~  ,v  
purpose of placement, evaluation, and treatment planmng; . . 

20. Any alcohol safet T action program certified by the Comnnsslon on 
V'u~aia Alcehol Safety Action ~rogram mr (i) assessments of habitual off, 
ers under § 46.2-360, (ii) interventions with first offenders under § 18.2-' 
or (lid services to offender~ under § 1 8 ~ - 2 6 6  or  § 18.2-266.1; 

21. Residential facilities for juveniles regulated or opera~d by the De1: 
ment of Social Services, the Department of Education, or me Departmer 
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Mental Health,  Mental  Retardat ion and Substance Abuse Services for the 
purpose of determining applicants '  fitness for employment or for providing 
volunteer or contractual services; 

22. The Depar tment  of Mental  Health,  Mental  Retardation and Substance 
Abuse Services .and fa_'c~_'~es opera_ted by the Department for the purpose of 
determ/mng an mmvmual  s fitness for employment pursuant  to departmental  
instructions; 
23. Pursuant to § 22.1-296.3, the governing boards or administrators of 

private or parochial elementary or secondary schools which are accredited by 
a statewide accrediting organization recognized, prior to January 1, 1996, by 
the State Board of Education; and 
24. Other entities as otherwise provided by law. 
Upon an ex parte motion of a defendant in a felony case and upon the 

showing that the records requested may be relevant to such case, the court 
shall enter an order requiring the Central Criminal Records Exchange to 
furnish the defendant, as soon as practicable, copies of any records of persons 
designated in the order on whom a report has been made under the provisions 
of this chapter. 
Notwithstanding any other provision of this chapter to the contrary, upon a 

written request sworn to before an officer authorized to take acknowledg- 
ments, the Central Criminal Records Exchange or the criminal justice agency 
in cases of offenses not required to be reported to the Exchange, shall furnish 
a copy of conviction data covering the p.erson named in the request to the 
person ma~nng me request; nowever, such person on whom the data is being 
~bvet~ned shall, consent in w r i t ~ . ,  under oath, to the making of such request. 

p on recmvmg a copy oz am own conviction data may utilize or further 
disseminate tha t  data  as he deems appropriate. In  the event no conviction data 

° maintained on the data subject, the person making the request  shall be 
lhrnished at  his cost a certification to tha t  effect 
B. Use of criminal history record information disseminated to noncriminal 

justice agencies under this section shall be limited to the purposes for which it 
was given and may not be disseminated further. 
C. N ° criminal, j .ustice agency or verson shall confirm the existence or 

.none:asSn. ce of criminal history recora information for employment or licens- 
C~..~.~rimi~umes except as providedby law. 

justice agencies s.hall, es .t.ablish.procedures to query the  Central 
~ c o ~ n e c o r a s  e.~xcn~nge prior ,~o 9insemination of any criminal history 
Rec~isU~Ormauon.on ouenses, req.utred to be reported to the Central Criminal 
useJras ~.x .c~_ange ~ ensure, t t tat the .m_ost up-to-date disposition data  is being 

a. mqmnes ox me ~xcnange shall be made prior to any dissemination 
i.t~c~pt ~m, those ,cases where. _time is of the essence and the normal response 

ox me c~xcnange would exc.eed, the necessary time period. A criminal 
j _ ~ u ~  agency r~ whom a r e q u e ~  ~ been made for the dissemination of 

~_ms. ~.ry,recorct mf.ornmtion tha t  ~ req " u ~ d  to be reported to the 
_ ,,Lr~u ~ rummu necoras ~ . n a n g e  may  direct the innuirer  to the  c o . ~ !  
Criminal Reco -~- ~ - -~  . . . . .  ~ . . . . . . .  ~,xcnange mr such mssemmation.  Dissemination ofinforma- 

to the Ex nge 

. C ~  history inform.a, tio.n provided to licensed nursing homes, hospi- 
~ana m home..ca:pe, o~uo_ns pursuant to subdivision A 15 shall be 
wa m me conv~cuons on file with the Exchange for any offense specified in 

§§ 32.1-126.01, 32.1-126.02 and 32.1-162.9:L 
Jn C ~  his, tory infornm,, tion pro vi'.ded to licensed adult care residences, 
an ~ e u  _~a~n_..~ nome.s f ~  ad,,uJts,,.and ".li~nsc~i aduJt .da.Y-care centers pursu- 

m s t w m v u n o n  A it# s n a u  De l i m i t e d  t o  r~e convictions on file with the  
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§ 19.2-389.1. D i s s e m i n a t i o n  of  j u v e n i l e  
r e c o r d  i n f o r m a t i o n .  -- Record information main-  
tained in the Central  Criminal Records Exchange 
pursuant  to the provisions of § 16.1-299 shall  be 
disseminated only l i) to make the determinat ion as 
provided in §9 18.2-308.2 and 18.2-308.2:2 of eligi- 
bility to possess or purchase a firearm, (5) to aid in 
the preparat ion of a pre-sentence or post-sentence 
investigation report  pursuant  to § 19.2-264.5 or 
§ 19.2-299 or in the preparation of the discretionary 
sentencing guidelines worksheets pursuant  to sub- 
section C of § 19.2-298.01. (lid to aid all court 
service units serving juvenile delinquent offenders, 
(iv) for fingerprint comparison utilizing the finger- 
prints maintained in the Automated Fingerpr int  
Information System (AFIS) computer, and (v) to 
at torneys for the Commonwealth to secure informa- 
tion incidental to sentencing and to at torneys for the 
Commonwealth and probation officers to prepare  
the discretionary sentencing g~idelines worksheets  
pursuant  to subsection C of§ 19.2-298.01. (1993, cc. 
468, 926: 1996, cc. 755. 870, 914.1 

Edi to r ' s  note. -- Acts 1996. cc. 755 and 914. cls. 7 provide: 
~[tlha¢ the provisions of this act shall apply to offenses committed 
and to records created and proceedings held with respect to those 
offenses on or after July 1. 1996." 

The  1996 a m e n d m e n t s .  -- The 1996 amendments by cc. 755 
and 914 are identical, and deleted "and" at the end of clause (iii), 
inserted =and" at the end of clause (ivL and added clause (v). 

The 1996 amendment by c. 870 inserted "or in the preparation of 
the dim:rotienary sentencing guidelines worlmheets pursuant  to 
subsec~an C of § 19.2-298.01" at the end of clause (ii). 

§ 19.?.-390. R e p o r t s  to  be  m a d e  by  loca l  l aw-  
e n f o r c e m e n t  off icers,  c o n s e r v a t o r s  o f  t h e  
peace ,  c lerks  o f  court ,  S e c r e t a r y  o f  the  Com-  
m o n w e a l t h  a n d  C o r r e c t i o n s  off ic ials  to S t a t e  
Pol ice;  m a t e r i a l  s u b m i t t e d  b y  o t h e r  a g e n c i e s .  
- -  A. i. Every s ta te  official or agency having the  
power to arrest ,  the shmifl's of counties, the police 
officials of cities and towns, and any other local 
law-enforcement officer or conservator of the peace 
having the power to arrest for a felony shall make a 

report to the Central Criminal Records Exchange, 
on forms provided by it, of any arrest, including 
those arrests involving the taking into custody of, or 
service of process upon, any person on charges 
resulting from an indictment, presentment or infor. 
marion, the arrest on capias or warrant for failure to 
appear, and the service of a warrant for another 
jurisdiction, on any of the following charges: 

a. Treason; 
b. Any felony; 
c. Any offense punishable as a misdemeanor un- 

der Title 54.1; or 
d. Any misdemeanor punishable by confinement 

in jail under Title 18.2 or 19.2. except an arrest for a 
violation of Article 2 (§ 18.2-266 et seq.) of Chapter 
7 of Title 18.2. for violation of Article 2 (9 18.2-415 et 
seq.) of Chapter 9 of Title 18.2. or § 18.2-119 or any 
similar ordinance of any county, city or town. 

The reports shall contain such informauon as is 
required by the Exchange and shall be accompanied 
by fingerprints of the individual arrested. Finger- 
print cards prepared by a law-enforcement agency 
for inclusion in a national criminal justice file shall 
be forwarded to the Exchange for transmittal to the 
appropriate bureau. 

2. For persons arrested and released on sum- 
monses in accordance with § 19.2-74. such report 
shall not be required until (i) aRer a conviction is 
entered and no appeal is noted or if an appeal is 
noted, the conviction is upheld upon appeal or the 
person convicted withdraws his appeal: (ii) the court 
dismisses the proceeding pursuant to § 18.2-251; or 
did aRer a verdict of acquittal by reason of insanity 
pursuant to § 19.2-182.2. Upon such conviction or 
acquittal, the court shall remand the individual to 
the custody of the office of the chief law-em'orcement 
officer of the county or city. It shall be the duty. of the 
chief law-enforcement officer, or his designee who 
may be the arresting officer, to ensure that such 
report is completed after a determination of guilt or 
acquittal by reason of insanity. The cour~ shall 
require the officer to complete the report immedi- 
ately following his conviction or acquittal, and the 
individual shall be discharged from custody forth- 
with. unless the court has imposed a jail sentence to 
be served by him or ordered him committed to the 
custody of the Commissioner of the Department of 
Mental Health. Mental Retardatien and Substance 
Abuse Services. " 

B. Within seventy-two hours  following the receipt 
of a war ran t  or capias  for the  arres t  of a n y  person on"  
a charge of a felony, the law-enforcement agent" 
which received the charge shall enter the accused's 
name and other appropriate  information required by  
the Depar tment  of State Police into the ~information 
system", known as the ~ru'ginia Criminal Informa- 
tion Network (VCIN), established and maintained ' 
by the Department pursuant to Chapter 2 (§ 52-12 
et seq.) of Title 52. The report shall inckule the 
person's name, dam of birth, social security number 
and such other known information which  the State 
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0 
I ted W~e x~ay require. Any unexecu criminal pro-- 
~which has been entered inr~ the VCL-N system 
all be removed forthwith by the entering law- 
~forcement agency when the criminal process has 
ean ordered destroyea pursuant to § 19~-76.1. 
C. The clerk of each circuit court and district 
art shall make a report to the Cenu'al Criminal 
~xds Exchange of (i) any dismissal, indefinite 

r~onement or continuance, charge still pending 
Idne to mental incompetency, nolle prosequi, acquit- 
i.tsl, or conviction of, including any sentence imposed, 
~.or failure of a grand jury to return a true bill as to, 
• any person charged with an offense listed in subsec- 
• fish A of this section, including any action which 
• may have resulted from an indictment, presenunent 
or information, and (ii) any adjudication of delin- 
quency based upon an act which, if committed by an 
adult, would require fingerprints to be filed pursu- 
ant to subsection b_ In the case of offenses not 
required to be reported to the Exchange by subsec- 
tion A of this section, the reports of any of the 
foregoing dispositions shall be filed by" the law- 
enforcement agency, making the arrest with the 
arrest record required to be maintained by § 15.1- 
135.1. Upon conviction of a felony in violation of 
§§ 16.2-61, 18.2-63, 18.2-64.1. 18.2-67.1. 18.2-67.2, 
18.2-67.3, 18.2-67.5, 18.2-370 or § 18.2-370.1 or, 
where the victim is a minor or is physically helpless 
or mentally incapacitated as defined in § 18.2- 
67.10, subsection B of § 18.2-361 or subsection B of 
§ 18.2-366. including juveniles tried and convicted 
in the circuit courts pursuant to § 16.1-269.1, 
whether sentenced as adults or juveniles, the clerk 
shall also submit a report to the Sex Offender 
Registry. The report to the Sex Offender Registry 
shall include the name of the person convicted and 
all aliases which he is known to have used. the date 
and locality of the conviction for which registration 
is required, his date of birth, social security number, 
last known address, and specific reference to the 
offense for which he was convicted. No report of 
conviction or adjudication in a district court shall be 
filed unless the period allowed for an appeal has 
elapsed and no appeal has been perfected. In the 
event that the records in the oi~ice of any clerk show 
that any conviction or adjudication has been nulli- 
fied in any manner, he shall also make a report of 
that fact to the Exchange and, if appropriate, to the 
Registry, and each clerk of a circuit court, upon 
receipt of certification thereof from the Supreme 
Court, shall report  to the Exchange or the Registry, 
or to the law-enforcement agency making the  arres t  
in the case of offenses not  required to be reported to 
the Exchange, on forms provided by the Exchange or 
Registry, as the case may be, any reversal or other 
amendment to a prior sentence or disposition previ- 
ously reported. When criminal process is ordered 
destroyed pursuant to § 19.2-76.1, the clerk shall 
report  such action to the law-enforcement agency 
tha t  entered the warrant  or capias into the VCIN 
syste~ 

D. In  addition to those offenses enumera ted  in 
subsect ion A of this section, the Central  Criminal 
Records Exchange may receive, classify and file any  
other  f ingerprints and records of a r res t  or confine- 
ment  submit ted to it  by any law-enforcement agency 
or any correctional institution. 

E. Corrections officials, sheriffs, and jail superin- 
tendents  of regional jails, responsible for maintain-  
ing correctional status information, as required by 
the rules and regulations of the Department of 
Criminal Justice Services, with respect to individu- 
als about whom reports have been made under the 
provisions of this chapter shall make reports of 
changes in correctional status information to the 
CentTal Criminal Records Exchange. The reports to 
the Exchange shall include any commitment to or 
release or escape from a state or local correctional 
faciliD, including commitment to or release from a 
parole or probation agency. 

F. Any pardon, reprieve or executive commuta- 
tion of sentence by the Governor shall be reported to 
the Exchange by the office of the Secretary of the 
Commonwealth. 

G. Officials responsible for reporting disposition 
of charges, and correctional changes of status of 
individuals under this section, including those re- 
ports made to the Sex Offender Registry, shall adopt 
procedures reasonably designed at a minimum (i) to 
ensure that such reports are accurately made as 
soon as feasible by the most expeditions means and 
in no instance later than thirty days after occur- 
rence of the disposition or correctional change of 
status; and (ii) to report promptly any correction, 
deletion, or re~ision of the information. 

H. Upon receiving a correction, deletion, or revi- 
sion of information, the Central Criminal Records 
Exchange shall notify all criminal justice agencies 
known to have previously received the information. 

As used in this section, the term "chief law- 
enforcement officer" means the chief of police of cities 
and towns and sheriffs of counties, unless a political 
subdivision has otherwise designated its chief law- 
enforcement oi~cer by appropriate resolution or or- 
dinance, in which case the local designation shall be 
controlling. (Code 1950, § 19.1-19.3; 1966, c. 669: 
1968, c. 724: 1970, c. 191; 1971, Ex. Sess., c. 107; 
1974, c. 575; 1975, cc. 495, 584; 1976, cc. 336, 572, 
771. 1978, cc. 467, 825; 1979, c. 378; 1981, c. 529: 
1982, cc. 33, 535; 1990, cc. 100, 692: 1992, c. 391; 
1993, cc. 448, 468, 926; 1994, co. 362, 428,432; 1996, 
cc. 429, 755, 806, 914.) 
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_.i 192.391. Reco .~Is to ~ made available to Exchange by  s ta te  
osmnam ~ a f J e n ~ . ,  dup l ica t~ou  of  r eco rds .  -- Each state official and 
a~,  ncy. shall ,make available to the Central  Criminal Records Exchange such 
o, cnelr re~. ras as are per t inent  to its functions and shall cooperate with the 
Ex .c.hange m the development and use of equipment and facilities on a joint 
basis, where feasible. No state official or agency shall mainta in  records which 
are a aupiication of the records on deposit in the Central  Criminal Records " 
Exchange, except to the extent  necessary for efficient internal  administrat ion 
of such agency. (Cede 1950, § 19.1-19.4; 1966, c. 669; 1975, c. 495.) 

d f i n •  1 9 ~ 3 ~ .  F i n g e r p r i n t s  ~ ph .o tographs  by pol ice  au thor i t i es .  - -  All 
y co .ngt!tuted police authori t ies  having the power of arrest  may take  the 
gerprmts .and photo.gr.a, phs of any person arrested by them and charged with 

a felony or with a.n. y .misd!2. mean  or or arrest for which is to be reported by them 
me  ~,enu~.,. C r i ~ i  .Records Exchange, or when a person pleads guil ty or 

m [oun.0" gtu,ty a:r~er oemg summoned in accordance with § 19.2-74. Such 
authorities shall  make  such records available to the Central Criminal Records 
E x ~ e . , S u c h  authori t ies  are autho .r.fzed to provide, on the request of duly 
appomr~eu, law-enzo.rce, ment. officers, cop,es.of any fingerprint records they may 
nave, and to furnish services and technical advice in connection with  the 
taking, classifying and preserving of fingerprints and fingerprint records. 
(Code 1950, § 19.1-19.6; 1968, c. 722; 1975, c. 495; 1978, c. 825.) 

CHAPTER 23.1. 

E::u, tmGz~z~s.r o r  Ceu,NaZ. Recoavs. 
Sea See. 
19~-392.1. Statement of policy. 19.2-392.4. Prohibited practices by employers, 
19.2-392.2. F~pumgem~t of police and court educational institutions, age~- 

recordL cie~ eW., of state and local gov- 
19.2-392.3. Disclosure of expunged records, ermmmts. 

§ 19,2392.1. S t a t e m e n t  of  pol icy.  - -  The General Assembly finds that  
arrest records can be a hindrance to an innocent citizen's ability to obtain 
employment; an  education and to obtain credit.  This chapter is intended to 
protect the innocent persons who are arrested from unwarranted  damage 
which may occur as a resul t  of being arrested. (1977, c. 675.) 
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§ 1 9 . 2 - 3 9 2 . 2 .  E x p u n g e m e n t  o f  p o l i c e  a n d  c o u r t  r e c o r d &  - -  A .  I f  a person  
is charged  wi th  the  commiss ion  of a cr ime and  

1. Is acqui t ted ,  or  
a ,~A nolle p .ro_sequi_}s ~taken or  t he  chazge is ,o therwise  dismissed,  he  m a y  file 
~,~-~" _~'~_ j~[r~n m e  retevanj;  la,c~..aria requesting expungement of the  
e ~ , - ~  • ~ r u ~  ~uu m e  courz recoras r e t a t m g  to the  charge.  
a~e ~ h ~ v e ~ ° - ~  ~o.. of~e w ~ . .  ~ or ~ e ~ . ~  ~ ~ .o~b~y ~ .  
was ;..,,~__u~ u , e u  m m e  clr, cm~;,co.ur~ o[ the  coun.ty or  mty in which t h e  case 
e ~ ~  o~ oy = q . ~  or ~ , - g  o m e ~ e  ~ a n d  ~ U  c o . ~  
ez~ep~.wne~_no~ re  a~onab!],.av.mlable, ..~e da. te  of a r r e s t  and  the  n a m e  of the  
~e~i~on-~s~ncy:_ w, nere r~m ~mornm, tion LS not reasonably available, t he  
~, ~u. ~m~_, sm~e me reason  mr sue -  unava i lab i l i ty .  The pet i t ion  sha l l  fin'- 
rLn.er _state the specific ~ c .barge ~ .be expunged,  the  date of final d~posi- 
~enOZ, p e  ~ _ a s  se_ ~mrv, n..m..ttm pet,ti.on, .the pet i t ioner ' s  dato  of  b i r th ,  and  

~_ , ~  t m m e  tmeu oy m e  p e u u o n e r  a t  the time of arres t .  , 
C . A  copy of  t he  pe t i t i on  shal l  be served on the  C o m m o n w e a l t h  s a t t o r n e y  of 

~mae?~, or co,un, ty . in  wh ich  the  l~ t i t i on  is .ill.eeL T~.e C o m m o n w e a l t h ' s  a t t o r n e y  
is ~rvm~da~°~x-x-~°n or a n s w e r  r~ t he  pet i t io  n wi th in  twen ty-one  days  a - ~ r  i t  

coDduH ae~he~ by" cou~/ g2"a~...Eord ~ of expungement -  The cour t  shal l  
tence ~_t~ . e ~  on m e  peu.uon. ~ ~ e  co u~t. finds .~at  the continued 
__titi__~__ posmme m s s e m m a u o n  o.z re fo rmat ion  r e l a t i ng  to the  a r res t  of the  
_~: ~uae r  ca. uses  or. m a y  .cause ~ c e s  which  cons t i tu te  a m a n i f e s t  
o~J~ee o ~ r ~ c o ~ a ~ e F I u ~ : ~ s h ~ _  len_ter an  ~ order  req ~u~in" g th.e e .~  ,un~ement  
the  pe~'t]on " ~  # e m u n S  ~ m e  charge,  u~nerw3se, iz s n a u  aeny  

E~Co~onye~~.~e p ~  d e ~ . ~  to the p ~ ~ g  Any 
~ - - ~ : C ~ : ~  ~ u j, ~ue uecmmn 0z m e  courz m a y  appeal ,  as provided by law in 

F. Upon  the  e n t r y  of  a n  order  of e x p u n g e m e n t ,  the  c lerk  of the  cour t  shal l  
~ a u ~ a ~ p y  of su~  order to be fo~, ~ e d  to the Depamnent of C ~  

~erv~ces, w.mc:n u e p a r u n e n ~  snau ,  p u r s u a n t  to ru les  and  re " ado ted  • gu~ations p .pursuant m § 9-190 of this Code, direct the manner by which th~ 
~ n a t e  . e x ] ~ u g e m e n t  or r emova l  of such  records shal l  be e ~ e c t ~ - -  - - -  
aa~t~°S~eS~onnn~ona~we~lP~hVi.'ded_b_y § 14.1-113, bu t  shal l  not  be recoverable  
~m,m~ on ealtn. (1977, c. 675; 1983, c. 394.) 

for 19.2-392.3. D i s c l o s u r e  o f  e x p u n g e d  r ~ c o r d s .  . . . . . .  
any  pe r son  h a v i , ~  or  -~,,,,~-~ . . . . . . . .  - -  ,.~ i t  ahall  be un lawfu l  

m open or  rev iew it  m. I.,~ ,~;--,--_ - - -  ~ -  . . . . .  e~,--~ • ~ , -  
. . . .  ,~ .~o~e  r,0 al l0 • . . 

w~thout an  o rde r  f rom the  cour t  which  o t h e r  person any  in fo rmat ion  f rom , t  
rde red  the  record e x p u n g e ~  B. Upon  a ver i f ied pe t i t ion  filed by the  C o m m o n w  , 

t h a t t h e  ,.r~-o.rd. is needed  by a law-enforcem . . . .  ea l th  s a t to rney  alleRd.ng 
men~ a p p u c a t i o n  as  an  emnlovee  of  a '-----~-~-~ agency, m r  p u r p o ~ s  of  employ .  
c r i m i n ~  i n v e s t i ~ t i o n  - T =~ '_ .  _ , ~ - ' ~ m o r c e m e n c  agency  or tor a Y • s.e ~u~u ma~ the  invest i  a t i  " • . pen  _d~g 
life or p rope r ty  wil l  be endamzered  ,,,;,;,^.., - g~ -o  n. will  be jeop .al~iized or  that, 

. . . .  ,,~,~ ~ u m e a m t e  access to the  record,  the  _ ~ a n m y  e n t e r  a n  ex p a r l e  order,  w i thou t  not ice 
ccess. A n  ex pa r t e  o rde r  . __ . to t h e  person,  r m i  " • may penmt a renew pe tting 

p e ~ l t  a copy to be ~ o f  it. of  t he  record, but  m a y  not  

m ~ t o ~ .  ~ .  ~w~h~ ~ ] Y  violates  th is  sect ion IS gt t i l ty  Of a Class 
• , 5; 1978, c. 713.) . . . .  I misde- 
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§ 19~,-392.4. Prohib i ted  pract ices by employers,  educat ional  i n s ~ u -  
flons, agencies, e t c ,  of .sta.te and  local gov.ernmen.~. - -  A. An employer or 
educational institution shall not, in any app.li .cation, .'.mtorview, or otherwise, 
require an applicant for emPloyment or a ~ .  l on .to disclose information con- 
cerning any arrest or criminal charge ~ him that has been expunged. An 
applicant need not, m answer to any question concermng any arrest or c~m- 
inal charge that has not resulted in a conviction, include a reference to or 
information concerning arrests or charges that have been expunged. 

B. Agencies, ofli ".ci~s, and employees of the state and local governments 
shall not, in any application, interview, or otherwise, require an applicant for 
a license, permit, registration, or governmental service to disclose information 
concerning any arrest or criminal charge against.him that ~ been expunged. 
An applicant need not, in answer to any question concerning any arrest or 
criminal charge that has not resulted in a conviction, include a reference to or 
information concerning charges that have been expunged. Such an application 
may not be denied solely because of the applicant's refusal to disclose informa- 
tion concerning any arrest or criminal charge against him that has been 

~ p e r s o n  who willfully violates this section is guilty of a Class 1 
meanor for each violation. (1977, c. 675.) 
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§ 18.2-308.2:2 ~ AND OFFENSES GENERALLY § 18.2-308.2:2 

§ 18.2-308.2:2. C r i m i n a l  _history r e c o r d  i n f o r m a t i o n  check ,  req~uired 
fo r  the  t r a n s f e r  o f  c e r t a i n  ~t rearms.  - -  A. ,~y .  perso, n p ~ m g  n ~ m a  
dealer a f i rearm as here in  defined shall  consen~ m w n u n g ,  on a xorm w o e  
provided by the Department of State Police, to have the dealer obtain criminal 
history record information. 

B. I. No dealer shall sell, rent, trade or transfer f~om his inventory any 
such firearm to any other person who is a resident of Virginia until he has (i) 
obtained written consent as specified in subsection A, and provided the 
Department of State Police with the name, birth date, gender, race, and social 
security and/or any other  iden.tification n,umberand (ii) _r~quethSt~de s~nd 
received cr iminal  his tory recom m m r m a u o n  ?y a. m mpnone cml .~ ~ rmati  n 
Police. Upon receipt of  the  request  for a c n m m m  mswry  recora mIo o 
check, the  Sta te  Police shall (i) review its criminal history record information 
to de termine  if the  buyer or t ransferee is prohibited from possessing or 
t r ~ o r t i n g  a f i rearm by s tate  or federal .law, (ii) ".mforn~, the,d,.e.ai, er  if.its 

indicates tha t  the  buyer or ~ans l e  .ree is so p.rommtea, ana tmJ provme 
the  dealer wi th  a unique  reference number  for ~ a t  inquiry. 

2. The State  Police shall provide its response to the requestin~ dealer 
dur ing the  dealer 's call, or by reUtrn call without  delay. If  the  crumnai  history 
record information check indicates the  pro s p ~ v e  purchaser  or transferee 
has a cr iminal  record or has  been a c q m r ~ a  Dy reason of insanity and 
committed to the custody of the  C o - - l o n e r  ox M e n ~ l  Health,  Mental 
Retardat ion and Substance Abuse Services, the State Police shall have until  
the  end of the  dealer 's next business day to advise the dealer  if its records 
indicate the  buyer or t ransferee is prohibi ted  f rom.pos~ssmg or  tTanspo~i_ng 
a firearm by state or federal law. If not  so aawsecl oy the ena ot tne  aealer s 
next  business day, a dealer who has fulfilled the  requirements  of subdivision 
B 1 of this subsection may immediate ly  complete the sale or transfer and shall 
not be deemed in violation of this  section with respect to such saie or transfer. 
In case of electronic failure or other circumstances beyond the control of the 
State Police, the dealer  shall be advised immediately of the  reason for such 
delay and be given an es t imate  of the  l e n g ~  of such delay. After such 
notification, the Sta te  Police shall, as soon as possible bu t  in no event  later 
than the end of the dealer's next business day., inform.~ .the r~=questing dealer if 
its records indicate the buyer or tran~sleree m, prom mtea from po~e~l, ng or 
transporting a firearm by state or leaerm row. A aemer wno rmnas me 
pre~o uirements of subdivision B I of this subsection and is told by the State 

ice that a response will not be available by the end of the dealer's next 
business day may immediately complete the sale or transfer and shall not be 
deemed in violation of this section with respect to. such sale or .u-a.~f, er. 

3. Except as required by.subs.,ect.ion D of §9-192, ~e S~ Fo _llce.saa~onOa z 
m~i~t=in records loneer than ttnrt7 aays from any oct.=r-- reque=~ . 
--:-. - _--7~'_.=_-__ __..~ information check pertaining to a buyer or tran=eree criminal  ~ r y  rL-I~r~ ,u,, . . . . 
who is not found to be prohibl__t~i from ~ s s e ~ m g  and ~ r t m ~  a ~ 
under  state or f ede r a l  law. However, ~ e  log on requests  maae m a y  
ma£u~lined for a period of twelve months.  

4. Within  twentT-four hours  following the sale or t ransfer  of any firearm, 
the  dealer shall mai l  or deliver the  wri t ten consent form reauired by 
subsection A to the Deparunent of State Police. The State Police shall 
immedia te ly  ini t ia te  a search of all available criminal  hisWry record 
information to de te rmine  ff the  purchaser  is prohibited from possessing o r  
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transporting a firearm under  state or federal law. If the search discloses 
information indicating that  the buyer or transferee is so prohibited from 

Or ~ r t i n g  a firearm, the State Police shall inform the chief 
ment officer in the jurisdiction where the sale or transfer occurred 

and the dealer without delay. 
~ C .  No dealer shall seU, rent, .trade or transfer from his inventory any 
~ , w  any.person WhO is not a resiaent of Virginia unless he has first 
o~ ~ m e a  .~om the.L~.pa~,, ent  ofState  P. o~ce a ~ indicating that  a search 

au avmmme ~-mnnm rosa ry  recora reformation has not disclosed that  the 
~emOr~ Is prohibited f ~ m  ~ g  or t~ansporting a firearm under state or 
z eoerai, taw: The aesder anau obtain the  required revort by mailin~ or 
ue~]vermg the written consent form requ/red under ~ o n / ~ .  to the ~tate 
P.olice wi_tl~_"..t~venty~fo .ur hours .of its ,em.~cution. If  the d _e~ler has complied 
~rom x~e p rov~s~_ns, ox .tt~., . s u n ~ o n  ~ n~__ not received .the required report 
w- ~ue.. ~j~au~_ r ouce  w~mm r, en oays from the date the-written consent form 

.a~, ..maueu w . m e  ~epar tment  of State Police, he shall not be deemed in 
v~o~auon oz tnts section for thereafter . . . . . . . . .  .emnpleting the sale or transfer. 
o ~" ~otnm~ hereto ah~.. I prevent.a remdent of this Commonwealth, at  his 
: p ~ m _ . o u y m g ,  run .u:z~g or rece. Ivlng. a. firearm_from a dealer by obtaining 
~ u b ~  C.m? °ry recora m/ormauon check through the dealer as provided in 

E. If any buyer or transferee is denied the right to purchase a firearm 
under this section, he may exercise his f ight of access to and review and 
correction of criminal history record information under § 9-192 or institute a 
civil action as provided in § 9-194, provided any such action is initiated 
within thirty days of such denial. 

F. Any dealer who willfully and intentionally requests, Obtains, or seeks to 
obtain criminal history record information under ~ pretenses, or who 
willfully and intentionally disseminates or seeks to disseminate criminal 
history record information except as authorized in this section shall be guilty 
of a Class 2 misdemeanor. 

G. For purposes of this section: 
.'Antique ,.b~dg~.. or pisto]" means any ban .dgun.. or pistol, including those 

~anmu~a~dOC~, n!ntlock, percussion cap, or similar type of ignition system, 
such -T-~'-m'-or .oezo~ ~,v aria,an 7 rep, t~ca of.such.a handgun or pistol if 

,cj~,r,, uj ~ not aem..gnea or ..reo.. emgnea mr using rtmn~ or conventional 
center-rite nxea ammumtion or (n) uses rimfire or conventional center-fire 
fix.ed R.mm~'~tion.which.is no longer manufactured in the United States and 
w~a~ ~ not reamly available.m the ordinary channels of commercial trade. 
_ er means any person licensed as a dealer pursuant to 18 U S C § 921 

e~ seq. " • " 
t h e ; b i n s  w~.c~nY (i)handgtm. or p.istol .having a barrel length of less 

. . . .  n e xpem a p r o j e c u l e  by act/on of an explosion or (ii) sem/- 
au~m.auc cen .~r-nre .r~le or  pLstol which expels a. projectile by action of an 
h~o ~omon ana m pro~aea Dy the.manufacntrer  wzth a magazine which will 
nora more man  t~ent  T rounas o~ ammunition or designed by the manufac- 
rarer ~o accommoaate a silencer or bayonet or equipped with 
su . ~ s s e r  or folding stock, a bipod, flash 

The Depart. en.t of Justim Services shall promulgate resula- 
uons  zo e .ns.-.-.-.-.-.-.-u~. me. mentity, confidentiality and security of all records and 
aaL~a.~rov~aea " ?y Ule .De.partm.ent of State Police ..p~suant to this section. 

ne prov~ons  of this section shall not apply to h) transactions between. 
 _r ns who are license_ _ -earms import ..or collectors, manufacturers or 
u_e~e~,pur~mnt to18 U~.C. § 921 et s~.., ( i i )purchues  by or sal .es to any 
~oc~d'e~:_rcP-menz o m...~, r or. a g ~ t  of.the u m t ~ .  ~tes, t~ommonwealth or any 

government, tmJ anuque hand guns or pistols or (iv) ~ansact/ons in any 
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county, city or town that has a local ordinance adopr~ prior to January 1, 
1987, governing the purchase, possession, transfer, ownership, conveyance or 
transportation of firearms which is more stringent than this section. 

J. All licensed firearms dealers shall collect a fee of two dollars for every 
transaction for which a criminal history record information check is required 
pursuant to this section, except that a fee of five dollars shall be collected for 
every transaction involving an out-of-state resident. Such fee shall be 
transmitted to the Department of State Police on the twentieth day of the 
month following _the sale for deposit in a special fund for use by the State 
Police to offset the cost of conducting criminal history record information 
checks under the provisions of this section. 

K. Any pe~on willfully and intentionally making a materially false 
statement on the consent form required in subsection B or C shall be guilty of 
a Class 5 felony. 
• L. Except as _provided in § 18.2-308.2:1, any dealer who willfully and 
intentionally sells, rents, trades or transfers a firearm in violation of this 
section shaU be guilty of a Class i misdemeanor. (1989, c. 745; 1990, c~ 594, 
692.) 
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-~=-§ 22.1-296.2. F i n g e r p r i n t i n g  r e q u i r e &  --As a condition of employment, 
t h e  school boards of the Counties of Albemarle, Campbell, Chesterfield, 
Cumberland, Essex, Fairfax, Fauquier, Fluvanna, Frederick, Greene, Hanover, 
Henrico, HenD; Isle of Wight, Loudoun, Louisa, Nelson, Orange, Pittsylvama, 
Prince V~filiam, Rockbridge, Spotsylvania, and Stafford and the Cities of 
Alexandria, Bristol, Charlottesville, Chesapeake, Danville, Falls Church, 
Fredericksburg, Hampton, Hopewell, Manassas, Newport News, Norfolk, 
Petersburg, Portsmouth, Radford, Richmond, Roanoke, Virginia Beach, and 
W-rochester shall require any applicant who is offered or accepts employment 
after July 1, 1989, whether full-time or part-time, permanent, or temporary, to 
submit to fingerprinting and to provide personal descriptive information to be 
forwarded along with the applicant's fingerprints through the Central Crimi- 
nal Records Exchange to the Federal Bureau of Investigation for the purpose 
of obtaining criminal history, record information regarding such applicant; 
however, such applicant may be required to pay the cost of such fingerprinting 
or criminal records check at the discretion of the school board. From such funds 
as may be available for this purpose, the school board may pay for the 
fingerprinting or criminal records check. 

The Central Criminal Records Exchange, upon receipt of an applicant's 
record or notification that no record exists, shall report to the school board 
whether or not the applicant has ever been convicted of murder, abduction for 
immoral purposes as set out in § 18.2-48, sexual assault as set out in Article 
7 (§ 18.2-61 et seq.) of Chapter 4 of Title 18.2, failing to secure medical 
attention for an injured child, pandering as set out in 8 18.2-355, crimes 
against nature involving children as set out in 8 18.2-361, taking indecent 
liberties with children as set out in 8 18.2-370 or § 18.2-370.1, neglect of 
children as set out in § 18.2-371.1, or obscenity offenses as set out in 
8 18.2-374.1 or 8 18.2-379, possession or distribution of drugs as set out in 
Article 1 (8 18.2-247 et seq.) of Chapter 7 of Title 18.2, arson as set out in 
Article 1 (8 18.2-77 et seq.) of Chapter 5 of Title 18.2, use of a firearm in the 
commission of a felony as set out in 8 18.2-53.1, or an equivalent offense in 
another state. The Central Criminal Records Exchange shall not disclose 
information to the school board regarding charges or convictions of any crimes 
not specified in this section. If an applicant is denied employment because of 
information appearing on his criminal history record, the school board shall 
~ vide a copy of the information obtained from the Central Criminal Records 

change to the applicant. The information provided to the school board shall 
not be disseminated except as provided in this section. (1988, c. 851; 1989, c. 
544; 1990, c. 766; 1991, c. 342; 1992, cc. 641, 791; 1993, cc. 210, 458; 1994, cc. 
232, 782; 1995, cc. 731, 781, 809; 1996, cc. 396. 467.) 

§ ~..1-296.3. C e r ~ _  private school employees subject to fin er- 
~ r i n t i n g  aria c r i m i n a l  r e c o r d s  c h e c k s  --As a conditio- ,.c ~--~^. ~_. 
[*J~ V • . " . ,A v~ ~,,,[J,uvillt~llL., e go~ ermng boards or adnnmstrators of unvate  or naro~h~-I o! . . . .  ; . . . . .  
s e e o n a a r y  s c n o o l s  w h i c h  a r e  acc , -o ,~ ; *~ -~  k . .  ~ ' . ,  . . . . .  _.~ " _ , i t  ..:. . . . . . . . . .  ~ , , , . ,  ur 

• . . • . -~...~ uy a ~aLuwxae accremun~ or anizati 
recogmzea, prior to January i, 1996, by the State Board of Education sh2~] 
~.~ea/2v pPar~Pli~m~l: who accepts employment after July i. 1997, whether 

i P - , permanent or temporary, to submit to fingerprinting 
and to provide personal descriptive information 
applicant's fin e rints t _- to be forwarded along vath the 
. . . .  g rp~, hrough the Central Criminal Records Excnan e t 
reaerm. ~ureau or investigation for the ourvose of oht~,,~-~, ,~--;--,g~. o r m e  
recora mmrmation, re.garding such a p p l i ~ [  - ~ - - - s  . . . .  ..,.1, mstory 

recor(1 or nomlne~,-~,~. ~ , . T h e  Cen~ C.rimin. al Recordsno Exchange, upon receipt of an applicant's 
or r.o  bo d 
. . . . .  .the applicant meets the criteria or does not meet the 
cneena mr empmymen~ Dasea on whether or not the ap licant has ever been 
 °onT AoY_ he or t.e   o her 
assau~s"=set~ou~*.~°n~mr^ ,m~snora~ p uxposes a s s e t  out in 8 18.2-48, se.xttal 
. . . . .  . ,~.~,~,~ - ~ ÷o.~-o~ e~ seq.) o~ uaap te r  4 of Title 1 mmng  to secure medical attention for an injure ~ ^~;~ - - - ~ - -  . 8.2, 

• - , - , ~ ,  p a n u e n n g  a s  s e t  ou~ m 
8 18.2-355, crimes against nature involving children as set out in § 18.2-361, 
taking, ind ,ec.e. nt liberties with children as set out in 8 18.2-370 or § 18.2-370.1. ~ egiecz o~cn~aren as set out in § 18.2-371.1, or obscenity offenses as set out in 

18.2-374.1 or 8 18.2-379, possession or distribution of drums as set out in 
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Article I (§ 18.2-247 et seq.) ot Unapter 7 of Title 18.2, arson as set out m 
Article i (§ 18.2-77 et seq.) of Chapter 5 of Title 18.2, use of a firearm in the 
commission of a felony as set out in § 18.2-53.1, or an equivalent offense in 
another state. 
The Central Criminal Records Exchange shall not disclose information to 

the governing board or a~trator regarding charges or convictions of any 
.crvmes. ix any appncant LS aemed employment because of information appear- 
mg on the, ~crimin~ .history record.and the applicant disputes the information 
upon wmcn ~ne aemal w.as ~ased, .the Central Criminal Records Exchange 
s n~, upon.recjuest, furnish the applicant the procedures for obtaining a copy 
o,~ne ..criminal ms. ~o.ry recora zrom .the :ederal Bureau of Investigation. The 
m~ormamon provldect to the governing board or administrator s~all not be 
disseminated except as provided in this section 

In addition to the fees assessed by the Federal Bureau of Investigation, the 
Department of State Police may assess a fee for responding to requests 
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§ 9-167 1982 C L r M U L A ~  SU'PPLEM~NT 

CHAFFER 27. 

Dr~AmrMm~ or Caroms. Jus~cz Sz~vmr.~ Bo~. 
A~t~le L See. 

G e n e t ~  Provisiom~ 9-181. Forfmture of office for failing to meet 
Se~ 
9.16"7. Detmrtmem minted. 
9.16& Board establishe~ Committee on 

T r m m s  mtsblnhed: ammint- 
m a t ;  tm-ms; vKancim; mem. 
b e n  mot d~ua l i f i ed  from 
hotd/n8 ~ ~ de~p~. 
Uon of chamnan~ expon.e~ 
m e e ~  ~ 

9-180. DeflmtUms. 
9-1T0. Powem and dutim of the Board and the 

9-17L Admimsu-atims of federal prtml"sn~ 
9-1 ,~. Ptm~ m d  d a ~  fimm ~anmng  dUm~ct~ 
9-173. F, zmnlmons nfcm~mn persons f~ms mr- 

t am mUmn8 mquu'emenu~ 

Asql~Je L L  

Deto=m~z~s  C, msm. ~ o a n , m .  
9-1~3.L Eatablisimsmst of pt~Mms~ purpam; 

rule, and nqr~lsUou~ 
9.173.~ Defimtiom~ 

Art~-ie S. 

Deps r tmen t  o t  Criminal  Jus t ice  Set-virgin. 

9-174. ~ p a r t m ~ n t  of Criminal Justice Sm~ 

9-1~.  Appointment of Di rmt~ .  
9-176. Po~er~ of D ~ .  
9-1,"7. Execuuve Director of the Board. 
9-178. Vested with autho~t~ of Board. 
9-1,'9. Law-erfforvemem otFmen~ serv/n$ on 

July 1, 1971; officers appointed 
under § 56-.3~. :iwior to J . i v  l, 
1982. 

9-150. CompLiont~ ~ t h  mimmum tratmng 
stmndar~ by." oflicer~ emplo.v~ 
after Juiy I. 1971 and by off, cers 
appointed under ~ "56-353 ~ r  
Juiy I. 1982. 

t rmnmg mamdards: ~ . n m ~ U o n  
o f u i s r y  and benefit~ extenmon 
of t ~ m .  

9-182. Compttl~ mimmum training 
daNis for private sec ta ry  set~ 
,-ioe8 Immnem peruonn~ 

9-183. D i ~  m~ 'm. i~aJ  n ~ m ~ : i l i ~  in 
law e ~ t  not attt~ 

Azsicle & 

Cr/minal  Jm~ce ln/orma~ion Sysmm.  

9-184. Applkm~ and am~-~ion of artidL 
9-186. ~gabli~ffimmt of Smttmade criminal 

jus t i~  information s y t t e ~  
duties of Board genemlly: mmm. 
umr ,  of other ~smciem. 

9-186. Annual auditL 
9-187. lafenaatioa to be diuemiaated only in 

acmr~ with J 19~-~. 
9-188. l~lauon, and prt, tdureL 
9.189. Part i~patum of State and loyal agencies 

m anu~sta~ .system; acceu to 
such system limited. 

9-190. Sonl~ of m-,,md hu,~-y record iatm,. 
matioa. 

9-191. Procedures to be adopted by a ~ n c i m  
mamtmning criminal jumao, 
mfornmtion ,~'8tems. 

9-192. Individual's nsht of ~ to .,,,4 
rt, vit, w and con~cUon of i,,for. 
mau~ 

9-193.  Informauon not ,u~ect  to review and 
em"r'e~,on of lnformatJo~ 

9-194. Ct%'il F~fn~le.~ for v|olatlOn of this chap. 
ter or chanter 23 of Tstle 19.2. 

9-195. Crtrmn~i penalty "for vmlattom 
9-196. Aruc~e to c~ntroJ .river other laws; 

tions, apphcatton of chapter 
1.1:: of ross utle. 

Aa 'ncLz  1. 

C~nezal P~o~'isionA 

• §, 9-16"/. Deparltment created_.-- On ancl after July one. nineteen hundred 
exgnty-two, me t.nmmai austice Services Commission. the Division of Justice 
and Crime Prevention and the Council on Crammal Justice are abolished and 
there is hereby created a Department of Criminal Justice Services in the 
executive depa'rtment. ~1981. c. 632.s 
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§ 9-168. Board established; Co .mmitme on  ~ q  established;" 

other  of~ees; demL, n a u o n  o* c ~  ex .pe nses;  .mee~uqs~ ~-~- ~r~ 
A. There is hereby created the Crxmnnal Jusuce ~e .r~nces B.o~,~ , ne~ of 
shall be composed of twen~-one .mem.~.re as se.t out oe.low~ rlve me rnoers . 
the Board s..hall be as follows: me c me, ~ ,ust~e.o,.m.e ~upyme.uour~:~ 

o, the Atto e7 o, 
Superintendent ot me Department ot btate t*OllCe; m e  t . ~ . ~ r  o t  u~=~ p~L:. 
ment of Corrections: a n d t h e  Executive Secretary" of the bupreme t~ourx ox 
% irginis- In those instances in which the Executive Secretary." of the. Supre~ :  
Court of Virginia, the Superm~ndent  of the D.ep, a r r~en t  .oz, ~ , ~ e  ~once;o[ u a 
Director of the Department of Correctmns wan me unavomanty ansem n-ore 
board meeting, he may appoint a member of his s t y ,  to  represent him at the_ 
meeting. Twelve members shall be appomwa vy the t~,overnor xrom am g 
residents of this Commonwealth who are representative of tbe broad ch~egones 
of State and local governments, criminal justice systems, and law-enforcement 
agencies, including but not limited to. police officials, sheriffs, Common- 
wealth's attorneys, defense counsel, the judic ia l ' ,  correctional and 
rehabilitative activities, and other locally' elected and appointed administra- 
tive and legislative officials, proxfided that  among these zweive members there 
shall be two sheriffs representing the. Virginia Sta.te Sheriffs Association 
selected from among names, submix~.t~i by ~he Assoc,atlon; two rep~sen~p~'s_ 
of the Chiefs of Police Assocmtmn selecteo ~rom .arnongname- suom*tx~a oy me 
Association; one Commonwealth s Attorney selectect from among names suo- 
mitred by the Association for Commonwealth's .~tsorneys" one person who m a 
mayor, chy or sown manager, or member of a city or sown council representing 
the Virginia Municipal League selected from among names submitted by the 
League: and one person who is a county execuuve, manager, or member ol a 
counw board of supervisors representing the Virginia Association of Counties 
selected from among names submltted by tl~.e A.s~ciation. Theadditional - ~r 
members of the Board shall be members of the taeneral Assemmy appommu . 
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the chairmen of legislative committees as follows: one member of the Appro- 
pristi.ons Committee - of the House of Delegates: one member of the Committee 
on rlnance of the Senate; one member of the Committee for Courts of Justice 
of t~..e House of Delegates, and one member of the Committee for Courts of 
,#us.uce of the ~enate. The legislative members shall serve for the terms for 
winch they were elected and shall serve as ex officio members without a vote. 

, , ~. tnere ,m ,R~, er c~. steal a. perm,an.ent Committee on Training under the 
tm_ara, wm,cn snm.t .tin the poncy- .making body responsible to the Board for 
euecun.g me p_rov~, runs of subsections 2 through 11 of § 9-170 hereto. The 
~mmlt-~e. on ~ g . s h a l l  be composed of eleven members of the Board as 
xoue2zs: me ~upennteneent  of the D e ~ t  of State Police; the Director of 
m ~ . D e ~ n t o f  Co r re~ .  ~ons; the Execu~ve . . .S~tary  of the Supreme Court 
o.x t r~ma;  me two sn .ez~tns repmmen. -ti:u~ the Virginia State Sheriffs Asaocia. 
u o~_~.t~,_ two representatives of the Chiefs of Police Association; the Common- 
weal ths  A t*dxrney rePresentin[g the Association for Commonwealth's 
Attorneys.; thee rePo..rmt~, t~. rive of . t~ .  Virginia Municipal League: the rep- 
reeenmuve ox_um, vsrgtma Aseocmuon ot t~ount~es: and one member desisr- 
n a ~  ~ the Chairman of the Board from among the other appointments m a ~  
oy  e c, ovem.or, rne uommmee  on Training shall annually elect its cha i rman_  
item among rut memners. 

C. The members of the Board appointed by the Governor shall serve for terms 
~ ffour, years, provided that  no member shall serve beyond the time when he 

l~. me oi~i~or  employm .ent by reason of which he was initially eligible for 
appomr.~nent. ~ot~.s . . t ~ .  ,nmng a n y m m g  m this chapter to the contrary, the 
terns....o! members tmum. ly appomtect to the Board by the Governor upon its 
es~o|lst~ment shall, be: mx for three years and six for four years. The Governor, 
at me ume o x appointment, shall designate which of the terms are respectively 
mr tares ana tour years. Any vacancy on the Board shall be filled m the same 
manner as the original appointment, but for the unexpired term. 

D. The Governor shall appoint a chairman of the Board. and the Board shall 
designate one or more vice-chairmen from among its members, who shall  serve 
at  the pleasure of the Board. 
c'harte E. Not'withstanding any provision of any statute, ordinance, local law, or 

r.provlsxon to the conrrarT, membership on the Board shall not 
disquahfy any member from holding any other public office or employment, or 
cause the forfeiture thereof. 

F. Members of the Board shall be entitled to receive reimbursement for any 
actual expenses incurred as a necessary incident to such sere'ice and to receive 
such compensation as is provided in ~ 2.1-20.3. 

G. The Board shall hold no less than four regular meetines, a year. Subject 
co the requirements of this sub~ctlon, the chalrrnan shall ]]x the times and 
places of meetings, either on hls own motion or upon written request of any five 
members of the Board. 

H The Board shall report annually to the Governor and General As~mbly 
on its activitses, and may make such other reports as it deems advisable. 

I. The Board may adopt bylaws for its operation. I1981, c. 632.) 
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§ 9-169. Definitions. - -  The following words, whenever used in this chap- 
ter, or in Chapter 23 (§ 19.2-387 et seq.) of Title 19,2 of this Code, shall have 
the folio.wing., meanings, unless the con toxt_ otherwise requires: 

1. 'Administration of" ~ justice means performance of any activity 
directl.y .involving the detection, apprehension, detention, preU-ial release, 
..p~..u~iat release, prosecution, adjudication, correctional supervision, or reha- 
bilitation of accused persons or criminal offenders or the collection, storage, 
and d i s s e ~ o n  of criminal history record informatio~ 

2. ~Board means the Criminal Justice Services Board. 
3. " C ~  .justice agency." means a court or any other governmental 

agency or sub.urn, t thereof which as its principal function performs the adminis- 
tration of criminal justice and any other agency or subunit thereof which 
perfo.r~ns. ~ justice activities, but only to the extent that it does so. 
4.~U.'rimimd history record in£ormation"means records and data collected by 
criminal mstiq justice agencies on adult individuals consisting of identifiable 
descriptions and notations of arrests, detentions, indictments, informations, or 
other,fo ., erges, and any d sition. m..in therefrom. The term not 
mcmoe juvenile recom information which m controlled by Chapter 11 
(§ 16.1-226 et seq.) of Title 16.1 of this Cotie, criminal justice inte]ligence 
information, criminal justice investigative information, or correctional status 
information. 

5. "Corre~onal status information"means records and data concerning each 
condition of a _convicted person's custodial status, including probation, confine- 
ment, work release, study release, escape, or termination of custody through 
expiration of sentence, parole, pardon, or court decision. 

6. " C ~  justice /meormation system" means a system including the 
~luipment, facilities, procedures, agreement ,  and organizations thereof, for 
me collection, processing, preservation, or dissemination of criminal history 
record information. The operations of th.e system may be performed manually 
or by using electronic computers or other automated data processing equip- 
merit. 

7. "Department" means the Department of Criminal Justice Services. 
8. "D/ssemination" means any U~asfer of information, whether orally, in 

writing, or by electronic means. The term does not include access to the infor- 
ma_tion by officers or employees of a criminal justice agency maintaining the 
information who have both a need and right to know the information. 

~° 9. "~aw-en[o,rceme.nt o~cer"  m ,e~us.. any fifll-time employee of a police 
parmaent or saerttrs o.mce w m.~..is a part of or administered by the 
mmonw .e~m oran, y po.auca~_ s u ~ v m i o n  thereof, and who is responsible for 
e, pre, venuon ana  de.tec~ion of crime and the enforcement of the penal, traffic 

or mgnway taws ot r~ts t~ommenwealth, and shall include any member of the 
Enforcement or ~ o n  Division of the Department of AlcohoLic Bevera~  
Con.tr?l vest~, ~ wi'th_j~ollce authority, any poLice agent appointed under t~e 
p~.v]mo~ ot 9 oo-~b~ .or any game warden, who is a full-time sworn member 
oI me enmrcement divmlon of the Commu~on of Game and Inland Fisheries. 

10. ~ConvicCion data" means information in the custody of any 
ju~.  ~ce agency relating to a judgment of conviction and the consequences 
arming therefrom, in any court. (1981, c 632; 1982, c. 419; 1983, c. 357.) 
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§ 9-170. (Effective July  I, 1997) Powers  and duties of  the Board and 
the  D e p a r t m e n t .  - -  The Department ,  under  the direction of the Board, which 
shall be the policy-making body for carrying out the duties and powers 
hereunder, shall  have the power to: 

1. Promulgate regulations, pursuant  to the Administrative Process Act 
f§ 9o6.14:1 et  seq.), for the adminis t ra t ion of this chapter  including the 
author i ty  to require the submission of reports and information by law- 
enforcement officers within this Commonwealth. Any proposed regulations 
concerning the privacy, confidentiality, and security of criminal justice infor- 
mation shall  be submitted for review and comment to any board, commission, 
or committee or other body which may be established by the General Assembly 
to regulate  the privacy, confidentiality, and security of information collected 
and main ta ined  by the Commonwealth or any political subdivision thereof; 

2. Es tabl ish  compulsory minimum tra ining s tandards subsequent to em- 
ployment as a law-enforcement officer (i) in permanent  positions, and (ii) in 
temporary or probationary status,  and establish the time required for comple- 
tion of such training; 

3. Es tabl ish  compulsory minimum curriculum requirements for in-service 
and advanced courses and for schools, whether located in or outside 
the Commonwealth,  which pr°grams 
law-enforcement officers; are operated for the specific purpose of training 

3a. Es tabl ish  (i) compulsory minimum tra ining s tandards  for law-enforce- 
ment officers who utilize radar  or an electrical or microcomputer device to 
measure the speed of motor vehicles as provided in § 46.2-882 and establish 
the time required for completion of the t ra ining and (ii) compulsory minimum 
qualifications for certification and recertification of instructors who provide 
such training;  

4. Es tabl ish  compulsory t raining courses for law-enforcement officers in 
laws and procedures relat ing to ent rapment ,  search and seizure, evidence, and 
techniques of report  writing, which t raining shall be completed by law- 
enforcement officers who have not completed the compulsory training stan- 
dards set out in subdivision 2 above, prior to assignment  of any such officers to 
undercover investigation work. Fai lure  to complete such t ra ining shall not, for 
that reason, constitute grounds to exclude otherwise properly admissible 
.testimony or other  evidence from such officer result ing from any undercover 
investigation; . , . - 

5. Es tabl i sh  compulsory minimum entry level, in-service and advanced 
training s t anda rds  for those persons designated to provide courthouse and ~ urtroom secur i ty  pursuant  to the provisions of § 53.1-120, and to establish 

e time requi red  for completion of such training;, 
tr:i.n.EStablish compulsory.minimum .entry level, in-service and advanced 
.. -rag stanuaras mr oeputy snenffs oes~gnated to serve process pursuant to 
tl~e previsions of § 8.01-293, and establish the time required for the comple- 
tion of such training; 
7. Establish compulsory minimum entry-level, in-service, and advanced 

training standards for persons employed as jailers or custodial officers by local 
criminal justice agencies and for correctional officers employed bv the Depart- 
ment of (~orrections under the provisions of Title 53.1, and establish the time 
required for completion of such training;, 

8. Establish compulsory minimum tra ining s tandards  for all dispatchers 
e~mpl2yed by" or in any local or s tate government agency, whose duties include 
,he t l tspatching of law-enforcement personnel. Such training s tandards  shall 
apply only. to dispatchers  hired on or aRer Ju ly  1, 1988; 
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9. Consult and cooperate with counties, municipalities, agencies of this 
Commonwealth, other state and federal governmental agencies, and with 
.umversities. colleges, junior colleges, and other institutions, whether located 
in or outside the Commonwealth, concerning the development of police 
training schools and programs or courses of instruction: 

10. Approve institutions, curricula and facilities, whether located in or 
outside the Commonwealth, for school operation for the s eci 
training law-enforcement officers • but this ~-~" . . . . . . .  pe tic, purpose of 

, o,,au ,,oL preven~ ~ne homing ol any such school whether approved or not; 

11. Establish and maintain police training programs through such agencies 
and institutions as the Board may deem appropriate; 

12. Establish compulsory minimum qualifications of certification and recer- 
tification for instructors in criminal justice training schools approved by the Department; 

13. Conduct and stimulate research by public and private agencies which 
shall be designed to improve police administration and law enforcement; 

14. Make recommendations concerning any matter within its purview 
pursuant to this chapter; 

15. Coordinate its activities with those of any interstate system for the 
exchange of criminal history record information, nominate one or more of its 
members to serve upon the council or committee of any such system, and 
participate when and as deemed appropriate in any such system's activities and programs; 

16. Conduct inquiries and investigations it deems appropriate to carry out 
its functions under this chapter and, in conducting such inquiries and 
investigations shall have the authority to require any criminal justice en 
to subn:it information, re orts an • . . . . ag cy 

P , d statlstlcal data wlth respect to its policy 
and operation of information systems or with respect to its collection, storage, 
dissemination, and usage of criminal history record information and correc. 
tional status information, and such criminal justice agencies shall submit such 
information, reports, and data as are reasonably required; 

17. Conduct audits as required by § 9-186; 
18. Conduct a continuing study and review of uestmns of ' " " 

privacy and confid . . . . .  q " mdivldual 
tional status infodr~e%t~ialnit;y of cnmlnal history record information and correc- 

• " . . . • . . . 

19 Advlse cn.m.mal .mstice agencms and.mltiate educational pro ares for 
such agencies ~uth respect to matters of n n v a ~  . . . .  ~-~ . . . . . .  -- ~r .. 
as tney nertam to ~.-~-~, k~^+ ...... .~. . -., ~v,u,u=,it,anty, ano secunt 
• e - F. --~.=, ,L,~w,y re~oru *rilormation --~ .... - , - Y Inlormal~lon; anu ~orrecuonal s~atus 

20. " . . . .  
body wMh~'c~tam%v a kliys°n^~th_a~ ny board, comn~!ssion, cornmittee, or other 

• ,,~ = ~ . . ~ , ~ e u  ov law, execuuve oraer, or resolution to 
regulate the privacy and security of information collected by the Common- 
wealth or an), political subdivision thereof; 

21. Issue regulations establishing guidelines and standards for the collec. 
• . . . . . . 

tmn, storage, and dissemmatmn of criminal history record information and 
~errec~%%alSsma~Stom/i°r~:t-ie°nt s ~ t  the privacy: confidentiality, and security 
court orders, P ~e and federal statutes, regulations, and 

22. The Department of State Police shall be the control terminal agency for 
theCommonwealth ..and perform_all functions required of a control terminal 
~nn~Vg ~ an ne r:tn~e:p°nS°~:nhe~°n:olnCtrr~ne .Inform. at!on Center. Notwith- 

- rary m tins cnapter, the Central 
Criminal Records Exchange and the Department of State Police shall remain 
wtheelThn, traaldret~ee S~te21ryA~ _c~.  _~ , ,  his .to.ry reco..rd information in the Common- 

. . ~, ea~ snml co.n.unue to be responsible for the manage- ment and operation of such exchange, 
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23. Operate a statowide criminal justice statistical analysis center, which 
shall maintain a unified criminal justice data system, produce reports, provide 
technical assistance to state and local criminal justice data system users, and 
provide analysis and interpretation of criminal justice statistical information; 
24. Develop a comprehensive statewide long-range plan for strengthening 

and improving law enforcement and the administration of criminal justice 
throughout the Commonwealth, and periodically update that plan; 
25. Cooperate with, and advise and assist, all agencies, departments, boards 

and institutions of the Commonwealth, and units of general local government, 
or combinations thereof, including planning district commissions, in planning, 
developing, and administering programs, projects, comprehensive plans, and 
other activities for improving law enforcement and the administration of 
criminal justice throughout the Commonwealth, including allocating and 
subgranting funds for these purposes; 
26. Define, develop, organize, encourage, conduct, coordinate, and adminis- 

ter programs, projects and activities for the Commonwealth and units of 
genera] local government, or combinations thereof, in the Commonwealth, 
designed to strengthen and improve law enforcement and the administration 
of criminal justice at every level throughout the Commonwealth; 
27. Review and evaluate programs, projects, and activities, and recommend, 

where necessaD; revisions or alterations to such programs, projects, and 
activities for the purpose of improving law enforcement and the administration 
of criminal justice; 
28. Coordinate the acthities and projects of the state departments, agen- 

cies, and boards of the Commonwealth and of the units of general local 
government, or combination thereof, including planning district commissions, 
relating to the preparation, adoption, administration, and implementation of 
comprehensive plans to strengthen and improve law enforcement and the 
administration of criminal justice; 
29. Do all things necessary, on behalf of the Commonwealth and its units of 

general local government, to determine and secure benefits available under the 
Omnibus Crime Control and Safe Streets Act of 1968 (P.L. 90-351, 82 Stat. 
197), as amended, and under  any other federal acts and programs for 
strengthening and improving law enforcement, the administrat ion of criminal 
justice, and delinquency prevention and control; 

30. Receive, administer,  and expend all funds and other assistance available 
to the  Board and the Department  for carryi'ng out the purposes of this chapter 
azm ~ne umnivus,  t~rime ~ontrol and Safe Streets Act of 1968, as amended; 

31. Apply for and accept grants  from the United States government or any 
other source in carrying out the purposes of this chapter  and accept ant' and all  
donations both real  and personal, and grants  of money from any governmental 
umt or public agency, or from any institution, person, firm or corporation, and 
mhaY receive, util ize and ~spo.se of the same. Any arrangements  pursuant  to 
_~-~,sec~mn snau oe us~aaea m the annual report of the Board. Such report 
~natl include the identity of the donor, the nature of the transaction, and the 
conditions, if any. Any moneys received pursuant to this section shall be 
deposited in the state treasury to the account of the Department. To these 
ends, the Board shall have the power to comply with conditions and execute 
such agreements as may be necessary; 
32. Make and enter into all contracts and agreements necessary, or inciden- 

tal to the performance of its duties and execution of its powers under this 
chapter, including but not limited to, contracts with the United States. units of 
general local government or combinations thereof, in Virginia or other states, 
and ~ith agencies and departments of the Commonwealth; 
im33. Adopt and administer reasonable regulations for the planning and 

, p~ementation of programs and activities and for the allocation, expenditure 

and subgranting of funds available to the Commonwealth and to units of 
general local government, and for carrying out  the purposes of this chapter and 
the powers and duties set forth herein; 

34 Certify and decertify law-enforcement officers in accordance with 
§§ 15.1-131.8:1 and 15.1-131.8:2; 

35. Provide forensic laboratory services as detailed in Article 4 (§ 9-196.1 et 
seq.) of this chapter. 

36. Establish training standards and publish a model policy for law- 
enforcement personnel in the handling of family abuse cases; and 

37. Perform such other acts as may be necessary or convenient for the 
effective performance of i ts duties. (1981, c. 632; 1982, c. 473; 1984, cc. 515; 
779; 1986, c. 128; 1988, cc. 46, 560; 1990, c. 632; 1991, c. 345; 1994, cc. 850, 905; 
1996, cc. 1 ~ ,  866, 952.) 

S e J r n . 9 " l T l  - Ad*ni.. "nisu-a. Zion.of  f edera l  programs ,  - -  The Criminal ,Justice 
ces, . l~ar~ Is hereby designated as the supervisory board and the Depart- 

men, t ,s aeslgr, at~e~ as the planning and coordinating a~en~,  responsible for the 
tmpJementaUon and admm,stration of the Omnibus Crime Control and Safe 
Streets Act of 196a, P . L  90-351.82 Star. 197 J, ~s amended, as well as any other 
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° 

t:edera! pro.gra~ ibr strengthening and imProving taw enforcement, the 
aaministrauon of cnmlnal justice, and oehnquency" preventmn a.na contro,, 
throughout the Commonwealth. The Board shall conunue the acnvzues oI aria 
succeed the Council on Criminal Jusuce and the Department shall continue 
the activines of and succeed the Divismn of Jusuce and Crime Prevenuon. 
~1981, c. 632.} 

§ 9-172. Plans and data from planning districts. -- Each .planning dis- 
trlct commission shall prepare and submit to the Department plans anct aata 
for strengthening and Impro%qng law enforcement and the administration of 
criminal justice within the planning district which shall be sub:]ect to the 
approval of the Department for pu.rpo .ses of determining the e, ligibility of su.ch 
planning d,strict commission and local untt.q ol government thereto to parx~tu- 
pate in funds and grants available under the Omnibus Crime Control and Safe 
Streets Act of 1968 ~P.L. 90-351.82 Slat 197~ as amended, or such State or 
other federal funds as may be made available for like purposes. Such plans and 
data shall be prepared in accordance wi____th rules and regulations_adopted and 
administered by the Department and shall i~e updated periodically, as the 
Department may require. (1981, c. 632.) 

§ 9 - 1 " 7 3 .  Exempt ions  of  cer ta in  pe r sons  from cer ta in  t ra ining requi re-  
ments,  m The Director of the Department, with the approval of the Board, may 
exempt a chief, of police or any law-enf,orcement officer or any courthouse and 
courtroom security officer, jailer, or custodial officer or corrections officer of'the 
Commonwealth or any political subdivision who has had previous experience 
and training as a law-enforcement officer, courthouse and courtroom security 
officer, jailer or custodial officer or corrections officer with any 
law-enforcement or custodial agency, from the mandatory attendance of any or 
all courses which are required for the  successful completion of the compulsory 
minimum trmning standards established by the Board. The exemption autho- 
rized by this section shall be available to all law-enforcement officers, court- 
house and courtroom security officers, ja!lers and custodial officers, and 
corrections officers, regardless of any officer s date of initial employment, and 
shall entitle such ofncer exempted from compliance wit~r compulsory minimum 
training standards pursuant to subsections 2, 5, and 6 of § 9-170 to be deemed 
in compliance with such sections and eligible for the minimum salary esta~. 
lished by § 14.1-73.2, provided that ~uch officer is otherwise qualified under § 
1 4 . 1 - 7 3 . 2 .  ( 1 9 8 1 ,  c .  6 3 2 . )  • - .  " ' 

: A~.~ ~ I.I. 

Detoxitica~io~, Cen~er Program. 

§ 9-173.1. Es t ab l i shmen t  of  prog.-~ns:  purpose:  rules  and  regulat ions.  
--A. The Department of,Criminal Ju-" ice Services shall promulgaterules and 
regulations, no later than October I. 1982, the purpose of which shall be to 
make funds available to local umts of government for establishing, operating 
and maintaining or contracting for local or regional detoxification center pro- 
grams r~ provide an alternative to arresting and jailing public inebriates. 

B. The Department of Criminal Justice Ser~-ices shall promulgate rules and 
regulations for the implementation of such pro~Tams. 

C. Detoxification center programs establishea or operated pursuant to th is  
section shall be governed solely by the rules and regulauons promulgated b.v 
the Department of Criminal Justice Service.~ therefor. The Department ol 
Criminal Justice Sere'ices shall establish a grant procedure to govern the 
award of funds as may be appropriated for .~uch purposes to local units of 
government. ~1982, c. 666.) 
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t 9-173.2. Definitions. -- The following terms, whenever used in this 
article, shall have the following meanings: 

"l)etuxlt]catlon center program" mearL~ anvvrogram or procedure whereby 
a local governing body', or any combination "ot" l~,~a| governing bodies, estab- 
lishes, operates or maintains or otherw.ise arranges or contracts for the estab- 
lishment, operation or maintenance of a facility, whether operated by the 
locality or by a private agency, for the placement of public inebriates as an 
alternative to jailing such persons. A judge of the distract court in the jurisdic, 
tion in which the facility will be located shall approve specmc metnoas ana 
means of transportation available to law-enforcement officers for transporting 
public inebriaW.s to such programs. 
"Public inebnme" means any person who is drunk in a public place and 

would be subject to arrest for drunkenness under ~ 18.2-388. t1982, c. 666.) 

As'ncLz 2. 

Dep~Unent of Criminal Justice Services. 

§ 9-174. D e p a r t m e n t  of  Criminal  Jus t i ce  Services.  -- There shall be a 
Department of Criminal Justice Services in the executive department responsi- 
ble to the Secretary of Public Safety. The Department shall be under the 
supervision and management  of a Director. ( 1981, c. 632.) 

§ 9-1"/5. A p p o i n t m e n t  of  Director .  - -  The Governor shall appoint the 
Director of" the Department~ subject to confirmation by the General Assembly, 
and he shall hold h is  oflico at the pleasure of the Governor. (1981, c. 632.) 

§ 9-176. P o w e r s  of  D i r e c t o r . - -  The Director of the Department shall have 
the following powers: 

A. To accept grants from the United States government and agencies and" 
instrumentalities thereof, and any other source_ To these ends, the Department 
shall have the power to comply with such conditions and execute such 
agreements as may be necessary, conven/ent or desirable. " . 

B. To do all acts necessary or .convenient to ~ out the p . ~  of. 
chapter and to asmst the Board m carrying out its respons~b,l,Ues under 
9-170. 

C. The Director shall be chas~_  with executive and administrative r e s i n .  
sibilicy to (i) carry out the specific duties imposed on the Department unoer § 
9-170 and (ii) maintain appropriate liaison with federal, State and local 
agencies and units of government, or combinations thereof, in onier that all 
programs, projects and act,,~ties for s txengthening and improving law 
enforcement and the administration of criminal justice may mncuon enec- 
tively from national to local levels. 

D. The Director shall employ and fix the salaries of such personnel and enter 
into contracts for services as may be necessary' in the performance of the 
Department's functions. The salaries of such personnel shall be fixed in actor. 
dance with the standards of classification of chapter 10 ,.~ 2.1-110 et seq., of 
Title 2.1 of this Code. 

E. The Director under the direction and control of the Governor shall exer- 
cise such powers and perform such dutms as are conferred by taw upon him, and 
he shall pertbrm such other duties as may bc required of him by the Governor. 
the Secretary- of Public Safe*,y. and the Board. ~ 198.1. c. 632.J 
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§ 9-177. Execut ive  Director  of the Board.  - -  Th.e Director shall be the 
Execuuve Director of the Board, buz shall noc be a member thereof. ,19SI, c. 
632.# 

§ 9-178. Vested w i t h a u t h o r i t y  of  Board,  - -  The Direc~r shall be vested 
with all the authority of the Board when it is not in session, subject to such 
rules and regulations as may be prescribed by" the Board. (1981, c 632.) 

§ 9-179. Law..enf0rcemen t officers serving on JuJv I, 1971: officers 
appoin ted  unaer  § 56.3~j pr ior  to J u l y  I, 1982. - -  Tl~e provisions of this 
chapter shall not be construed to reqmre law-enforcement officers serving 
under permanent appomunent on July  I. 19,1, nor require officers ser~'ing 
under permanent appointment under the provisions of § 56-353 appointed prior 
to July I. 1982, to meet the compulsory mimmum training standards prosided 
for in. subsection 2 of § 9-170. Nor shell] failure of any such officer to meet such 
sUmdards make him ineligible for any promotional exam/nation for which he 
~eO~er~i.seeli~ble. ex~pt  t ha t  an.y, law-enf, orcemen,c officer designated under 
be ; ~, ~,~,~ ~o[,~.~ ~ p~vme ~u~nouse an~, courtroom security shall 
ful-- :~" ~'" ~' ~, ~=e~ me. sranaams, provmea unaer suosec~on 5 of ~." 9-170. Any 
fro]_'~: dcoemPu~is~en~i~ m a law~nforcement officer and who ts exemvted 
_,-_-L,_ ,__ '_~ . r 7 tun trmn, n.g scan .dar.~. _ under this section shall be 
~ u ~ . e l x ~ 2 m e  4n~9.)um salary e~,abl~hed b y '  14.1-73.2 of this C~e. (1981, 

| 9-180. Compl iance  wi th  min /mum t r a in ing  s t a n d ~  by o f f l ~  
employed af te r  J u l y  1, 19"/1 a nd  by  o m e e r s a p p o i n t o c i  uJ~le~__i 
af ter  J u l y  I, 1982. -- Every mw-enxorcement omcer empsoyea .m-,~r.omy ~, 
1971, and of~cerg, appointed Under the provisions, of § 5.6-35:3. ,al%er ~USV.I:L~.O,~c- 
shall comply...wi.th the .compulao. ry mim~mum, u-tuning szanctm~. _ esc~__tmn_ea o.:[ 
the Board within a period of 1:1me ~ oy ~ t ~  ~u~'su~m~ m ~nap_u~r L_~.- 
ofTitle 9 of this Code (§ 9-6.!4:1 ~ .seqd. ,-he j~mm.snan .nave m..ec~u~di ~ " 
require law-enforcement age.n .~m of the Co.mmonwea}. m an 9 sis po.t!ucal suo to 
vimons to submit rosters of Lhelr personnel aria ~__~.r~1 en t  Cta~9.ul  regara 
the Cra in i~  status of such personnel. (1981, c. ~ z ,  x ~ z ,  ~ ~.1 , 

§ 9-181, For fe i tu re  of  office for. fai l ing to meet  t r a /n /ng  s tandards;  
t e rmina t ion  of  s a l a ry  and  benefits;  ex tens ion  of term. - -  A..l~very person 
required to comply ~ith the training standards promulgatea 0v tne Boam 
excluding private security services business personnel, wno xa!Is ~o comply 
~ith the standards within the time limits established bv the rules ana regu- 
lazions promulgated by the Board shall for~hwlth forfeit l~is office, upon recexpt 
of notice, as provided in subsecuon B hereof. Such forfeiture shall create a 
vacancy in the office and all pay and allowances shall cease. 

B. Nouce shall be by certified'mail, in a form approved by the Board, to the 
officer faiiin~ to comolv and the chief adm:nistrauve officer of the agency. 
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employing such ot~cer" Nouce shall be malice to the ~tnte Compensauon 
Board. if approval of that Board of the necessity of his office or compensauon 
is required bv law. 

C. If the necessity for the o~cer or compensation of such officer is required 
by law to be approved by the State Com mmsation Board, that Board, upon 
receipt of notice as provided in subsection B hereof, shall notify the Comptrol- 
ler, who shall cause payment of his compensation to cease forthwith as of the 
date of receipt by the State Compensation Board of the notice. 

D. It shall be the duty of the chief administrati%'e officer of any agency 
employing a person who fails to meet such ".raining ~tandards to enforce the 
profusions of §§ 9-180 and 9-181. Willful failure to do so shall constitute 
misfeasance of off'ice, and. in addition, upon con~qction, shall constitute a Class 
3 misdemeanor, c1981, c. 632.J 

§ 9-182. Compulsory. m i n i m u m  t ra in ing  s tandards  for  p r iva te  secu.  
rity services bus iness  pe r sonne l .  ~ A. The Board shall have the power to 
issue regulations pursuant to chapter 1.1:1 I~ 9-6.14:1 et SeCl.J of Title 9 of this 
Code. establishing compulsory, minimum training standards for persons 
employed by pr iva~  securit, y .services businesses as armored car personnel, or 
as couriers, g~xarrrr~, g~.ara aog nanaaers, private investiga~rs or private 
aetecuves as the foregoing classifications are defined in .~ 54-,29.27 and may 
include provisions in such regulations delegating to its staff the right to inspect 
the facilit!es and p~gn'ams of Persons_ conducting training to ensure compLi- 

• :~ an_.ce, wltn u~ e ta w aria ,ts reg,., talons. In esr~.lishing by regulation compulsory 
~,mum ~ram*n~ s .rdmaaras .mr eac.n oz the foregoing classifications, the 

_, ~ shaft m~, guxaea 9Y the pohcy of this section which is to secure the public 
s~.ew., ana wetxare a .gal.nst.mcompetent or.unqualified person~,, en~ging in the 
a~!v1~ms re~msatea t~y tins section and chapter 17.3 ~§ $4-, 29.27 et seq. J of 
nt.te.~ ol this Code. Such regulations my provide for exemption from such 
training for persons having previous employ~nent as law-enforcement officers 
for a state or the federal government: provided no such exemption shall be 
granted to such persons having less than.five continuous years of such employ- 
merit, nor snat~ SUCh exemption oe provictec[ for any person whose employment 
as a law-enforcement officer was terminated because of his misconduct or 
mcom~>etence. 

B. m promulgating its regulations establishing compulsory, minimum 
training standards for persons employed by private security services btuii- 
nesses, the Board shall seek the ad~,-ice 6f the Private Security Services 
Advisory. Committee established pursuant to § 54-729.30. {1981. c" 632.) 

§ 9.183. Direct  ope ra t i ona l  respons ib i l i t ies  in law enforcement  no t  
authorized. -- Noth,ng in this chapter shall be construed as authorizing the 
Department of Criminal Justice Services to undertake direct operauonal 
~sponsibilities in law enforcement or the administration of criminal justice. 
,1981, c. 632., 
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A~c~ 3. 

Criminal Justice In[ormarion System. 

9-184.  A p p l i c a t i o n  a n d  c o n s t r u c t i o n  o f  a r t i c l e .  - -  A. This applies to 
. original or copwd criminal t, storv record :nformatmn. mamtamed by a crim- 

~nt,~.InUSs~.zac %a~ier~" of.,, ,tn.e " ( omnnonweahn of %'Irgmm or ,ts polit,cal ,ubdi. 
• . e t nl.tea ~tate.~ or another ~tate or tt.s nol,w~,i ~,,.~;.~ ~nlcn  exchange  ~-uch lnlo,-,- .-~ . . . . . .  ~.,_ __ "- / -  --= . . . . . . . .  v , . lons  

- __ " _ • , , , - - ,v , ,  -Atn  a n  agency coverea In il;, but  only  to t he  extent  oz t ha t  exchange .  

B. "I-ne provL:mns of this article do not a h- to o " copied #i~ records ofenrrv, such a~ Doh P~ .  ml~nal or 
.. - ce blot ters ,  m a m t a m c - a  by a crzmma] ju suce  agency  on a 

chrunoJomca! basts ancl permntt-d to be made pubhc, if such records are not 
indext-a or acces~ib|e ov name., Ii, cr~urt record.~ ol public criminal proceedm~zs, 
tncludxng opinmrL, and published compliation.~ tnereof. ~iii~ records of traffic 
offenses a~s~mmated to or mamt.',med by the Divismn of Motor Vehicles for 
~ e  purpose  ,,f reguiatmg the  t s -uance ,  susnens;on,  revocatmn, or renewal  of  
Onvers  or o the r  overator.~" hcen:-es. ,Iv~ stattbUcal or anai~tcal records or  
reports m wh,ch ina~v~ciuais a re  not ~denUiied and  from which the i r  iden t i t i es  
Cannot be a.~certalned, l v, annou-,,-.-.-.~--,. - •  ...... , 
r em,va l s  of tmhuca i  d~sot.-;  . . . . .  :::~,,,[,_,,- u, execuuve  c~emenc.~, paraons ,  or  

- . . . . . .  -,=.-. , ,  ,. posters ,  announcemen t s ,  or h s t s  for iden- 
.u. t y i n g  or a p p r e h T n d i n g  tugquves  or  w a n t e d  persons.  Iv/i) cr iminal  jus t i ce  inte l -  
l igence i n fo rma t ion ,  or ,viii) c r imina l  jus t i ce  inves t iga t ive  informat ion .  

C. N'othing con ta ined  in th i s  a r t ic le  s h a h  be cons t rued  as roh ibRing  a 
c r imina l  j u s t i ce  agency  from disclosing to the  public f a c t u ~  p i n fo rma t ion  
concerning  t h e  s t a t u s  o f  an  inves t iga t ion ,  the  apprehension,  arrest, re lease  or 
prosecu tmn of  an  ind iv idua l ,  t he  ad jud ica t ion  of  charges ,  or the c o r r e c t i o ~ l  
.status of  an  in.di~dmtl.,  w .hich. is re. l a ted  to the  offense for which the  ind iv idua l  

c u r r e n u y  warren m e  c n m m a J  jus t i ce  sys tem.  {1981, c. 632.} 

teL~l~e?o~t~ob~ardh~eent°f ,S..ta~..wi~de_ eri~.'na, just/ee information sys- 
shal l  provide  for  t he  ~ r ~ d i ~ o ~ S - ~ u ~ s - c e ° - l ° -  . t~er a ~ e n e i e s .  - -  The  Board  
. . . . . . . . .  . o .  uae upe rauon  o* a ~r~t~wiae corn l-e. 
~n~cr~ ;m~fnaJ~3 .t~i__ce *n~_rm_ a~on Syste m for the exchange of criminal ~'s- 
i..-~._,...__, _--~,,L~,.~:,-- ~ o n g  ~ e  c n m m m  jusuce agencies of the  State a n d  
~ , ~ & u ~ s ~ a ~ x z l t , . l ~ l o r m . . r n e  ~ shall develop standards and  goals for such  

• 

___~: . . . . .  ~ . ~  _ . r  . , -  M,~ua, .~v, ew aeve topment  exIorts 
~__~u~. r~_me .n ,e~s aria m ~ r e s m m ~ e  cnmina 1 justice community, outl ine 
~p=mT .r~po .nmmLmes, appomr, ad hoe aclvLsory committees, and p{'ov~e for 
me p a ~ p a r a o n  ot ~ e  btatewide comprehensive criminal justice informauon 

, K a l l  - - - - . I  . . . . .  *._ . _ - . ' , .  , ~ , - t t  w a  t # t . a i c r  l;M~ly an n S U C ~  ~ a t p  # ~ l ' l t i t i ~  

~ u u e r  e u c a  a s s , s t a n c e  as  ,s  r ea sonab ly  required.  (1981,  c. ~ . . ) -  . . . . .  

agencies to ensure co~nlinn~,~'~';~LP~ e °~9[, ate all a .lOCal cri~mirlal justice 
n^.~ ,~._ ,~_ _. . --.-,- ...... ._.a ~ms arume aria me reL-mations of ,ko • -,~,,, ~. • ne  moaru saaH i • ° -  - ' "  M.., .... ,-_..J_.. .L ssu.e such regulatlons as may be n e c e s s a r y -  for thD 
• ----.,~., ,,- aurora, me retenUon of records to facilitate such audits, the deter'~ 
mmauon of necessary corrective acuons, and the reporting of corrective acUons taken. 

B. The results of such audits together ~ith a summary, of any necessary 
co_~ve a~ons shall be included zn the Board annuaJ report to the Governor 
earn t t e n e r a l  Assembly .  (1981,  c. 632.}  

VA-20 



VIRGINIA 

§ 9-187. In fo rmat ion  to be d i s semina ted  only in accordance  with § 
19.2-389. - -  Criminal histoD, record mio,-mauon shall be dis~minated, 
whether directly or through an mterrned:am', only in accordance with .~ 
19.2-389. 11981, c. 632.1 

§ 9-188. Relgulations and  procedures .  - -  A. The Board shall issue re,o~- 
latmns and procedures for the interstate dzsseminauon of criminal history 
record m/ormacion by which crimmaJ justice agencies of the Commonwealth 
shall ins-ure that the" limltaUons on dsssew.inatlon of criminal history record 
irdormazion set forth in .~ 19.2-389 are accepted by recipients and will" remain 
opera:ive m the event of further dzssemmauon. 

B. The Board shall issue regulauons and procedures for the validation of an 
interstate recipient's right to oi~tain criminal history, record information from 
criminal justice agencies of the Commonwealth. t 198h c. 632.) 

§ 9-189. Par t i c ipa t ion  of  State and  local agencies  in inters tate  system; 
access to such ~.ystem limited. -- A. The board shall reguiate part,clpation 
0 z ~te and local agencies m any interstate system 10r the exchange of cnm- 
,nsl mstory record information and shall be responsible for assuring the 
consistency of such participation wzth the terms and purposes of this article. 
The Board" shall have no authority to compel any agency to parlicipate in any 
such interstate system. 

B. Dire~ access to anv such system shall be limited to such criminal justice 
ncies as are express|y designated for that purpose bv the Board. ~ 1 9 8 1 ,  c .  
.)  " 

§ 9-190. Seal ing  of c r imina l  h is tory  record  informat ion.  - -  A. The 
Board shall adopt procedures reasonably designed ti, to insure prompt sealing 
or purging of crimina, i history record information when required by State or 
federal statute, regulation or court order, and did to permit opening of sealed 
information under conditions authorized by law. (1981, c. 632.) 

• §..9-19.1.oProcedures to be ado_pted by agencies maintaining criminal 
jusuce lmormation systems. - -Each  criminal justice agency maintaining 
and operating a criminal justice information system shall adopt procedures 
reasonably designed to insure: 

A. The physical security of the system and the prevention of unauthori'zed 
disclosure of the information in the system; 

B. The timeliness and accuracy of information in the system collected aRer 
November 1, 1976; 
C. That all criminal justice agencies to which criminal offender record 

information is disseminated or from which it is collected are currently and 
accurately informed of any correction, deletion, or revision of such informa- 
tion; 
D. Pro.mpt purging or sealing of criminal offender record information when 

required by state or federal statute, regulation, or court order: 

E. Use or dissemination of criminal offender record information by criminal 
justice agency personnel only after it has been determined to be the most 
accurate and'complete information available to the criminal justice agency. 
(1981, c. 632.) 
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9-192. Ind iv idua l ' s  r ight  of  access  to and review and correc t ion  of  
information,  u A. Any ,ndlvidual who oeheves that criminal history record 
information is being rnmntained about him by Central Criminal Records 
Exchange. or by the arresting law-enforcement agency, in the case of offenses 
not reqmred to be reported to such Exchange. shall have the right to inspect 
a cop}" of such criminal histo~" record informatmn at the Exchange or the 
arresting law-enforcement agen t ' ,  respectively, tor the our'Do~e ot ascertmning 
the completeness and accuracy of such information. Tl~e indlvldual's right to 
access and review shall not extend to any mlormanon or data other than that 
oefine,.i xn subsectlon 4 of ~ 9-169. 

B The Board shall i~ue re.e'alations with respect to an individual's right to 
acces: and review criminal history" record reformation about hlmself reported 
to Central Criminal Records Exchange or. if not reported to the Exchange. 
maintained by the arrestin~ law-eniorcement agency. Such re~lations shall 
vrovlde lot pubiic notice of the rlgb,: of access: access ~ criminal hlsto~" record 
re|urination by an individual or an attorney-at.law acting for an individual: 
iclentificauon r~qulrea: places and times for "review: review of Virginia records 
by individuals located in other states; asssstance in understandm~ the record; 
obtaimng a copy for purposes of initmung a challenge to the record: procedures 
xor mvesugauon of allelred incompleteness or inaccurao-: completion or correc- 
tion o! records if mdica~l: and notification of the individuals and agencies to 
whom an inaccurate or incomplete record has been d~ssemmated. 

C. If an individual beheves mforrnatzon rnalntmned about him to be 
inaccurate or Incorr, olete, he rnav reque~,t toe agency having custody or control 
cf the records to purge, modify, or supplement them~ Shouldthe agency decline 
to so act. orshould the mdlvi~iual oeheve the agency's decision to be other~-ise 

~o~ 
Satisfac, toD'. the individual may request, in writing, revzew by the Board. 
e l~oara or its designee shall, in each case in which it finds prin~a facie basis 
r a complaint, conduct a hearing at which the individual may appear with 

counsel, present evidence, and examine and cross-examine witnesses. Written 
findings and conclusions shall be issued. Should the record in question be found 
to be inaccurate or incomplete, the criminal justice agency or agencies 
maintaining such information shall purge, modify, or supplement it in accor- 
dance with the findings and conclusgons of the Board. Notxfication of purging, 
modification, or supplementaMon of crirnmal history record information shall 
oe promptly made by the criminal justice agency, maintaining such previously 
inaccurate im'ormation to any individuals or agencies to which the information 
in question was communicated, as well as to the individual whose records have 
been ordered so altered . . . .  

D. Crim, inal justice agencies shall maintain records of all agencies to whom 
crimi.na) n is~ry  record information was disseminated and the date upon which 
such inlormation was disseminated and such other record matter for the num- 
ber of vem.,s " .re~l. uired by rules and regulations of the Board. . . . . . .  

E. Any individual." orragen~, aggrieved by any order or decision o f the~oard  
ma ~" appeal such order oi':decision to "~.he ~rcuit  court of tha jurisdi'ction in 
which the Board has its mdm!ni,;cra, t/ve headquarters. (1981, c.- 632.) 

§ 9-193. In fo rmat ion  slot sub j ec t  to rev iew and  cor rec t ion  of info _rnsa. 
tio..n..--A.. Inv .e~.sgauve wlormauon not connected with a criminal prosecuuon 
or tsugatson including investigations of rule infractions in corTecuonal institu- 
uons. and backgTound checks for security clearances shall not be subjec', to 
revlew ann con-ection of information by data subjects. 
dingo" B. Correctional information about an offender including counselor reports, 

osUc summaries and other sensiuve information not explicitly classified 
as criminal history record information shall not be subject to res~ew and correc- 
Uon of mformauon by data subjecr.s, t19~l, c. 632.) 
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§ 9-194. C i ~  r e m e d i e s  for  v io la t ion  of  this c h a p t e r  or  chap te r  23 of 
Title 19.2. - -  A. Any person may insutute  a civil acuon in the circuit court of 
the jumsdiction in which the Board has its admmistrauve headquarters, or in 
the juris~ction m which anv violauon is aliet~ed to have occurred, for ac:,.ml 
damages resulting from vlo]ation of this articie or to restrain any vioiauon 
thereof, or both. 

B. Any person may bring an action in the circuit court of the jurisdiction in 
which me Board has i~ aaministrauve headquarters, or in the jurisdiction in 
which any violauon is aIlelzed to have occurred, against any person who has 
engaced. "is engaged, or Is aoout to en~age m any act~ or pract,.ces~n ~olatton 
of che.nter 2~ ,.~ 19.2-387 et seq., of Tztie 19.2. chapter 27 ,~ 9-16, et seq., of 
Titie§ or rules or reguiauons of the Board to ob~in approprmte, eqmtable 
relief. 
C. Thls se~lon shall not be construed as consututing a waiver of the defense 

of sovereign Immumty., 1961, c. 632.J 

§ 9-195. Cr imina l  pena l ty  for  violat ion.  - -  Any pe r~n  who willfully and 
intenuonal~v requests, ootalns, or seegs to oi3:ain cmrnmal hlstorv record ~nior- 
matlon under raise pretenses, or WhO willfully anti xntentmna!ly: dlsseminates 
or seel~s to disseminate crlminal hlstorv record mlormatlon to any agency or 
person in violatlon ofthis article or chal~ter 23 ~.~ 19.2-387 et seq.J of Title 19.2, 
shall be guilty of a Class 2 misdemeanor, i1961, c. 632.~ 

§ 9-196. Art i c l e  to cont ro l  over  o t h e r  laws; except ions:  appl ica t ion  of  
c ha p t e r  1. h I of  this title. - -  A. In the event an)" provxsions of thts article shall 
conflict with other provisions of law, the provision of this article shall control, 
except as provided in paragraph B hereof. 

B. Notwithstanding the provisions of paragraph A hereof, this article shall 
not alter, amend, or supersede any pro~nsions of the Code of Virginia r e l a t i n g  
to the collecuon, storage, dissemination, or use of records of juveniles. 

C. Insofar as it is consistent with this article, chapter 1.1:1 (§ 9-6.14:1 et seq.) 
el'Title 9 of this Code shall control. (1981, c. 632.) 

$ $ $  

§ 52-8.3. Disclosure  of c r imina l  invest igat ive records  and reports;  
penalty.  - -  Any person employed by a law-enforcement agency or other gov- 
ernmenr~ agency within the Commonwealth who has or has had access in an 
official capacity to an official written record or report submitted in confidence 

• .to. the Department of State.Police relating to an ongoing criminal investiga- 
.tion, and who uses or knowingly p e ~ t s  another to use such record or report 
tor any purpose not. consistent with the exemptions Imrmitted in § 2.1-342, or 
other provisi'on of .sta.te law, shall be guilty of a Class 2 misdemeanor. 

The prov~ons of this section shall not be construed to impede or prohibit full 
access to information concerning the existence of any criminal investiga~on or 
to other verbal disclosures permitted by state police opera~ag procedures. 
(1981, c. 238.) 
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CHAPTER 7. 

VIRGINIA PUBLIC RECORDS ACT. 

S•Co 
42.1-76. Legislative intent; title of chapter. 
42.1-77. Definitions. 
42.1-78. Confidentiality safeguarde~L 
42.1-79. Records management function vested 

in Board: State Library. to be offi- 
cial custodian: State Archivist. 

42.1-80. State Public Records Advisory Com- 
mittee created: members: 
chairman and vice-chairman; 
compensation. 

42.1-81. Powers and responsibilities of Corn- 
mit ts .  

42.1-82. Duties and powers of library. Board. 
42.1-83. Program for inventorying, scheduling, 

microfilming records: records of 
counties and cities: storage of 
records. 

42.1-84. Same: records of agencies and subdi- 
visions not covered under § 
42.1-83. 

S•. 
42.1-85. Duties of State Librarian: agencies to 

cooperate. 
42.1-86. Program to select and preserve impor- 

tant retards: availability to pub- 
lie- semmty copies. 

42.1-87. Where records kept: duties of 
agencies; repair, etc.. of record 
books: agency heads not divested 
of certain authority. 

42.1-88. Custodians to deliver all records at 
expiration of term: penalty for 
noncompliance. 

42.1-89. Petition and court order for return of 
public records not in authorized 
possession. 

42.1-90. Seizure of public records not in autho- 
rized possession. 

42.1-91. Development of disaster plan. 

§ 42.1-76. Legis lat ive  intent; title o f  chapter.  - -  The General Assembly 
intends by this act to establish a single body of law applicable to al lpublic  
office.rs and emPloyees on the subject of public.records management andpres- 
ervatmn a@__ato ensure tnat the procedures used to manage and preserve public 
recorus will be unimrm tm-ougl~out the State. 

This chapter may be cited as the Virginia Public Records Act. ( 1976, c. 746.) 

§ 42,1-77. Definitions. -- As used in this chapter. 
A. "Agency" shall mean all boards, commissions, departments, divisions, 

ins.tit.utions, authorities, or parts thereof, of the Commonwealth or its political 
subdivmlons and shall include the offices of constitutional officers. 

B. ".A~'va] quality" shall mean a quality of reproduction consistent with 
reproduction s t@ndards specified by the National Micrographics Association, 
American Standards Association or National Bureau of Standards. 
C. "Board" shall mean the State Library Board. 
D. "Committee" shall mean the State Public Records Advisory Committee. 
E. "Custodian" shall mean the public official in charge of an office having 

public records. 
F. "State Librar/an" shall mean the State Librarian or his designated rep- 

resentative. 
c G.."..Public o fl~,,q'~." .shall mean all perrrr~.ns holding any oflqce created by the 
o,ns~,,zU.~lon o, vn'gmxaor oy any. act of the C~neral Assembly, the Governor 

ana aa omer omcers ol me execut, ve branch of the State government, and all 
other officers, heads, presidents or chairmen of boards, commissions, depart- 
menm, and_ agencms of the State government or its political subdivisions 
,H" "Pub.tic records"shall mean all written books, papers, letters, documents, 

l~nomgr.apns, tapes, m, crofiche, microfi!m, photostats, sound reco..rdings, maPs, 
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erdoc~en~, materials or inlbrmation in any recormng medium 
j_~.u-~me~s ox pnys,cal m,r~n or cnara.c~enstlcs , including data processing 
uev,ces aria computers, maae or received in pursuance of law or in connection 
with the transaction of public business by any agency of the State government 
or its political subdivisions. 

Nonrecord materials, meaning reference books and exhibit materials made 
coraCeqUi'r~i and p~served solely for reference .use or exhibition purposes, extra 
u~e.s o x. aocumen~ preser~, ea omy xor. convemence or reference, and stocks of 

puDt,.cat, o.ns, snml not be included wlthin the definition of public records as 
t m e a  i n  rmLts cnapzer. 

I. "Arch/va] records" shall mean records of continuing and enduring value 
useful to the citizens of the Commonwealth and necessary to the administra- 
tive functions of public agencies in the conduct of those services and activities 
,man_.da_.t~i_ by law. In ap~r~sal ,o,f pub]~ .records deemed archival, the terms 
aum,n,s~ra~lve, ,egm, nscm, ana rnstorical shall be defined as: 

1. "Administrative value": Records shall be deemed of administrative value 
if they have utility in the operation of an a en 2 . . . .  g cy. 
a_;... ~_Lefa/va].ue'}: Records shall be deemed of legal value when they document 
~.ons r~ .en.m _me pro~c~ion aria proving of legal or civil rights and obli- 

gauons ox individuals ana agencies. 
3. "Fiscal value": Records shall be deemed of fiscal value so long as they are 

needed to document and verify financial authorizations, obligations and 
transactions. 

4. ~'/Lstor/c.a] value": Records shall be deemed of historical value when they 
contain unique _information, regardless of age, which provides understanding 
ao~ome.~_~p~'t of the. government and promotes the development of an informed 

emxgn~enea muzenry. (1976, c. 746; 1977, c. 501; 1981, c. 637.) 

bye §. 42.1778- Confident ia l i ty  s a f e g u a r d e d . -  Any records made confidential 
,aw s.nml ~ so tTe. a ted. Records which by law are required to be closed to 
pumic s.nml not be deemed to be made open to the public under the provi- 

s ons ox uus cnap~er ana no provision oi ~ this chapter shall be construed to 
authorize or require the opening of any records ordered to be sealed by a court. 
(1976, c. 746; 1979, c. II0.) 

§ 42.1-79. Records  m a n a g e m e n t  function vested in Board; State 
Library to be official custodian;  State Archivist. - -  The archival and 
~re~ords management function shall be vested in the State Library Board. The 

te Library shall be the official custodian and trustee for the State of all 
public records of whatever kind which are transferred to it from any public 
office of the State or any political subdivision thereof. 

The State Library Board shall name a State Archivist who shall perform 
such functions as the State Library Board assigns. (1976, c. 746.) 

§ 42.1-80. State Public Records  Advisory Committee created; mem- 
bers; chairn]_an and  v/ce-chalrman; compensation.  -- There is hereby cre- 
area a State Public Records Advisory Committee. The Committee shall consist. 
of ten members. The Committee membership shall include the Secretary of 
Administration and Finance, the ~tate Librarian, the State Health Commis- 

oner., .the State Highway and Transportation Commissioner, the Director of 
e Dlvlmon of Automated Data Processing, the Auditor of Public Accounts, 

the Executive Secretary of the Supreme Court, or their designated rep- 
resentatives and three members to be appointed by the Governor from the 
State at large..The gubernatorial appoin.tTnents shall include two clerks of 
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courts of record and a mere. be.r of a.local governing body. Those members 
appointed by the t,-overnor snail remain members of the Committee for a term 
coincident with that of the Governor making the appointment, or until their 
successors shall be appointed and qualified. The Committee shall elect annu- 
ally from its membership a chairman and vice-chairman. Members of the 
Committee shall receive no compensation for their services but shall be p~d 
their reasonable and necessary expenses incurred in the performance of their 
duties. (1976, c. 746; 1977, c. 501.} 

§ 42.1-81. Powers  and  responsibil i t ies of Committee. -- The Committee 
shall have responsibility for proposing to the State Library Board rules, regu- 
lations and standards, not inconsistent with law, for the purpose of estab- 
lishing ~uniform, gui..deli_nes f o r t h e  management and preservation of public 
records mmugnou~ rJne State. The t~ommittee shall have the power to appoint 
such subcommittees and advisory bodies as it deems advisable. The Committee 
shall be assisted in the execution of its responsibilities by the State Librarian. 
(1976, c. 746.) 

§ 42.1-82. Duties and powers of Library Board. --The State Library 
Board shall with the advice of the Committee: 
A. Issue regulations designed to facilitate the creation, preservation, 

storage, filing, microfilming, management and destruction of public records by 
all agencies. Such regulations shall establish procedures for records man- 
agement containing recommendations for the retention, disposal or other dis- 
.position of public records; procedures for the physical destruction or other 
disposition of public records proposed for disposal: and standards for the 
~production of records by photocopy or microphotography processes with the 
view,, to the disposal of the o m.'ginal .records. Such standards shall relate to the 
q um. ,iT oxnt~n user.,, p.repargtlon of the records for filming, proper identification 
ox me recoras so that any individual document or series of documents can be 
located on the film with reasonable facility and that the copies contain all 
significant record detail, to the end that the photographic or microphotographic 
co~es shall be of archival quality. 

• msue regulations specifying permissible qualities of paper, ink and other 
~eaeteterrri .als ~, be use~i.by .agen~es for public record purposes. The Board shall 
er~r~, ne.me specmcacxons mr and shall select and make available to all 

a~eLnm_es J_m_~_o. approved p .apers, photographic materi_als, ink. typewriter 
, ,u~-~ ,  c~roon papers, sr~mpmg paas or omer writing devices for different 
classes of public records, and only those approved may be purchased for use in 
the making of such records, except that these regul~',tions and specifications 
shall not apply to clerks of courts of record. 

C..I~. vide assistanceto a~encies in determining what records no longer have 
aanumstrative, legaa, nscai or historical value and should be destroyed or 
disposed of in another manner. Each public official having in his custody 
official records shall assist the Board in the preparation of an inventory of all 
public, record, . i n  h~... c u s ~  y ,and in preparing a suggested schedule for 
~'~?~[on an_a_mSl~OS,~.,on o, sucn records. No land or personal property book 
**~, o= ues~royea wlmout having nrst onerect ,t to the State Library for 

preservation. 
All records created prior to the Constitution of nineteen hundred two that are 

declared archival may be transferred to the archives. ~ 1976, c. 746: 1977. c. 501: 
1981, c. 637.) 
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§ 42.1-83. P rogram for inven.to.rying, scheduling,  microfilming 
records; records  of counties and cities; s torage of records. - -  The State 
Library Board shall formulate and execute a program to inventory, schedule, 
and microfilm official records of counties and cities which it determines have 
permanent.value and to provide safe storage for microfilm copies of such 
for~rO_ras, _.a/n_ ~ ~ give advi~, .anct assistance to loca..l officials in their programs 
[,~st~*ng, presemnng, nnng aria maiung available public records in their 

loc~i y o~nal r .epg.rds shall be either.s_tored in the State Library or in the 
recon.~y a~__~_e a.~Ls,on ozme t oca,i offic,ais re.spons,ble for maintaining public 
d__~ru~ _e~ny onglnm r ecg. ,r?s snan oe. rezurned to the locality upon the written 
ue.man~ o, r?ne ,,ocm OHlCml.S respo_nslme ,or maintaining local public records. 
iv, lcromm snml ~e s~orea m the State Library but the use thereof shall be 
subject to the control of the local officials responsible for maintaining local 
public records. (1972, c. 555; 1976, c. 746.J 

§ 42.1-84. Same; records  of agencies and  subdivisions not covered 
under  § 42.1-83. - -  The State Library Board may formulate and execute a 
program of inventorying, repairing, ancl microfilming for security purposes the 
P s ~ i r e c o  .r~s_oftheagen~es and  sub d!visions not covered under the program 

,,,,~,,~.u u ~ u e r  .~ ,,,~.~-w wmcn 1~ aetermmes have permanent value, and of 
providing safe storage of microfilm copies of such records. (1976, c. 746.1 

§ 42.1-85. Duties of State Librarian;  agencies to cooperate.  - -  The 
State Librarian shall administer a records management program for the appli- 
cation of efficient and economical management methods to the creation, 
utilization, maintenance, retention, preservation, and disposal of public 
records consistent with rules, regulations or standards promulgated by the 
State Library Board. including operations of a records center or centers. It shall 
be the duty of the State Librarian to establish procedures and techniques for 
the effective management of public records, to make continuing surveys of 
paper work operations, and to recommend improvements in current records 
management practices, including the use of space, equipment, and supplies 
employed in creating, maintaining and servicing"records. 

It shall be the duty of any agency with public records to cooperate with the 
State Librarian in conducting surveys and to establish and maintain an active, 
continuing program for the economical and efficient management of the 
records of such agency. (1976, c. 746.) 

§ 42.1-86. P rog ram to select and preserve impor tant  records: avail- 
ability to public; securi ty copies. - -  In cooperation with the head of each 
agency, the State Librarian shall establish and maintain a program for the 
selection and preservation of public records considered essential to the oper- 
ation ot government and for the protection of the rights and interests of 
persons. He shall provide for preserving, classifying, arranging and indexing 
so that such records are made available to the public and shall make or cause 
to be made security copies or designate as security copies existing copies of such 
essential public records. Security copies shall be of archival quality and such 
copies made by photographic, photostatic, microfilm, microcard. ~,iniature 
photographic, or other process which accurately reproduces and forms a 
durable medium and shall have the same force and effect for all purposes as the 
original record and shall be as admissible in evidence as the original record 
whether the original record is in existence or not. Such security copies shall be 
preserved in such place and manner of safekeeping as prescribed by the State 
Library Board and provided by the Governor. Those public records deemed 
unnecessary for the transaction of the business of any agency, yet deemed to 
be of admimstrative, legal, fiscal or historical value, may be transferred with 
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the consent of the State Librarian to the custody of the State Library. No 
agency shall destroy, discard, sell or give away publ~ records without  first 
offering them to the State Library for preservation. 11916, c. 746; 1980, c. 365. ) 

§ 42.1-87. Where  r e c o r d s  kept ;  du t i e s  of  agenc ies :  r epa i r ,  etc. ,  of  rec-  
o rd  books;  a g e n c y  h e a d s  no t  d ives t ed  of  c e r t a i n  au tho r i t y .  - -  Custodians 
fpublic records shall keep them in fireproof safes, vaults or in rooms designed 

ensure proper preservation and in such ar rangement  as to be easily accessi- 
ble. Current  public records should be kept in the buildings in which they are  
ordinarily used. It shall  be the duty of each agency to cooperate with the State 
Library in complying with rules and regulations promulgated by the Board. 
Each agency shall establish and mainta in  an active and continuing program 
for the economic and efficient management  of records. 

Record books should be copied or repaired, renovated or rebound if wornt  
mutilated, damaged or difficult to read. Whenever the public records of any 
public official are in need of repair, restoration or rebinding, a judge of the 
court of record or the head of such agency or political subdivision of the State 
may authorize that  the records in need ot ~ repair be removed from the building 
or office in which such records are ordinarily kept, for the length of t ime 
necessary to repair, restore or rebind them. provided such restoration and 
rebinding preserves the records without loss or damage to them. Any public 
official who causes a record book to be copied shall attest it and shall certify 
an oath that  it is an accurate copy of the original book. The copy shall then have 
the force of the original. 

Nothing in this chapter shall  be construed to divest agency heads of the 
authori ty to determine the na ture  and form-of the records required in the 
~ dministrat ion oft,heir,several depar tments  or to compel the removal of records 

eemea necessary oy ~nem in the performance of their statutory duty ~ 1976, 
c. 746.) 

al 42.1-88. Custo.dians  to d e l i v e r  all  r e c o r d s  a t  exp i r a t i on  of t e rm;  pen-  
ty for  n o n c o m p l m n c e .  - -  Any custodian of any public records shall, at the 

expiration of his term of office, appointment or employment, deliver to his 
successor, or, if,.there be none, ~ the State Library, allbooks, writings, letters, 
aocumen~s, puonc recoras, or other reformat,on, recorded on any medium kept 
or received by him in the transaction of his official business; and any such 
person who shall refuse or neglect for a period of ten days after a request is 
made in writing by the successor or State Librarian to deliver the public 
records as herein required shall be guil ty of a Class 3 misdemeanor. (1976, c. 
746.) 

§ 42.1-89. Pe t i t ion  a n d  c o u r t  o r d e r  for  return of  publ ic  r e c o r d s  no t  in 
a u t h o r i z e d  possess ion .  - -  The State Librarian or his designated rep- 
resentative such as the State Archivist  or any public official who is the 
custodian of public records in the possession of a person or agency not autho- 
rized by the custodian or by law to possess such public records shall petition 
the circuit court in the city or county in which the person holding such records 
resides or in which the mater ials  in issue, or any part  thereof, are located for 
the return of such records. The court shall order such public records be 
delivered, to the petitioner upon finding that the materials in issue are public 
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records and that such public records are in the possession of a person not 
authorized by the custodian of the public records or by law to possess such 
public records. If the order of delivery does not receive compliance, the plaintiff 
shall request that the court enforce such order through its contempt power and 
procedures. (1975, c. 180; 1976, c. 746.) 

§ 42.1.90. Seizure of  publ ic  records not in author ized possession. - -  A. 
At any time after the f i l ing of the petition set out in § 42.1-89 or 
contemporan.eous with such filing, the person seeking the return of the public 
recoras may by ex parte petition request the judge or the court in which the 
action was filed to issue an order directed at the sherif f  or other proper officer, 
as the case may be, commanding him to seize the materials which are the 
subject of the action and deliver the same to the court under the circumstances 
hereinafter set forth. 

B. The judge aforesaid shall issue an order of seizure upon receipt of an 
affidavit from the petitioner which alleges that the material at issue may be 
sold, secreted, removect out of this State or otherwise disposed of so as not to 
be forthcoming to answer the final judgment of the court respecting the same; 
or cnat such property may_.be destroyed or materially damaged or injured i f  
permitted to remain out of the petitioner s possession• " 

C. The aforementioned order of seizure shall issue without notice to the 
respondent and without the posting of any bond or other security by the peti- 
tioner. (1975, c. 180; 1976, c..746.) 

§ 42-1-91. Development 0f disaster plan. -- The State Library shall 
develop a plan to ensure preservation of public records in the event of disaster 
or emergency as defined in § 44-146.16. Thisplan shall be coordinated with the 
Office of Emergency Services and copies shall be distributed to all agency 
heads. The personnel of the Library shall be responsible for coordinating emer- 
gency recovery operations when public records are affected. (1981, c. 637.) 

§ 2.1440 ADMINISTRATION OF THE GOVERNMENT GENERALLY § 2.1-341 

V m G ~  FREEDOM OF IlvFOn~f.~TmN ACT. 

~.1440. Short.title. 
~ L  eo~ .y  ot chspm,'. 
2.1-~L Definitions. 
2.1-,q4LL Not:ice of chapter. 
2.1.,,q4~ Offlcis/n~oRk to be opms to inspection; 

m t  ~ to mquesC 
ctmZes; ampt io~  W ~ 
ot ctmptm.. 

£.1-343. Meetinp to be public except - -  
othes'wi~ provided; minutes; 
inLormat~m i s  to ~ n e  and place. 

~.1-,q44. ~ c u t ~ v e  or closed meetings. 
2.1-84~ Agencies to which chapter insppUcable. 
2.1-846. Proceedinp for enforcement; ot 

chsptm.. 
~.I-34&L Vio~ions and penaJties. 

of 0 Z.1440: Sho r t  UUe. - -  This dAapter rosy be cited as "The Virginia F reedom 
1 ormat on act." (19a,  c. 4'r9.) 
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§ 2.1.340.1. Pol icy of  chap t e r .  - -  By enacting this chapter the General 
Assembly ensures the people of this Commonwealth ready access to records in 
the custody of public officials and free entry to meetings of public bodies 
wherein the business of the people is being conducted. Committees or 
subcommittees of public bodies created to perform delegated functions of a 
public body or to advise a public body shall also conduct their meetings and 
business pursuant to this chapter. The affairs of government are not intended 
to be conducted in an atmosphere of secrecy since at all times the public is to 
be the beneficiary of any action taken at any level of government. Unless the 
public body specifically elects to exercise an exemption provided by this 
chapter or any other statute, every meeting shall be open to the public and all 
reports, documents and other material  shall be available for disclosure upon 
request. 

This chapter shall be liberally construed to promote an increased awareness 
by all persons of governmental activities and afford every opportunity to 
citizens to witness the operations of government. Any exception or exemption 
from applicability shall be narrowly construed in order that  no thing which 
should be public may be hidden from any person. 

Any ordinance adopted by.a local go.ver~,:ng body w hichc2nflic~ with the 
provisions of this chapter shah ve voia. (l~lO, c. 4u i; , v w ,  c. ~oo.) 

6 2.1-341. D e f i n i t i o n s .  - -  The  fol lowing terms, w h e n e v e r  used or referred 
to in this chapter, shall have the following meanings, unlp.~.q a diffcrcnt 
meaning clearly a p p ~  fr~n-, the context: 

"Executive meeting" or "closed meeting" means a meeting from which the 
public is excluded. 
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" eetin "o r  "meetings" means the meetings including work sessions, when 
M ,*g_ ..... ,,0 _~ ,h . . . . .  h tele-honic or video equipment pursuant  to 

sitting pnyslca-.v, o . . . . . .  y.~ -- a~ -n  informal as~cmbla,'~ nf, i, ~ ~ many as 
§ 2.1-343.1, a s a o o a y o r e n u t y ,  or . a .. ' - " . - 
throe membor.~, r~,- t i ; , . ,  ~'~..::.:'.:., .. ~ . ,  ~iAa~ uucc,  ol Lile constituent 
memoer.~htp, wherever hcld,'with or without minute5 being :ak~n, ",vheLher or 

;aLes are cast, of any legislative body, authori ty,  board, bureau, 
n° tmiss ion , district or agency of the Commonw.ealtb or of a_r)" political 
~'(l~di,,-ision of the Commonwealth, including clues, towns anu counties; 
municipal councils, governing bodies of counties, school boards and plannin{~ 
coramissions; boards of visitors of state institutions of higher education; ana  

her or anizations, corporations or agencies in the Commonwealth, sup- 
°~rted rgl~ollv or principally by public funds. The notice pro visions_°fcthis 
r~- _ _ L ~ r _ ^ ,  ~,,,,1,, to the said informal meetings or gamermg~ u L ~,~ na ter sxxa. ,,,,~ ,,~,e,J 
~e~ be r s  of the General Assembly. Nothing in this chapter shall be construea 
to make unlawful the gathering or attendance of two or more members of a 
body or entity at any place or function where no part  of the purpose of such 

atherin or attendance is the discussion or transaction of any public 
~ ,s inessgand such ~athering or attendance was not  called o r  prearranged 
°~. . . . . .  ' . . . . .  ¢, n~Cdiscussinu or transacting any ousmess ox. me  oouy ,,- 
wlm a ~ ,  Pu'~$:-7-'--:-¥--~-~Z,,ees of a nublic body shall not be aeemea a 
entity. l n e  gamerm~ u, ~-,~,,.~s. 
"meeting" subject to the prowsmns of this chapter. 

No meeting shall be conducted through telephonic, video, electronic or other 
communication means where the members are not physically assembled to 
discuss or t ransact  public business, except as provided in § 2.1-343.1 or as 
may specifically be provided in Title 54.1 for the summary suspension of 
professional licenses. 

"Official records" means all written or printed books, papers, letters, 
documents, maps and tapes, photographs, films, sound recordings, reports or 
other material,  regardless of physical form or characteristics, prepared, 
owned, or in the possession of a public body or any employee or officer of a 
public body in the transaction of public business. 

"Open meeting" or "public meeting" means a meeting at  which the public 

may be present. Public body means any of the,groups, agencies or organizations enumer- 
ated in the definition of meeting as provided in this section, including any 
committees or subcommittees of the public body created to perform delegated 
functions of the public body or to advise the public body. other 

ct " " Scholasttc records means  those records, files, documents, and 
materials containing information about a student and maintained by a public 
body which is an educational agency or institution or bv a person acting for 
uch agency or institution, but, for the purpose of access by a student, does not 

SUclude (i) financial records of a parent  or guardian nor (ii) records of 
tructional su rvisory, and administrative personnel .and educational 

,ns . , .,, pe .. . ~-'-~ --- :- the sole r~ssesslon ot me maker 
personnel ancillary mereto,  waxen ~ ,,, r -  
thereof and which are not accessible or revealed to any other person except a 
substitute. (1968, c. 479; 1970, c. 456; 1974, c. 332; 1975, c. 307; 1977, c. 677; 
1978, cc. 573, 826; 1979, cc. 369, 687; 1980, c. 754; 1984, c. 252; 1989, c. 358.) 
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2.1-342. Official records  to reques t ing  records  and r e s p o n d b e ;  pen to inspection; procedure for to request;  charges;  exceptions to 
application ot cnap~er. - -  A. ~xeept as otherwise specifically provided by 
law, all official records shall be open to inspection and copying by any citizens 
of this Commonwealth during the regular office hours of the custodian of such 
records. Access to such records shall not be denied to citizens of this 
Commonwealth, representatives of newspapers and magazines with circula- 
tion in this Commonwealth, and representatives of radio and television 
stations broadcasting in or into this Commonwealth. The custodian of such 
records shall take all necessary precautions for their preservation and 
safekeeping. Any public body covered under the provisions of this chapter 
shall make an initial response to citizens requesting records open to 
inspection within five work days after the receipt of the request by the public 
body which is the custodian of the requested records. Such citizen request 
shall designate the requested records with reasonable specificity. A specific 
reference to this chapter by the requesting citizen in his records request shall 
not be necessary to invoke the time limits for response by the public body. The 
response by the public body within such five work days shall be one of the 
following responses: 

1. The requested records shall be provided to the requesting citizen. 
2. If the public body determines that an exemption applies to all of the 

requested records, it may refuse to release such records and provide to the 
requesting citizen a written explanation as Lo why the records are not 
available with the explanation making specific reference to the applicable 
Code sections which make the requested records exempt. 

3. If the public body determines that an exemption applies to a portion of 
the requested records, it may delete or excise that  portion of the records to 
which an exemption applies, disclose the remainder of the requested records 
and provide to the requesting citizen a written explanation as to why these 
portions of the record are not available to the requesting citizen with the 
explanation making specific reference to the applicable Code sections which 
make that portion of the requested records exempt. Any reasonably 
segregatable portion of an official record shall be provided to any person 
requesting the record after the deletion of the exempt portion. 

4. If the public body determines that it is practically impossible to provide 
the requested records or to determine whether they are available within the 
five-work-day period, the public body shall so inform the requesting citizen 
and shall have an additional seven work days in which to provide one of the 
three preceeding responses. 

Nothing in this section shall prohibit any public body from petitioning the 
appropriate circuit court for additional time to respond to a request for records 
when the request is for an extraordinary volume of records and a response by 
the public body within the time required by this chapter will prevent the 
public body from meeting its operational responsibilities. Before proceeding 
with this petition, however, the public body shall make reasonable efforts to 
reach an agreement with the requestor concerning the production of the 
records requested. 

The public body may make reasonable charges tbr the copying, search time 
and computer time expended in the supplying of such recorcis; however, such 
charges shall not exceed the actual cost to the public body in supplying such 
records, excent that the public body may charge, on a pro rata per acre basis, 
for the cost of creating topograph:,cal m:~.P~ developed by the public body. for 
such rnans or portions thereof, which encompass a contiguous area greater 
than fi.et~" acres. Such charges for the supplying of requested records shall be 
estim~,ted in advance at the request of the citizen. The public body may 
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require the advance payment  of charges which are subject to advance 
determination. 

In any case where a public  body determines in advance that search and 
copying charges for producing the requested documents are likely to exceed 
$200. the, public body may. before continuing to process the request, require 
the citizen requesting the inibrmation to agree to payment of an amount not 
to exceed the advance determination by five percent. The period within which 
the public body must  respond under this section shall La ', =!led f=  .: . . . . .  taunt 
of time that  elapses between notice of the advance determination and the 
response of the citizen requesting the information. 

Official records maintained by a public body on a computer or other 
electronic data processing system which are available to the public under the 
provisions of this chapter shall be made reasonably accessible to the public at  
reasonable cost. 

Public bodies shall not be required to create or prepare a particular 
requested record if it does not already exist. Public bodies may, but  shall not 
be required to, abstract or summarize information from official records or 
convert an official record available in one form into another form at the 
request of the citizen. 

Failure to make any response to a request for records shall be a violation of 
this chapter and deemed a denial of the request. 

B. The following records are excluded from the provisions of this chapter 
but may be disclosed by the custodian in his discretion, except where such 
disclosure is prohibitedbY law: 

I. Memoranda, correspondence, evidence and- 
complaints related to criminal investigations; adult 
arrestee photographs when necessary to avoid jeol~ 
ardizing an investigation in felony cases until such 
time as the release of such photograph will no longer 
jeopardize the investigation; reports submitted 
the state and local police, to investigators author. 
rized pursuant to § 53.1-16 and to the campus police. 
departments of public institutions of higher edues- 
tion as established by Chapter 17 (§ 23-232 et seq.) 
of Title 23 in confidence; portions of records of locSl 
government crime commissions that would idenfif~ i 
individuals providing information about crimes W, 

criminal activities under.a promise of anonymit~r, 
records of local police departments relating to neigh- 
borhood watch programs" that. include the names, 
addresses, and operating schedules of individual 
participants in the program that are provided to 
such deparl~aents under a premise-o~f confidential- 
ity; and all records of persons imprisoned in penal 
institutions in the Commonwealth provided such 
records relate to the imprisonment. Information in 
the custody of law-enforcement oificials relative to 
the identity of any individual other than a juvenile 
who is arrested and charged, and the status of the 
charge or arrest, shall not be excluded from the 
provisions of this chapter. 

Criminal incident information relating to felony 
offenses shall not be excluded from the provisions of 
this chapter;, however, where the release of criminal 
inciden~ information is likely to jeopardize an ongo- 
ing criminal investigation or the safety of an indi- 
vidual cause a suspect to ilee or evade detection, or 
result in the destruction of evidence, such informa- 
tion may be withheld until the above~referonced 
damage is no longer likely to occur from release of 
the information. 
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2. Cor~dential records of all investigations of applications for licensees and 
all licenses made by or submitted to the Alcoholic Beverage Control Board or 
the State Lottery Department. 

3. State income, business, and estate tax returns, personal pronerty tax 
returns, scholastic records and personnel records containing ini~ormation 
concerning identifiable individuals, except that such access shall not be 
denied to the person who is the subject thereof, and medical and mental 
records, except that such records can be personally revmwed bv the sub 
er • • " " p son, or a physmian of the subject nerson's chnlr,~, k . . . . . . . .  . ~ oj.ect 

. . . . .  , ,,uw~ver, me sup ec~ 
person s mental records may not be personally reviewed by such person w~en 
the subject person's t reat ing physician has made a part of such person's 
records a written s ta tement  that  in his opinion a review of such records by the 
subject person would be injurious to the subject person's physical or mental  
health or well-being. 

Where the person who is the subject of medical records is confined in a state 
or local correctional facility, the administrator or chief medical officer of such 
facility may assert such confined -erson's r i -h t  ^c ......... 

r ~, u. ~ ~o me medical 
records i t  the administrator  or ch i e f  medical officer has reasonable cause to 
believe that  such confined person has an infectious disease or other medical 
condition from which other persons so confined need to be protect~d. Medical 

VA-33a 



VIRGINIA 

records shall be reviewed only and shall not be copied by such administrator 
or chief medical officer. The information in the medical records of a person so 
confined shall continue to be confidential and shall not be disclosed to any 
person except the subject by the administrator or chief medical officer of the 
facility or except as provided by law. 

For the purposes of this chapter such statistical summaries of incidents and 
statistical data concerning patient abuse as may be compiled by the 
Commissioner of the Department of Mental Health, Mental Retardation and 
Substance Abuse Services shall be open to inspection and releasable as 
provided in subsection A of this section. No such summaries or data shall 
include any patient identifying information. Where the person who is the 
subject of scholastic or medical and mental records is under the age of 
eighteen, his right of access may be asserted only by his, guardian or his 
parent, including a noncustodial parent, unless such parent s parental rights 
have been terminated or a court of competent jurisdiction has restricted or 
denied such access. In instances where the person who is the subject thereof is 
an emancipated minor or a student in a state-supported institution of higher 
education such right of access may be asserted by the subject person. 

4. Memoranda, working papers and correspondence held or requested by 
members of the General Assembly or bv the office of the Governor or 
Lieutenant Governor, Attorney General or the mayor or other chief executive 
officer of any political subdivision of the Commonwealth or the president or 
other chief executive officer of any state-supported institutions of higher 

education. 
5. Written opinions of the city, county and town attorneys of the cities, 

counties and towns in the Commonwealth and any other writing protected by 
the attorney-client privilege. 

6. Memoranda, working papers and records compiled specifically for use in 
litigation or as a part of an active administrative investigation concerning a 
matter which is properly the subject of an executive or closed meeting under 
§ 2.1-344 and material  furnished in confidence with respect thereto. 

7. Confidential letters and statements  of recommendation placed in the 
records of educational agencies or institutions respecting (i) admission to any 
educational agency or institution, (ii) an application for employment, or (iii) 
receipt of an honor or honorary recognition. 

8. Library records which can be used to identify both (i) any library patron 
who has borrowed material  from a l ibrary and (ii) the material  such patron 

borrowed. 
Any test or examination used, administered or prepared by any public 

bo 9 for urposes of evaluation of (i) any student  or any student 's perfor- 
Y ,. P . . . .  1 . . . . . . .  m,,lo,,ment seeker s qualifications or ap.tltude for 

mance, ~II) any ~mp,uy~ ,,- ~ r J"" 
employment, retention, or promotion, or (iii) qualifications for any hcense or 
certificate issued by any public body. 

As used in this subdivision 9, "test or examination" shall include ¢i~ any 
. . . . . . . .  L. *^"t or examination, and tiiJ any other document 

scoring Key mr any suc~, ~ 
which-would jeopardize the security of such test or examination. Nothing 
contained in this subdivision 9 shall prohibit the release of test scores or 
results as provided by law. or limit access to individual records as is provided 
by law. However, the subject of such employment tests shall be entitled to 
review and inspect all documents relative to l-~< performance on such 
employment tests. 

wnen. in the reasonable opinion of such ~)ubhc body, any such test or 
examination no longer has any potential Ibr l'uture use, and the security of 
future tests or examinations will not be jeopardized, such test or examination 
shall be made available to the public. However, minimum competency tests 
administered to public school children shall be made available to the public 
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contemporaneously with statewide release of the scores of those taking such 
tests, but in no event shall such tests be made availablc to the public later 
than six months after the administration of such tests. 

10. Applications for admission to examinations or for licensure and scoring 
records maintained by the Department of Health Professions or any board in 
that department on individual licensees or applicants. However, such 
materia[may be made available during normal working hours for copying, at 
the requestor's expense, by the individual who is the subject thereof, in the 
offices of the Department of Health Professions or in the offices of any health 
regulatory board, whichever may possess the material. 

11. Records of active in~ estigations being conducted by the Department of 
Health Professions or by any health regulatory board in the Commonwealth. 

12. Memoranda, legal opinions, working papers and records recorded in or 
compiled exclusively for executive or closed meetings lawfully held pursuant 
to § 2.1-344. 

13. Reports, documentary evidence and other information as specified in 
§§ 2.1-373.2 and 63.1-55.4. 

14. Proprietary information gathered by or for the Virginia Port Authority 
as provided in § 62.1-132.4 or § 62.1-134.1. 

15. Contract cost estimates prepared for the confidential use of the 
Department of Transportation in awarding contracts for construction or the 
purchase of goods or services and records, documents and automatea systems 
prepared for the Department's Bid Analysis and Monitoring Program. 

16. Vendor proprietary information software which may be in the official 
records of a public body. For the purpose of this section, "vendor proprietary 
software" means computer programs acquired from a vendorfor purposes of 
processing data for agencies or political subcilv,smns oI mls uommonweamn. 

17. Data, records or information of a proprietary nature produced or 
collected by or for faculty or staff of state institutions of higher learning, other 
than the institutions' financial or administrative records, in the conduct of or 
as a result of study or research on medical, scientific, technical or scholarly 
issues, whether sponsored by the institution alone or in conjunction with a 
governmental body or a private concern, where such data, records or 
information have not been publicly released, published, copyrighted or 
patented. 

18. Financial statements not publicly available filed with applications for 
industrial development financings. 

19. Lists of registered owners of bonds issued by a political subdivision of 
the Commonwealth, whether the lists are maintained by the political 
subdivision itself or by a single fiduciary designated by the political 
subdivision. 

20. Confidential proprietary records, voluntarily provided by private busi- 
ness to the Division of Tourism of the Department of Economic Development, 
used by that Division periodically to indicate to the public statistical 
information on tourism visitation to Virginia attractions and accommoda- 
tions. 

21. Information which meets the criteria for being filed as confidential 
under the Toxic Substances Information Act (§ 32.1-239 et seq.), regardless of 
how or when it is used by authorized persons in regulatory processes. 

22. Documents as specified in § 58.1-3. . . . . . . . . .  ned 
23. Confidential records, including victim iclentky, pro~daea co or oo~m 

by staff in a rape crisis center or a program for battered spouses. 
24. Computer software developed by or for a state agency, state-supported 

institution of higher education or political subdivision of the Commonwealth. 
25. Investigator notes, and other correspondence and information, fur- 

nished in confidence with respect to an active investigation of individual 
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em I0 ent discrimination complaints made to the Department of Personnel 
an~TraY~eing; however, nothing in this section shall prohibit the disclosure of 
information taken from inactive reports in a form which does not reveal the 
identity of charging parties, persons supplying the information or other 
individuals involved in the investigation. 

26. Fisheries data which would permit identification of any person or 
vessel, except when required by court order as specified in § 28.1-23.2. 

27. Records of active investigations being conducted by the Department of 
Medical Assistance Services pursuant to Chapter 10 (§ 32.1-323 et seq.) of 

Title 32.1. 28. Documents and writings furnished by a member of the General 
Assembly to a meeting of a standing committee, special committee or 
subcommittee of his house established solely for the purpose of reviewing 
members' annual disclosure statements and supporting materials filed under 
§ 2.1-639.40 or of formulating advisory opinions to members on standards of 

conduct, or both. 
29. Customer account information of a public utility affiliated with a 

political subdivision of the Commonwealth, including the customer's name 
and service address, but excluding the amount of utility service provided and 
the amount of money paid for such utility service. 

30. Investigative notes and other correspondence and information fur- 
nished in confidence with respect to an investigation or conciliation process 
involving an alleged unlawful discriminatory practice under the Virginia 
Human Rights Act (§ 2.1-714 et seq.); however, nothing in this section shall 
prohibit the distribution of information taken from inactive reports in a form 
which does not reveal the identity of the parties involved or other persons 
supplying information. 

31. Investigative notes; proprietary information not published, copyrighted 
or patented; information obtained from employee personnel records; person- 
ally identifiable information regarding residents, clients or other recipients of 
services; and other correspondence and information furnished in confidence to 
the Department of Social Services in connection with an active investigation 
of an applicant or licensee pursuant to Chapters 9 (§ 63.1-172 et seq.) and 10 
(§ 63.1-195 et seq.) of Title 63.1; however, nothing in this section shall 
prohibit disclosure of information from the records of completed investigations 
in a form that does not reveal the identity of complainants, persons supplying 
information, or other individuals involved in the investigation. 

32. Reports, manuals, specifications, documents, minutes or recordings of 
staff meetings or other information or materials of the Virginia Board of 
Corrections, the Virginia Department of Corrections or any institution thereof 
to the extent, as determined by the Director of the Department of Corrections 
or his designee, that disclosure or public dissemination of such materials 
would jeopardize the security of any correctional facility or institution, as 

follows: (i) Security manuals, including emergency plans that are a part thereof; 
(ii) Engineerin~ and architectural drawings of correctional facilities, and 

operational speci~cations of security systems utilized by the Department, 
provided the general descriptions of such security systems, cost and quality 
shall b~ made available to the public; 

(iii) Training manuals designed for correctional facilities to the extent that 
they address procedures for institutional security, emergency plans and 
security equipment; 

(iv) Internal security audits of correctional f a c i l i ~ ,  but only ~,, ~iL~ exlJent 
that they specifically disclose matters described in (i), (ii), or (iii) above or 
other specific operational details the disclosure of which would jeopardize the 
security of a correctional facility or institution; 
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ivJ Minutes or recordings of divisional, regional -,la institutional staff 
meetings or portions thereof to the extent that  such minutes deal with 
security issues listed in (i), {ii), (iii), and fie) of this subdivision; 

(vi) Investigative case files by investigators authorized pursuant to 
.~ 53.1-16; however, nothing in this section shall prohibit the disclosure of 
information taken from inactive reports in a form which does not reveal the 
idel~tity of complaiaaats or charging parties, persons supplying information, 
confidential sources, or other individuals involved in the investigation, or 
other specific operational details the disclosure of which would jeopardize the 
security of a correctional facility or institution; nothing herein shall permit 
the disclosure of materials otherwise exempt as set forth in subdivision 1 of 
subsection B of this section; 

(vii) Logs or other documents containing information on movement of 
inmates or employees; and 

(viii) Documents disclosing contacts between inmates and law-enforcement 
personnel. 

Notwithstanding the provisions of this subdivision, reports and information 
regarding the general operations of the Department, including notice that an 
escape has occurred, shall be open to inspection and copying as provided in 
this section. 

33. Personal information, as defined in § 2.1-379 of the Code, (i) filed with 
the Virginia Housing Development Authority concerning individuals who 
have applied for or received loans or other housing assistance or who have 
applied for occupancy of or have occupied housing financed, owned or 
otherwise assisted by the Virginia Housing Development Authority, or (ii) 
concerning persons participating in oz" persons on the waiting list for federally 
funded rent-assistance programs. However, access to one's own information 
shall not be denied. 

34. Documents regarding the siting of hazardous waste facilities, except as 
provided in § 10.1-1441, if disclosure of them would have a detrimental effect 
upon the negotiating position of a governing body or on the establishment of 
the terms, conditions and provisions of the siting agreement. 

35. Appraisals and cost estimates of real property subject to a proposed 
purchase, sale or lease, prior to the completion of such purchase, sale or lease. 

36. Records containing information on the site specific location of rare, 
threatened, endangered or otherwise imperiled plant and animal species, 
:~:::'::'a] con,~mr~i~.ies, caves, and significant historic and archaeological sites 
if, in the opinion of the public body which has the responsibility for such 
information, disclosure of  the infol:mation would jeopardize the continued 
existence or the integrity of the resource. This exemption shall not apply to 
requests from the owner of the land upon which the resource is located. 

37. Official records, memoranda, working papers, graphics, video or audio 
tapes, production models, data and information of a proprietary nature 
produced by or for or collected by or for the State Lottery Department relating 
to matters of a specific lottery game design, development, production, 
operation, ticket price, prize structure, manner  of selecting the winning 
ticket, manner  of payment of prizes to holders of winning tickets, frequency of 
drawings or selections of winning tickets, odds of winning, advertising, o r  
marketing,  where such official records have not been publicly released, " 
published, copyrighted or patented. Whether released, published or copy- 
righted, all game-related information shall be subject to public disclosure 
under this chapter upon the first day of sales for the specific lottery game to 
which it pertains. 

38. Official records of studies and investigations by the State Lottery 
Department of (i) lottery agents, (ii) lottery vendors, (iii) lo':tery crimes under 
§§ 58.1-4014 through 58.1-4018, (iv) defects in the law or regulations which 
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cause abuses in the administration and operation of the lottery and any 
evasions of such provisions, or (v) use of the lottery as a subterfuge for 
organized crime and illegal gambling where such official records have not 
been publicly released, published or copyrighted. All studies and investiga- 
tions referred to under subdivisions (iii), (iv) and (v) shall be subject to public 
disclosure under this chapter upon completion of the study or investigation. 

39. Those portions of engineering and construction drawings and plans 
submitted for the sole purpose of complying with the building coae in 
obtainin a building permit which would identify specific trade secre.ts.or 
other i~ormation the disclosure of which would be harmful to the competltxve 
position of the owner or lessee; however, such inforn~at!on shall be exempt r 
only until the building is completed. Informatlon remung to tne sammy 
environmental soundness of any building shall not be exempt from disclosure. 

C. Neither any provision of this chapter nor any provision of Chapter 26 
(§ 2.1-377 et seq.) of this title shall be construed as denying public access to 
contracts between a public official and a public body, other than contracts 
settlin public employee employment disputes held confidential as personnel 

J g---J ..... ~-a~vision 3 of subsection B of this section, or to records of the recoras unuuz ~ , ,  
position, job classification, official salary or rate of pay of. and to records of the 
allowances or reimbursements for expenses paid to any public officer, official 
or employee at any level of state, local or regional government in this 
Commonwealth. The provisions of this subsection, however, shall not apply to 
records of the official salaries or rates of pay of public employees whose 
annual rate of pay is $10,000 or less. (1968, c. 479; 1973, c. 461; 1974, c. 332; 
1975, cc. 307,312; 1976, cc. 640,709; 1977, c. 677; 1978, c. 810; 1979, cc. 682, 
684, 686, 689; 1980, cc: 678, 754; 1981, cc. 456, 464, 466, 589; 1982, cc. 225, 
449, 452, 560, 635; 1983, cc. 372, 462, 607; 1984, cc. 85, 395, 433, 513, 532; 
1985, cc. 81,155,502,618; 1986, cc. 273,291,383,469, 592; 1987, cc. 401,491, 
581; 1988, cc. 39, 151, 395, 411, 891, 902; 1989, cc. 56. 358, 478.) 

§ 2.1-343. Meet ings  to be public; not ice  of  meetings; recordings; 
minutes;  voting. - -  Except as otherwise specifically provided by law and 
except as provided in §§ 2.1-344 and 2.1-345, all meetings shall be public 
meetings, including meetings and work sessions during which no votes are 
cast or any decisions made. Notice including the time, date and place of each 
meeting shall be furnished to any citizen of this Commonwealth who requests 
such information. Requests to be notified on a continual basis shall be made at 
least once a year in writing and include name, address, zip code and 
organization of the requestor. Notice, reasonable under the circumstance, oi 
special or emergency meetings shall be given contemporaneously with the 
notice provided members of the public body conducting the meeting. 

Any person may photograph, film, record or otherwise reproduce any 
portion of a meeting required to be open. The public body conducting the 
meeting may adopt rules governing the placement and use of equipment 
necessary for broadcasting, photographing, filming or recording a meeting to 
prevent interference with the proceedings. 

Voting by secret or written ballot in an open meeting shall be a violation of 
this chapter. 

Minutes shall be recorded at all public meetings. However, minutes shall 
not be required to be taken at deliberations of (i) standing and other 
committees of the General Assembly, (ii) legislative interim study commis- 
sions and committees, including the Virginia Code Commission, (iii) study 
committees or commissions appointed by the Governor, or (iv) study commis- 
sions or study committees, or any other committees or subcommittees 
appointed by the governing bodies or school boards of counties, cities and 
towns, except where the membership of any such commission, committee or 
subcommittee includes a majority of the governing body of the county, city or 
town or school board. (1968, c. 479; 1973, c. 461; 1976, c. 467; 1977, c. 677; 
1982, c. 333; 1989, c. 358.) 
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§ 2.1-343.1. Electronic  c o m m u n i c a t i o n  meet ings  prohibited; excep-  
tion, exper imenta l  program. - -  A. It is a violation of this chap.ter for any 
political subdivision or any governing body, authority, board, bureau, 
commission, district or agency of local government to conduct a meeting 
wherein the public business is discussed or trans~/cted through telephonic, 
video, electronic or other communication means where the members are not 
physically assembled. 

B. Public bodies of the Commonwealth, as provided in the definition of 
"meeting" in § 2.1-341, but excluding any political subdivision or any 

OVerning body, authority, board, bureau, commission, district or agency of 
al government, may conduct any meeting, except executive or closed 

meetings held pursuant to .~ 2.1-344, wherein the public business is discussed 
or transacted through telephonic or video means. For the purposes of 
subsections B _through G of this section, "public body" shall mean any state 
legislative body, authority, board, bureau, commission, district or agency of 
the Commonwealth and shall exclude those of local governments. 

Meetings conducted through telephonic or video means shall be on an 
experimental basis commencing on July 1, 1989, and ending on June 30, 1991. 
The Director of the Department of Information Technology shall submit an 
evaluation of the effectiveness of meetings by telephonic or video means by 
public bodies of the Commonwealth prior to January 1, 1992, to the Governor 
and the General Assembly. 

C. Notice of any meetings held pursuant to this section shall be provided at 
least thirty days in advance of the date scheduled for the meeting. The notice 
shall include the date, time, place and purpose for the meeting and shall 
identify the location or locations for the meeting. All locations for the meeting 
shall be made accessible to the public. All persons attending the meeting at 
any of the meeting locations shall be afforded the same opportunity to address 
the public body as persons attending the pr imary  or central location. Any 
interruption in the telephonic or video broadcast of the meeting shall result in 
the suspension of action at the meeting until repairs are made and public 
access restored. 

Thirty-day notice shall not be required for telephonic or video meetings 
continued to address an emergency situation as provided in subsection F of 
this section or to conclude the agenda of a telephonic or video meeting of the 
public body for which the proper notice has been given, when the date, time, 
place and purpose of the continued meeting are set during the meeting prior 
to adjournment. 

The public body shall provide the Director of the Department of Information 
Technology with notice of all public meetings held through telephonic or video 
means pursuant to this section. 

D. An agenda and materials which will be distributed to members of the 
public body and which have been made available to the staffofthe public body 
in sufficient time for duplication and forwarding to all location sites where 
public access will be provided shall be made available to the public at the time 
of the meeting. Minutes of all meetings held by telephonic or video means 
shall be recorded as required by § 2.1-343. Votes taken during any meeting 
conducted through telephonic or video means shall be recorded by name m 
roll-call fashion and included in the minutes.. In addition, the public bodw~y 
shall make an audio recording of the meeting, if a telephonic medium is u sea, 
or an audio/visual recording, if the meeting is held by video means. The 
recording shall be preserved by the public body for a period of three years 
following the date of the meeting and shall be available to the public. 

E. No more than twenty-five percent of all meetings held annually by a 
public body, including meetings of any ad hoc or standing committees, may be 
held by telephonic or video means. Any public body which meets by telephonic 
or video means shall file with, the D~rector of the Department of Information 
Technology by July 1 of each )ear  a ~taterrent identiiying the total number of 
meetings held during the preceding fiscal year, the dates on which the 
meetings ~ere held and the number ~nd p, lrpose of those conducted through 
telephonic or video means. 

F. Notwithstanding the limitations imposed by subsection E of this section, 
a public body may meet by telephonic or video means as often as needed if  an 
emergency exists and the ,ublic body !s unable to meet in regular session. As 
u.~cl in this subsection ~'emergency' means an unfore.~cen circum~u~uce 
r~-,i,Jrin~ th,, ,~,. ,L-~,A,...: ' . ' :  .... .-tion, or by § 2.1-343 of this chap.ter, 
,mpossib.,. , r  mlpracticable anti whlcl~ circumstance requires immealate 
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action. Public bodies conducting emergency meetings through telephonic or 
video means shall comply with the p_rovisions of subsection D requiring 
minutes, recordation and preservation of the audio or audio/visual recording 
of the meeting. The basis for the emergency ,shall be stated in the minu~s~ 

G. The provisions of th~s secUon estaonsn a two-year e~penmen~a~ 
program designed to evaluate the effectiveness of meetings by telephonic or 
video means by public bodies of the Commonwealth. Meetings by telephonic 
or video means shall be prohibited on and after July 1, 1991, unles~ the 
provisions of thi~ secUonpertaining to the termination of this experimental 
program are amended anoreenacted by the General Assembly. (1984, c. 252; 
1989, c. 358.) 

§ 2.1-344. Execu t ive  or  c losed m e e t i n g s . -  A. Public bodies are no t  
required to conduct executive or closed meetings. However, snoma a puDnc 
body determine that  an executive or closed meeting is desirable, such meeting 
• shall be held only for the following purposes: 

1. Discussion or consideration of or interviews of prospective candidates for 
employment, assignment, appointment, promotion, performance, demotion, 
salaries, disciplining or resignation of specific public officers, appointees or 
employees of any public body, and evaluation of performance of departments 
or schools, of state institutions of higher education where such matters 
regarding such specific individuals might  be affected by such evaluation. Any 
teacher shall be permitted to be present during an executive session or closed 
meeting in which there is a discussion or consideration of a disciplinary 
mat ter  which involves the teacher and some student or students and the 
s tudent  or students involved in the mat ter  are present, provided the teacher 
makes a written request to be present to the presiding officer of the 
appronriate board. 

2. i3iscussion or consideration of admission or disciplinary matters concern- 
ing any student or students of any state institution of higher education or any 
state school system. However, any such student and legal counsel and, if the 
student is a minor, the student's parents or legal guardians, shall be 
permitted to be present during the taking of testimony or presentation of 
evidence at an executive or closed meeting, if such student, parents or 
guardians so request in writing and such request is submitted to the presiding 
officer of the appropriate board. 

3. Discussion or consideration of the condition, acquisition or use of 
ro erty for public purpose, or of the disposition of publicly held property, or 

P~ ~ a n s  for the future of a state institution of higher education which could 
affect the value of property owned or desirable for ownership by such 
institution. 

4. The protection of the privacy of individuals in personal matters not 
related to public business. 

ncernin a nrosvective business or industry where no 5. Discussion co g . . . .  . , • 
previous annou~l~eme~hanSl been made of the business or industry s interest 
m locating " ".Y- . .  • • • 

6. The investing, of p.ubhc ,~nd:s. .where com pe_tit~on ornbtea~rg~tm~gthme 
involved, where ]f made puonc l n l u a n y  erie ,nm,~,~, l , ~  
governmental unit  would be adversely affected. 

7. Consultation with legal counsel and briefings by staff members, consul. - 
tants  or attorneys, pertaining to actual or probable litigation, or other specmc 
1 matters requiring the provision of legal advice by counsel. 
e ~ .  In the case o f ~  of vis i to~ of state i_ns_titu~ons o f ~ h ~  ~ant~caf~ 

discussion or c o n s i d e r a t i o n  Ol mariners re laung to s , ,~,  ~, 
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raising activities, and grants and contracts for services or work to be 
performed by such institution. However, the terms and conditions of any such 
ftS~ bequests, grants and contracts made by a foreign government, a foreign 

entity or a foreign person and accepted by a state institution of higher 
education shall be subject to public disclosure upon written request to the 
appropriate board of visitors. For the purpose of this subdivision, (i) "foreign 
government" means any government other than the United States govern- 
ment or the government of a state or a political subdivision thereof; (ii) 
"foreign legal entity" means any legal entity created under the laws of the 
United States or of any state thereof if a majority of the ownership of the stock 
of such legal entity is owned by foreign governments or foreign persons or if a 
majority of the membership of any such entity is composecl ot foreign persons 
or foreign legal entities, or any legal entity created under the laws of a foreign 
government; and (iii) "foreign person" means any individual who is not a 
citizen or national of the United States or a trust territory or protectorate 
thereof. 

9. In the case of the boards of trustees of the Virginia Museum of Fine Arts 
and the Science Museum of Virginia, discussion or consideration of matters 
relating to specific gifts, bequests, and grants. 

10. Discussion or consideration of honorary degrees or special awards. 
11. Discussion or consideration of tests or examinations or other documents 

excluded from this chapter pursuant to § 2.1-342 B 9. 
12. Discussion, consideration or review by the appropriate House or Senate 

committees of possible disciplinary action against a member arising out of the 
possible inadequacy of the disclosure statement filed by the member, provided 
the member may request in writing that the committee meeting not be 
conducted in executive session. 

13. Discussion of strategy with respect to the negotiation of a siting 
agreement or to consider the terms, conditions, and provisions of a siting 
agreement if the governing body in open meeting finds that an open meeting 
will have a detrimental effect upon the negotiating position of the governing 
body or the establishment of the terms, conditions and provisions of the siting 
agreement, or both. All discussions with the applicant or its representatives 
may be conducted in a closed meeting or executive session. 

14. Discussion by the Governor and any economic advisory board reviewing 
forecasts of economic activity and estimating general and nongeneral fund 
revenues. 

15. Discussion or consideration of medical and mental records excluded 
from this chapter pursuant to § 2.1-342 B 3, and those portions of disciplinary 
roceedingsby any regulatory board within the Department of Commerce or 
epartment of Health Professions conducted pursuant to § 9-6.14:11 or 

§ 9-6.14:12 during which the board deliberates to reach a decision. 
16. Discussion, consideration or review of State Lottery Department 

matters related to proprietary lottery game information and studies or 
investigations exempted from disclosure under subdivisions 37 and 38 of 
subsection B of § 2.1-342. 

17. Those portions of meetings by local government crime commissions 
where the identity of, or information tending to identify, individuals 
providing information about crimes or criminal activities under a promise of 
anonymity is discussed or disclosed. 

B. No resolution, ordinance, rule, contract, regulation or motion adopted, 
passed or agreed to in an executive or closed meeting shall become effective 
unless the public body, following the meeting, reconvenes in open meeting 
and takes a vote of the membership on such resolution, ordinance, rule, 
contract, regulation or motion which shall have its substance reasonably 
identified in the open meeting. Nothing in this section shall be construed to 
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require the board of directors of any authority created pursuant to the 
Industrial Development and Revenue Bond Act (§ 15.1-1373 et seq.), or any 
public body empowered to issue industrial revenue b-ads by gen al or special 
law, to identifv a business or industry to which subdivision A 5 oe~this section 
applies. However, such business or industry must be identified as a matter of 
public record at least thirty days prior to the actual date of th~ hoards 
authorization of the sale or issuance of such bonds. 

C. Public officers improperly selected due to the failure of the public body to 
comply with the other provisions of this section shall be de facto o 
~sfsu:h n th}~*errO~:c*~oaCtions are valid until they obtain notice ~fffi~rSlag ~ 

D. Nothing in this section shall be construed to prevent the holdin of 
conferences between two or more public bodies, or their representatives, 
these conferences shall be subject to the same regulations for holdg~i,~ 
executive or closed sessions as are applicable to any other public body. (1968, 
c. 479; 1970, c. 456; 1973, c. 461; 1974, c. 332; 1976, cc. 467, 709; 1979, cc. 369, 
684; 1980, cc. 221,475, 476, 754; 1981, cc. 35, 471; 1982, cc. 497, 516; 1984, co. 
473, 513; 1985, c. 277; 1988, c. 891; 1989, cc. 56, 358, 478.) 

§ 2.1-344.1. Call o f  c losed or execut ive  meetings;  certification o f  
proceedings.  - -  A. No meetings shall become an executive or closed meeting 
unless the public body proposing to convene such meeting shall have taken an 
affirmative recorded vote in open session to that effect, by motion stating 
specifically the purpose or purposes which are to be the subject of the meeting, 
and reasonably identifying the substance of the matters to be discussed. A 
statement shall be included in the minutes of the open meeting which shall 
make specific reference to the applicable exemption or exemptions from open 
meeting requirements provided in subsection A of § 2.1:344 or in § 2.1-34,5, 
and the matters contained in such motion shall be set forth in those minute~ 
A general reference to the provisions of this chapter or authorized exemptions 
from open meeting requirements shall not be sufficient to satisfy the 
requirements for an executive or closed meeting. 

B. The notice provisions of this chapter shall not apply to executive or 
closed meetings of any public body held solely for the purpose of interviewing 
candidates for the position of chief administrative officer. Prior to any such 
executive or closed meeting for the purpose of interviewing candidates the 
public body shall announce in an open meeting that such executive or closed 
meeting shall be held at a disclosed or undisclosed location within fifteen days 
thereafter. 

C. The public body holding an executive or closed meeting shall restrict its 
consideration of matters during the closed portions only to those purposes 
specifically exempted from the provisions of this chapter. 
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U. At the conclusion of any executive or closed meeting convened here.un- 
der, the public body holding such meetin~ sha.!l reconvenem~eno:~ol ~ 
immediately thereafter and shall taze a roll call or o~ner r~u~-~ 
"ncluded in the minutes of that body, certifying that to the best of the 
x ......... '^~^ ~;~ ^~l'" ~ublic business matters lawfully exempted from 
member s KnowLeu~.~ ~,, ~,_,~ ~.._~. *his chanter and (ii) only sucn puD|IC 
open meeting requlremea~ u,u~- ~ r , 

smess matters as were identified in the motion by which the executive or 
bu" ........... d were heard, discussed or considered in the 
closea meeung  was c o , w - ~  

et in b the ublic body Any  member  of the  public body who believes t h a t  
me g Y - P . . . . . .  #----'*~- . . . .  u i r emen t s  of subdivisions (i) and  (ii) a.b?ve, 

re was a ae ar~ure . o , .  ~-~ : ~ .  . 
t s~ l l  so state ~rior to the vote, m d m a t m g  the  substance of the depar ture  m a  , 
in his judgment ,  has t a k e n  place. The s t a t e m e n t  shal l  be recorded in the  

"nutes of the public body. 
m ~  ~o,h,~ , f  the certif ication requi red  by subsection D, above, to reck_lye 

. . . . . . .  " .  - • • U D l l C  D O O y  r ~ : ~ [ , b  affirmatlve vote of a majority of the members of the p _ ~ .  .. 
the • • validit or connaenu- rm a closed or executlve sessmn shall not affect the Y. . 
du" g . . . . .  : ,~ . . . . . .  * to ma t t e r s  considered therein m comphance  
Ik o! sucn meeung wl~.  ~F~ a . .  ~ . .  • . . . . .  #*~;~ ~ha~ter The recorded vote and  any  s t a t emen t  m a a e  wl tn  m e  provlslon~ u~ ~,.~ ~. t~ • 

in connection therewith ,  shal l  upon proper au then t ica t ion ,  const i tute  ewaence  
in any  proceeding brought  to enmrce this  chapter.  

F. A public body may  permi t  nonmembers  to a t tend  an  executive or closed 
meet ing  if such persons are deemed necessary or if  their  presence will 
reasonably aid the  public body in its considerat ion of a topic which is a subject 

of the  meeting.  
G. Except as specifically author ized  by law, in no event  m a y  any  public 

body take action on matters discussed in any executive or closed meeting, 
except at a public meeting for which notice was given as required by 

§ 2.1-343. H. Minutes may be taken during executive or closed sessions of a public 
body, but shall not be required. Such minutes shall not be subject to 
mandatory public disclosure. (1989, c. 358.) 

§ 2.1-345. P u b l i c  b o d i e s  to  w h i c h  c h a p t e r  i n a p p l i c a b l e .  -- The provi- 
ns  of this  cha ter  shall  no t  be applicable to the  Virg in ia  Parole Board,  pe t i t  

s io  " P • • • • o m m i s s i o n  ( 1 9 6 8 ,  c 4 7 9 ,  • "es and "uries, and the  V] rgmm Sta te  C a m e  C • • " 
Jl%r~l,'E~i Se~. ,  c. 1; 1973, c. 461; 1974, c. 332; 1977, c. 677; 1979, c. 369; 1989, 

c. 358.) 

1-346  P r o c e e d i n g s  f o r  e n f o r c e m e n t  o f  c h a p t e r .  -- A n y  p e r s o n ,  
§ 2~ _;" . . . . . . . . . .  l~t.,o °*tornev act ing in his official or individual  

incmoing tne  ~ommu.w==l~, ,  o ,~ . . . J  ~ . ~_ .L:_ - ~ . , ~ .  m a -  
i t  denied the r ights  and  pmv.fleges c o n m ~ e a  o[. ~a,~ =-o.v.~- o 

capac ~ ' , .  c . . . . . . . .  ~ ~;.h,= ~nd nr ivimees  oy m m g  a p e u t m n  mr 
p roceea  m emorc~ ~u~.  - , 5 - ~  - r 
m a n d a m u s  or injunction,  supported by an  aff idavi t  showing good cause, 
addressed to the  court  of record of the county  or city from which the  public 
body has been elected or appointed to serve and  in which such ~ g h t s  and  
privileges were so denied. Fa i lu re  by any  person to request  and recmve notice 
of the t ime and place of mee t ings  as provided in § 2.1-343 shall  not  preclude 
any  person from enforcing his or her  r igh ts  and privileges conferred by this  

c h a p t e r . .  . . . .  , - - - - -  ~^- io l  of r ights  and  privileges conferred ' by t h i s  
. Any p euuon aI~e~u,~au:~_iss~n ' authority, district or agency ol zne 

chapter  OY a ooam,  . • 
s t a t e  overnment  or by  a s t an  d i n ~ o r  o r t h e r r t ~ f ~ h e t ~ i t v ° f  ~ i eh~onn~ .~  

hal l  be a d d r e s S . ,  r~ m e  ~ i  . . . .  .-.y . . . . . . . . . .  Assembly, s r m u n c t mn  unde r  thin chapter  shall  be heard  w~thin 
peti t ion for m a n d a m u s  o " } 
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seven days of the date when the same is made; provided, if the petition is 
made outside of the regular terms of the circuit court of a county which is 
included in a judicial circuit with another county or counties, the hearing on 
the petition shall be given precedence on the docket of such court over all 
cases which are not otherwise given precedence by law. The petition shall 
allege with reasonable specificity the circumstances of the denial of the rights 
and privileges conferred by this chapter. A single instance of denial of the 
rights and privileges conferred by this chapter shall be sufficient to invoke the 
remedies granted herein. If the court finds the denial to be in violation of the 
provisions of this chapter, the petitioner shall be entitled to recover 
reasonable costs and attorney's fees from the public body if the petitioner 
substantially prevails on the merits of the c.',~, unless special circumstances 
would make an award unjust. In making this determination, a court may 
consider, among other things, the reliance of a public body on an opinion of 
the Attorney_ General or a decision of a court that substantially supports the 
public body s position. The court may also impose appropriate sanctions in 
favor ofthe public body as provided in § 8.01-271.1. (1968, c. 479; 1976, c. 709; 
1978, c. 826; 1989, c. 358.) 

§ 2.1-346.1. V i o l a t i o n s  a n d  p e n a l t i e s .  -- In a 
proceeding commenced against members of public 
bodies under § 2.1-346 for a violation of§§ 2.1-342, 
2.1-343, 2.1-343.1, 2.1-344 or § 2.1-344.1, the court, 
if it finds that a violation was willfully and know- 
ingly made, shall impose upon such member in his 
individual capacity, whether a writ of mandamus or 
injunctive relief is awarded or not, a civil penalty of 
not less than $25 nor more than $i,000. which 
amount shall be paid into the State Literary Fund. 
For a second or subsequent violation, such civil 
penalty shall be not less than $250 nor more than 
$i,000. (1976, c. 467; 1978, c. 826; 1984, c. 252; 1989, 
c. 368; 1996, c. 578.) 
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26. 

ParVACY PaOTECTION ACT OF 1976. 
SeL 
~1477. Short ~ k .  
~x~w~ Fmd~ng~ pmpme of e~mr.  
~.1479. DefmitionL 
~.1-~0. ~ of sys~m kelud~ 

p e r ~  ~ l t ~  
~.1-88L Su~  dissemina~n of 
• l.,q~. R/ehts of dam subjee~ 
~ - 1 - ~  A~eneks to report concerning systems 

operated or developed; p u b ~  
of i n f o ~  

Se~ 
2.1-~84. Sysuems m which chapter inapplicable. 
2.1-~84.L Exception for State retirement 

system. 
2.1-386. Dkcloeure of social security a ~ .  
2.1-386. Iajunctive 

§ 2.1-377. Short title. - -  This chapter may be cited as the "Privacy Protection 
Act of  1976." (1976, c. 597.) 

§ 2.1-3"/8. F lnd inp ;  purpose.of chapter. -- A. The General Assembly finds: 
1. That an individual s privacy is directly affect~ by the extensive collection, 

maintenance, use and dL~emination of personal information; 
2. That the increasing use of computers and sophisticated information 

technology has greatly mgni f i ed  the harm that can occur from these practices; 
8. That an individual's opportunities to secure.employment, ,msuran~,,cr~.,'t 

and his right to due process, and other legal protecuons are enoangerea oy me 
misuse of  certain of these personal information systen~.;, anct . . . . .  

4. That in order to preserve the rights guaranteed a citizen m a .free so~. e~y, 
-legislation is necessary to establish procedures to govern information systems 
containing records on individuals. . . . . .  

B. The purpose of this chapter is to ensure sate _guarcm ~or. p.e~on~, ,pn..racy 
by record-keeping agencies o f  the Commonwealth and. her poh.'tical suomwmons 
by adherence to the following principles of information practi~: l 

1. There should be no personal information system whose ex~ence is seersr. 
2. Information should not be collected unless the need for it has been ctcarly 

established in advance. 
8. Information should be appropriate and relevant to the purpose for which it 

has been collected. 
4. Information should not be obtained by fraudulent or unfair means. 
6. Informa~on should not be used unless it is accurate and current. 
6. There should be a prescn'oed procedure for an individual to learn the 

purpose for which information has been recorded and particulars about its use 
and- disaeminatio- 
inT. Theredividual should be a clearly prescn'Ded_ and uncomplicated procedure for an 

to correct, e r i e  or amend inaccurate, obsolete or irrelevant 

E Any ~ holding personal information should assure its reliability and 
take .ln~,cau~ms to prevent its misuse. 
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9. There should be a clearly presen3~l pr6cedure to prevent personal 
information "collected for one purpose from being used for another purpose. 

10. The Commonwealth or any agency or poli~cal subdivision thereof should 
not collect personal information except as explicitly or implicitly authorized by 
law. (1976, e. 597.) 

L , "  . . 

§ 2.1-379. D e f i n i t i o n s . -  As used in this chapter. 
1. The term "/nt'ormat~on system" means the total components and oper- 

ations of a record-keeping process, whether automated or manual, con "raining 
personal information and the name, personal number, or other identifying 
particulars of a data subject. 
• 2. The term "personal information" means all information that describes, 
locates or indexes anything about an individual including his real or personal 
property holdings derived from tax returns, and his education, financial 
transactions, medical history, ancestry, religion,political ideology, criminal or 
employment record, or that affords a basis for inferring personal char- 
acteristics, such as finger and voice prints, photographs, or things done by or 
to such individual; and the record of his presence, registration, or membership 
in an organization or activity, or admission to an institution. The term does not 
include routine information maintained for the purpose of internal office 
administration whose use could not be such as to affect adversely any data 
subject nor does the term include real estate assessment information. 

3. The term "data subject" means an individual about whom personal infor- 
mation is indexed or may.be located under his name, personal number, or other 
identifiable particulars, m an information system. 

4. The term "disaem/nate"means to release, transfer, or otherwise communi- 
ca~. "reformation orally, in writing, or by elecU~nic means. 

• The term "purge" means to obliterate information completely from the 
transient, permanent, or archival records of an organization. 

6. The term "agency"means any agency, authority, board, department, divi- 
sion, commission, institution, bureau, or Like governmental entity of the 
Commonwealth or of any unit of local government including counties, cities, 
towns and regional governments and the departments and including any 
entity, whether public or private, with which any of the foregoing has entered 
into a contractual relationship for the operation of a system of personal infor- 
mation to accomplish an agency function. Any such entity included in this 
definition by reason of a contractual relationship shall only be deemed an 
agency as relates to services performed pursuant to that contractual 
relationship, provided that if any such entity is a consumer reporting agency, 
it shall be deemed to have satisfied all of the requirements of  this chapter if 
it fully complies with the requirements of the Federal Fair Credit Reporting 
Act as applicable to services performed pursuant to such contTactual 
relationship + . (1976, c. 597; 1983, c. 372.) 

§ 9-1.380. Adminis t ra t ion  of systems including personal  information.  

Chapter  does not r ende r  personal  infor- generally prohibit the diwmi-aCion of infor- 
marion confident ia l  Indeed, the act does not macion. Instead. it requires certain procedural 
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steps to be taken in the collection, mainte- 
nance, use, and dissemma~on of such data. 
Hinderliter v. Humphries,-- Vs. --, 297 S~E3.d 
684 (1982). 

Burden is on pla int~ to establish lack of 
nmmuity or improper purpose for dissem- 
ination. Kindertiter v. Humphries. -- V& --, 
297 S.E2.d 684 (1982). 

Since public officials presumed to obey 

the law. -- There is a presumption that public 
o~Ls will obey the law, and there is nothing 
in this chapter that reverses such presumption 
or imposes the ultimate burden of proof on 
defendants sued under it. Consequently. the 
presumption stands until rebutted by contrary 
evidence. Hinderliter v. Humphries, --  Va. --, 
297 S.E.2d 684 (1982). 

§ 2.1-380.1. A d m l n l - t r a t i o n  o f  s y s t e m s  i n c l u d i n g  p e r s o n a l  i n f o r m a -  
t ion;  m i l i t a r y  r e c r u i t e r s  to  h a v e  a c c e s s  to s t u d e n t  i n f o r m a t i o n ,  s c h o o l  
bu i ld ings ,  etc .  - -  I f  a public school board or public ins t i tu t ion of h ighe r  
edu.~a, t ion provides access to its buildings and grounds and the  s tuden t  infor- 
.mauon m r e c ~ , T  " to persons or groups which make  s tudents  aware of occupa- 
tional or edu.cational options, the board or ins t i tu t ion shall  provide access on 
the same barns to official recrui t ing representat ives  of the  mil i tary forces of  t he  
Commonweal th  . and  the  Uni ted  States for the  purpose of informing s tuden ts  of  
eoucat iona,  ana  career  opporUmities availaSle in the  mili tary.  (1981, c. 377.) 

§ 2.1-381. Same;  d~se  .ruination of  repor tL _-r Any agency maintaining an 
information sys tem tha t  disseminates statistical reports  or  research findings 
based on personal information drawn from its system, or from other  sys tems 
shath 
s e ~ M ~ k ,  e avafl, l,~, le to .any data subject or group, wi thout  revert ing t rade  

, metnoamogy and materials necessary to validate statistical analysis, 
and 

t h •  Make no ma  . te / i~ .  a .wn.t.flable for independent  analysis without  guaran tees  
no personal m~ormation will be u s ~  in any way tha t  might  prejudice 

judgments  about  any data subject. (1976, e. 597.) 

§ 2.1-382. R i g h t s  o f  d a t a  s u b j e c t L  - -  A. Any agency m , i - t a i , l , g  
personal informat ion  shall: 

InflfOwr, n an  indivi.'dual who is asked to supp lyver sona l  information about  
he the r  he is l eg~ ly  requi re . ,  or may  refuse, to supply the  informa- 

n requesr~l,...aria a/so o! any . .s~0~fic consequences which are known to the  
ag~n~, oz pr0.vtmng or not  providing such information.  
.L-" ~ lve  nonce  ~ a dater, subject of the  possible d isseminat ion of par t  or all of 

mlo_rma_ u o n  co ano~ner agency, nongovernmenta l  organization or ~ys~. m 
.uo~ na ,v~ug ,re l~xuar ~ authority, ana m.cLica..~ the use for which It is 
~naea, ana r~e spec~, c consequences for the individual, which are known to 
. agency, o, providing or not providing such information, however 
~ e n  .ted pelion fo r.dissemination in the hands of such other agency or 
_ ~ ~.m~amzauon, wxn,sacmxy..cl~ " requirement. Such notice may be given on appli- 
ca uom~. or oraer  aa t a  cgUect,on f.orms.l~repared by data  subjects. 
auOt~y _port reques~ aria. proper ,identification o.f any .data subject, or of his 
u u a o ~  .a~nz,  grag~ .su.cn.suojecc or agent  the  r ight  to inspect, in a form 
¢omprenensmte zo sucre mmv,aua~ or agent:  

(a! A ! ! _ ~ . m f l  informat ion  about t ha t  data  subject except as provided in 
§ z.~-342 t~J(~. 

(b) The nature of the sources of the information. 
(_c) The _m~nes of r~i'pients, other them th, o.s, wi.'th re.gular access authority, 

persona,.  ,- ,orn~.auon a ~ u ~  m e  a a m  supject including the identi ty of all 
,'sons ana  orgmmzauons mvoive~t and the , r  relat ionship to the sys tem when  

not having  regu la r  access authori ty.  
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4. Comply with the following mi. im, ,m conditions of disclosure to data sub- 
jects: 

(a) An agency shall make disclosures to data subjects required under this 
chapter, during normal.business hours. _ . . . . . .  

(b) The disclosures to data subjecm required under this chapter stm~ be 
(i) in person, ff he appears in person and furnishes proper identificatio.n, (fi) by 
marl, ffhe has made a written request, with proper identification- Cop,es ozme.. 
documents containing the personal information sought by a data .subject s h~ 
be furnished to him or his representative at reasonable standard ctmrges mr 
document search and duplication. 

(c) The data subject shall be permitted to be accompanied by a person or 
persons of his choosing, who shall furnish reasonable identification.. An age.~ 
may require the data subject to furnish a .wri .tte.n __s~_ ~ment .granting perm~_,_ 
sion to the organization to discuss the mdiwdual s file m such persons 
presence. 

5. If the data subject gives notice that he wishes to challenge, correct,, or 
explain information about him in the information system, the following mini- 
mum procedures shall be followed: d 

(a) The agency mainta in ing the information system shall investigate, an 
record the current status of that personal infomation. 

(b) If, after such investigation, such information is found ~ be_in.comp.le.te, 
inaccurate, not pertinent, not timely nor necessary to be retamed~ ,t shall be 
promptly corrected or purg_ ed. 

(c) If the investigation does not resotve the dispute, the data subject may file 
a statement of not more than 200 words setting forth his position. . . 

(d) Whenever a statement of dispute is filed, the organization maintaining 
the information system shall supply any previous recipient with a copy of th.e 
statement and, in any sub . ~ u e n t  dissemination or use of the inform_ a_tion m 
question, clearly note tha t  it m disputed and supply the statement of the data 
subject along with the information. 

(e) The agency maintaining the information system shall clearly and con- 
spicuously disclose to the data subject his rights to . .n~e such. a r .~uest. 

(f) Following any correction or p._urging of personal . information the agency 
shall furnish to past recipients notification that  the ,tern has been purgea or 
corrected whose receipt shall be acknowlezdged. . . 

B. Nothing in this section or found _ehewhere in this chapter .s.h~ be 
construed so as to require an agency to disseminate any _r_ec?mmendationor 
letter of reference from or to a third party which is a part  of. the personnel, me  
of any data subject nor to disseminate any test or examination ..used, a ~  
tere~i or prepared by. any public body for p, urpeses of evaluation of.(,) any 
student or any student 's performance, (ii) any seeKers_qummcauons or 
aptitude for employment,  retention, or promotion, (iii) q-Rlifications tor any 
license or certificate issued by any public b o d y . .  . . . .  

As used in this subsection, '%est or examination shall include U; any scooulrm ~ 
key for any such test or examination, and (ii) any other document which would 
jeopardize the security of such test or examination. No tiling conrad." ed i n _  t ins  
subsection shall prohibit the  release of test scores or results _as pro vmea oy taw, 
or to l imit  access to individual records as is provided by law, n.owever, 
subject of such employment tests shall be entitled to review and inspect 
documents relative to his performance on such employment tests. 

When, in the reasonable opinion of such public body, any such ~ or exam- 
ination no longer has any potential for future use, and the . se~t70sf~al l tu~ 
tests or examinations will not be jeopardized, such test or ~ t i o n s n a u  9e 
made available to the public. Minimum competency ~ administered to p u ~  
lic school children shall be made available to the put)lic con~e, mporaneoumy 
with statewide release of the scores of those taking such tests, but in no even 
shall such tests be made available to the public later than six months after the 
adminisU~tion of such tests. 
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C. Neither any provision of this chapter nor any provision of Chapter 21 
(§ 2.1-340 et seq.) of this title shall be construed as denying public access to 
records of the position, job classification, official salary or rate of pay of, an..d 
to records of the allowances or reimbursements for expenses paid to any public 
officer, official or employee at any level of state, tocal or regional government 
in this Commonwealth whatsoever. The provisions of this subsection shall not 
apply .to records of the official salaries or rates of pay of public employees whose 
annual rate of pay is $10,000 or less. . . 

D. No th i~ .  in this section or in this chapter shall be consumed to re~. tur~ an 
agency to d , w m i - - t e  information derived from tax returns in violation of 
§§ 2.1-342 and 5846 of this Code. (1976, c. 597; 1978, c. 810; 1979, cc. 683, 688, 
689; 1983, c. 372.) 

§ 2.1-3S~ Aseneies to report eoneerninr systems operated or developed; 
publication of information. -- Ev~ agency shall make report of the existence 
of any .'.mforma,tion system which, it operates or develops which will include a 
aeserrption oz the na. rare of the data in the system ana purpose zor which it is 
used. An inventory lis~ng or similar display of such information shall be made 
available for inspection 5Y the ~neral  public in the office of the head of each 
agency. Copies of such hiformation slnill be provided uPon request and a fee 

be etiarged for the same sufficient to cover the reasonable costs of 
reprodueti~. (1976, e. 597; 1977, e, 279; 1979, e. 68a.) 

thug 2.1-384. Systems to which  chap te r  inapplicable.  - -  The provisions of 
chapter shall not be applicable to personal information systems: 

I. Maintained by any court of this Commonwealth; 
2. Which may exist in publications of general circulation; 
3. Contained in the Criminal Justice Information System as defined in 

§§ 9-184 through 9-196; 
4. Contained in the Vir~ima Juvenile Justice Information System as defined 

in §§ 16.1-222 through 16.1-225; 
• 5: . M ~  tained by agencies conc er~." g Perso. ns required to be Licensed by law 
.m ~ ~;ommonwealth to engage m the practice of any professional occupation, 
m which case the names and addresses of persons applying for or possessing 

be wn n 
me proxess,on or business of offering professional educational mate- 

for~. ocern~UrS~.~,fo.r the sole p .urpose of providing such licensees or applicants 
or tlcen:ses w~.r~ nuorm~.~onal materials relating solely to available profes- 

monm eg.ucauonat .rag. ~enals or courses, provided such disseminating agency is 
reasoDaoly assured that the use of such information will be so limited; 
In . Maintained by the Parole Board, the Crime Commission, the Judicial 

quiry and Review Commission and the Department of Alcoholic Beverage 
Control; 
.7.. MAint,.ined by the Depar/~nent of State Police, police departments of 

~u%oe~n co un,~. ,e~ and towns., and the ..c~n. pus police departments of  public insti- 
nons oz mgner educa~on as established by Chapter 17 (§ 23-232 et .seq.) of 
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Title 23, and which deal with investigations and intelligence gathering 
relating to criminal activity~, 

8. Maintained by the Virginia Port Authority as provided in § 62.1-134.1 or 
§ 62.1-132.4; and 
9..Maintained by the Virginia Division of Tourism in connection with or as 

a result of the promotion of travel or tourism in the Commonwealth, in which 
case names and addresses of persons requesting information on those subjects 
~y be..'.d:'.mseminated up~.n written reguest to a person engaged in the business 

prp. ~di~g..t~. vel se_rwc.es or distributing travel information, provided the 
JJzvmmn of Tourmm m reasonably assured that the use of such infor- 

mation will be so limited. (1976, c. 597; 1979, c. 685; 1980, c. 752; 1981, co. 461, 
464, 504, 589; 1982, c. 22,5; 1983, c. 289.) 

_-0 ~1_-3~L_ Disclosure of ~ L  ~ty number. - -  On or after July one, 
~._ e.._u~;.n.jn.un_,u~_ s_eventT~even, I~. sh~l. be .u~awful for any agency to require 
_~ _m. mvjuu~. ~, ms, close or .mrnm, n ms soe~  secure,  account, number not 
pr~n..oumy amclosea or mrnm.nea, z.or any p ur~)os, e m c?nneebon with any 
__acu~,, or ra r e t i e  any. ,se .r~n.ee, pri~ej~e or right to an rod/v/dual whoUy or 
~ e  d~ls~osure~ SUCh m.m.vl, aual aoes noc discl .ose or . f l n ~ h  such number, unless 
or S ~ S t ~ w .  ( ~ 7 6 , Z ~  5 ~ . f  of such number m specifically requ/red by federal 

§ 2.1.-386. Injunetiv.e relief. --- Any aggrieved person may institute a 
p ~ g  Io_r m]_unctlon or ,man..d!amus a g ~ . t  any person or agency which has 
o s~geu, m. e.ng~g~, o.r m, aD?u~ ~ engage m,. any acts or pracbces in violation 

:£e p rowmons or r~ts..cnapr~r..The proceeding shall be brought in the circuit 
oz an~ countT, or ~ where m me person or agency made defendant resides 

or riM. _ajp_l~e_ o f  business, m the case of any, success.ful proceeding by an 
-m~nuve- par~,  me person or agency enjoinea or made subject to a writ of 
mandam, ,us~by the c?urt shall ~ liable for the costs of the action together w/th 
reasonaole a~orneTs fees as determined by the court. (1976, e_ 597.) 

Chapter i(i 

Child Nelfare, Homes, Agencies 
and Institutions 

§ 63.1-198.1. Employment  for compensat ion of persons or us 
volunteers  convic ted  of ce r ta in  offenses prohibited;  cr /minal  rec, 
check required;  suspens ion  or  revocation of license. - -  On or after 
i, 1992, a child welfare agency licensed or registered in accordance wi~ 
provisions of this chapter shall not hire for compensated or voluntary era: 
ment nor shall private child-placing agencies approve as foster or ado: 
parents or family day systems approve as caretakers persons who have 
convicted of murder, abduction for immoral purposes as set out in § 18.: 
sexual assault as set out in Article 7 (§ 18.2-61 et seq.) of Chapter 4 of" 
18.2, pandering as set out in § 18.2-355, crimes against nature invoi 
children as set out in § 18.2-361, taking indecent liberties with children a 
out in § 18.2-370 or § 18.2-370.1, abuse and neglect of children as set ot 
§ 18.2-371.1, including failing to secure medical attention for an injured, 
or obscenity offenses as set out in § 18.2-374.1, or abuse and negle 
incapacitated adults as set out in § 18.2-369 or convicted under § 18.2-~ 

o . . 
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~,~.~:~s ~ ~ ---%=~'..,.. ~ - - ~ , , - , 2 - r o v i d e r  auuroved by a family day sy, ~ 
~ h l l r ~ d r i ~  the hirin~ or anDrovmg facility or _agency.with a sworn stater  
o~,~,- v . . . .  ."~ - - .  • ° ~ -  • con~ or affnrmat~on disclosing whether  or not the apphcant  llas ever been 
of or is the subject of pending charges for any offense specified in this set 

the Commonwe 'th or = y  eq v en  offenseos idero%eb  o 
wealth. Further dissemination of the m~ormatlon prowaea LS p 
than to the Commissioner's representative or a feder~ Or Sen~t~of~aUwth~o~Z " 
court as may be required to comply w~m a 9 express requ~, eme~, _ • 
fur ther  dissemination.  Any person m.,atnng a mar~,nau. Y I_alse oSrta~er 
regarding any such offense shall be g~utT ot a ~lass £ n~aem~- • _ 

A child welfare agency shall obtain mr any compensa~ea employees aria 
vol  ers . en -one.da s of emp!oyment 
teer service, an on .g.~.n.al c.rmnnal, recora_~e.ar.ance .w~. resp.~ ~ ord f 

• in this section or an original criminal his. to_ry, rec . for offenses spe.cfli.ed . a lic 
the Central Crnmnal Records Exchange. P~i'or ~the approval of ~e app~_ 
licensed private child-placm.g agencies ana ~ _ainu_. y _aa_y sys~ms sn~sue~e 
criminal record clearance w~m respec~ ~o conwc~on~ ,u~ u..~o ow-~- 

this section or an original criminal history record from the Central Criminal 
Records Exchange for all persons applying to be foster or adoptive parents or 
family day home providers and any other  adult  living in the home of the family 
day home provider. Failure to obtain a criminal record clearance or criminal 
history record from the Central  Criminal  Records Exchange for each employee, 
volunteer, foster or adoptive parent ,  family day home provider and any other  
adul t  living in the home of the  family day home provider and the disclosure 
s ta tement  required by this section shall be grounds for denial, suspension or 
revocation of a license or registrat ion pursuan t  to this chapter. If an applicant 
is denied employment  or approval because of convictions appearing on his 
criminal history record, the child welfare agency shall provide a copy of the  
information obtained from the Central  Criminal Records Exchange to the  
applicant. 

The provisions of this section referring to volunteers shall apply only to 
volunteers who will be alone with any child in the performance of their duties 
and shall not apply to a parent-volunteer  of a child a t tending such licensed or 
registered facility whether  or not  such parent-volunteer will be alone with any 
child in the performance of his duties. A parent-volunteer is someone super- 
vising, without  pay, a group of children which includes the parent-volumeer 's  
own child in a program which operates no more than four hours per day, 
provided tha t  the parent-volunteer  works under  the direct supervision of a 
PeThrson who has received a clearance pursuan t  to this section. 

e provisions of this section shall not apply to local boards of public welfare 
or social services which place children in foster or adop.tive homes pursuant  to 
§ 63.1-56. 

The provisions of this section shall not apply to any child-caring inst i tut ion 
licensed pursuan t  to § 63.1-196, which instead shall comply with the back- 
ground investigation requi rements  contained in § 63.1-248.7:2. (1985, c. 360; 
1986, cc. 300, 627; 1987, cc. 130, 131, 692, 693; 1992, c. 746; 1993, cc. 730, 742; 
1996, c. 747.) 
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§ 63.1-199. Issuance or refusal of Hcense; notification. - -  Upon 
completion of such investigation, the Commissioner shall issue an appropriate 
license to the applicant if (i) the applicant has made adequate provision for 
such activities, services and facilities as are reasonably conducive to the  
welfare of the children over whom he may have custody or control. 1 
applicant has submit ted satisfactory d o c u m e n t a l ^ -  -= =_ . , . (':i) ,.the 

~,uu ut n.nanclal responsloili~y 
such as, but not limited to, a letter of credit, a certified financial statement, or 
.similar documents, and (iii) he, or the officers and agents of the applicant if it 
,s an association, par tnership  or corporation, is of good character and reputa-  
tion. Otherwise, the license shall be denied. A license shall not be granted to 
any applicant who has been convicted of any offense specified in § 63.1-198.1. 
If  an applicant is denied licensure because of convictions appearing on his 
criminal history record, the Commissioner shall provide a copy of the infor- 
mation obtained from the Central Criminal Records Exchange to the applicant. 
Immediately upon taking final action, the Commissioner shall notify the  
applicant of such action. 

T h . e  p ro~smns  of this section referring to a conviction for any offense 
spemnea m ~ tJ~. 1-198.1 shall not apply to any child-carin inst" 
pursuant  to § 63 1-196 whi,.h ;.~t^_.a _ t  , ,  • g... l tut,  onl icensed 
• • , . . . . .  , ~ , ~ , u  s n a u  comply wltn the background 
investigation requirements  contained in § 63.1-248.7:2. (Code 1950, § 63-236; 
1968, c. 578; 1985, c. 360; 1987, cc. 130, 692; 1993, cc. 730, 742; 1996, c. 747.) 
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ARTICLE 12. 

Confuientiali~ and Expungement. 

§ 16.1-299. (For e f f ec t ive  d a t e  --  See  note )  
Finge rp r in t s  and  photographs  of  juveniles.  --  
A. All duly constituted police authorities having the 
power of arrest may take fingerprmts and photo- 
graphs of any juvenile who is taken into custody and 
charged with a delinquent act an arrest for which, if 
committed by an adult, is required to be reported to 
the Central Criminal Records Exchange pursuant to 
subsection A of § 19.2-390. Whenever fingerprints 
are taken, they shall be maintained separately from 
adult records and a copy shall be filed with the 
juvenile court on forms provided by the Central 
Criminal Records Exchange. 

B. If a juvenile of any age is adjudicated delin- 
quent or found guilty of any offense which would be 
a felony if committed by an adult or any other 
offense for which a report to the Central Criminal 
Records Exchange is required by subsection C of 
§ 19.2-390 if the offense were committed by an 
adult, copies of his fingerprints and a report of the 
disposition shall be forwarded to the Central Crimi- 
nal Records ExcHange by the clerk of the court which 
heard the case. 

C. If a petition or warrant is not filed against a 
juvenile whose fingerprints or photographs have 
been taken in connection with an alleged violation of 
law, the fingerprint card, all copies of the finger- 
prmts and all photographs shall be destroyed sixty 
days after fingerprints were take~ If a juvenile is 
found not guilty or in any other case resulting in a 
disposition for which fingerprints are not required to 
be forwarded to the Central Criminal Records Ex- 
change, the court shall order that the fingerprint 
card, all copies of the fingerprints and all photo- 
graphs be destroyed within sixty days of the date of 
disposition of the case. (1977, c. 559; 1978, c. 383; 
1979, c. 267; 1982, c~ 514; 1985, c~ 211; 1986, c. 264; 
1993, c~ 468, 926; 1994, c~ 859, 949; 1996, cc. 755, 
914.) 

§ 16.1-299. ( D e l a y e d  e f f ec t ive  d a t e  -- See 
notes )  Fingerpr in ts  and  pho tographs  of  juve -  
ni les .  -- ~ All duly constituted police authorities 
having the power of arrest may take fingerprints 
and photographs of any juvenile who is taken into 
custody and charged with a delinquent act an arrest 
for which, if committed by an adult, is required to be 
reported to the Central Criminal Records Exchange 
pursuant to subsection A of § 19.2-390. Whenever 
fingerprints are taken, they shall be maintamed 
separately from adult records and a copy shall be 
filed with the family court on forms provided by the 
Central Crimmal Records Exchange. 

B. If a juvenile of any age is adjudicated delin- 
quent or found guilty of any offense which would be 
a felony if committed by an adult or any other 
offense for which a report to the Central Criminal 
Records Exchange is required by subsection C of 

. .  
. .  
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if the offense were committed by an 
§ 19.2-390 s of his fingerprints and a report of the 
adult, copra ..... c..~.l~d the Central Crimi- 
disposition sna~ w ~ ....... to 
hal Records Exchange by the clerk of the court which 

heard the case. C. If a petition or warrant is not filed against a 
• photographs have 

juvenile whose finge.rprin_.ts O~n alleged violation of 
been taken in connecuon w~ the finger- 
law, the fingerprint card, all copies of 
prints and all photographs shall be destroyed sixty 
days after fingerprints were taken. If a juvenile is 
found not guilty or in any oth. er case resulting, in a 

...... :-~. ~.. ~.~rprints are not requlred_to 
• ossUonlorw~'b- . -. .--, *)------,~- ~-*- 

disp to the Central Criminal z~-w..~ r~nt 
be forwarded . ~_. ^.~o~ t the fmgerprm 
change, the court suau ~,~-- tha 
card, all copies of the fingerprints and all ~a..,~ 

within sixty days of the 
graphs be destroyed 559; 1978, c: 
disposition of the case. (1977, c. 211; 1986, c 2~ 1979, c. 267; 1982, c. 514; 1985, c. 
1993, co. 468, 926, 930; 1994, cc. 859, 949; 1 9 9 6 ~  
755, 914.) 

§ 16.1.299.1. Blood sample  r e q u r ~ d  for  D ~  
analysis  upon convactlon ° r  e afdJp'lUnudivC~orUa~.~ 
felony. -- A juvenile convlc~eo o, a ,c,~,,j ? . .  
eated delinquent on the basis o, a n  a ~  .q~ll~b~ . , ~  
be a felony if committed pY _an. " aault sn.~ m:~j  
sample of s blood for 

• venile was fourteen years ox a~c v. --~--~ the ju . . .~" 
time of the commission, of th.e offen~e~.~. 0 2 e t ~  

The provisions of Article ~..Ly _~=;~ :y~j~ Der~_ 
of Chapter 18 of Title 19.2 snau apply ~,. . .~' ~.~ 
and all blood samples taken as requ~eanDY ~ 
section, mutatis mutandis. (1996, cc. lo~, o-~,--:.~ 

§ 16.1-301. Confidentiality of  l a w - ~  ~ o ~  
ment  records.  -- A. The court shall requzre.~ 
law-enforcement agencies to take special p . r e ~  
tions to ensure that law-enforcement records,. 

any unauthorized person- Tne ponce 
and the cities of the Commonwo~lth- 

departments or sheriffs of th, 
may be, shall keep separate x 
of law other than violations 
committed by juveniles. Unl 
quency is transferred for crixz 
circuit court or the court othe 
in the interests of the juvanih 
such records with respect to 
be open to public inspect, 
disclosed~o the publi~ 
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COMMONWEALTH OF VIRGINIA Page 1 of 41 
VR 240-02-i ~ RIMINAL JUSTICE SERVICES BOARD 

REGULATIONS RELATING TO 
CRIMINAL HISTORY RECORD INFORMATION USE AND SECURITY 

PART I. 

GENERAL. 

Pursuant to the provisions of Section 9-170(1), 9-170(15), 

9-170(16), 9-170(17), 9-170(21) and Section 9-184 through Section 9-196 

of the Code of Virginia, the Criminal Justice Services Board hereby 

promulgates Regulations Relating to Criminal History Record Information 

Use and Security. 

The purpose of these regulations is to assure that state and local 

criminal justice agencies maintaining criminal history record 

information establish required record keeping procedures to ensure that 

o~ 
riminal history record information is accurate, complete, timely, 

lectronically and physically secure, and disseminated only in 

accordance with federal and state legislation and regulations. Agencies 

may implement specific procedures appropriate to their particular 

systems, but at a minimum shall abide by the requirements outlined 

herein. 

i.i. DEFINITIONS. 

The following words and terms, when used in these regulations, 

shall have the following meaning, unless the context clearly indicates 

otherwise: 

• Access" means the ability to obtain, directly or through an 

intermediary, criminal history record information contained in manual or 

automated files. 

• Board" means the Criminal Justice Services Board, as defined in 
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COMMONWEALTH OF VIRGINIA - Page 2 of 41 

~ RIMINAL JUSTICE SERVICES BOARD VR 240-02-1 

REGULATIONS RELATING TO 
CRIMINAL HISTORY RECORD INFORMATION USE AND SECURITY 

Section 9-168 of the Code of Virginia. 

"Central Criminal Records Exchange (CCRE)" means the repository in 

this Commonwealth which receives, identifies, maintains, and 

disseminates individual criminal history records, in accordance with 

Section 9-170(22) of the Code of Virginia. 

• Conviction data" means information in the custody of any criminal 

justice agency relating to a judgement of conviction, and the 

consequences arising therefrom, in any court. 

• Correctional status information" means records and data concerning 

each condition of a convicted person's custodial status, including 

__probation, confinement, work release, study release, escape, or 

terminatlon of custody through expiration of sentence, parole, pardon, 

or court decision. 

"Criminal history record information" means records and data 

collected by criminal justice agencies on adult individuals consisting 

of identifiable descriptions and notations of arrests, detentions, 

indictments, informations, or other formal charges and any disposition 

arising therefrom. The term shall not include juvenile record 

information which is controlled by Chapter 15 (Section 16.1-226 et 

seq.), of Title 16.1, of the Code of Virginia, criminal justice 

intelligence information, criminal justice investigative information, or 

correctional status information. 

• Criminal history record information area" means any office, room, 
!. 

or space in which criminal history record information is regularly 
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COMMONWEALTH OF VIRGINIA . Page 3 of 41 
CRIMINAL JUSTICE SERVICES BOARD VR 240-02-1 

REGULATIONS RELATING TO 
CRIMINAL HISTORY RECORD INFORMATION USE AND SECURITY 

collected, processed, stored, or disseminated to an authorized user. 

This area includes computer rooms, computer terminal workstations, file 

rooms andany other rooms or space in which the above activities are 

carried out. 

-Criminal intelligence information" means information on 

identifiable individuals compiled in an effort to anticipate, prevent or 

monitor possible criminal activity. 

"Criminal investigative information" means information on 

identifiable individuals compiled in the course of the investigation of 

specific criminal acts. 

"Criminal Justice agency" means a court or any governmental agency 

or subunit thereof which as its principal function performs the 

administration of criminal justice and any other agency or subunit 

thereof which performs criminal justice activities. 

• Criminal Justice information system" means a system including the 

equipment, facilities, procedures, agreements, and organizations 

thereof, which is used for the collection, processing, preservation, or 

dissemination of criminal history record information. The operations of 

the system may be performed manually or byusing electronic computers or 

other automated data processing equipment. 

• Department" means the Department of Criminal Justice Services. 

• Destroy" means to totally eliminate and eradicate by various 

methods, including, but not limited to, shredding, incinerating, or 

pulping. 
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COMMONWEALTH OF VIRGINIA 
CRIMINAL JUSTICE SERVICES BOARD 

REGULATIONS RELATING TO 
CRIMINAL HISTORY RECORD INFORMATION USE AND SECURITY 

"Director" means the chief administrative 

Page 4 of 41 
VR 240-02-i 

officer of the 

Department. 

"Dissemination" means any transfer of information, whether orally, 

in writing, or by electronic means. The term does not include access to 

the information by officers or employees of a criminal justice agency 

maintaining the information who have both a right and need to know the 

information. 

"Expunge" means to remove, 

criminal history record, or a 

inspection or normal access. 

in accordance with a court order, a 

portion of a record, from public 

"Modify" means to add or delete information from a record to 

accurately reflect the reported facts of an individual's criminal 

history record. (See Section 9-192(C) of the Code of Virginia.) This 

may include eradicating, supplementing, updating, and correcting 

inaccurate and erroneous information. 

"Seal" means to physically prevent access to a criminal history 

record, or portion of a criminal history record. 

PART II. 

CRIMINAL HISTORY RECORD INFORMATION USE. 

2.1. APPLICABILITY° 

These regulations govern originals and copies of manual or 

automated criminal history record information which are used, collected, 

~tored, or disseminated by state or local criminal justice agencies or 

other agencies receiving criminal history record information in the 
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REGULATIONS RELATING TO 
CRIMINAL EISTORY RECORD INFORMATION USE AND SECURITY 

Commonwealth. The regulations also set forth the required procedures 

that ensure the proper processing of the expungement of criminal history 

record information. The provisions of these regulations apply to the 

following groups, agencies and individuals: 

A. State and local criminal justice agencies and subunits of these 

agencies in the Commonwealth; 

B. The United States Government or the government of another state 

or its political subdivisions which exchange such information with 

criminal justice agencies in the Commonwealth, but only to the extent of 

that exchange; 

C. Noncriminal Justice agencies or individuals who are eligible 

under the provisions of Section 19.2-389 of the Code of Virginia to 

receive limited criminal history record information. 

D. The provisions of these regulations do not apply to: 

1. original or copied records of entry, such as police 

blotters, maintained by a criminal justice agency on a chronological 

basis and permitted to be made public, but only if such records are not 

indexed or accessible by name; 

2. offense and dispatch records maintained by a criminal 

justice agency on a chronological basis and permitted to be made public, 

if such records are not indexed or accessible by name or do not contain 

criminal history record information; 

3. zourt records of public criminal proceedings, including 

opinions and published compilations thereof; 
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4. records of traffic offenses; disseminated to or maintained 

by the Department of Motor Vehicles for the purpose of regulating the 

issuance, suspension, revocation, or renewal of drivers' or other 

operators' licenses; 

5. statistical or analytical records or reports in which 

individuals are not identified and from which their identities are not 

ascertainable; 

6. announcements of executive clemency; 

7. posters, announcements, or lists for identifying or 

apprehending fugitives or wanted persons; 

8. criminal justice intelligence information or criminal 

justice investigative information. 

Nothing in these regulations shall be construed as prohibiting a 

criminal justice agency from disclosing to the public factual 

information concerning the status of an investigation, the apprehension, 

arrest, release or prosecution of an individual, the adjudication of 

charges, or the correctional status of an individual, which is related 

to the offense for which the individual is currently within the criminal 

justice system. 

2.2. COLLECTION. 

A. RESPONSIBILITY. 

Responsibility for collecting and updating criminal history record 

information rests with: 
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1. State officials and criminal justice agencies having the 

power to arrest, detain, or hold convicted persons in 

correctional facilities; 

2. Sheriffs of cities or counties; 

3. Police officials of cities, counties and towns; 

4. Other local law enforcement officers or conservators of 

the peace who have the power to arrest for a felony (see 

Section 19.2-390 of the Code of Virginia); 

5. Clerks of court and court agencies or officers of the 

court; and 

6. Other criminal justice agencies or agencies having 

criminal justice responsibilities which generate criminal 

history record information. 

B. REPORTABLE OFFENSES. 

The above officials and their representatives are required to 

submit to the Central Criminal Records Exchange, on forms provided by 

the Central Criminal Records Exchange, a report on every arrest they 

complete for: 

i. Treason; 

2. Felonies or offenses punishable as a misdemeanor under 

Title 54.1 of the Code of Virginia; 

3. Class 1 and 2 misdemeanors under Title 18.2 (except an 

arrest for a violation of Article 2 (Section 18.2-266 et 

seq.) of Chapter 7 of Title 18.2; violation of Article 2 
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(Section 18.2-415) of Chapter 9 of Title 18.2, or 

18.2-119; or violation of any similar ordinance of a 

county, city or town.) 

addition to those offenses enumerated above, the Central 

Records Exchange may receive, classify and file any other 

fingerprints and records of arrest or confinement submitted to it by any 

law-enforcement agency or correctional institution. 

The chief of police, sheriff, or criminal justice agency head is 

responsible for establishing a system to ensure that arrest forms are 

completed and submitted in a timely and accurate fashion. 

C. TIMELINESS OF SUBMISSION. 

i. ARRESTSs Arrest reports for all offenses noted above, 

except as provided in this section, and a fingerprint card for the 

arrested individual shall be forwarded to the Central Criminal Records 

Exchange in accordance with the time limits specified by the Department 

of State Police. A copy of the Central Criminal Records Exchange arrest 

form shall also be sent to the local court (a copy of the form is 

provided for the courts) at the same time. 

The link between the arrest report and the fingerprint card 

shall be established according to Central Criminal Records Exchange 

requirements. 

need only 

2. 

Arrests that occur simultaneously for multiple offenses 

be accompanied by one fingerprint card. 

NONCO~ICTIONSs 

For arrests except as noted in subdivision 3.a below, the 
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clerk of each circuit and district court shall notify the 

Central Criminal Records Exchange of the final action on 

a case. This notification must always be made no more 

than 30 days from the date the order is entered by the 

presiding judge. 

CONVICTIONSs 

a. 

b. 

For persons arrested and released on summonses 

under Section 19.2-74 of the Code of Virginia, the 

chief law-enforcement officer or his designee who 

may be the arresting officer, shall furnish 

fingerprint cards and a completed copy of the 

Central Criminal Records Exchange form, to the 

Central Criminal Records Exchange. The form shall 

be completed immediately upon conviction unless an 

appeal is noted. In the case of an appeal, 

officials responsible for reporting the disposition 

of charges shall report the conviction within 30 

days after final action of the case. 

For arrests except as noted in subdivision~3.a. 

above, the clerk of each circuit and district court 

shall notify the Central Criminal Records Exchange 

of the final action on a case. This notification 

must always be made no more than 30 days after 

occurence of the disposition. 
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4. FINAL DISPOSITIONz State correctional officials shall 

submit to the Central Criminal Records Exchange the release status of an 

inmate of the state correctional system within 20 days of the release. 

D. UPDATING AND ACCURACY. 

Arresting officers and court clerks noted above are responsible for 

notifying the Central Criminal Records Exchange in a timely fashion, and 

always within 30 days, of changes or errors and necessary corrections in 

arrests, convictions, or other dispositions, concerning arrests and 

dispositions that the criminal justice agency originated. In the case 

of correctional status or release information, correctional officials 

Aare responsible for notifying the Central Criminal Records Exchange 

within the same time limits of updates or changes in correctional status 

information. Forms for updating and correcting information are provided 

by the Central Criminal Records Exchange. 

Each criminal justice agency is required to supply timely 

corrections of criminal history record information the agency has 

provided to a criminal justice or noncriminal justice agency for a 

period of two years after the date of dissemination. 

E. LOCALLY MAINTAINEDANDNON-REPORTABLE OFFENSES, 

Criminal history record information generated by a criminal justice 

agency and maintained in a locally used and maintained file, including 

criminal history record information on offenses not required to be 

reported to the Central Criminal Records Exchange but maintained in 
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local files, as well as criminal history record information maintained 

by the Central Criminal Records Exchange, shall adhere to the standards 

of collection, timeliness, updating and accuracy as required by these 

regulations. Arrests shall be noted and convictions or adjudications 

recorded within 30 days of court action or the elapse of time to appeal. 

2.3. DISSEMINATION. 

A. AUTHORIZATION 

No criminal justice agency or individual shall confirm or deny the 

existence or non-existence of a criminal history record to persons or 

agencies that would not be eligible to receive the information. No 

Adissemination of a criminal history record is to be made to a 

Wnoncriminal justice agency or individual if an interval of one year has 

elapsed from the date of arrest and no disposition of the charge has 

been recorded and no active prosecution of the charge is pending. 

Criminal history record information or portions of an individual's 

record both maintained and used by criminal justice agencies and 

eligible recipients, maintained either at the Central Criminal Records 

Exchange, or by the originating criminal justice agency, or both, shall 

only be disseminated as provided by Section 19.2-389 of the Code of 

Virginia. 

Upon receipt of a request for Criminal historyrecord information, 

by personal contact, mail, or electronic means from an agency or 

individual claiming to be authorized to obtain such information, the 

)person responding to the request shall determine whether the requesting 
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agency or individual is authorized to receive criminal history record 

information. 

Criminal justice agencies shall determine what positions in their 

agency require regular access to criminal history record information as 

part of their job responsibilities. These positions will be exempt from 

the dissemination rules below. Use of criminal history record 

information by a member of a criminal justice agency not occupying a 

position authorized to receive criminal history record information, or 

for a purpose or activity other than one for which the person is 

authorized to receive criminal history record information, will be 

considered a dissemination and shall meet the provisions of this 

section. If the user of criminal history record information does not 

meet the procedures in subsection B., the use of the information will be 

considered an unauthorized dissemination. 

The release of criminal history record information to an individual 

or entity not included in Section 19.2-389 of the Code of Virginia is 

unlawful and unauthorized. An individual or criminal justice agency 

that releases criminal history record information to a party which does 

not clearly belong to one of the categories of agencies and individuals 

authorized to receive the information as outlined in Section 19.2-389 of 

the Code is subject to being denied access to state and national 

criminal history record information on a temporary or permanent basis 

and to the administrative sanctions described in Section 2.8 of' these 

regulations. Unlawful dissemination contrary to the provisions of these 
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regulations is also a Class 2 misdemeanor (See Section 9-195 of the Code 

of Virginia). 

B. PROCEDURES FOR RESPONDING TO REQUESTSo 

A criminal justice agency disseminating criminal history record 

information shall adhere to the procedures set forth below: 

io ALLOWABLE RESPONSES TO REQUESTS. 

Local and regional criminal justice agencies may respond to 

requests for criminal history record information in two ways: 

a. For offenses required to be reported to the Central 

Criminal Records Exchange (CCRE), they may refer the requester to the 

Central Criminal Records Exchange, which will directly provide the 

requester with the information, or shall themselves query the Central 

Criminal Records Exchange to obtain the most accurate and complete 

information available and provide the information to the requester. (See 

Section 19.2-389 of the Code of Virginia.) 

It should be noted that the Code of Virginia provides an 

exception to the above mentioned procedure for responding to information 

requests. The local law-enforcement agency may directly provide 

criminal history record information to the requester without making an 

inquiry to the Central Criminal Records Exchange or referring the 

requester to the Central Criminal Records Exchange if time is of the 

essence and the normal response time of the Exchange would exceed the 

necessary time period. (See Section 19.2-389 of the Code of'Virginia.) 

Under circumstances where an inquiry to the Exchange is not made, the 

VA-65 



VIRGINIA 

COMMONWEALTH OF VIRGINIA 
CRIMINAL JUSTICE SERVICES BOARD 

REGULATIONS RELATING TO 
CRIMINAL HISTORY RECORD INFORMATION USE AND SECURITY 

record provided by the local law-enforcement agency 

Page 14 of 41 
VR 240-02-i 

should be 

accompanied by anappropriate disclaimer indicating that the record may 

not be complete. 

b. For nonreportable offenses (those offenses not 

reported to the Central Criminal Records Exchange), the law-enforcement 

agency shall provide the information requested, following the 

dissemination procedures as required by the regulations below. 

2. PRIOR TO DISSEMINATION. 

Prior to disseminating criminal history record information a 

criminal justice agency shall: 

a. VERIFY REQUESTER IDENTITY. 

(I) INDIVIDUAL REQUESTER, 

For an individual requesting his own record and not 

known to the person responding to the request, the individual shall 

provide proper identification, to include at least two of the following, 

one of which must be a photo identification: (i) a valid passport, (ii) 

drivers' license with photo, (iii) social security card, (iv) birth 

certificate, or (v) military identification, if there is more than one 

name match. 

required if 

appropriate 

requesting subject. 

Fingerprints or other additional information shall be 

the disseminating criminal justice agency deems it 

or necessary to ensure a match of the record and the 

(2) CRIMINAL JUSTICE AGENCIES, 

For personnel of criminal justice agencies 
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valid agency 

the requesting 

to receive the 

(3) NONCRIMINAL JUSTICE AGENCIES OR INDIVIDUALSz 

For an individual requesting the record of another, 

as in the case of an attorney requesting the record of his client, the 

individual shall provide a swornwritten request from the record subject 

naming the requester as a recipient, as provided in Section i9.2-389(A) 

of the Code of Virginia. Identification of the attorney or individual 

shall also be required unless the attorney or individual is known to the 

official responding to the request. 

b. VERIFY RECORD SUBJECT IDENTITY. 

Because serious harm could come from the matching of 

criminal history record information to the wrong individual, 

verification procedures shall be carefully managed, particularly when 

dissemination will be to noncriminal justice recipients. The following 

verification methods are the only acceptable methods: 

(i) INDIVIDUAL REQUESTERS z The verification 

requirements for individuals requesting their own records and for 

individual requesters with sworn requests from the subject of the 

information shall be the same as the requirements for noncriminal 

justice agencies as described below. Only when information supplied and 

information in the Central Criminal Records Exchange or local files 
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satisfactorily match shall information be disseminated. 

(2} CRIMINAL JUSTICE AGENCIESs Criminal history 

record information which reasonably corresponds to the name, aliases, 

and physical identity of the subject can be disseminated to a legitimate 

requester when time is of the essence or if criminal justice interests 

will be best served by the dissemination. This includes the 

dissemination of records with similar but not identical name spellings, 

similar physical characteristics, and similar but not identical aliases. 

When criminal history record information is obtained in this manner and 

results in an apparent match between the identity of the subject and the 

record, the criminal history record should be verified using fingerprint 

identification prior to prosecution, adjudication or sentencing of the 

record subject. If a criminal justice agency does not have the 

capability to classify fingerprints, it may submit them by mail to the 

Central Criminal Records Exchange. 

(3} NONCRIMINAL JUSTICE AGENCIES: Full name, date 

of birth, race, and sex of the record subject, must be provided by the 

requester for a criminal history record to be disseminated. Fingerprint 

identification may be required prior to dissemination if there is any 

doubt as to the match. If a criminal justice agency does not have the 

capability to classify fingerprints, it may submit them by mail to the 

Central Criminal Records Exchange. Information supplied by the 

requester and available through the Central Criminal Records Exchange 

(or in the local files where the request is for criminal history record 
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information maintained only locally) must match to the satisfaction of 

the disseminator, or the dissemination shall not be made. 

6. NOTIFY REQUESTER OF COSTS AND RESTRICTIONS. 

The official responsible for aiding the requester shall 

notify the requester of the costs involved and of restrictions generally 

imposed on use of the data, or be reasonably assured that the requester 

is familiar with the costs and restrictions, prior to beginning the 

search for the requested criminal history record information, and shall 

obtain the consent of the requester to pay any charges associated with 

the dissemination. 

3. LOCATING AND DISSEMINATING INFORMATIONREQUESTED. 

Once a request for a criminal history record has been made, and the 

responsible official is satisfied as to the legitimacy of the request 

and the identity of the subject and has informed the requester of costs 

and restrictions, the responsible official conducting the search for the 

record shall supply the information after querying the Central Criminal 

Records Exchange. However, if time is of the essence, or the offenses 

in a criminal history record are not required to be reported to Central 

Criminal Records Exchange, the responsible official may directly supply 

the information (Section 19.2-389 of the Code of Virginia). 

4. INSTRUCTIONS REGARDING DISSEMINATION TO REQUESTERS. 

The disseminated record must be accompanied by one of the three 

following messages in printed form, whichever matches the category of 

the requester: 
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a. RECORD SUBJECTSz 

Record subjects have a right to receive and disseminate their 

criminal history record information, subject to these regulations 

and Section 19.2-389(11) of the Code of Virginia. If a record subject 

or his attorney complies with the requirements of these sections, he 

shall be given the requested criminal history record information. 

However, if an agency or individual receives a record from the record 

subject, that agency or individual shall not further disseminate the 

record. The following printed message shall accompany the criminal 

history record information disseminated to a record Subject: 

"UNAUTHORIZED DISSEMINATION WILL SUBJECT THE DISSEMINATOR TO 

CRIMINAL AND CIVIL PENALTIES." 

b. CRIMINAL JUSTICE AGENCIES~ 

The following printed message shall accompany the criminal 

history record information disseminated to a criminal justice agency: 

"UNAUTHORIZED DISSEMINATION WILL SUBJECT DISSEMINATOR TO T~ 

CRIMINAL AND CIVIL PENALTIES. " 

a. NONCRIMINAL JUSTICE AGENCIES AND INDIVIDUALS OTHER THAN 

RECORD SUBJECTS : 

Even with the sworn consent of the record subject, only criminal 

history record information that is conviction data shall be disseminated 

to a noncriminal justice agency or individual in compliance with the 

existing laws and shall not be disseminated further. The following 

printed message shall accompany the criminal history record information 
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disseminated roan individual or a noncriminal justice agency receiving 

criminal history record information: 

• UNAUTHORIZED DISSEMINATION WILL SUBJECT DISSEMINATOR TO 

CRIMINAL AND CIVIL PENALTIES. I 

5. MAINTAINING A DISSEMINATION LOG. 

A record of any dissemination shall be maintained at the 

disseminating criminal justice agency or shall be accessible 

electronically for a period of at least two years from the date of the 

dissemination. 

The dissemination log must list all requests for criminal history 

record information. The log may be automated or manual. Records will 

include the following information on each dissemination: 

a. Date of inquiry; 

b. Requesting agency name and address; 

c. Identifying name and number (either FBI or state 

identification number of record subject, or notification of "no record 

found"); 

d. Name of requester within the agency requesting criminal 

history record information; and 

e. Name of disseminator (officer or civilian who provides the 

criminal history record information to the requester). 

6. REPORTING UNAUTHORIZED DISSEMINATIONS. 

While individual criminal justice agencies are not expected to 

audit agencies who receive criminal history record information that they 
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provide, in order to identify unauthorized releases, they shall notify 

the Department of any violations observed of the above dissemination 

regulations. The Department will investigate and respond to the 

violation in a manner deemed appropriate by the Department. 

A criminal justice agency which knowingly fails to report a 

violation may be subject to immediate audit of its entire dissemination 

log to ensure that disseminations are being appropriately managed. 

7. INTERSTATE DISSEMINATION. 

Interstate dissemination of criminal history record information 

shall be subject to the procedures described herein. Dissemination to 

an agency outside of the Commonwealth shall be carried out in compliance 

with Virginia law and these regulations, as if the agency were within 

the jurisdiction of the Commonwealth. 

8. FEES. 

Criminal justice agencies may charge a reasonable fee for search 

and copying time expended when dissemination of criminal history record 

information is requested by a noncriminal justice agency or individual. 

The criminal justice agency shall post the schedule of fees to be 

charged, and shall obtain approval from the requester to pay such costs 

prior to initiating the search. 

2.4. ACCESS AND REVIEW. 

A. WHO CAN REVIEW. 

An individual or his attorney, upon providing proper identification 

and in the case of an attorney representing a client, with a sworn 
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written request from the record subject, shall have the right to inspect 

criminal history record information being maintained on that individual 

by the Central Criminal Records Exchange or other criminal justice 

agencies. Completing a request form may be required by the Central 

Criminal Records Exchange or the local criminal justice agency. 

B. REVIEW AT LOCAL LAW-ENFORCEMENT AGENCY OR CENTRAL CRIMINAL 

RECORDS EXCHANGE. 

An individual or his attorney may review the individual's criminal 

history record arising from arrests for feionies and Class 1 and 2 

misdemeanors maintained in the Central Criminal Records Exchange by 

applying at any law-enforcement agency having terminal capabilities on 

the Virginia Criminal Information Network or to the Central Criminal 

Records Exchange of the Virginia Department of State Police, during 

normal working hours. An individual or his attorney may review the 

individual's criminal history record regarding offenses not required to 

be reported to the Central Criminal Records Exchange at the arresting 

law-enforcement agency. The law-enforcement agency to which the request 

is directed shall inform the individual or his attorney of the 

procedures associated with the review. 

Individuals shall be provided at cost, one copy of their record. 

If no record can be found, a statement shall be furnished to this 

effect. 

C. TIMELINESS AND COMPLETENESS. 

An individual requesting his own record shall be advised when the 
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record will be available. In no case shall the time between request and 

availability of the record exceed one week, except where fingerprint 

identification is required; then it shall not exceed 30 days. Criminal 

justice agencies should seek to provide the record as soon as reasonably 

possible unless there are questions of identification. 

The criminal justice agency locating an individual's criminal 

hlstoryrecord information shall examine its own files and shall contact 

the Central Criminal Records Exchange for the most up-to-date criminal 

history record information, and supply both to the requester. 

D. ASSISTANCE. 

The criminal justice agency to which the request is directed shall 

provide reasonable assistance to the individual or his attorney to help 

understand the record. 

The official releasing the record shall also inform the individual 

of his right to challenge the record. 

2.5. CHALLENGE. 

Individuals who desire to challenge their own criminal history 

record information must complete documentation provided by the criminal 

justice agency maintaining the record and forward it to the Central 

Criminal Records Exchange or the criminal justice agency maintaining the 

record. A duplicate copy of the form and the challenged record may be 

furnished to the individual initiating the challenge or review. The 

individual's record concerning arrests for felonies and Class 1 and 2 

misdemeanors may be challenged at the Central Criminal Records Exchange 
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or the criminal justice agency maintaining the record. For offenses not 

required to be reported to the Exchange, the challenge shall be made at 

the arresting law-enforcement agency or the criminal justice agency 

maintaining the records. 

A challenge will be processed as described below. 

A. RECORDS MAINTAINEDBYTHECENTRALCRIMINALRECORDS EXCHANGE. 

i. MESSAGE FLAGS. 

If the challenge is made of a record maintained by the Central 

Criminal Records Exchange, both the manual and the automated record 

shall be flagged with the message "CHALLENGED RECORD". A challenged 

record shall carry this message when disseminated while under challenge. 

2. REVIEW ATEXCHANGE. 

The Central Criminal Records Exchange shall compare the 

information contained in the repository~ files as reviewed by the 

individual with the original arrest or disposition form. If no error is 

located, the Central Criminal Records Exchange shall forward a copy of 

the challenge form, a copy of the Central Criminal Records Exchange 

record and other relevant information to the criminal justice agency or 

agencies which the Central Criminal Records Exchange records indicate as 

having originated the information under challenge, and shall request 

them to examine the relevant files to determine the validity of the 

challenge. 

o 

The 

EXAMINATION. 

criminal justice agency or agencies responsible for 
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originating the challenged record shall conduct an examination of their 

source data, the contents of the challenge, and information supplied by 

the Central Criminal Records Exchange for discrepancies or errors, and 

shall advise the Central Criminal Records Exchange of the results of the 

examination. 

4. CORRECTION. 

If any modification of a Central Criminal Records Exchange 

record is required, the Exchange shall modify the record and shall then 

notify the criminal justice agency in which the record was originally 

reviewed of its action, and supply it and other agencies involved in the 

review with a copy of the corrected record. 

5. NOTIFICATION BY CENTRAL CRIMINAL RECORDS EXCHANGE. 

The Central Criminal Records Exchange shall also provide 

notification of the correction to all recipients of the record within 

the last 24 months. 

6. NOTIFICATION BY OTHER CRIMINAL JUSTICE AGENCIES. 

Criminal justice agencies which have disseminated anerroneous 

or incomplete record shall in turn notify agencies which have received 

the disseminated record or portion of the record in the last two years 

from the date of the Central Criminal Records Exchange modification of 

the record. Notification shall consist of sending a copy of the 

original record, and corrections made, to the recipients of the 

erroneous record noted in the dissemination log for the two-year period 

prior to the date of correction by the Central Criminal Records 
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Exchange. (See Section 9-192(C) of the Code of Virginia.) The criminal 

justice agency in which the review and challenge occurred shall notify 

the individual or his attorney of the action of the Central Criminal 

Records Exchange. 

7. APPEAL. 

The record subject or his attorney, upon being told of the 

results of his record review, shall also be informed of his right to 

review and appeal those results. 

B. RECORDS MAINTAINED BY A CRIMINAL JUSTICE AGENCY OTHER THAN THE 

CENTRAL CRIMINAL RECORDS EXCHANGE. 

i. MESSAGE FLAGS. 

If a challenge is made of a record maintained by a criminal 

justice agency, both the manual and the automated record shall be 

flagged with the message "CHALLENGED RECORD". A disseminated record 

shall contain this message while under challenge. 

2. EXAMINATION AND CORRECTION AGENCY. 

If the challenged record pertains to the criminal justice 

agency's arrest information, the arresting agency shall examine the 

relevant files to determine the validity of the challenge. If the 

review demonstrates that modification is in order, the modification 

shall be completed and the erroneous information destroyed. If the 

challenged record pertains to disposition information, the arresting 

~agency shall compare contents of the challenge with information 

originally supplied by the Clerk of the Court. 
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3. REVIEW BY CLERK OF COURT. 

If no error is found in the criminal justice agency's records, 

the arresting agency shall forward the challenge to the Clerk of the 

Court that submitted the original disposition. The Clerk of the Court 

shall examine the court records pursuant to the challenge and shall, in 

turn, notify the arresting agency of its findings. The arresting agency 

shall then proceed as described in Subsection B.2. of this section. 

4. NOTIFICATION. 

The criminal justice agency in which the challenge occurred 

shall notify the individual or his attorney of the action taken, and 

shall notify the Central Criminal Records Exchange and other criminal 

justice agencies receiving the erroneous information of the necessary 

corrections if required, as well as the noncriminal justice agencies to 

which it has distributed the information in the last 24 months, as noted 

in its dissemination log. 

5. CORRECTION. 

The Central Criminal Records Exchange will correct its 

records, and notify agencies who received erroneous information within 

the past 24 months. The agencies will be requested to correct their 

files and to notify agencies which have the disseminated information, as 

provided in subsection A.6. of this section. 

6. APPEAL. 

The record subject or his attorney, upon receiving the results 
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of the record review, shall be informed of the right to review and 

appeal. 

C. ADMINISTRATIVE REVIEW OF CHALLENGE RESULTS. 

i. REVIEW BY CRIMINAL JUSTICE AGENCY HEAD. 

After the aforementioned review and challenge concerning a 

record either in the Central Criminal Records Exchange or another 

criminal justice agency, the individual or his attorney may, within 30 

days, request in writing that the agency head of the criminal justice 

agency in which the challenge was made, review the challenge if the 

individual is not satisfied with the results of the review and 

challenge. 

2. THIRTY-DAYREVIEW. 

The'criminal justice agency head or his designated official 

shall review the challenge by reviewing the action taken by the agency, 

the Central Criminal Records Exchange, and other criminal justice 

agencies, and shall notify the individual or his attorney in writing of 

the decision within 30 days of the receipt of the written request to 

review the challenge. The criminal justice agency head shall also 

notify the individual of the option to request an administrative appeal 

through the Department within 30 days of the postmarked date of the 

notification of the decision. This notification of the appeal shall 

include the address of the Department of Criminal Justice Services. 

3. CORRECTIONAND NOTIFICATION. 

If required, correction and notification shall follow the 
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procedures outlined in subsections A and B of this section. 

4. NOTIFICATION OF THE DEPARTMENT. 

A copy of the notice required in Subsection C.2. of this 

section shall be forwarded to the Department by the criminal justice 

agency at the same time it is provided to the individual. 

D. ADMINISTRATIVE APPEAL. 

I. DEPARTMENTAL ASSESSMENT. 

The individual or his attorney challenging his record, within 

30 days of the postmark of his notification of the decision of the 

administrative review, may request that the Director of the Department 

of Criminal Justice Services review the challenge and conduct an 

informal hearing. The Director may designate a hearing officer for this 

purpose. 

2. DETERMINATION OF MERITS OF CASE. 

The Director or his designee shall contact the criminal 

justice agencies involved and request any and all information needed. 

Criminal justice agencies shall supply the information requested in a 

timely manner, to allow the Department to respond to the individual 

within 30 days. The Director will then rule on the merits of a hearing 

and notify the individual or his attorney that such hearing will or will 

not be held. 

3. HEARING. 

The hearing, if held, shall be conducted within 30 days of the 

receipt of the request, and the decision of the hearing officer 
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communicated to the individual or his attorney within 30 days of the 

hearing. 

4. FINDING. 

If the Director or the hearing officer determines that 

correction and modification of the records is required, correction of 

the record and notification of all involved parties, shall proceed 

according to the procedures outlined in subsections A and B of this 

section. 

5. REMOVAL OF A CHALLENGE DESIGNATION. 

When records and relevant action taken bythe criminal justice 

agencies involved are deemed to be correct, the Department shall notify 

the affected criminal justice agencies to remove the challenge 

designation from their files. 

Eo DEPARTMENT NOTIFICATION FOLLOWING CORRECTIONS. 

For audit purposes, the Central Criminal Records Exchange shall 

annually forward the names and addresses of the agencies which 

originated erroneous record information or received erroneous 

information from the Exchange in that year to the Department of Criminal 

Justice Services. 

The Department shall ensure at its next audit that all records in 

originating and recipient agencies have been corrected as required and 

that all erroneous information is destroyed. 

2.6. EXPUNGEMENTAND SEALING. 

A. RESPONSIBILITY OF THE DIRECTOR. 
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The expungement of a criminal history record or portion thereof is 

only permitted on the basis of a court order. Upon receipt of a court 

order, petitionand other supporting documents for the expungement of a 

criminal history record, the Director of the Department, pursuant to 

Section 19.2-392.2 of the Code of Virginia, shall by letter with an 

enclosed copy of the order, direct the Central Criminal Records Exchange 

and those agencies and individuals known to maintain or to have obtained 

such a record, to remove the electronic or manual record or portion 

thereof from its repository and place it in a physically sealed, 

separate file. The file shall be properly indexed to allow for later 

retrieval of the record if required by court order, and the record shall 

be labeled with the following designation: "EXPUNGED RECORD TO BE 

UNSEALED ONLY BY COURT ORDER. " 

B o RESPONSIBILITY OF AGENCIES WITH A RECORD TO BE EXPUNGED. 

The record named in the Department's letter shall be removed from normal 

access. The expunged information shall be sealed but remain available, 

as the courts may call for its reopening at a later date. (See section 

19.2-392.3 of the Code of Virginia.) Access to the record shall be 

possible only through a name index of expunged records maintained either 

with the expunged records or in a manner that will allow subsequent 

retrieval of the expunged record as may be required by the court or as 

part of the Department's audit procedures. Should the name index make 

reference to the expunged record, it shall be apart from normally 

accessed files. 
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C. PROCEDURE FOR EXPUNGEMENT AND SEALING OF HARD COPY RECORDS. 

1. The expungement and sealing of hard copy original records 

of entry (arrest forms) is accomplished by physically removing them from 

a file, and filing them in a physically secure location elsewhere, apart 

This file should be used only for 

accessible only to the manager of 

from normally accessed files. 

expunged records and should be 

records. 

2. If the information to be expunged is included among other 

information that has not been expunged on the same form or piece of 

paper, the expunged information shall be obliterated on the original or 

the original shall be retyped eliminating the expunged information. The 

expunged information shall then be placed in the file for expunged 

records, in its original or copied form, and shall be accessible only to 

the manager of records. 

3. If the expunged information is located on a criminal 

history record provided by the Central Criminal Records Exchange (i.e. 

• RAP sheet"), the criminal history record information shall be 

destroyed, and a new copy, not containing the expunged data, shall be 

obtained when necessary. 

D. PROCEDURE FOR EXPUNGING AUTOMATED RECORDS. 

Should the record to be expunged be maintained in an automated 

system, the Central Criminal Records Exchange or the agency known to 

possess such a record shall copy the automated record onto an off-line 

medium such as tape, disk or hard copy printouts. The expunged record, 
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regardless of the type of medium on which it is maintained, shall then 

be kept in a file used for expunged records and sealed from normal use, 

accessible only to the manager of records. No notification that 

expunged data exists shall be left in the normally accessed files. 

E. DEPARTMENT TO BE NOTIFIED FOLLOWING EXPUNGEMENT. 

Upon receipt of a request from the Department to expunge and seal a 

record; the affected agency or agencies shall perform the steps above, 

and notify the Department Of their action in writing within 120 days of 

their receipt of the request. 

F. EXPUNGEMENT ORDER NOT RECEIVED BY DEPARTMENT. 

Should a court ordered expungement be directed to a criminal 

Justice agency other than the Department, the directed criminal Justice 

agency shall comply as outlined herein and advise the Director without 

delay of such order. The Director shall, upon receipt of such 

notification, obtain a copy of the order from the appropriate circuit 

court. 

2 . 7 .  AUDIT. 

The Department shall annually conduct an audit of a random 

representative sample of state and local criminal justice agencies to 

ensure and verify adherence to these regulations and to ensure that 

criminal history records are accurate and complete. 

The audits may include, but will not be limited to: 

examination of record accuracy, (ii) completeness, (iii) 

submission of information, (iv) 

(i) 

timely 

evidence of dissemination limitations 
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and adequate dissemination logs, (v) security provisions, (vi) evidence 

of notification of the individual's right of access and challenge, (vii) 

appropriate handling of record challenges, (viii) timely modification 

of erroneous records, (ix) evidence of timely notifications of required 

changes, and (x) appropriate notifications of the Department as 

required. 

2.8. ADMINISTRATIVE SANCTIONS. 

Discovery of violations or failure to comply with these regulations 

in whole or in part will occasion the following sanctions. Additional 

criminal penalties and other sanctions may be invoked as provided in 

Section 2.3. should the violation involve an unauthorized dissemination. 

A. LAW-ENFORCEMENTAGENCIES. 

i. Should a law-enforcement agency fail to comply with these 

regulations, a letter will be forwarded by the Department to either the 

chief of police or sheriff, citing the problem and notifying the police 

department or the sheriff's department that the matter will be referred 

to the chief official of the locality or commonwealth's attorney, 

respectively, if a satisfactory result is not forthcoming. The criminal 

justice agency shall have I0 working days to respond with a letter 

describing how the situation was remedied or explaining why there is no 

need to do so. 

2. Should there be no satisfactory response after the I0 

:working day period, the matter will be referred to the offices of the 
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city, county or town manager or the local commonwealth's attorney 

requesting resolution of the matter within 30 days. 

3. If 30 days have passed and the matter fails to be resolved 

to the satisfaction of the Department, the matter will be referred to 

the Criminal Justice Services Board and the Office of the Attorney 

General for action. 

B. COURTS. 

I. Should a court or officer of the court fail to comply with 

these regulations, a letter will be forwarded by the Department to the 

court, citing the problem and notifying the court clerk that the matter 

will be referred to the chief judge of the locality and the local 

commonwealth's attorney if a satisfactory result is not forthcoming. The 

court shall have 10 working days to respond with a letter describing how 

the situation was remedied or explaining why there is no need to do so. 

2. Should there be no satisfactory response after the i0 

working day period, the matter will be referred to the chief judge 

requesting resolution of the matter within 30 days. The Executive 

Secretary of the Supreme Court of Virginia will also be notified. 

3. If 30 days have passed and the matter fails to be resolved 

to the satisfaction of the Department, the matter will be referred to 

the Criminal Justice Services Board and the Chief Justice of Virginia. 

PART III 

CRIMINAL HISTORY RECORD INFORMATION SECURITY. 

3.1 APPLICABILITY. 
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These regulations are applicable to criminal justice information 

systems operated within the Commonwealth of Virginia. These regulations 

on security are not applicable to court records or other records 

expressly excluded by Section 9-184 (B) of the Code of Virginia. 

These regulations establish a minimum set of security standards 

which shall apply to any manual or automated record keeping system which 

collects, stores, processes, or disseminates criminal history record 

information. 

Where individuals or noncriminal justice agencies are authorized to 

have direct access to criminal history record information pursuant to a 

specific agreement with a criminal justice agency to provide services 

required for the administration of criminal justice, the service support 

agreement will embody the restrictions on dissemination and the security 

requirements contained in these regulations and the Code of Virginia. 

3.2. RESPONSIBILITIES. 

In addition to those responsibilities mandated by state and federal 

laws, the Department of State Police shall have the responsibility for 

the implementation of these regulations in regard to the operation of 

the Central Criminal Records Exchange. 

The implementation of these regulations, except as set forth in the 

above paragraph, shall be the responsibility of the criminal justice 

agency as designated and authorized by the county or municipality in 

cases of political subdivisions. Nothing in these regulations shall be 

deemed to affect in anyway the exercise of responsibility conferred on 
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counties and municipalities of the state under Title 15.1 of the Code of 

Virginia. The determination of the suitability of the actual procedures 

instituted by the criminal justice agency will be the subject of study 

in any audit by the Department, mandated by Section 9-186 of the Code of 

Virginia. 

3.3. PHYSICAL ACCESS. 

Access to areas in which criminal history record information is 

collected, stored, processed or disseminated shall be limited to 

authorized persons. Control of access shall be ensured through the use 

of locks, guards or other appropriate means. Authorized personnel shall 

be clearly identified. 

Procedures shall be established to detect an unauthorized attempt 

or access. Furthermore, a procedure shall be established to be followed 

in those cases in which an attempt or unauthorized access is detected. 

Such procedures shall become part of the orientation of employees 

working in criminal history record information area(s) and shall be 

reviewed periodically to ensure their effectiveness. 

Criminal justice agencies shall provide direct access to criminal 

history record information only to authorized officers or employees of 

a criminal justice agency and, as necessary, to other authorized 

personnel essential to the proper operation of the criminal history 

record information system. 

Each criminal justice agency shall institute, where computer 

processing is not utilized, procedures to ensure that an individual or 
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agency authorized to have direct access is responsible for: (i) the 

physical security of criminal history record information under its 

control or in its custody, and (ii) the protection of this information 

from unauthorized access, disclosure or dissemination. 

Procedures shall be instituted to protect any central repository of 

criminal history record information from unauthorized access, theft, 

sabotage, fire, flood, wind or other natural or man-made disasters. 

For criminal justice agencies that have their criminal history 

files automated, it is highly recommended that "backup" copies of 

criminal history information be maintained, preferably off-site. 

Further, for larger criminal justice agencies having automated systems, 

it is recommended that the criminal justice agencies develop a disaster 

recovery plan. The plan should be available for inspection and review 

by the Department. 

System specifications and documentation shall be carefully 

controlled to prevent unauthorized access and dissemination. 

3.4. PERSONNEL. 

In accordance with applicable laws, ordinances, and regulations, 

the criminal justice agency shall: 

A. Screen and have the right to reject for employment, based on 

good cause, personnel to be authorized to have direct access to criminal 

history record information; 

B. Have the right to initiate or cause to be initiated 

administrative action leading to the transfer or removal of personnel 
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authorized to have direct access to this information where these 

personnel violate the provisions of the regulations or other security 

requirements established for the collection, storage, or dissemination 

of criminal history record information; and 

C. Ensure that employees working with or having access to criminal 

history record information shall be made familiar with the substance and 

intent of these regulations. Designated employees shall be briefed on 

their roles and responsibilities in protecting the information resources 

in the criminal justice agency. Special procedures connected with 

security shall be reviewed periodically to ensure their relevance and 

continuing effectiveness. 

3.5. TELECOMMUNICATIONS. 

Direct or remote access to computer systems for the purpose of 

accessing criminal history record information shall require that the 

direct or remote access device use dedicated telecommunication lines. 

The use of any non-dedicated means of data transmission tO access 

criminal history record information shall generally be prQhibited. 

Exceptions may be granted for Systems which obtain expressed aDDrQval of 

the Department based on a determination that the SYStem h~s adeuu@te and 

verifiable policies and procedures in place to ensure that access to 

criminal history record information is limited to authorized System 

users. The Department of State Police shall further approve of any 

access to the Virginia Criminal Information Network (VCIN), in 

accordance with State Police regulations governing the network. Nothing 

VA-90 



VIRGINIA 

COMMONWEALTH OF VIRGINIA " Page 39 of 41 
CRIMINAL JUSTZCE SERVICES BOARD VR 240-02-i 

REGULATIONS RELATING TO 
CRIMINAL HISTORY RECORD INFORMATION USE AND SECURITY 

in this regulation shall be construed to affect the authoritv of the 

Department of State Police to regulate access to VCIN. 

In those systems where t ..... i..~i remote access of criminal 

history record information is permitted, t~:-~in&l remote access devices 

must be secure. -r:~,, ~-- T ........ 1 Remote access devices capable of receiving or 

transmitting criminal history record information shall be attended 

t . . . . . . . . .  1 remote during periods of operation. In cases in which the ---:-- 

access device is unattended, the device shall, through security means, 

be made inoperable:, for purposes of accessing criminal history_ record 

information. 

Telecommunications facilities used in connection with the t~--i 

remote access device shall also be secured. The ^--~-- t . . . . . . . . .  1 r~mote ~ess 

device shall be identified on a hardware basis to the host computer. In 

addition, appropriate identification 

device operator mey shall be required. 

t~rr.inal r%mote access device shall 

of the - - - ~ - -  t . . . . . . . . .  1 r~mQte access 

Equipment associated with the 

be reasonably protected from 

sibl tampe i g tappi g pos e r n or n . T_ ~ ....... --~'-~ ---~ ^m 

. 6 .  COMPUTER OPERATIONS. 

W h e r e  c o m p u t e r i z e d  d a t a  p r o c e s s i n g  i s  e m p l o y e d ,  e f f e c t i v e  a n d  

technologically advanced software and hardware design shall be 

instituted to prevent unauthorized access to this information. 
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Computer operations, whether dedicated or shared, which support 

criminal justice information systems shall operate in accordance with 

procedures developed or approved by the participating criminal justice 

agencies. 

Criminal history record information shall be stored by the computer 

in a manner that cannot be modified, destroyed, accessed, changed, 

purged or overlaid in any fashion by noncriminal justice terminals. 

Operational programs shall be used that will prohibit inquiry, 

record updates, or destruction of records, from terminals other than 

criminal justice system terminals which are so designated. 

The destruction of records shall be limited to designated terminals 

under the direct control of the criminal justice agency responsible for 

creating or storing the criminal history record information. 

Operational programs shall be used to detect and log all 

unauthorized attempts to penetrate criminal history record information 

systems, programs or files. 

Programs designed for the purpose of prohibiting unauthorized 

inquiries, unauthorized record updates, unauthorized destruction of 

records, or for the detection and logging of unauthorized attempts to 

penetrate criminal history record information systems shall be known 

only to the criminal justice agency employees responsible for criminal 

history record information system control or individuals and agencies 

which pursuant to a specific agreement with the criminal justice agency 
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to provide security programs. The program(s) shall be kept under 

maximum security conditions. 

Criminal justice agencies having automated criminal history record 

files should designate a system administrator to maintain and control 

authorized user accounts, system management, and the implementation of 

security measures. 

The criminal justice agency shall have the right to audit, monitor, 

and inspect procedures established pursuant to these rules and 

regulations. 

3.7. EFFECTIVE DATE s. 

These regulations shall be effective on and after February i, 1994, 

and until amended or rescinded. 

3 . 8 .  ADOPTED: 

July 27, 1977 

3 . 9 .  ~M4:m~TDEDz 

October 4, 1989 

3.10 AMENDEDz 

"October 6, 1993 

Helen F. Fah~y 
Chairman 
Criminal Justice Services Board 

Date / 
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