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ALABAMA

TITLE 26. INFANTS AND INCOMPETENTS
CHAPTER 1. GENERAL PROVISIONS
Code of Ala. @ 26-1-4. (1987)

@ 26-1-4. Department of public safety to provide criminal conviction information on
applicants for positions involving child care and treatment; such information to be
confidential; applicant to be denied status if has felony conviction; children may be removed
from home.

(a) Notwithstanding any other provisions of law to the contrary, upon request to
the department of public safety, by the department of human resources, or by any other
youth service agency approved by the department, such center shall provide information to
the department of an approved agency concerning the felony criminal conviction record in
this or another state of an applicant for a paid or voluntary position, including one
established by contract, whose primary duty is the care or treatment of children, including
applicants for adoption or foster parents. All information, including any criminal
conviction record, procured by the department or an approved agency shall be confidential
and shall not be further disclosed by such agencies or their representatives. The applicant
may be denied an adoptive or foster parent status if he or she has a felony conviction, and if
a foster parent is subsequently convicted of a felony the child or children may be removed
from that home and relocated with another foster parent. This determination shall be made
by the court handling the matter, giving primary consideration to the best interests of the
child.

(b) The department of public safety shall provide appropriate forms and shall create
a procedure for the application for such information.

(c) Any violation of the provisions of this section relative to the confidentiality of
information received by the department or other approved agency shall be punishable by a
fine of not more than $1,000.00.
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" ARTICLE 4.

CrIMINAL History INFORMATION.

Effective date, — The act that added this
article became effective November 1, 1992

§ 32-2-60. Definitions.

When used in this article, the following terms have the following meanings,
respectively, unless the context clearly indicates a different meaning:
(1) CRIMINAL HIsTORY INFORMATION. Information collected and stored in

tion or criminal investigation information.

(2) CRIMINAL JUSTICE AGENCY. Any municipal, county, state or federal
agency whose personnel have power of arrest and who perform a law
enforcement function. This definition shall also include the Attorney
General of the State of Alabama, all federal and state procecuting
attorneys, and al] municipal, state, and federal judges.

{3) DEPARTMENT. The Department of Public Safety. .

(4) DIRECTOR. The Director of the Department of Pubiic Safety.

(5) PERSON. Any individual, Partnership, corporation, association. busij-
ness, government, governmenta| subdivision, or agency, or any other public
Or private entity. (Acts 1992, 2nd Ex. Sess., No. 92-676, p. 56. § 1.)

§ 32-2-61. Release of information and fees.
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¥ 32-2-62 MOTOR VEHICLES AND TRAFFIC § 32-2-63

competent jurisdiction or by federal law. Any person requesting criminal
history information from the department must present to the department,
along with the request, a copy of the required written permission.

(b) The director shall establish and collect a nonrefundable fee for costs
incurred by the department in providing the requested criminal history
information. The fee shall be $25.00. The proceeds shall be deposited in the
State Treasury to the credit of the public safety automated fingerprint
identification system fund, which is hereby created. All money deposited in
the State Treasury to the credit of the public safety automated fingerprint
identification system fund shall be expended for the department’s administra-
tive costs for maintaining and providing the information and for operations
and maintenance of the automated fingerprint identification system. No
money shall be withdrawn or expended from the fund for any purpose unless
the money has been allotted and budgeted in accordance with Article 4
(commencing with Section 41-4-80) of Chapter 4 of Title 41, and only in the
amounts and for the purposes provided by the legislature in the general
appropriations bill or other appropriation bills.

(¢) Criminal justice agencies and the Alabama Peace Officers Standards
and Training Commission requests for criminal historv information are
hereby exempted from the fee requirements in subsection 1b) except when
such requests pertain to municipal or county ordinances intended to screen
perspective employees of private entities.

(d) Requests for national criminal history record access, authorized by
federal law. passing through the criminal record repository of the Department
to the Federal Bureau of Investigation require the submission of an additional
fee as specified by the Federal Bureau of Investigation to cover their costs of
processing the request. In addition to the fee specified in subsection tb) the
director shall collect a fee and deposit same into the public safety automated
fingerprint identification system fund for pavment of the fee specified by the
Federal Bureau of Investigation for national criminal historv record access.
tActs 1992. 2nd Ex. Sess.. No. 92-676. p. 56. § 2.

§ 32-2-62. Promulgation of procedures and regulations.

In accordance with the Administrative Procedure Act. the director shall
promulgate reasonable procedures and regulations for the implementation of
this article. (Acts 1992. 2nd Ex. Sess.. No. 92-676. p. 56. § 3.)

§ 32-2-63. Unauthorized dissemination of information.

Any person who willfully disseminates information other than the informa-
tion authorized by this article, is guilty of a Class C misdemeanor and upon
conviction thereof shall be punished as prescribed by law. tActs 1992. 2nd Ex.
Sess.. No. 92-676. p. 56. § 4.)
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Alabama Code

'S

ARTICLE 23.

CrRIMINAL JUSTICE INFORMATION
CenTER COMMISSION.

Division 1.
General Provisions.

§ 41-9-590. Definitions.

When used in this article, the following terms shall have the following
meanings, respectively, unless the context clearly indicates a different meaning:
(1) CRIMINAL JUSTICE AGENCIES. Such term shall include those public
agencies at all levels of government which perform as their principal function
activities or planning for such activities relating to the identification,
apprehension, prosecution, adjudication or rehabilitation of civil, traffic and
criminal offenders.

(2) OFFENSE. Any act which is a felony or is a misdemeanor as described
in section 41-9-622. :

(3) CRIMINAL JUSTICE INFORMATION SYSTEM and SYSTEM. Such terms shall
include that portion of those public agencies, procedures, mechanisms, media
and criminal justice information center forms as well as the information itself
involved in the origination, transmittal, storage, retrieval, analysis and
dissemination of information related to reported offenses, offenders and
actions related to such events or persons required to be reported to and
received by, as well as stored, analyzed and disseminated by the Alabama
criminal justice information center commission through the center.

(4) CommissioN. The Alabama criminal justice information center
commission.

(5) ACJICC. The Alabama criminal justice information center commission.

(6) ACJIC. The Alabama criminal justice information center.

(7) CENTER. The Alabama criminal justice information center.

(8) D:recToRr. The director of the Alabama criminal justice information
center. (Acts 1975, No. 872, 8§ 1.)

§ 41.9-591. Creation; functions generally: responsibility for development,
administration, etc., of Alabama criminal justice information
center. :

There is hereby created and established an Alabama criminal justice
information center commission, which shall establish, develop and continue to
operate a center and system for the interstate and intrastate accumulation,
storage, retrieval, analysis and dissemination of vital information relating to
certain crimes, criminals and criminal activity to be known as the Alabama
criminal justice information center.
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§ 41-9-592 STATE GDVERNMENT § 41-9-593

Central responsibility for the development, maintenance, operation and
administration of the Alabama criminal justice information center shall be
vested with the director of the ACJIC under the supervision of the Alabama
criminal justice information center commission. (Acts 1975, No. 872, § 2.)

§ 41-9-592. Composition of commission; terms of service of members of
commission.

The commission shall be composed of two sections.

The voting section will include: the attorney general, the chairman of the
board of pardons and paroles, the commissioner of the board of corrections, the
president of the Alabama sheriffs’ association, the director of the department
of public safety, the president of the Alabama association of chiefs of police,
the director of the Alabama law enforcement planning agency, the president of
the district attorney’s association, the president of the circuit clerks’ association,
the chief justice of the Alabama supreme court, the president of the Alabama
association of intermediate court judges, the president of the circuit judges’
association, the governor’s coordinator of Alabama highway and traffic safety
and the director of the data systems management division of the Alabama
department of finance.

The advisory section will include: the presiding officer of the Alabama senate,
the speaker of the Alabama house of representatives, the president of the
association of county commissions of Alabama, the president of the Alabama
league of municipalities, the administrative director of the courts and a citizen
of the state of Alabama, to be appointed by the governor. The member shall have
authority to select a designee based upon qualifications and with a view of
continuity of representation and attendance at the commission meetings. .

No person or individual shall continue to serve on the commission when he
no longer officially represents the function or serves in the capacity enumerated
in this section as a member to which he was elected or appointed. (Acts 1975,
No. 872, § 3.)

§ 41.9-593. Chairman and vice-chairman; meetings; quorum: record of
transactions discussed or voted upon; compensation of members
of commission.

The commission shall, upon its first meeting, elect from its membership a
chairman and a vice-chairman who shall serve for a period of one year. The
vice-chairman shall act in the place of the chairman in his absence or disability.

The commission shall meet at such times as designated by the commission or
by the chairman at the state capital or at other places as is deemed necessary
or convenient, but the chairman of the commission must call a meeting four
times a year at the state capital or main location of the ACJIC in the months
of January, April, July and October. The chairman of the commission may also
call a special meeting of the commission at any time he deems it advisable or
necessary. A quorum shall be a simple majority of the voting commission

¢
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§ 41-9-594 BOARDS AND COMMISSIONS § 41-9-595

membership or their designees and all matters coming before the commission
shall be voted on by the commission.

The commission will keep or cause to be kept a record of all transactions
discussed or voted on by the commission.

Members of the commission and their designees shall serve without
compensation; except, that payment of their expenses may be paid in accordance
with the applicable state travel regulations. (Acts 1975, No. 872, § 4.)

§ 41.9-594. Establishment of rules, regulations and policies by commission
generally; establishment of policies, safeguards, etc., as to
collection, use, dissemination, ete., of criminal justice
information; establishment, etc., of privacy and security
committee.

The commission shall establish its own rules, regulations and policies for the
performance of the responsibilities charged to it in this article.

The commission shall ensure that the information obtained under authority
of this article shall be restricted to the items germane to the implementation of
this article and shall ensure that the Alabama criminal justice information center
is administered so as not to accumulate any information or distribute any
information that is not required by this article. The commission shall ensure that
adequate safeguards are incorporated so that data available through this system
is used only by properly authorized persons and agencies.

The commission shall appoint a privacy and security committee from the
membership of the commission who are elected officials, consisting of a
chiirman and three members, to study the privacy and security implications of
criminal justice information and to formulate policy recommendations for
consideration by the commission concerning the collection, storage,
dissemination or usage of criminal justice information. The commission may
establish other policies and promulgate such regulations that provide for the
efficient and eff-ctive use and operation of the Alabama criminal justice
information center under the limitations imposed by the terms of this article.
(Acts 1975, No. 872, § 5.)

§ 41-9-595. Director and deputy director of criminal justice information
center.

The commission shall appoint a director and a deputy director for the Alabama
criminal justice information center who shall be responsible for the development,
maintenance and operation of the ACJIC as required by the terms of this article
and the implementation and operation of policies, programs and procedures
established by the commission under the limitations of this article. The
qualifications of the director and deputy director shall be determined by the state
personnel department. (Acts 1973, No. 8§72, § 6.)
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§ 41-9-596 STATE. GOVERNMENT § 41.9-600

§ 41-9-596. Maintenance of staff and support services for center.

The director shall maintain the necessary staff along with support services
necessary to enable the effective and efficient performance of the duties and
responsibilities ascribed to the ACJIC in this article under the supervision of the
commission. (Acts 1975, No. 872, § 7.)

§ 41-9-597. Applicability of rules and regulations of state personnel merit

' system to staff and personnel employed by commission:
employment conditions, etc., of employees of agencies or
institutions transferred to center or commission.

The staff and personnel employed by the commission for the development and
operation of the center and system shall be governed by the personnel merit
system rules and regulations of the state personnel department.

Employees of agencies or institutions whjch are transferred to the center or
commission under the provisions of this article shall remain in their respective
employments and shall be considered to meet the requirements of the
department in terms of training and experience, but nothing in this section shall
be construed to prevent or preclude the removal of an employee for cause in the
manner provided by law. Such employees shall continue to enjoy employment
conditions, including, but not limited to, salary range and advancement at a level
no less than those enjoyed prior to transfer to the center or commission. All time
accumulated while engaged in such prior employment shall be credited toward
all privileges enjoyed under state merit employment. (Acts 1975, No. 872, § 8.)

§ 41-9-598. Appeals from rules and regulations promulgated by commission.

The process for appeals by an individual or governmental body of any rules
and regulations promulgated by the commission shall first be to the commission
proper. The appellant may present his argument at a regular meeting of the
commission requesting the alteration or suggesting the nonapplicability of a
particular rule and/or regulation. If the appellant is not satisfied by the action
of the commission, then an appeal may be made to the circuit court in
Montgomery county. (Acts 1975, No. 872, § 42.)

§ 41-9-599. Annual request for funds and budget; appropriations.

Annually the commission shall present to the governor a request for funds
based on projected needs for criminal justice information systems in the state, -
together with a budget showing proposed expenditures, and the governor may
include in his appropriation bill a request for funds to meet the financial needs
of the commission. (Acts 1975, No. 872, § 43.)

§ 41.9-600. Failure of officer or official to make report or do act required
by article.

Any officer or official mentioned in this article who neglects or refuses to
make any report or to do any act required in this article shall be subject to
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§ 41-9-601 -BOARDS AND COMMISSIONS § 41-9-603

prosecution for a misdemeanor 2and, if found guilty, may be fined not less than
$100.00 nor more than $10,000.00 and may be confined in a county jail for not
more than one year. He shall also be subject to prosecution for nonfeasance and,
if found guilty, shall be subject to removal from office therefor. (Acts 1975, No.
872, § 37.)

§ 41-9-601. Obtaining, etc., of criminal offender record information under
false pretenses, falsification of information, etc.

Any person who willfully requests, obtains or seeks to obtain criminal
offender record information under false pretenses or who willfully
communicates or seeks to communicate criminal offender record information to
any agency or person except in accordance with this article, or any member,
officer, employee or agent of the ACJICC, the ACJIC or any participating
agency who willfully falsifies criminal offender record information or any
records relating thereto shall, for each offense, be fined not less than $5,000.00
nor more than $10,000.00 or imprisoned in the state penitentiary for not more
than five years or both. (Acts 1975, No. 872, § 35.)

§ 41-9-602. Communication, etc., of criminal offender record information in
violation of article.

Any person who knowingly communicates or seeks to communicate criminal
offender record information, except in accordance with this article, shall, upon
conviction, be guilty of a misdemeanor and, for each such offense, may be fined
not less than $500.00 nor more than $10,000.00 or imprisoned for not less than
30 days nor more than one year or both. (Acts 1975, No. 872, § 36.)

§ 41-9-603. Effect of article upon other provisions of law, etc.

() In the event of conflict, this article shall, to the extent of the conflict,
supersede all conflicting parts of existing statutes which regulate, control or
otherwise relate, directly or by implication, to the collection, storage and
dissemination or usage of fingerprint identification, offender criminal history,
uniform crime reporting and criminal justice activity data records or any
conflicting parts of existing statutes which relate, directly or by implication, to
any other provisions of this article.

(b) The provisions of this article shall not alter, amend or supersede the
statutes and rules of law governing the collection, storage, dissemination or
usage of records concerning individual juvenile offenders in which they are
individually identified by name or other means until such time as the Alubama
legislature provides legislation permitting the collection, storage, dissemination
or usage of records concerning individual juvenile offenders.

(¢) All laws or parts of laws which conflict with this article are hereby
repealed. No part of this article shall violate provisions of article 8 of chapter
4 of Title 41 of this Code, Article VI of the Constitution of Alabama of 1901 or
chapter 1 of Title 44 of this Code. (Acts 1973, No. 872. §§ 38, 39, 41.)
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§ 41-9-620 STATE GOVERNMENT § 41.9-621
Division 2.

Collection, Dissemination, etc., of
Criminal Data.

§ 41-9-620. Commission to provide for uniform crime reporting system.

The commission shall provide for a uniform crime reporting system for the
periodic collection and analysis of crimes reported to any and all criminal justice
agencies within the state. The collection of said data and the time for submission
of said data shall be subject to the commission’s regulation-making authority.
(Acts 1975, No. 872, § 9.)

§ 41-9-621. Powers and duties of commission as to collection, dissemination,
etc., of crime and offender data, etc., generally.

The commission, acting through the director of the Alabama criminal justice
information center, shall:

(1) Develop, operate and maintain an information system which will support
the collection, storage, retrieval, analysis and dissemination of all crime and
offender data described in this article consistent with those principles of scope,
security and responsiveness prescribed by this article;

(2) Cooperate with all criminal justice agencies within the state in providing
those forms, procedures, standards and related training assistance necessary
for the uniform operation of the statewide ACJIC crime reporting and criminal
justice information system;

(3) Offer assistance and, when practicable, instruction to all criminal justice
agencies in establishing efficient systems for information management;

(4) Compile statistics on the nature and extent of crime in Alabama and
compile data for planning and operating criminal justice agencies; provided,
that such statistics shall not identify persons. The commission shall make
available all such statistical information obtained to the governor, the
legislature, the judiciary and any such other governmental agencies whose
primary responsibilities include the planning, development or execution of
crime reduction programs. Access to such information by such governmental
agencies shall be on an individual written request basis or in accordance with
the approved operational procedure, wherein must be demonstrated a need
to know, the intent of any analyses and dissemination of such analyses, and
shall be subject to any security provisions deemed necessary by the
commission;

(5) Periodically publish statistics, no less frequently than annually, that do
not identify persons and report such information to the chief executive officers
of the agencies and branches of government concerned: such information shall
accurately reflect the level and nature of crime in this state and the general
operation of the agencies within the criminal justice system; .

(6) Make available, upon request, to all criminal justice agencies in this
state, to all federal criminal justice and criminal identification agencies and
to state criminal justice and criminal identification agencies in other states any



§ 41-9-622 BOARDS AND COMMISSIONS § 41-9-622

information in the files of the ACJIC which will aid these agencies in crime
fighting; for this purpose the ACJIC shall operate 24 hours per day, seven
days per week;

() Cooperate with other agencies of this state, the crime information -
agencies of other states and the uniform crime reports and national crime
information center systems of the federal bureau of investigation or any
entity designated by the federal government as the central clearinghouse for
criminal justice information systems in developing and conducting an
interstate, national and international system of criminal identification, records-
and statistics;

(8) Provide the administrative mechanisms and procedures necessary to
respond to those individuals who file requests to view their own records as
provided for elsewhere in this article and to cooperate in the correction of the
central ACJIC records and those of contributing agencies when their accuracy
has been successfully challenged either through the related contributing
agencies or by court order issued on behalf of the individual; and

(9) Institute the necessary measures in the design, implementation and
continued operation of the criminal justice information system to ensure the
privacy and security of the system. Such security measures must meet
standards to be set by the commission as well as those set by the nationélly
operated systems for interstate sharing of such information. (Acts 1975, No.
872, § 10.)

§ 41-9-622. Report, collection, dissemination, etc., of data pertaining to
persons arrested or convicted of felonies or certain
misdemeanors generally.

The commission is authorized to obtain, compare, file, analyze and
disseminate, and all state, county and municipal criminal justice agencies are
required to report fingerprints, descriptions, photographs and any other
pertinent identifying and historical criminal data on persons who have been or
are hereafter arrested or convicted in this state or any state for an offense which
is a felony or an offense which is a misdemeanor escalating to a felony involving,
but not limited to: possession of burglary tools or unlawful entry; engaging in
unlawful commercial gambling; dealing in gambling; dealing in gambling
devices; contributing to the delinquency of a child: robbery, larceny or dealing
in stolen property; possession of controlled substances and illegal drugs,
including marijuana; firearms; dangerous weapons; explosives; pandering;
prostitution; rape; sex offenses, where minors or adults are victims;
misrepresentation; fraud; and worthless checks. (Acts 1975, No. 872, § 11.)
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§ 41.9-623 STATE GOVERNMENT § 41.9-625

§ 41-9-623. Submission to department of public safety by criminal justice
agencies of fingerprints, photographs, etc., of persons arrested
for felonies and misdemeanors described in section $1-9-622;
duty of sheriffs, parole and probation officers, etc., to furnish
other data to center.

All criminal justice agencies within the state shall submit to the ACJIC, by
forwarding to the Alabama department of public safety, fingerprints,
descriptions, photographs, when specifically requested, and other identifying
data on persons who have been lawfully arrested in this state for all felonies
and certain misdemeanors described in section 41-9-622.

It shall be the duty of all chiefs of police, sheriffs, prosecuting attorneys,
parole and probation officers, wardens or other persons in charge of correctional
or detention institutions in this state to furnish the ACJIC with any other data
deemed necessary by the commission to carry out its responsibilities under this
article. (Acts 1975, No. 872, § 12))

§ 41-9-624. Determination by commission as to criminal record of person
arrested and notification of requesting agency or arresting
officer.

The commission is authorized to compare all fingerprints and other identifying
data received with information already on file, to ascertain whether or not a
criminal record is found for that person and at once to inform the requesting
agency or arresting officer of such facts. (Acts 1975, No. 872, § 15.)

§ 41-9-625. Obtaining by law enforcement and correction agencies of
fingerprints, photographs, etc., of persons arrested as fugitives
from justice, unidentified human corpses, etc.; procedure where
persons arrested released without charge or cleared of offense.

All persons in this state in charge of law enforcement and correction agencies
shall obtain or cause to be obtained the fingerprints according to the fingerprint
system of identification established by the commission, full face and profile
photographs, if photo equipment is available, and other identifying data of each
person arrested for an offense of a type designated in section 41-9-622, of all
persons arrested or taken into custody as fugitives from justice and of all
unidentified human corpses in their jurisdictions, but photographs need not be
taken if it is known that photographs of the type listed taken within the previous
year are on file. Fingerprints and other identifying data of persons arrested for
offenses other than those designated in this arti¢le may be taken at the
discretion of the agency concerned. ‘

If any person arrested or taken into custody is subs“equently released without
charge or cleared of the offense through criminal justice proceedings. such
disposition shall be reported by all state, county and municipal criminal justice
agencies to ACJIC within 30 duys of such action. and all such information shall
be eliminated and removed. (Acts 1975, No. §72, § 19.)
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§ 41-9-626 BOARDS AND COMMISSIONS § 41-9-628
§ 41-9-626. Forwarding of fingerprints, photograpts, etc.

Fingerprints and other identifying data required to be taken by this article
shall be forwarded within 24 hours after taking for filing and classification, but
the period of 24 hours may be extended to cover any intervening holiday or
weekend. Photographs taken shall be forwarded at the discretion of the agency
concerned; but, if not forwarded, the fingerprint record shall be marked “photo
available,” and the photographs shal!ll be forwarded subsequently if the
commission so requests. (Acts 1975, No. 872, § 20.)

8 41-9-627. Forwarding to department of public safety of descriptions of
arrest warrants which cannot be served; notice where warrant.
subsequently served or withdrawn; annual,.etc., confirmation of
warrants remaining outstanding.

All persons in this state in charge of criminal justice agencies shall submit
to the ACJIC by forwarding to the Alabama department of public safety detailed
descriptions of arrest warrants and related identifying data immediately upon
determination of the fact that the warrant cannot be served for the reasons
stated.

If the warrant is subsequently served or withdrawn, the criminal justice
agency concerned must immediately notify the ACJIC of such service or
withdrawal. '

The agency concerned also must annually, no later than January 31 of each
year and at other times if requested by the commission, confirm to the ACJIC
all arrest warrants of this type which continue to be outstanding. (Acts 1975,
No. 872, § 21))

§ 41-9-628. Obtaining and forwarding to department of public safety by
penal and correctional institutions of fingerprints, photographs,
etc., of persons committed thereto: procedure upon release of
such persons.

All persons in charge of state penal and correctional institutions shall obtain
fingerprints, according to the fingerprint system of identification established by
the commission, and full face and profile photographs of all persons received
on commitment to these institutions. The prints so taken shall be forwarded to
the ACJIC by forwarding to the Alabama department of public safety together
with any other identifying data requested within 10 days after the arrival at the
institution of the person committed.

At the time of release, the institution will again obtain fingerprints as before
and forward them to ACJIC within 10 days along with any other related
information requested by the commission. Immediately upon release. the
institution shall notify ACJIC of the release of such person. (Acts 1975, No. 872,
§22)
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§ 41-9-629 STATE GOVERNMENT § 41-9-633

8§ 41-9-629. Forwarding of data to criminal justice information center by
department of public safety.

The Alabama department of public safety shall forward to ACJIC within a
reasonable period, not to exceed 72 hours, all data collected pursuant to sections
41-9-623, 41-9-627 and 41-9-628. (Acts 1975, No. 872, § 23.)

§ 41-9-630. Furnishing of other identifying data to center by criminal justice
agencies generally; furnishing of information in crirminal
identification files.

All persons in charge of criminal justice agencies in this state shall furnish
the AQJIC with any other identifying data required in accordance with
guidelines established by the ACJIC.

All criminal justice agencies in this state having criminal identification files
shall cooperate in providing to ACJIC information in such files as will aid in
establishing the nucleus of the state criminal identification file. (Acts 1975, No.
872, § 24.)

§ 41-9-631. Submission by criminal justice agencies of uniform crime
reports; contents thereof.

All criminal justice agencies within the state shall submit to the ACJIC
periodically, at a time and in such a form as prescribed by the commission,
information regarding only the cases within its jurisdiction. Said report shail be
known as the “Alabama uniform crime report” and shall include crimes reported
and otherwise processed during the reporting period.

Said report shall contain the number and nature of offenses committed, the
disposition of such offenses and such other information as the commission shall
specify relating to the method, frequency, cause and prevention of crime. (Acts
1975, No. 872, § 25.)

§ 41-9-632. Submission of uniform crime reports by other governmental
agencies; use of information contained therein.

Any governmental agency which is not included within the description of those
departments and agencies required to submit the uniform crime report which
desires to submit such a report shall be furnished with the proper forms by the
ACJIC. When a report is received by ACJIC from a governmental agency not
required to make such a report, the information contained therein shall be
included within the periodic compilation provided for in this article. (Acts 1975,
No. 872, § 30.)

§ 41-9-633. Reporting by criminal justice agencies of persons wanted and
vehicles and property stolen.

All criminal justice agencies within the state shall report to the ACJIC, in a
time and manner prescribed by the commission, all persons wanted by and all
vehicles and property stolen from their jurisdictions. The reports shall be made
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§ 41.9-634 ' BOARDS AND COMMISSIONS § 41-9-637

as soon as is practical after the investigating department or agency either
ascertains that a vehicle or identifiable property has been stolen or obtains a
warrant for an individual’s arrest or determines that there are reasonable
grounds to believe that the individual has committed the crime. In no event shall
this time exceed 12 hours after the reporting department or agency determines
that it has grounds to believe that a vehicle or property was stolen or that the
wanted person should be arrested. The commission shall have authority to
institute any and all procedures necessary to trace and complete the
investigative cycles of stolen vehicles or wanted persons. (Acts 1975, No. 872,
§ 26.)

8 41.9-634. Notification of center, etc., of apprehension of person or recovery
of property.

If it is determined by the reporting agency that a person is no longer wanted
due to his apprehension or any other factor, or when a vehicle or property
reported stolen is recovered, the determining agency shall notify immediately
the Alabama criminal justice information center. Furthermore, if the agency
making such apprehension or recovery is other than the one which made the
original wanted or stolen report, then it shall notify immediately the originating
agency of the full particulars relating to such apprehension or recovery. (Acts
1975, No. 872, § 217.)

8 41.9-635. Supplying of information on delinquent parolees by probation
and parole officers.

All probation and parole officers shall supply the ACJIC with the information
on delinquent parolees required by this article in a time and manner prescribed
by the commission. (Acts 1975, No. 872, § 29.)

§ 41-9-636. Limitations upon provision of information generally.

Provision of information under this article shall be limited by all constitutional
provisions, limitations and guarantees, including, but not limited to, due process,
the right of privacy and the tripartite form of Alabama’s state government.
(Acts 1975, No. 872, § 41.)

§ 41-9-637. Obtaining and dissemination of identifying data and criminal
histories generally — Persons convicted of offenses described
in section 41-9-622 and confined to jails, workhouses, etc.

Pertinent identifying data and historical criminal information may be obtained
and disseminated on any person confined to any workhouse, jail, reformatory,
prison, penitentiary or other penal institution having been convicted of an
offense described in section 41-9-622. (Acts 1975, No. 872, § 13.)
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§ 41.9-638 STATE GOVERNMENT § 41-9-643

§ 41-9-638. Same — Unidentified human corpses found in state,

Pertinent identifying data and historical criminal information may be obtained .
and disseminated on any unidentified human corpse found in this state. (Acts
1975, No. 872, § 14.)

§ 41-9-639. Information which may be included in criminal histories.

Information in a criminal history, other than physical and identifying data,
shall be limited to those offenses in which a conviction was obtained or to data
relating to the current cycle of criminal justice administration if the subject has
not yet completed that cycle. (Acts 1975, No. 872, § 16.)

§ 41-9-640. Log of disseminations of criminal histories.

A log shall be maintained of all disseminations made of each criminal history,
including the date of information request and the recinient of said information.
(Acts 1975, No. 872, § 17.)

§ 41-9-641. Dissemination of informauon to criminal Jjustice agencies
outside state.

The ACJIC shall not disseminate any information concerning any person to
any criminal justice agencies outside of the state of Alabama unless said
information pertains to a conviction of the person. (Acts 1975, No. 872, § 6.)

§ 41-9-642. Unconstitutional, etc., invasions of privacy of citizens not
authorized by article; disclosure of criminal histories, etec.,
which might lead to identification of individuals to whom
information pertains not to be made to persons, agencies, etc.,
not having “need to know” or “right to know.”

Nothing in this article shall be construed to give authority to any person,
agency or corporation or other legal entity to invade the privacy of any citizen
as defined by the Constitution, the legislature or the courts other than to the
extent provided in this article.

Disclosure of criminal histories or other information that may directly or
otherwise lead to the identification of the individual to whom such information
pertains may not be made to any person, agency, corporation or other legal
entity that has neither the “need to know” nor the “right to know"”” as determined
by the commission pursuant to section 41-9-594. (Acts 1975, No. 872, § 31.)

§ 41-9-643. Inspection of criminal records by persons to whom records
pertain or attorneys thereof; establishment of procedures, etc.,
pertaining thereto by commission generally.

The center shall make a person’s criminal records available for inspection to
him or his attorney upon written application to the commission. Forms.
procedures, identification and other related aspects pertinent to such access may
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§ 41-9-644 BOARDS AND COMMISSIONS § 41-9-646

be prescribed by the commission in providing access to such records and
information. (Acts 1975, No. 872, § 32.)

§ 41-9-644. Establishment of procedures, fees, etc., by agencies for inspection
of criminal offender records; disposition of fees collected.

Agencies, including ACJIC, at which criminal offender records are sought to
be inspected may prescribe reasonable hours and places of inspection and may
impose such additional procedures, fees (not to exceed $5.00) or restrictions,
including fingerprinting, as are reasonably necessary to assure the records’
security, to verify the identities of those who seek to inspect them and to
maintain an orderly and efficient mechanism for such accesses.

All fees collected are to be forwarded to the state general fund for disposition.
(Acts 1975, No. 872, § 35.)

§ 41-9-645. Purging, modification or supplementation of criminal records —
Applications to agencies by individuals; appeals to circuit courts
upon refusal of agencies to act, etc.; costs.

If an individual believes such information to be inaccurate or incomplete, he
may request the original agency having custody or control of the detail records
~ to purge, modify or supplement them and to so notify the ACJIC of such

changes. '
" Should the agency decline to so act or should the individual believe the
agency’s decision to be otherwise unsatisfactory, the individual or his attorney
may within 30 days of such decision enter an appeal to the circuit court of the
county of his residence or to the circuit court in the county where such agency -
exists, with notice to the agency, pursuant to acquiring an order by such court
that the subject information be expunged, modified or supplemented by the
agency of record. The court in each such case shall conduct a de novo hearing
and may order such relief as it finds to be required by law. Such appeals shall
be entered in the same manner as appeals are entered from the court of probaté;
except, that the appellant shall not be required to post bond nor pay the costs
in advance. If the aggrieved person desires, the appeal may be heard by the
judge at the first term or in chambers. A notice sent by registered or certified
mail shall be sufficient service on the agency of disputed record that such appeal
has been entered.

. The party found to be in error shall assume all costs involved. (Acts 1975, No.
872, § 33.) '

§ 41-9-646. Same — Entry of court order for purging. modification or
supplementation of record and compliance therewith by
agencies. etc.. notification of agencies. individual, etc.. of
deletions, amendments, etc.. in records.

Should the record in question be found to be inaccurate. incomplete or
misleading, the court shall order it to be appropriately purged, modified or
supplemented by an explanatory notation. Each agency or individual in the state
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§ 41-9-647 STATE GOVERNMENT § 41-9-648

with custody, possession or control of any such record shall promptly cause each
and every copy thereof in his custody, possession or control to be altered in
accordance with a court order. Notification of each such deletion, amendment
and supplementary notation shall be promptly disseminated to any individuals
or agencies to which the records in question have been communicated, including
the AGJIC, as well as to the individual whose records have been ordered so
altered. (Acts 1975, No. 872, § 34.)

§ 41-9-647. Establishment of guidelines for action and institution of actions
for violations as to data reporting or dissemination,

The commission shall establish guidelines for appropriate measures to be
taken in the instance of any violation of data reporting or dissemination and shall
initiate and pursue appropriate action for violations of rules, regulations, laws
and constitutional provisions pertaining thereto. (Acts 1975, No. 872, § 18.)

§ 41-9-648. Compilation of information and statistics pertaining to
disposition of criminal cases.

The administrator of the department of court management or the chief
administrative officer of any other entity that is charged with the compilation
of information and statistics pertaining to the disposition of criminal cases shall
report such disposition to the ACJIC within a reasonable time after formal
rendition of judgment as prescribed by the commission. (Acts 1975, No. 872, §
28.) :

* % %k
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§ 13-10-90. Sheriffs to fingerprint persons taken into custody; disposition of
copies of fingerprints.

It shall be the dugy of the sheriff of each county in this state who shall first
take a person into custody to fingerprint such persun and furnish a copy of such
fingerprints, with the fingerprint card properiy filled out, to the director of the
federal bureau of investigation, Washington, D.C., and a copy to the director,
department of-public safety, state bureau of investigation, Montgomery,
Alabama. (Acts 1943, No. 420, p. 385, § 1.)

§ 15-10-91. Central state assembling agency for receipt of fingerprint records
designated: duties thereof.

The department of public safety, state bureau of investigation, shall constitute
the central assembling agency of the state of Alabama for receiving such
fingerprint records. Said agency shall maintain such records and shall furnish
to all law-enforcement agencies and officers of the state of Alabama any
information to be derived therefrom on request in writing. (Acts 1943, No. 420,
p. 385, § 2.)

§ 15-10-92. Furnishing of fingerprinting equipment generally.

The county commissions of the several counties in this state shall furnish to
the sheriffs of the respective counties, at county expense, such equipment as
may be required for the purpose of this article other than fingerprint cards and
envelopes. (Acts 1943, No. 420, p. 385, § 3.)

§ 15-10-93. Furnishing of fingerprint cards and envelopes.

The state of Alabama, through the department of public safety, shall’brovide
the form of the fingerprint cards and furnish the several sheriffs with said
uniform fingerprint cards and envelopes. (Acts 1943, No. 420, p. 385, § 4.)

§ 36-12-40. Rights of citizens to inspect and copy public writings.

Every citizen has a right to inspect and take a copy of any public wntmg of

this state, except as otherwise expressly provided by statute. (Code 1923, § 2695;
Code 1940, T. 41, § 145.)

§ 36-12-41. Public officers to provide certified copies of writings upon pay-
ment of fees therefor; admissibility in evidence of copies.

. Every public officer having the custody of a public writing which a citizen has

a right to inspect is bound to give him, on demand, a certified copy of it. on
payment of the legal fees therefor, and such copy is admissible as evidence in
like cases and with like effect as the original writing. (Code 1923, § 2696; Code
1940, T. 41, § 147.) :
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Act 85=537

Enrolled, An Act, '

Relating to applicants for adoption or foster
parents: to require the department of pensions and aecnr%ty
to apply for, and for the state department of public safety
to furnish, any history of prior felony convictions. The
applicant shall be denied adoptive or foster parent statua if
he or she has a prior history of felony conviction in this orf
another state, and to revoke such status of foster parent if
he or she is subsequently convicted of a felony: tO require
strict confidentiality of such reports and to provide for a
fine for breach of such confidential information.

BE IT ENACTED BY THE LEGISLATURE OF ALABAMA:

Section 1. Notwithatanding any other provisions of
law to the contrary, upon request to the department of publie
safety, by the department of pensions and security, Or by any
other youth service agency approved by the department, such
center shall provide information to the department or an
approved agency concerning the felony criminal conviction
record in this or another state of an applicant for a paid or
voluntary position, inclﬁding one established by contract,
whose primary duty is the care or treatment of children,
including applicants for adoption or foster parents. All
information, including any criminal conviction record,
procured by the department Or an approved agency shall be
_contideneial and shall not be further disclosed ﬁy such
agencies or their representatives. @pe applicant may be
Jenied an adoptive or foster parent status i{f he or she has a
felony conviction, and if a foster parent is subsequently
convicted of a felony the child or children wmay be removed
from that home and relocated with another foster parent.

This determination shall be made by the court handling the

matter, giving primary coneideration to the best interesta of

the child.
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Act 85-537 (cont.)

Section 2. The department of public safety shall
provide appropriate forms and shall create a procedure for
the application for such information.

Section_3. Any violation of the provisions of this

act relative to the confidentiality of information received
by the department or other approved agency shall be
punishable by a fine of not more than one thousand dollars

Saézinn_4. The provisions of this act are
sevaerable. If any part of the act is declared invalid or
unconstitutional, such declaration shall not affect the part
which remains.

Section 5. All laws or parts of laws which

conflict with this act are hereby repealed..

Section 6. This act shall become effective
immediately upon its passage and approval by the Governor, or

upon its otherwise becoming a law. .
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Alabama Regulations

Privacy & Securicy Regulasion Scaces of Alabama
No. 002 Czimingl Justics Informaciscn Canter

858 South Cours Strset
Moncgomery, Alabama 36130

ADMINISTRATIVE PROCEDURES

Purdosa: This rcgdla:icn sets forth the procadures for issuing new or
revised privacy and security regulacions and che procedurs for appealing
existing ragulacions.

1. Authority. ACJIC privacy and security cegulations ars issued by
the ACJIC Commission through the authoricy of Secticn 5, Alabama Act
Yo. 872, Regular Session 1973.

2. Procedure for Modificacicn of Regulatioms.

A. Reccamended changes, additions, or deleticus to ACJIC privacy
and security regulatiocns should be directed to the Direcsor, ACJIC, 838
Souch Court Straec, Mouncgomery, Alabama 36130.

B. Propesad changes, :dditions, or deletions will be presenced 20
the Privacy and Security Committee for reviev. Committee reccmmeandations
wvill be forvarded o the ACJIC Commissicn for ayprcval/diaap;;avnl.

C. Proposed changes, additions, or deletions that ars disapproved

will be recirned to the originator with appropriace ccmments as to the

reason(s) for disapproval.

3. Appeal Procedurss. The procsss of appeal by aa {ndividual or govern=
sencal body of any rule or regulacion promulgactad by the Coomission

shall firstc bde to the Commission proper. The appellaat may prasent his
argument at a regulac zeeting of the Commission requesciag the altera-

tion or suggesting cthe nonapélicabtliiy of a particular rula and/or



ALABAMA

regulation. 1I£ che appellant {s noc sacisfied by the action of the

Commission, then aa appeal mav be made to che cizcuis court of Monec-

gomary Councy.

This nguheiqu has been revieved and approved by the ACTIC Commission.

Attest:

- Re W. Blayloek, Dir
Alabama Criminal Juscice Informacion Centar
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Stivacy & Sacurity Ragulation State of Alabama

No. 002 : Criminal Juscics laformation Conter
358 South Cuurt Street
Moaggoaerv, Alabama 36130

DEFINITIONS

Purdose: This regulation defines tarms used {n ACJIC privacy and sscuricy

regulatiocns.

1. The tarm "criminal juscics agencies” means onl& those public agencies,
or subunits thersof, at all levels of governmment which perfora as their
principal funection activities (1) relacing co the d.:ce:ied, apprehen=
sion, detention, pretrial release, postecrial ralease, prosscution,
adjudication, correccional supervision, ov rehabilitation of criminal
offenders; or (2) relacing to the collection, scorags, 2ad disseminacion

of criminal justics records.

2. The terms "criminal history record informacion,” "ecriminal ﬁiseery
{aformacion,” or "ecriminal hiscories”" mean information compiled by
eriminal justice agencies on individuals consiscing of idencifiable
descriptions and nocacions of arrescs, detentions, lndictaencs, informa-
tions, or other formal ctiainal'cha:gcs and any disposizion arising

" eherefrom, sencanciag, correccional supervision and release. It shall
be underscood not to include incelligence, analytical and invescigacive
reposts and files, nor scaciscical records and reporcs in which indivie
duals are not 1deneitic§ and frem which their {dentities are not ascer~

tainable.

J. The cerms "Act" or "ACJIC Act” mean Alabama Act Ne. 8372, Regular

Session, 197S.
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4. The carz "Commission” means Alabama Criminal Jus':‘.:u Inforzacion

Centor Commisnion.
S. The tarz "ACJIC” means Alabama Criminal Justics Informacion Cantar.

§. The term "NCIC" mesns the Naciocnal Crime Iaformacion Cancer operaced
by the hﬁnral Sureau of Iavescigation.

7. The tarm "CCH/OBTS system" means compucerized criminal hiscory/
offender-based transaction stacistics systen. CLH records an offaender's
formal contacts with each segzent of the criminal justics system. OBTS
is a staciscical svscem vhich describes the aggregate experiancss o.f

an offender in terms of type, relacicn and tine-frame of the criminal

Juscice procda.

8. The tarm "LEDS" refers to the Lav Eaforcemenc Data System operated
by the ACJIC. LEDS concains computerized {iles cmts:ins of wvanted
persons, stolen vehicles, stolen ptepcrt.y and firearms, vehicle and

beat registracion, and drivers license {nformacion.

9. The carm "direct access” means access or the tight to accass by an
ageacy or iadividual to criminal justice records zaintained by c=he
AQJIC withouet the incervention of anocher and independent ageacy or

individusal.

10. The ter= "indirect access” means access to criaiaal jusctice iafor-
aation :h‘rou:h an agency or iadividual auchorized dirscs access co

ceriminal justice records maincained by the ACJIC.
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ll. The term "admiaiscracica of czimingl jus:t:n" means the performance
of any of the followiag accivicies: detecsion, apprehension, detencion,
precrial raleass, past-crial Telease, prosecution, adjudicacion, corrac=
ticnal snp;tvisiaa. or vtehabilizacion of accused persons or criainagl

offenders. It also includes criminal identificacion activities and che
collection, storage and disseminacion of criminal his:bry record infore

mation.

12. The tera "record of adjudication of guilt" means an arrest rscord

vith a court dispesition notiag a conviction of the offense charged.

This regulacicn has Seen revieved and approved by the ACJIC Cammission.

Attast:

R. W. Blaylock, Diz: Etor
Alabasa Criainsl Justics Informacion Canter
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Puvaey‘ § Securisy Regulacisn Stats of Alabanma
He. 003 Criminal Justics laformacion Cencar

358 South Court Scresc
Montgomery, Alabams 36130

CRIMINAL HISTORY DISSEMINATION POLICIES & PROCEDURES

Purpose: This regulacion defines criminal history imformacion usage .
and disseminstion for i{nformacion collected, scored, processed, or

‘dissemingted by the ACJIC.

1. Agencies authorized accass :5 ¢riminal history record iaformation:

A. Crimimal Juscice Azencies

Crininal justice agencies, upon ccaplccian of a Privacy and Securisy
Agreemant a3 specified in paragraph 2 of this regulacion, shall be augho-
tized direct access to criminal hiscory racord information for the
following purposes:

(1) Functions related to the administracion of criminal justics.

(2) Criminal justice agency pre-employment screening.
Criminal history record information ni} be disseminated dizectly o
Federal agenciss and agencies of ocher states o:u.y if chey are criminal
Justice agencies vithin the meaning of chesa regulations.

8. Noneriminal Justice Aacnci;s

The followving types of aomcriminal justice ageacies z:ay be authorized
indirect access to ctiminal hiscory record iaformation upon approval by
the appropriacs auchority and completion of a Privacy and Security Agree-
ment:

(1) Agencies authorized by Sctace or Federal statute, executive ordar,
local ordinance, or court covder 2o have accass co criaia;i hisgar? indor-

mation shall be granted indirec: access to such iaformacion. Disseminacich
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vill de through tha ACJIC or designated criminal juscics agenciaes.
Applicacisa for accsss to crimingl hiscory iafor=acion under chis
paragraph shall be addressed to the Direccor, ACJIC.

(2) Agencies or individuals may be aythorized accsss to criminal
hisgory record information for the express purpese of rssearch, evaludcive
or statistical activities pursuant o a2 specific agraemeat with the ACJIC
saad with the approval of the ACJIC Director. Iadividuals or agencies
seeking access under this paragraph shall subui:':o the ACJIC a completad
Tesearch design that assures tha security and confidentiality of the
data. Dissemination of criminal recovds pursuant to this paragraph
© will be chreugh the ACJIC.

(3) Businesses or private persons may be alloved access to records
of adjudication of guile for the purpose of naiiug enpioya-n: and job
assisnh.ne decisions about employees or prospective employees vhese
duties involve or say iavolve:

(a) Providing services Becessary to maintaia the public safecy of
the Scace's citizens;

(b) Working iz or near private dwclliﬁss without i=mediacs super-
vision;

(e) Custedy or control over access to cash or valuable i{tems;

(d) Knowledge of or access to sscret procssses, trads secrecs oF
ocher confidential business iaformacion; and,

(e) Iasuring the security or safaty of other emplovess, custcmers,

or property of the esployer.
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Criainal records disseminaced for use in cuployen-nc‘aad Jjob assign-

;tnc decisions =usc be based on Positive idencificacion of che subject

by fingerprinc compariscn. The use of the informacion shall Se limiced
Co che purposes for wvhich it vas releasad. Disseminacicn will be cthrough
the ACJIC.

Application for records under this Secticn shall be {n writing to the

Director, ACJIC. Fees shall be charged for.disscainaziag such resords
which will raise an smount of Tevenue which approximates, as tearly as
practicable, the direct and 1ndi:¢c§ costs 2o the Stata providiag the

iaformacion.

(5) Agencies or 1nd$vidual; 80¢ otharwisa authorizad accass €2 criminal
history record informatioa collected, stored, Procassed, or disseminated
by the ACJIC, 28y be sutharizad landirect access to such iaforzacion upen
& demonsctrated need and tight to access and uetilize such records. Appli-
cation for access under this paragraph shall be ia vriting to che ACJIC
Director. Upon request by the up?ltcane or upon the ACJIC'Ss owa motion,
the Privacy and Security Commictee shall conduect public hearings a2
vhich it may recasive svidence and hear Statemencs concarning che appli-
cacion for access ¢9 crimtngl hiscory record {aformacicn. Accass 2o
iaformacion under this paragraph will be through the ACJIC or dasignaced

¢riminal jusctice agencias.

2. Privacy and Seecuricy AgTeements. Cfach agency or individual auchorizad

access ¢o criainal history record laformacion, vhecher direcily or shrough
any iatermediary, shall encer ingo a Privacy and Security Agreement wich
the. ACJIC.
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A. Criminal juscice agencies shall agree 2o the following:

(1) To receive. score, use, and disseminnce criminal hiscorv record
_in!or:a:iou in scrics compliance wich Scats and Federal scacuces and
rtgnl;:znni gc#crning ceriminal hisctory rscord Llaformacion.

a) To‘nakl its records available co the ACJIC for the purpose of
conducting periodic audits to decermine compliancs wizh scatucas and
vegulations zcvcéning criminal history record informacion.

(3) To kaep such ;neords as the ACJIC may require to faciliczats such
audiss. '

3. Neacriminal juscice agencies shall agree to the following:

(1) To recsive, stors, and use criminal history record info=macion
ia strict compliance vith Stacte and Federal scactutes and rsgulacioas
goveraing criminal history record i{iaformation.

(2) To restrice the use of criminal history record iaformation to
the purposes for vhich it vas provided and. disseminace it no fuzther.

.(3) To keep such records as the §CJIC nay rcqﬁi:o and to makes
those records avatliblo for audit to deteraine compliance vich appro=-
priats scatutes and regulacions.

(4) To familiarize personnel vorking with or haviang access Co
eriminal hiscory record informaaction with the appropriace stactuces and

regulations governing such {aformation.

3. Caneral Policiecs on the Use and Nissemination of Criminal Hiscorv
Record Information.

A. Criminal hiscory records obcained frem che Nasional Csime Infor-
aacion Cencer (NCIC) chrough the ACJIC ars ;ubjec: to the policies pro=-

=ulgaced by the NCIC Advisory Policy Boazd.

AL-26



3. No agency or individual having access to criminal history record
{aformacion maincained by the ACJIC, vhecher directly or through any
iacermediary, shall confirm the existance or ancnexiscascs of such infore
nuci L0 any person or agency that would not be eligible to recsive the
informacicn Lcself.

This regulation has been reviewed and appreved by the ACJIC Ca'uusaica.

R. W. Blaylock, Diregéor
Alabana Criminal Juscice Information Center
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Privacy & Security Regulation Scate of Alabama

No. Q04 - Criainal Juscics Informacion Cantar
858 Souch Court StrTeet
Moncgomary, Alabama 36130

PERSONNEL SECTURITY

Puxpet.: This regulacion escablishes procsdurss by which perscunel
security is achieved and maintained. The procsdures izclude employ=
ment screening, aanagement control, ine-service trainisg, penaltiss,

and systsm discipline.

1. [Emplovmenc Scraeninz. Applicancs for employment and those presently
enployed ﬁy the Alabama Criminal Justice Informacion Canter or Commission
vhose dutiss require accass to criminal justice inforaaticn or S0 arsas
vhare such informaticn is stored, must conseat 2o an invescigation of
their charactar, previcus employment, and other matters gecessary to
establish their suitabilicy to vork with sensitive information. Giving
false informaction will disqualifly an applicanc from employment and
subject a prasent can;ync to dismissal. The iavescigation will de
designed to develop sufficient informaticn to enable ACJIC officials
to deteranine employability and fitness of persons encaring sensitive
. positions.

Eaployees of ocher State govermmenc dcpar:ain:a and emplovess of
aongoverzmental agencies p;cvidtng contractual services, vhose duties
require access to criminal justica i{aformation or areas vhers such
" taformation is stored, shall Ye subject to pre-employment screening.

Remote tarminal operacors and amplovees of local/regional criminal
Justice {aformacion systems exchangiag criminal jusecica iaforsm=asioz with
the ACJIC are also subject to personnel sscurity scresaing. This respon-

sibilicy rescs with the appropriace criminmal justise agency.
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ACJIC personnel rscords, including employment suitabilicy and
Security izvestigations, are confidencial and will Se made available
oaly 8o ACJIC officials wvho requirs accsss co such informacicn {3 cthe
performancs of their official duciles.

2. Management Conersl.

A. Parsonnel eaployed §7 the Data Systems Management Division (DSMD).
Alabans Deparzmenc of Finance, who provide data proceasing sarvicas to
the ACJIC for the operacion of the criminal juscice {nformation system,
shall be subjecz o the Ranagement control of the ACJIC Dirscter in cthe
areas specified in this regulacion.

The ACJIC Director shall execute a privacy and security agrse=ent
vith the DSMD vhich shall anluQc the following condiczioas:

(1) Those personnel vhose assigned duties iavolve che collection,
Storage, processing, or disseminacion of criminal hissory reacord lafor-
sation shall be under the supervision of the ACJIC Director, or his dcsiga-c!
vhile performing thosa duties. The ACJIC Director shall have the authoricy
to select and/or approve all DM employess so assigned.

(2) Those personnel whose ducies require accass ¢o c::a;ﬁal hiscory
vecord informacion or to areas where such iaformacisn is stored shall be
subject to all persomnel and physical security procedurss established
by tha ACJIC Dirasctor.

(35 Those personnel workiag with ot haviag access to erimiaal hiscory
vecord iaformacion shall be subject to legal and adminiscracive sancsions
provided for the abuse, unsucthorized access, disclosurs. or dissemination

of eriminal juscice iaformacion.
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3. Nomgovermmencal agencies providing contractual sarvicss ¢o the
ACJIC, and vhose caplo?cns wvill requiire accass to criminal juscics iafor-
aaticn or to arsas vhers such informaticn is scored, shall enter iago 3
privacy and security agresement with the ACJIC. The agresemant shall {nclude
provisicns similar to those in paragraph A (1), (2), azd (3) above.

3. In—Sc:vic; Trainiag. All persons vorking with or having access to
eriainal justics i{nformation collected, stoved, procassed, ar disseninated
by the ACJIC shall be made svare of all stacuces and regulations pertaining
to the privacy and sescurity of such informacica. This training require-
ment shall apply to remote termimal operators and system persounnel ot
local/regional criminal juscice information systems iacsrfaced with the
ACJIC as vell as ACJIC euployccg.

The ACJIC Dirsctor shall decermine the method and frequency of required

privacy and security er:iging.

4., DPenalties for Violation of Svstem Security Sctandards. Persons eaployed

by the ACJIC or Commissicn or who ars ochervise under the management
concrol of the ACJIC Direccor, who are found to be iz violacion of ACJIC
privacy and security vegulations or statutes and regulacions goveraiag che
privacy and security of criminal justice informaciocn, 2ay be -subject ta
the following adminiscrative penalties:

A. A formal reprimand vhich will de made a part of the employee's
permanent persounel record.

8. Suspension wt:hou: pay for a period mot to axceed thirty davs.

C. Termination of emplovmentc.
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All admintiscracive penalties cnumernted herain shall be admintiscered
in scrice compliance with the provisions of the Alabama Code, Tizle $3,

Chapear 9, Parsocunnel Departoent and Meri: Syscen.

S. System Disciélino. Persocus funceioning as operacors for temote Cer-
ainals and the persomnel of local or vegional criminal juseics isforma~
Cicn syscams that ars.incarfaced wich che statevide criminal juscics
infornaticn system are subject to the syscem security scaddards escabe
lished by the ACJIC Commission and promulgaced through ACJIC privacy asd
security regulacions.

Any vtola;tcn of the provisions of these tegulacions by azy ezployes
or officer of any public agency, in addition to any applicable criminal
or eivil poaal:ics! should bde puathod by suspension, discharge, reduction
ia grade, or any other adaminiscracive penalcies as are deemed appro-
priacs by the agency; provided, however, thaz such pcnal:ias.shall be
imposed oaly {f they are peraissible uander any applicable scatutas
governing the employment ;t the individual {a questionm.

L)

This regulacion has been revieved and approved by the ACJIC Commission.

Attast:

R. W. Blaylock, Diggéeor
Alabama Crinmingl Juseics Iaforzacion Center
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Privacy & Security Regulaticn Stata of Alabama

So. 00S Criminal Justics Informacion Canter
858 Socuth Court Strest
Moncgomery, Alsbama 36130

PHYSICAL SECURITY

Purpose: This regulation defines physical securicy scandards for tha
Alabams Criminal Justice Informacion Centar and assigns responsidilicies

for monitoring system security.

1. Resoonsiblity for Svscem Securitv. The Director of the Aladama

Criainal Juscice laformstion Canter shall lnsu:; chat all personnal
and units of government. participacing in the Alabama Criminal Juseice
Information Systea cmiy vith the securicy scandards idcpnd by the
AJIC Commission and those specified by ocher statucas aad‘rtguia:icns

applicabdble to criminal justice iaformation sysctems.

2. Physical Securitv Scandards.

A. The Alabama Criminal Juseice Information Cencar.

The ACJIC Director shall develop and enforce procedures to Teasonably
proecé: the ACJIC frem unauthorizad access, theft, sabotage, natural or
sanmade disascer. Such procedures shall address the follswing areas:

(1) Pize dececticn and suppression syscems.

(2) Access control to the ACJIC facilicy; parcicular attezation =:use
be given to areas vhere criminal justice information {s processad and
stored.

(3) Visitor idencificacion and comcrol procsduras.

(4) Structural design of the ACJIC facilicy to reduce the possi-

bilicy of physical damage to the svystem and information.

AL-32



(3) Supporeting ucilicies.

(6) Document concrsl proccdurcs to (nsure che proper handling of
e¢rininal justics records. -

B. Local/Regional Criminsl Juseice Iaformacion Svscems.

A.ca:.gu operating criminal justice infermacicn systcams vhich incer-
face vith the ACJIC s'ha.u dcnlep_ and izplement security procedures in
the following areas:

(1) Computer centers should be énucud from unauthorized accass,
theft, sabotage, fire, flood, wiad, or other naﬁural or manmade disascers.

(2) System personnel who have direct access. to ACJIC criminal hiscory
Tecord informacion must be screened in accovdance vith the requiremests
established by the ACJIC Commissica.

(3) Visizors to compucar centers having direct access to ACJIC
- eriminal justice information nn;: be accompanied by scaff personnel ac
all times.

(4) Priated copies of criminal hiscory record informacion obeained
chrough the ACJ;C nust be afforded security to preveac unduthorized
8ccass or disseminacion. Princed records should be destroved vhen no
longer needed.

(3) Remocte tarminal devices dccessing the ACJIC chrough loeal/
regional criminal juscice informacion systams are subject 2o all privacy
and security regulacions issued by the ACJIC Commission.

C. ACJIC Remoce Terminal Devices

Agencies having direct =arminal access ¢o the ACIIC or cerminal
access cthrough 3 local or ragional iaformation syscem, shall inscicuce
procsdurss to reasonsbly procect the terminal devics and aay eriminal
Justice iaformacion obetained through the cterminal. Suex stocadures =uys:g

include the followiag atnimum measures:
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(1) Tarminal devices must be placed ia physically sacure lceations
wvichin the auchorizad agency. To be securs, the ageacy cperatiag the
terminal must be able to comeczol phyiical access £0 the devics om a
twency-four hour per day, seven—day per veek basis.

(2) Remoce terminal operacors must be screened ia accordance vich
the Tequirsments established by the ACJIC Ccmmission.

(3) Princed copies of criminal history record iaformation obtained
through ACJIC Temote terminals must be afforded security to prevent

unauthorized access to or use of chat ianformacion.

This regulation has deen cevieved and approved by the ACJIC Commission.

Actast:

R. W. Blaylock, Dire
Alabams Criminal Justics Information Csats?
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